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ABSTRACT Intelligent connected vehicles are autonomous vehicles. With the increasing degree of automa-
tion of autonomous vehicles and the development of open applications in the future, the computing tasks
of autonomous vehicles are becoming more and more complex. In practice, the computing resources of
vehicles are limited and the processing of data is not always guaranteed to be completed in time. However,
the timely processing and integrity of the data are very important for vehicles because it affects the path
selection of the traveling vehicle and the passenger experience. Therefore, it is necessary to reduce latency
in processing data and verify the integrity of data for vehicles. In this paper, a novel message authentication
scheme for multiple mobile devices in intelligent connected vehicles based on edge computing is proposed.
The task of processing data in the vehicle is migrated to mobile devices, and tasks are executed utilizing the
computing resources of multiple mobile devices in the edge computing model. The vehicle use certificateless
ring signature technology to ensure the integrity of data processed by mobile devices. A security analyses
show that our proposed schemes are secure in the random oracle model and can resist two types of adversaries
under certificateless public key encryption. One type of adversary may be able to replace the mobile device’s
public key and the other type of adversary has access to the system master key. The results of performance
analysis indicate the proposed scheme has high efficiency and applicability in practical intelligent connected
vehicles system.

INDEX TERMS Edge computing, intelligent connected vehicles, message authentication, security.

I. INTRODUCTION
With the development of technology in communication,
sensing, machine learning, and artificial intelligence,
the connected and autonomous vehicle (CAV) is being imple-
mented [1]–[3]. This vehicle leverages various sensors (e.g.,
cameras, Lidar.) and computing units to sense and analyze the
surrounding environment. Once the driver-less SAE Level-
5 CAV is realized, riders in a CAV will have more time
to enjoy their trip on the road. To improve the experi-
ence for users, open applications such as video players and
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communication software will be loaded into CAVs.
Moreover, because of the camera equipment and the mobil-
ity of CAVs, some video analysis applications [4] can be
installed on CAVs to improve public safety, including appli-
cations such as A3 [5], a kidnapper searching application,
which recognizes license plate numbers in videos. To sup-
port the various open applications, CAVs require high vol-
ume computing resources, however, they are limited by the
requirement to process data in real time [6], especially for
time-intensive applications, such as autonomous driving-
related applications.

Cloud computing [7] processes data in a centralized man-
ner. This was first proposed in 2005 and widely adopted
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by companies such as Amazon, Google, Facebook, Baidu
and so on, to enrich people’s daily lives. However, cloud
computing requires data to be uploaded to a remote cloud,
resulting in potentially large data transmission delays and
network bandwidth overload. To address these issues, there is
an increasing focus on edge computing. Edge computing is an
open platform which integrates network, computing, storage,
and application core capabilities on the edge of the net-
work near the source. With respect to the need for increased
open applications on autonomous vehicles and the increased
computing requirements in the future, we introduced mobile
devices such as mobile phones under the model of edge
computing in a previous work [3] to enhance the computing
power of CAVs, as shown in FIGURE 1., where mobile
devices connected with a CAV via WiFi, and CAVs are able
to communicate with roadside units or a remote cloud using
wireless technologies, e.g., 4G and dedicated short range
communications (DSRC). It is important to introduce mobile
devices as edge nodes to enhance the computing power of a
CAV. The data response latency will be significantly reduced,
especially on a bus, which usually has a large number of
passengers with mobile phones. In such a model, the CAV
assigns different tasks to mobile devices.

FIGURE 1. An architecture based on edge computing.

Although the collaboration from mobile devices enhances
a CAV’s computing capability, it also brings about potential
security issues with malicious mobile devices attempting to
tamper or just randomly counterfeit the results of offloaded
tasks. It is dangerous because an inaccurate path might be
traced from an incorrect result of roadblock recognition.
In this case, mobile devices need to sign messages, including
task results, to maintain integrity, thus, CAVs need to execute
authentication of messages. However, the signature of the
message may enable a CAV to trace a mobile device’s action.
This means that the risk of privacy leakage of mobile devices
exists, resulting in a low degree of mobile device participa-
tion. Thus, we also consider the privacy of mobile devices.
In a previous study, the message was signed with a group sig-
nature, however, this conditional privacy protects the identity

of the signer as the group manager can be traced back to the
specific signer [8]. In the proposed model, the mobile device
will send the message to the vehicle through ring signature
technology to protecting the identity privacy of the mobile
device and if the mobile device is malicious and the message
is incomplete, the trusted authority (TA) can trace it by the
mobile device’s pseudonym.

In this paper, we propose a novel message authentication
scheme for multiple mobile devices in intelligent connected
vehicles based on edge computing (MA-DVEC) and we also
propose an improved message authentication scheme, which
is supporting batch authentication. The main contributions of
our proposed schemes are summarized as follows:
• Firstly, we propose theMA-DVEC scheme and introduce

the concept of edge computing. To facilitate edge computing
well, we focus on adding mobile devices as edge devices to
the intelligent connected vehicles system to obtain real-time
message for vehicles. Therefore, a message authentication
scheme based on edge computing is proposed.
• Secondly, we use certificateless ring signature to improve

efficiency and security in the MA-DVEC scheme. The pro-
posed message authentication based on certificateless public
key cryptosystem avoids the overhead of managing certifi-
cates. Our scheme adopts a technology of ring signature,
which is self-organizing and neither ring members nor the
vehicle track specific signers to guaranteeing the privacy
preserving of mobile devices.
• Finally, we present a security analysis of the proposed

scheme, which shows that it is provably secure under the ran-
dom oracle model. Meanwhile, we implement performance
analysis to compare our schemes with previous message
authentication schemes.

The rest of the paper is organized as follows: In order
to facilitate understanding, we introduce related works in
Section II and propose some preliminary knowledge in
Section III. We propose the MA-DVEC scheme in Section IV
and introduce an improved scheme in Section V. Section VI
introduces the security analysis of the proposed scheme and
we present performance analysis in Section VII. Finally,
we make a conclusion of this paper in Section VIII.

II. RELATE WORKS
The IEEE 802.11 standards committee established in 1991
adopted the term ‘‘Ad hoc network’’ to describe the partic-
ular peer-to-peer wireless mobile network. Ad hoc is a P2P
connection and cannot communicate with other networks. All
nodes in the network have equal status, and no need to set any
central control nodes to automatically form an independent
network, which is mainly used in sensor networks and vehic-
ular networks such as [9], [10]. In [9], He et al. proposed
a public auditing scheme for wireless body area networks
based on Ad hoc networks, which could improve medical
care and the monitoring of patients. In [10], Dietzel et al.
proposed the aggregation of the vehicle networks based
on Ad hoc networks, which could improve communication
efficiency by summarizing information that is exchanged
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between vehicles. One of the characteristics of the Ad Hoc
networks is that it is less secure and vulnerable to eaves-
dropping and attacks. Therefore, it is necessary to study the
security architecture and technology applicable to the vehicle
networks based on Ad Hoc networks.

The vehicular ad hoc networks (VANETs) consist of an
on-board unit, a roadside unit (RSU), a trusted authority and
an application server, in order to improve safety communi-
cation, vehicles to vehicles and vehicles to RSU should to
achievemessage authentication. He et al. propose [11], which
is a public key cryptography (PKC)-based authentication
scheme. The PKC-based authentication scheme will bring
problems in certificate management. Therefore, the previ-
ous proposed authentication scheme unsuitable for message
authentication.

To address the certificate management problem which
has been brought by the PKC-based authentication scheme.
In 1985, Shamir has been proposed the concept of
identity-based cryptosystems [12]. In the identity-based cryp-
tosystems, the mobile device’s identity information (e.g.,
identification number, cell phone number and email.) can
be as the mobile device’s public key. Therefore, it avoid the
drawbacks of the management of a large number of mobile
devices’ certificates in the traditional public key cryptosys-
tems. Whereafter, many identity-based encryption schemes
have been proposed [13]–[15]. To address the problem that
certificate management with message authentication in PKC
mechanism, some identity-based message authentication
scheme have been proposed [16]–[18]. Tiwari et al. [16] pro-
posed scheme more suitable for high traffic area and provides
cost effective, highly privacy preserving of user, efficient
message authentication and verification than existing system
for VANETs. Wang and Yao [17] also proposed the scheme
of message authentication is based on identity and in the
identity-based schemes, every vehicle holds too many valid
identities in order to protect privacy. Later, Biswas et al. [18]
proposed an identity-based authentication scheme for safety
messages in WAVE-enabled VANETs and has been proved
that the scheme is resilient to all major security threats in the
paper. However, the identity-based message authentication
scheme also bring the problem of key escrow.

To solve the prolem of key escrow, in 2013,
Al-Riyami and Paterson [19] first proposed the concept
of certificateless public key encryption. The user’s private
key consists of two parts: one is the information by the
user and the other is generated by the key generate center.
Later, the certificateless-based encryption scheme has been
address the certificate management issue which is based
on the PKC encryption scheme and solves the key escrow
problem caused by the identity-based encryption scheme.
Therefore, many certificateless-based encryption schemes
are proposed [20]–[22], [31].

Because the vehicle has limited resources, an edge comput-
ing model [23] has appeared. Whereafter, a message authen-
tication scheme based on edge computing is proposed [24],
where edge nodes assists the RSU in message authentication.

The specific process is the trusted authority selects part of
vehicles as the edge nodes and sends the result of message
authentication to the RSU, then the RSU verifies the cor-
rectness of the result and finally broadcasts the result to
vehicles. As open applications increase, edge nodes not only
assist message authentication, mobile devices join around the
autonomous driving vehicle as edge devices and participate in
the execution of computing tasks of the vehicle. The vehicle
do not needs send data to the vehicle computing unit and
performs centralized processing, therefore, it is easier to meet
the real-time nature of autonomous driving under the edge
computing model.

III. PRELIMINARIES
To improve the understanding of our schemes, in this section,
we will introduce preliminaries of knowledge as mathemati-
cal background, system model and security requirements of
the proposed scheme.

A. BILINEAR PAIRING
A q is a large prime number, we assume G1,G2,GT are
three cyclic multiplicative groups with the same order q and
set a and b are random numbers of Z∗q . If a map e : G1×G2→

GT satisfies the following three conditions, we called it’s a
bilinear pairing.

1) Bilinear: For all Q ∈ G1, P ∈ G2 and a, b ∈ Z∗q are
satisfy e(a · P, b · Q) = e(a · b · P,Q) = e(P, a · b · Q) =
e(P,Q)ab;

2) Non-degeneracy: Existing Q ∈ G1, P ∈ G2, and there
satisfy the inequation e(P,Q) 6= 1;

3) Computability: For all Q ∈ G1, P ∈ G2, there exists an
effective algorithm to compute e(P,Q).

It is hard to find an algorithm to solve the following
problems in polynomial time:
• Discrete logarithm problem: For two random elements

P ∈ G2, Q ∈ G1, it is hard to find an integer n ∈ Z∗q satisfies
equation Q = nP.
• Computational Diffe Hellman Problem(co-CDHP): For

three random points P, aP ∈ G2 and Q ∈ G1, it’s hard to
compute aQ in polynomial time, where a ∈ Z∗q .

B. SYSTEM MODEL
In our proposed scheme, the system model consists of three
entities, including TA, vehicle and mobile devices, which can
be formed into three layers. As shown in FIGURE 2., the top
layer is the TA, which is a fully trusted entity and usually
hosted into a remote cloud. The second layer is the vehicle,
the vehicle has limited storage resources and computing capa-
bility. However, mobile devicesmay bemalicious and tamped
messages cause the false result. The bottom layer includes
many mobile devices, where we set mobile devices as edge
devices, they have enough storage and computing capabilities
and can execute different tasks which are come from vehicles.
Therefore, the aim of our proposed scheme is checked mes-
sage integrity, which has been stored or computed by different
mobile devices.
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FIGURE 2. System model.

1) TA
The TA is a trusted entity, which used to generate system
public parameters, semi-private keys and pseudonyms for
mobile devices according to the mobile devices’ requirement
and their real identity. The TA maintains a revocation list
and initiates the list is empty, which the list includes mali-
cious mobile devices’ real identity and a series pseudonym.
According to the list of themobile devices’ revocation, the TA
could trace malicious mobile devices.

2) VEHICLE
The vehicle is a limited storage resources and computing
capability entity and equivalent to the user whose messages
are stored in the mobile device. Because mobile devices have
enough storage and computing capabilities, the vehicle could
separate tasks to mobile devices and obtain messages, which
has been processed. However, before receiving the message,
the vehicle should check the integrity of messages stored on
mobile devices.

3) MOBILE DEVICE
A mobile device is a user who has themselves electronic
equipment (e.g., mobile phone, laptop, iPads.) and could
support enough storage and computing resources as the edge
devices in edge computing model. It’s a malicious entity.
Every mobile device has a trusted execution environment
and before access, it must input the right password. In order
to secure communication with the vehicle, mobile devices
should use pseudonyms which have generated by the TA.

C. SECURITY REQUIREMENTS
The security requirements of our proposed scheme are to
satisfy the certificateless signature fundamental privacy pre-
serving and tracking malicious mobile devices. The proposed
MA-DVEC scheme consists of three entities TA, mobile
device and vehicle, where the TA is an absolutely trusted
entity, the mobile device is a malicious entity and the vehi-
cle needs handle a lot of messages. Therefore, the concrete
describes security requirements as follows:

1) Message authentication and integrity: To ensure that the
vehicle could get complete data. It is necessary to provide
a message authentication scheme between the vehicle and
multiple mobile devices for a intelligent connected vehicles
system.

2) Conditional privacy preserving: Any vehicle unknown
the real identity of the signer complete achieve protect mobile
devices privacy during the process of check the integrity of
the stored message. However, when there are some malicious
mobile devices, the TA can extract the real identity from the
pseudo identity of the mobile device.

3) Identity privacy preserving: The real identity of mobile
devices are not in any transmitted message. All other mobile
devices and any third party except the TA cannot obtain
the real identity of the mobile device from the transmitted
message.

4) Unforgeability: Mobile devices signature a message
and cannot be forged by a third party adversary, satisfy
this requirement is easier to achieve retrospect the malicious
mobile device.

5) Revocation: After the vehicle found a malicious mobile
device, the TA could retrospect malicious mobile device’s
real identity. That is, TA could revoke malicious mobile
device and prevent tampering other valid messages.

6) Unlinkability: An adversary cannot link various rela-
tive information to achieve the purpose of tracking mobile
device, satisfy this requirement aim to protect mobile device’s
privacy.

IV. SCHEME
In this section, we aim to propose a novel message authen-
tication scheme for multiple mobile devices in intelligent
connected vehicles based on edge computing. The scheme
supports the vehicle and multiple mobile devices communi-
cation, and it consists of five phases: Setup, Register, Ring
signature, Verify, Revocation.

A. SETUP
The TA executes this algorithm to generate system public
parameters and the master key and sends system parameters
to the vehicle and mobile devices by the secure channel,
which are specified describe as follows:

1) Input a security parameter l, then the TA chooses a large
prime number q > 2l , and three cyclic multiplicative groups
< G1, · >,< G2, · >,< GT , · > respectively.
2) The TA chooses a bilinear pairing e : G1 × G2 → GT ,

and Q, P are generators of G1, G2 respectively.
3) The TA determines two one way hash functions h and

H . h : {0, 1}∗→ Z∗q , H :
{
G1, {0, 1}∗, {0, 1}∗,Gn1

}
→ Z∗q .

4) The TA selects a random number k ∈ Z∗q as the master
key, and generate PKTA = k · P as the public key. Then the
TA returns system parameters (q,P,Q,G1,G2, h,H ,PKTA).

B. REGISTER
Mobile devices interact with the TA to execute this algo-
rithm. The TA generates mobile device’s pseudonyms and
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semi-private key. The algorithm includes four phases: mobile
device secret value, mobile device public value, generate
pseudonyms and semi-private key extract.

1) MOBILE DEVICE SECRET VALUE
The mobile device i have a trusted execution environment,
where pw is the login password, RIDi is the mobile device’s
real identity. In the trusted execution environment, the mobile
device chooses a random number u ∈ Z∗q as the mobile
device’s secret value, where the mobile device sets SKi,1 = u.

2) MOBILE DEVICE PUBLIC VALUE
The mobile device i computes PKi = u · Q and sets it as the
mobile device’s public key.

3) GENERATE PSEUDONYMS
The mobile device i obtains pseudonyms by sent
(RIDi, h(pw ⊕ a),PKi) to the TA, where a ∈ Z∗q is a large
random number was chosen by the mobile device. Then the
TA computes:

IDi,j=k×h(EncPKTA (RIDi)⊕ h(pw⊕ a) ‖ PKi)+rj (1)

where rj is a random number rj ∈ Z∗q , then the TA computes
Rj = rj · P · Q, j = 1 . . . p it indicates that a mobile
device i has p pseudonyms. In order to convenient, we set
hi = EncPKTA (RIDi)⊕ h(pw⊕ a).
Then the TA sends (IDi,j, hi,Rj) to the mobile device

simultaneously and the mobile device stores this informa-
tion in a trusted execution environment, meanwhile the
TA stores the (IDi,j,EncPKTA (RIDi), h(pw⊕ a)i, hi,Rj) in its
remember. When the mobile device received (IDi,j, hi,Rj),
the mobile device checks IDi,j firstly, then checks it whether
are legitimate:

IDi,j · P · Q ? PKTA · Q · h(hi ‖ PKi)+ Rj (2)

If the equation is true, the mobile device computes:

IDi = IDi,j + u · P (3)

Then the mobile device stores p pseudonyms in a trusted
execution environment. In the subsequent sections, it will be
as real pseudonyms.

4) SEMI-PRIVATE KEY EXTRACT
The mobile device requests semi-private key extract by the
mobile device selects an IDi and sends (IDi,PKi) to the TA,
when the TA received the request, firstly, to check the follow-
ing equation whether is legitimate:

IDi · P · Q ? PKTA · Q · h(hi ‖ PKi)+ Rj + PKi · P · P (4)

If the equation is true, the TA computes:

SKi,2 = h(IDi) · k · Q (5)

Then send (IDi, SKi,2) to themobile device.When themobile
device received it and checks:

SKi,2 · P ? h(IDi) · PKTA · Q (6)

If the equation is true, the mobile device stores SKi,2 and sets
SKi = (SKi,1, SKi,2) as the mobile device’s private key and
stores it in a trusted execution environment.

C. RING SIGNATURE
The mobile device executes this algorithm to generate the
message signature. The message m is a result of a mobile
device to storage or computing task and send it to the vehicle.

1) Input (m,PK1,PK2, . . . ,PKn, (SKs,1, SKs,2), IDs), for
i ∈ [1, n] , i 6= s, mobile devices chooses n random numbers,
S1, S2, . . . , Ss−1, Ss+1, . . . , Sn ∈ G1.
2) For i ∈ [1, n], mobile devices compute hi = H (Si,m,

IDs,PK1,PK2, . . . ,PKn).
3) The mobile device chooses two random numbers x,

y ∈ Z∗q , and computes Ss = y · Q + x · SKs,2 −
n∑
i 6=s

(hiPKi +

Si),N = (y+ hs · SKs,1) · P,L = x · h(IDs). Then return the
signature (S1, S2, . . . , Sn,N ,L).

D. VERIFY
The vehicle executes this algorithm to check the integrity of
the message.

1) Query the revocation list: When the vehicle obtains
the pseudonym IDs corresponding to the signature of the
messagem, the vehicle makes the query and the vehicle looks
up the revocation list. If the pseudonym IDs exist in the list,
the vehicle stops execute this algorithm, else the vehicle does
as follows:

2) Input (S1, S2, . . . , Sn,N ,L,m,PK1,PK2, . . . ,PKn,
IDs), for i ∈ [1, n], the vehicle computes hi = H (Si,m,
IDs,PK1,PK2, . . . ,PKn).
3) The vehicle checks the equation whether is legitimate:

e(Q,N + L · PKTA) ? e(
n∑
i=1

(hiPKi + Si),P) (7)

If the above equation is legitimate, it means that the message
m was corrected storage or the calculation task has been
finished without tampered and return ‘‘true’’, else return
‘‘false’’.

The verification process as follows:

e(Q,N+L ·PKTA) =e(Q, (y+hs ·SKs,1)·P+x ·h(IDs)·k ·P)

= e(Q·(y+hs ·SKs,1+x ·h(IDs)·k),P)

= e(y · Q+ x · SKs,2 + hs · PKs,P)

= e(
n∑
i 6=s

(hiPKi+Si)+Ss+hs ·PKs,P)

= e(
n∑
i=1

(hiPKi + Si),P) (8)

E. REVOCATION
When the equation (7) returns ‘‘true’’, it means that the mes-
sage is legal. If the equation (7) returns ‘‘false’’, it means that
the message is illegal. The TA is the only authorized entity
can execute this algorithm to retrospect the illegal mobile
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device and updates the revocation list. After the vehicle sends
(m, IDs) to the TA and the TA computes: IDs · P · Q =
PKTA · h(hi ‖ PKs) + Rs + PKs · P. If exists a hi satisfies
the equation, then the TA can extract the mobile device’s
real identity by hi = EncPKTA (RIDi) ⊕ h(pw ⊕ c). Add
the tuple (RIDi, {IDi,1, IDi,2, . . . , IDi,p}) into the list, where
p represents the TA generates p pseudonym identities for the
mobile device i. Next, the TA updates the revocation list and
sends it to the vehicle.

There is a problem of inefficiency in this scheme. In the
next section, we present an improved scheme. In order to
improve the efficiency of detection, when the vehicle receives
multiple messages and needs to be detected, batch verify is
used and as long as the detection once time, which greatly
improves the efficiency.

V. IMPROVED SCHEME
If the vehicle needs to couple many information and separate
different tasks to different mobile devices and mobile devices
couple these tasks simultaneously, in order to improve verify
results with efficiency, we propose the second scheme, which
is an improved scheme and batch detection message has been
implemented. It consists of five phases: Setup, Register, Ring
signature, Verify, Revocation. ( The improved scheme and the
previous scheme are the same in the Setup, Register and Ring
signature phases, so no longer write in the following. )

A. IMPROVED VERIFY
The vehicle executes this algorithm to checks the integrity
of the aggregated message M. The message M is aggregated
from the relevant parameters of the chosen cmessages. There-
fore, the vehicle only executes the verification phase once
time. Improved the efficiency of the verification phase.

1) Aggregate: The vehicle chooses cmessages to aggregate

a message M and other relative parameters: S1 =
c∑
i=1

ri ·

Si,1, S2 =
c∑
i=1

ri · Si,2, · · · , Sn =
c∑
i=1

ri · Si,n, N =
c∑
i=1

ri ·

Ni, L =
c∑
i=1

ri · Li, M =
c∑
i=1

ri · mi, IDs =
c∑
i=1

ri · IDsi and

return the signature (S1, S2, . . . , Sn,N ,L).
2) Query the revocation list: When the vehicle obtains the

aggregated pseudonym IDs corresponding to the signature of
the message M, the vehicle makes the query and the vehicle
looks up the revocation list. If the pseudonym IDs exist in the
list, the vehicle stops execute this algorithm, else the vehicle
does as follows:

3) Input (M ,PK1,PK2, . . . ,PKn, IDs, Si), the vehicle
computes hi = H (Si,M , IDs,PK1,PK2, . . . ,PKn).

4) The vehicle checks the equation whether is legitimate:

e(Q,N + L · PKTA) ? e(
n∑
i=1

(hiPKi + Si),P) (9)

If the above equation is legitimate, it means that the aggre-
gatedmessageMwas corrected storage or the calculation task

has been finished without tampered and return ‘‘true’’, else
return ‘‘false’’.

The verification process as follows:

e(Q,N + L · PKTA)

= e(Q,
c∑
i=1

ri · (y+ hi,s · SKsi,1 + x · h(IDsi ) · k · P))

= e(
c∑
i=1

ri · (y · Q+ x · SKsi,2 + hi,s · PKsi ),P)

= e(
c∑
i=1

ri · (
n∑
j6=s

(hi,j · PKj + Si,j)+ Si,s + hi,s · PKsi ),P)

= e(
n∑
i=1

(hiPKi + Si),P) (10)

When the equation (9) returns ‘‘true’’, it means that
the aggregated message is legal. If the equation (9) return
‘‘false’’, it means that the aggregated message M is illegal.
That is existing malicious mobile devices in all mobile
devices. We can retrospect the illegal mobile devices by the
binary search (IDs, (IDs1 , IDs2 , . . . , IDsc )) (It indicates the
identity of the mobile device corresponding to the i messages
and i ∈ [1, c], c represents the message M is aggregated from
c messages.) to identify the specific mobile device who cause
the aggregated message M is illegal. Then the vehicle return
(M ,PKsi , IDsi ) to the TA, where IDsi is the malicious mobile
device’s a pseudonym identity.

B. IMPROVED REVOCATION
The TA is the only authorized entity can execute this
algorithm to retrospect the illegal mobile device and
updates the revocation list. When the TA received the tuple
(M ,PKsi , IDsi ) and computes: IDsi · P · Q = PKTA · h(hsi ‖
PKsi ) + Rsi + PKsi · P. If exists a hsi satisfy the equation,
then the TA can extract the mobile device’s real identity
by hsi = EncPKTA (RIDsi ) ⊕ h(pw ⊕ c). Add the tuple
(RIDi, IDs, {IDi,1, IDi,2, . . . , IDi,p}) into the list, where p is
represents the TA generates p pseudonym identities for the
mobile device i. Next, the TA updates the revocation list and
sends it to the vehicle.

VI. SECURITY ANALYSIS
In this section, we analyze the security of the proposed two
schemes.

A. SECURITY MODEL
A certificateless cryptography scheme exists two type adver-
saries. Type I adversary A1 does not know the system master
key but can replace the mobile device’s public key. Type II
adversaryA2 knows the systemmaster key, but cannot replace
the target mobile device’s public key. According to the ability
of the adversary can be divided into a normal adversary,
a strong adversary, and a super adversary. Our scheme resists
super adversaries, which are defined the game between the
two types adversaries and the challenger C. C executes the
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Setup algorithm to generate system parameters and themaster
key. Then, if the inquirer is a type I adversary, C returns
the system parameters; else, returns the system parameters
and the master key. An adversary could access the following
random oracles:

1) Mobile device secret value oracle: Upon receiving a
query with the real identity RIDi of the adversary A, the chal-
lenger C returns secret key SKi,1 to A.
2) Mobile device public key replacement oracle: When A

makes the query of the public key with the real identity RIDi
and PKi, then C returns the replaced public key PK∗i to A.
3) Generate pseudonyms oracle: A makes the query of the

pseudonym with the real identity RIDi, C returns IDi to A.
4) Semi-private key extract oracle: Upon receiving a query

of the adversary A with pseudonym IDi, C returns semi-
private key SKi,2 to A.

5) Signature oracle: Upon receiving a request with
pseudonym IDi and messagemi to execute the signature, then
C returns (IDi,mi, (S1, S2, . . . , Sn,N ,L) to A.
Finally, the adversary A outputs (mi∗, (S1∗, S2∗, · · · Sn∗,

N ∗,L∗)). The adversary wins the game if the following con-
ditions are met:

1) Verify (IDi∗,mi∗,PKi∗, (S1∗, S2∗, · · · Sn∗,N ∗,L∗) is
true;

2) For the type I adversary, IDi∗ has never been sent to the
semi-private key oracle, otherwise, IDi∗ has never been sent
to the secret value oracle.

B. SECURITY PROOF
This section aims to proof our schemes are secure under two
type adversaries in the random oracle environment. In the
process, there are two parties to participate: the adversary A
and the challenger C.
Lemma 1: Our proposed scheme is secure against type I

adversary if solve the co-CDHP is difficult.
Proof:Assume the adversary A could successfully forge

a signature of the message and the challenger C can call the
adversaryA’s attack algorithm to output the solution of the co-
CDH problem. In this process, the adversary A could execute
the following queries:
H query: The challenger C maintains a list LH ,

it consists of a tuple (Si,m, IDs,PK1,PK2, . . . ,PKn,Hi)
and initializes it to empty. When receiving a query
(Si,m, IDs,PK1,PK2, . . . ,PKn), C checks whether exist
the tuple (Si,m, IDs,PK1,PK2, . . . ,PKn,Hi) in the list LH .
If so, C return the Hi to A, else C generates a random number
Hi ∈ Z∗q and returns it to A.
h query: C maintains a list Lh, it consists of a tuple (IDi, hi)

and initializes it to empty. When receiving a query IDi,
C checks whether exist the tuple (IDi, hi) in the list Lh. If so,
C returns the hi to A, else C generates a random number
hi ∈ Z∗q and returns it to A.
Register query: 1) Mobile device secret value: C main-

tains a list LK (IDi, SKi,1, SKi,2,PKi), and initializes it to
empty. When A makes the query, C checks the tuple
(IDi, SKi,1, SKi,2,PKi) in the list LK and returns SKi,1 to A.

2) Mobile device public key replacement: When A
makes the query of the public key, C checks the tuple
(IDi, SKi,1, SKi,2,PKi) in the list LK and return the replaced
PK∗i to A.

3) Generate pseudonyms: A makes the query of the
pseudonym, C checks the tuple (IDi, SKi,1, SKi,2,PKi) in
the list LK , if existing, returns IDi to A, otherwise, C aborts
the game.

4) Semi-private key extract: C checks the tuple
(IDi, SKi,1, SKi,2,PKi) in the list LK firstly, if existing, return
SKi,2 to A, otherwise, C aborts the game.
Signature query: Upon receiving a message m request to

execute the signature algorithm, the adversary A calls the
forge algorithm to generate the signature.

1) For i ∈ [1, n] , i 6= s, A chooses n-1 random numbers,
S1, S2, . . . , Ss−1, Ss+1, . . . , Sn ∈ G1.
2) The mobile device chooses two random numbers x,

y ∈ Z∗q , executes h query and H query respectively. Then

computes Ss = y · Q + x · SKs,2 −
n∑
i 6=s

(hiPKi + Si),N =

(y+ hs · SKs,1) · P,L = x · h(IDs), and returns the signature
(S∗1 , S

∗

2 , . . . , S
∗
n ,N

∗,L∗).
Input the forge signature (S∗1 , S

∗

2 , . . . , S
∗
n ,N

∗,L∗) into the
verify equation. The challenger C can get the following
equation:

e(Q,N ∗ + L · PKTA)

= e(Q, (y+ h∗s · SKs,1) · P+ x · h(IDs) · k · P)

= e(Q · (y+ h∗s · SKs,1 + x · h(IDs) · k),P)

= e(y · Q+ x · SKs,2 + h∗s · PKs,P)

= e(
n∑
i 6=s

(hiPKi + Si)+ Ss + h∗s · PKs,P) (11)

Finally: the challenger C could obtain two signatures of
the message m, for i ∈ [1, n], i = s, hi 6= h∗i , according to the
equations (8), (11) and computes (8)/(11) as follows:

e(N − N ∗,Q) = e((hs − h∗s ) · PKs,P)

= e((hs − h∗s ) · u · Q),P)

= e((hs − h∗s ) · u · P,Q) (12)

According to the equation (12) we can obtains:

N − N ∗ = (hs − h∗s ) · u · P

u · P = (N − N ∗)/(hs − h∗s )

The challenger C could outputs u ·P indicates that C could
solve the co-CDHP.We assume to solve the co-CDHP is hard,
so our proposed scheme is secure in the random oracle.
Lemma 1∗: Our proposed the improved scheme is secure

against type I adversary if solve the co-CDHP is difficult.
Proof: As it does the previous lemma 1, A and C are the

parties to do the game, besides the previous queries A also
calls the following query:
Improved Signature query: Upon receiving multiple mes-

sages mi requests to execute the signature algorithm,
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where i ∈ [1, c], the adversary A calls the forge algorithm
to generate the signature.

1) For i ∈ [1, n] , i 6= s, A chooses n-1 random numbers,
Si,1, Si,2, . . . , Si,s−1, . . . , Si,s+1, . . . , Si,n ∈ G1.
2) The mobile device chooses two random numbers x,

y ∈ Z∗q , executes h query and H query respectively. Then

computes Si,s = y · Q + x · SKsi,2 −
n∑
j 6=s

(hi,jPKj + Si,j),

Ni = (y+ hi,s · SKsi,1) · P, Li = x · h(IDsi ).
For c messages, the vehicle aggregates a message M and

other relative parameters: S1 =
c∑
i=1

ri · Si,1, S2 =
c∑
i=1

ri ·

Si,2, · · · , Sn =
c∑
i=1

ri · Si,n, N =

c∑
i=1

ri · Ni, L =

c∑
i=1

ri · Li, M =

c∑
i=1

ri · mi, then return the signature

(S∗1 , S
∗

2 , . . . , S
∗
n ,N

∗,L∗).
Input the forge signature (S∗1 , S

∗

2 , . . . , S
∗
n ,N

∗,L∗) into the
verify equation. The challenger C can get the following
equation:

e(Q,N ∗ + L · PKTA)

= e(Q,
c∑
i=1

ri · (y+ h∗i,s · SKsi,1 + x · h(IDsi ) · k · P))

= e(
c∑
i=1

ri · (y · Q+ x · SKsi,2 + h
∗
i,s · PKsi ),P)

= e(
c∑
i=1

ri ·(
n∑
j 6=s

(hi,j ·PKj+Si,j)+Si,s+h∗i,s ·PKsi ),P) (13)

Finally: the challenger C could obtain two signatures of the
message M, for i ∈ [1, n], i = s, hi,s 6= h∗i,s, according to the
equations (10), (13) and computes (10)/(13) as follows:

e(N − N ∗,Q) = e((hi,s − h∗i,s) · PKs,P)

= e((hi,s − h∗i,s) · u · Q),P)

= e((hi,s − h∗i,s) · u · P,Q) (14)

According to the equation (14) we can obtains:

N − N ∗ = (hi,s − h∗i,s) · u · P

u · P = (N − N ∗)/(hi,s − h∗i,s)

The challenger C could outputs u · P indicates that C
could solve the co-CDH problem. We assume to solve the
co-CDHP is hard, so our proposed the improved scheme is
secure against type I adversary in the random oracle.
Lemma 2: Our proposed scheme is secure against type II

adversary if solve the co-CDHP is hard.
Proof: The adversary A is an insider attacker from the

TA in the register. We aim to proof our scheme is secure
against the second adversary, so assume A could access
the system master key, but cannot replace the target mobile
device’s public key. Set the challenger C’s identity is RID∗

and maintains three tables Lh(RIDi,Hi,Zi,PKi, b),Lk (RIDi,
SKi,1, SKi,2,PKi),LTA(RIDi, k), where initialize it to empty.

h query: When A make the query of (RIDi,Hi,PKi), then
C checks the list Lh whether exist the tuple, if so, return Zi,
else, C generates a random number b ∈ {0, 1}, if b = 0
indicates the challenger C’s identity and RIDi are the same
and chooses a random number R← Zi and return it to the A.
Master key query: When A make the query, C checks the

list Lh, if b = 1, C chooses a random number Ki,1 ← u and
computes PKi = u · Q, then C return (RIDi, SKi,1,⊥,PKi),
(RIDi, kt) to Lk and LTA respectively, and return s to the TA.
If b = 0, C return (RIDi,⊥,⊥,PKi), (RIDi, s) to Lk and LTA
respectively, and return s to the TA.
Semi-private key query: Upon receiving the query,

C checks the list Lh, if b = 0, aborts the game, otherwise,
C checks the list LK , if the tuple is existing and return it to
the A, else C makes a Master key query, then return SKi,1 to
the A.
Pseudonym identity query: When A makes the query of

the identity, C checks the list Lh, if b = 0, aborts the game,
otherwise, C chooses three random number u, di, IDi ∈ Z∗q ,
and computes PKi = u · Q, hi ← di,Ri = IDi · P · Q − hi ·
Q− PKi · P · P, then return the tuple (IDi, hi,Ri,PKi) to A.
Finally, According to [25], A can forge a pseudonym iden-

tity with the different coefficient t of PKi:

IDi · P · Q = hi · Q+ Ri + PKi · P · P (15)

ID∗i · P · Q = hi · Q+ Ri + m · PKi · P · P (16)

According to the equations (15) and (16), we can obtain:

(IDi − ID∗i ) · Q = (1− m) · u · P · Q

u · P = (IDi − ID∗i )/(1− m)

The challenger C could output u · P indicates that C could
solve the co-CDH problem.We assume to solve the co-CDHP
is hard, so our proposed scheme is secure against type II
adversary in the random oracle. The improved scheme and
the previous scheme proof process are same and not write it
here.

C. OTHER DISCUSSIONS
1) MESSAGE AUTHENTICATION AND INTEGRITY
The proposed scheme is a message authentication scheme
based on certificateless ring signature. The vehicle verifies
the message signed by multiple mobile devices before receiv-
ing the message. Therefore, the integrity of the message
received by the vehicle is guaranteed.

2) CONDITIONAL PRIVACY PRESERVING
In our proposed scheme, the pseudonym of each mobile
device includes the TA’s master key k and the mobile device’s
own semi-private key u. The master key and the semi-
private key are known only to the TA and the mobile device,
respectively. Therefore, it is impossible for any adversary to
calculate the pseudonym. When a malicious mobile device
appears, the TA can obtain the real identity of the mobile
device by calculating: hi = EncPKTA (RIDi)⊕ h(pw⊕ a).
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3) IDENTITY PRIVACY PRESERVING
Each mobile device in the proposed scheme communicates
with the vehicle under a pseudonym, where IDi,j = k × h
(EncPKTA (RIDi) ⊕ h(pw ⊕ a) ‖ PKi) + rj, IDi = IDi,j +
u·P. The message transmitted by the communication does not
contain the true identity of the mobile device, which cannot
be obtained by other mobile devices or any third party from
the pseudonym.

4) UNFORGEABILITY
Through the proof of Lemma 1 and Lemma 1∗, we can obtain
a conclusion that the proposed scheme is unforgeability.

5) REVOCATION
when the vehicle founds a malicious mobile device, by exe-
cuting the revocation algorithm, then could extract its real
identity of the TA, so, the proposed scheme is satisfied
revocation.

6) UNLINKABILITY
The pseudonym identity generated by the equation IDi,j =
k × h(EncPKTA (RIDi)⊕ h(pw⊕ a) ‖ PKi)+ rj, IDi = IDi,j+
u · P, where rj is a random number, any adversary cannot
link various relative information to achieve the purpose of
tracking mobile devices, so, the proposed scheme is to satisfy
unlinkability.

VII. PERFORMANCE ANALYSIS
In this section, we specific analysis of the performance of
the proposed MA-DVEC scheme and the improved scheme.
In order to have better credibility, we compare the perfor-
mance of the proposed two schemes with [14] and [26], [27].
To demonstrate the efficiency of our message authentication
scheme, we use the simulation parameters in [28]. In one
area of the network, a service provider manages 5 small
edge areas, each of which has 8 GHz/ea computing resources
through multiple mobile devices. Generally, the computer
runs in 4G memory to simulate the computing resources of a
vehicle. In 5 edge regions, the computational task scheduling
of vehicles is similar to the computational task migration
in [29].

A. COMPUTATION COST ANALYSIS
Weuse a bilinear pairing: e : G2×G2→ GT , which can reach
80 bits security levels for identity-based schemes. G2 is a
cyclic multiplication group generated by the generator Pwith
the order is q, where P and q are two prime number, 512 bits,
and 160 bits respectively. For our proposed schemes based on
bilinear pairing, we use a bilinear pairing: e : G1×G2→ GT ,
where G1 is a cyclic multiplication group generated by the
generator Q with the order is q, where Q is a prime number
of 128 bits. As shown in TABLE 1, which the platform
of 3.4GHZ i7-4770 [30], we can obtain basic cryptographic
operations execution time by using MIRACL library [32].

TABLE 1. Cryptographic operation time.

According to the cryptographic operation type and pro-
cessing efficiency in each algorithm, compare the time cost
for five schemes in the signature phase, verify a single mes-
sage and batch verification messages, as shown in TABLE 2.
In order to more intuitively show the effect of the number
of messages on the delay and we made three figures, where
FIGURE 3. is compared execution time in the signature
phase, FIGURE 4. is compared execution time in the veri-
fication phase and FIGURE 5. is compared execution time
for the batch authentication.

FIGURE 3. Comparison of execution time in the signature phase.

FIGURE 4. Comparison of execution time in the verification phase.
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TABLE 2. comparisons the performance time for five schemes.

FIGURE 5. Comparison of execution time for the batch verification.

In the signature phase, since the computational costs
of the two schemes proposed in the paper are the same,
only one of them is represented in the figure. Therefore,
we will compare the proposed improvement scheme with
[14], [26], [27]. The comparison results of the four schemes
are shown in FIGURE 3., we can see that the Jiang et al.’s [27]
execution time is less than the Horng et al.’s [14] and
the Chim et al.’s [26] in the signature phase and our pro-
posed schemes performance time are a little better than
[14], [26], [27]. The computational efficiency of our second
scheme in this phase has been improved 84.24% than [26],
higher 49.85% than [27] and higher 56.17% than [14].

In FIGURE 4., we compared the previous scheme of
this paper cannot implement batch authentication and the
improved scheme of achieving batch authentication. It is
explained that the efficiency of the scheme implements batch
authentication is far higher than the general message authen-
tication scheme.

For the schemes of Chim et al. [26], Jiang et al. [27],
Horng et al. [14] and our propose the improved scheme are
achieved batch authentication. We set c to denote the number
of signatures aggregated by the vehicle. In order to improve

TABLE 3. comparisons of communication overhead for five schemes.

the efficiency of message authentication, let the number of
aggregated signatures is equal to the total number of mes-
sages, where m represents the number of messages. Because
the previous scheme in this paper did not implement batch
authentication, therefore, comparison of execution time for
the batch verification of four schemes is shown in FIGURE 5.
We can see from the figure, the Jiang et al.’s [27] exe-
cution time is more than the Chim et al.’s [26] and the
Horng et al.’s [14] in the batch authentication phase, our
proposed schemes performance time are better than [14], [26]
and [27]. The computational efficiency of our second scheme
in this phase has been improved 82.19% than [26], superior
37.85% than [27] and higher 70.58% than [14].

B. COMMUNICATION COST ANALYSIS
In this subsection, we analyze the communication cost for
five schemes. Since the length of P,Q are 512 bits, 128 bits
respectively, so the length of elements of G1, G2 correspond-
ing to 32 bytes, 128 bytes. We set timestamp is 4 bytes,
a generic hash function output value is 20 bytes. TABLE 3
shows communication overhead of five schemes.

For the scheme of the proposed of the Chim et al.’s [26],
the verifier received the pseudonym identity, message, and
signature {IDi,Mi, σi} from the vehicle, where IDi =
{ID1

i , ID
2
i }, and ID

1
i , ID

2
i , σi ∈ G2. Therefore, the commu-

nication cost is 128 × 3 = 384 bytes. For the scheme of
the proposed of the Jiang et al.’s [27], the verifier received
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message, timestamp, the pseudonym identity, and signa-
ture {M , tt, ID,Y } from the vehicle, where the pseudonym
identity is ID =H3(S1,j ⊕ S2,C−j+1) equals to 20 bytes,
Y = (T ,U ,W ) is signature and T ,U ,W ∈ G2, and tt
is 4 bytes and denotes timestamp. Therefore, the commu-
nication cost is 128 × 3 + 20 + 4 = 408 bytes. For
the scheme of the proposed of the Horng et al.’s [14],
the verifier received the pseudonym identity, message, sig-
nature and timestamp {IDi,Mi, σi,Ti} from the vehicle,
where IDi = {ID1

i , ID
2
i }, and ID1

i , ID
2
i , σi ∈ G2, Ti is

4 bytes and denotes timestamp. Therefore, the commu-
nication cost is 128 × 3 + 4 = 388 bytes. For the
proposed two schemes in this paper, the vehicle received
the pseudonym identity, message, signature, and public
key {IDi,M , (S1, S2, . . . , Sn,N ,L), (PK1,PK2, . . . ,PKn)},
where Si,PKi ∈ G1, IDi ∈ G2. Therefore, the communi-
cation cost is 128+ 64n bytes.
The communication overhead of the two schemes proposed

in this paper is the same and compared with [14], [26], [27]
are reduced corresponding to 50%, 52.94%, 50.52%, where
these percentage results are in the case of n = 1, as the num-
ber of n increases, the communication cost of our proposed
schemes will also increase. Compared with [14], [26], [27],
our second scheme is to provide high security in a high-
bandwidth environment with a small communication cost and
our schemes are guaranteed the privacy of mobile devices.

VIII. CONCLUSION
It is very important to improve the efficiency of message
authentication in intelligent connected vehicles. In this paper,
we propose the MA-DVEC scheme. By introducing edge
computing, vehicles can send messages to mobile devices
for processing data instead of sending them to the cloud for
centralized processing. The secure communication between
vehicle and multiple mobile devices is realized by certificate-
less ring signature technology. The security analysis shows
that we can prove that our proposed two schemes are secure
under the random oracle model and can resist two types of
adversaries under certificateless public key encryption. The
performance analysis supports that the improved scheme is
better than traditional schemes and improves the efficiency
of message authentication. Therefore, the improved scheme
is more suitable for deployment in intelligent connected
vehicles.
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