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ABSTRACT As burgeoning hardware security primitive, physical unclonable function (PUF) has aroused
the interest of solid-state circuit community on its efficient integration into security-critical applications.
This paper presents an energy efficient implementation of classic arbiter PUF design. Current-starved (CS)
inverters are inserted at the inputs of each multiplexer cell to reduce the skew and widen the distribution
of the delay difference between two symmetric daisy-chained delay paths selectable by the input challenge.
The CS-inverters are biased at the zero temperature coefficient (ZTC) point, making the accumulated delays
of the two identical paths insensitive to temperature variations. A symmetric two RS latches based arbiter
is proposed to overcome the asymmetric input and clock to the output propagation delay of D flip-flop and
the metastability problem of RS latch arbiter. By limiting the drain currents of CS-inverters to achieve ZTC,
the power consumption of the proposed PUF is also reduced substantially. The performance of the proposed
PUF design has been successfully validated by the responses measured from prototype chips fabricated in
standard 65 nm CMOS process. The fabricated chips feature a compact silicon area of 3838 wm? and low
energy consumption of 2.74 pJ per bit at 25 Mbps, with measured uniqueness of 46.8% and native bit error
rate (BER) of 0.8%. It is worst-case BER is less than 10.46% measured over an extended ~7x temperature
range and ~5x supply voltage range. These physically measured figures of merit have outperformed
previously reported measurements of strong PUFs with similar linear additive delay architecture.

INDEX TERMS Strong physical unclonable function, lightweight authentication, low power consumption,
current-starved inverter.

I. INTRODUCTION

As forecasted by Gartner [1], 20.4 billion of Internet of
Things (IoT) devices will be connected worldwide in 2020.
The increasing reliance on [oT devices in autonomous deci-
sion making processes gives hackers an open field to exploit
vulnerabilities in the physical implementation of on-device
cryptographic algorithms that link to protected data storage
and private information in distributed networks. Physical
unclonable function (PUF) has emerged as an unconven-
tional hardware-oriented security primitive to address this
new threat landscape that is taking shape in the domain of
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IoT [2]. PUF can be used to extract chip-unique and ran-
dom digital signatures without relying on computationally
intractable mathematical problems that are costly or power
hungry to implement on chip. As a one-way function, a PUF
circuit generates an output in response to an input stimu-
lus through physical disorder, or more precisely, the mis-
match parameters of individual nano-scale components of a
solid-state circuit inherently existed in their manufacturing
process. One central feature of such disorder-based security
is that each challenge response pair (CRP) of a PUF can be
measured in real time, but the re-fabrication of another PUF
with the same set of CRPs is infeasible or prohibitively costly
even with the knowledge of the entire circuit down to the
atomic level due to the very large entropy of physical disorder
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in nano-fabrication. The unclonability and high characteri-
zation complexity properties have attracted several compa-
nies, including Maxim, Intel, Xilinx to invest in the efficient
integration of various forms of solid-state PUFs for the new
paradigm of security applications [3]-[5].

PUFs are broadly categorized into two classes [2]. Weak
PUFs feature linear or polynomial CRP space. Hence, they
are more suitable for use as unique and unforgeable serial
numbers in supply chain applications, secret key genera-
tion, digital rights management and IC anti-counterfeiting.
Demonstrated weak PUF solid-state circuit examples include
memory-based PUF [6], classic ring oscillator based PUF [7]
and current mirror based PUF [8]. In contrast, strong PUFs
possess exponential CRP space. As it is practically infeasi-
ble to exhaust all the CRPs, strong PUFs are widely used
for more versatile applications such as device authentica-
tion, cryptographic nonce and random number generation.
As freshness of CRPs can be easily assured and the prob-
ability of collision decreases exponentially with increasing
challenge-response length, strong PUFs can simplify periph-
eral protection and authentication protocol against replay
attacks. The most well-known strong PUF is the arbiter
PUF [9]. Owing to its low power dissipation and small foot-
print, it was first commercialized and integrated into RFID
for chip authentication [10]. Arbiter PUF establishes a race
condition by launching a pulse into two identical delay paths.
Each segment of the two paths is a switch with either parallel
or crossover connection selectable by the input challenge.
The delays of the parallel and crossover connected segments
are comparable and their deviation is solely determined by
the manufacturing process variations, resulting in a slight
difference in the travelling time of the pulse along the two
paths. The response bit is generated by an arbiter at the
endpoint, which can be either ‘1’ or ‘0’, depending on which
path has a smaller propagation delay.

While more versatile in applications, the huge number
of CRPs of strong PUFs also give rise to two major oper-
ation issues in arbiter PUF, which are the high bit error
rate (BER) and poor uniqueness [11]. The 180 nm CMOS
implementation of arbiter PUF is reported to have a native
BER of 4.8% within a narrow operating temperature range
of 40°C to 60°C and a uniqueness of only 23% [9]. To reduce
the skew random distribution, Kumar et al. [12] buffers each
path segment by current starved (CS) inverters in the arbiter
PUF. Unfortunately, no physical implementation has been
made to demonstrate the uniqueness of the PUF except that
the path delay distribution with CS-inverters is simulated
to have ~3x and ~15x increase in the mean and standard
deviation than those using the regular inverters. Moreover,
the simulated BER is still susceptible to temperature variation
and remains high at 15% at 100°C. This response stability
problem is mitigated in [13] by using CS multiplexers at
the expense of doubling the number of transistors. Strong
PUF has also been made from inverter ring with an even
number of inverters. The bistable ring PUF (BR-PUF) [14]
exploits the meta-stability of such an inverter ring, which will
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theoretically converge into either logic ‘1’ or ‘0’ with equal
possibility. The BER of BR-PUF implemented on 9 Xilinx
Virtex-1I Pro FPGA boards is 5.81% with the temperature
varying from room temperature to 85°C and the uniqueness is
only 14.8% due to the biased layout. Yang ez al [15] proposed
a strong PUF that uses the oscillation collapse in a double
edge injected ring oscillator. The output is determined by
the accumulated delay that is different in each stage. The
prototype implemented with a 40 nm CMOS process shows a
good uniqueness of 50.07% but a poor equivalent native BER
of as high as 23%. More recently, a low power diode-clamped
inverter based strong PUF was proposed in [16]. It exploits
the mono-stable status of the parallel diode-clamped inverters
whose output is directly connected to the input. The prototype
chip implemented by a 40 nm CMOS shows a native BER
of less than 8% at 0.9~1.3 V and —40~90°C and a good
uniqueness of 49.89%.

Strong PUFs based on linear additive delay architecture
are generally vulnerable to machine learning attacks. At cir-
cuit level, the modeling complexity of arbiter PUF can
be increased by, e.g., XOR arbiter PUF [7], feed-forward
arbiter PUF [17], lightweight arbiter PUF [18] and multi-
PUF [19], etc., without revamping the basic underlying PUF
structure. Machine learning attacks can also be thwarted
effectively at protocol level as exemplified by techniques
such as slender PUF [20], noise bifurcation [21], reconfig-
urable latent obfuscation [22], [23] and lockdown [24]. The
latter approaches [23], [24] turn the disadvantage of machine
learnable arbiter PUF into an advantage for lightweight
model-based authentication by making the strong PUF easy
to learn during enrollment but infeasible upon deployment
and/or restricting the number of authentication events to limit
the number of CRPs from being learned by the attackers.
However, they require the native strong PUF to be more
reliable in the field to minimize the hardware overheads on
error correction.

In this paper, we focus specifically on addressing the
two main operational issues encountered by current physical
implementation of the core arbiter PUF circuit. The unique-
ness and reliability problems are solved simultaneously by
a strong PUF that employs bias-controlled CS-inverters to
boost the signal along the two symmetric delay paths and
a new arbiter circuit. The CS-inverters are biased in the
zero temperature coefficient point (ZTC) to make their prop-
agation delay insensitive to temperature variation. As the
charging/discharging current of CS-inverter is smaller than
the regular inverter, the propagation delay difference in each
stage of the arbiter PUF due to the manufacturing pro-
cess variation is magnified while the power consumption is
reduced with their active current limited by the biasing cir-
cuitry. Finally, a dedicated arbiter circuit is proposed to min-
imize the system bias. The proposed strong PUF improves
the reliability and uniqueness of an existing strong PUF
structure without introducing a new entropy source like [16].
The entropy source of [16] is introduced by the monostable
output voltage of feedback stabilized single inverter ring.
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Unlike the CS-inverter, the inverter used in [16] has a header
and a footer diode-connected transistor. It is used to limit the
large short circuit current of partially turned on PMOS and
NMOS transistors of the monotstable inverter. The monos-
table strong PUF of [16] enhances its reliability by filtering
out potentially unreliable response bits while this work biases
the CS-inverters in the ZTC region to mitigate temperature
induced delay deviations. The proposed PUF is taped out in
a 65 nm CMOS process and their responses are measured
to validate the performance improvements against existing
physical implementation of strong PUFs based on similar
linear additive delay architecture.

The rest of the paper is structured as follows. The tem-
perature induced instability of arbiter PUF is analyzed in
Section II. Section III presents the design and operations of
the proposed strong PUF. The experimental results of the
proposed PUF are shown and discussed in Section I'V. Finally,
the conclusion is drawn in Section V.

Il. TEMPERATURE INDUCED INSTABILITY ANALYSIS

OF ARBITER PUF

Temperature is an important environmental factor that has
great influence on the performance of CMOS circuitries.
It has been reported that every 15°C increase in local tem-
perature will cause a 10~15% increase in delay or skew
locally [25]. While SKITTER (SKew+ITTER) circuit and
guard band can be embedded into digital signal processors to
address the timing uncertainty due to temperature fluctuation,
they are not helpful in resolving the reliability problem on
PUF circuits that explicitly utilize the random delay differ-
ence at minuscule scale for secret generation and protection.
The responses of strong PUFs are particularly susceptible
to temperature induced instability in view of the inordinate
number of different combinations of pairs of comparable
delay paths. In the classic arbiter PUF [9], the accumulated
delay of each path is determined by the individual delay of
every inverter stage. The propagation delay 7, of each inverter
stage can be expressed as:

CLVbp
lg=—
nlp

where Cr and Vpp are the load capacitance and power sup-
ply voltage, respectively. 1 is a fixed parameter for a given
inverter and Ip is the saturation current of MOSFET transis-

tor. nlp defines the average output current of the inverter.

Ip can be expressed as:

_ uCoxW
2L

where W, L, Vgs, Cox, V: and u are the effective channel
width and length, gate-to-source voltage, gate capacitance,
threshold voltage and charge carrier mobility, respectively.

From Eq. (2), the temperature coefficient of switching
current (TCC) can be derived as follows [26]:

_ldlp  ldp 2 dv;
“IpdT  wdl Vgs—V, dT

ey

Ip (Vgs — Vt)z 2)

3)

Tcc
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Two parameters in Eq. (3) are temperature-dependent.
Vi(T) = Vi(To) — o(T — To) 4)
Ty,
w(T) = M(To)(7) (%)

where Ty is the reference temperature, k and o are the mobil-
ity temperature exponent (1.2~2) and the threshold voltage’s
temperature coefficient (0.5~3mV/°C), respectively.

The threshold voltage V;(T) decreases with increasing
temperature, resulting in an increased drain saturation cur-
rent. On the other hand, the mobility of charge carriers also
decreases with increasing temperature, which in turn reduces
the drain saturation current. The reduction of carrier mobil-
ity is more prominent than the reduction of threshold volt-
age in the super-threshold operation region. Consequently,
the delay of a regular inverter gate exhibits a positive correla-
tion with temperature. Particularly, the relationship between
the delay and temperature can be well-modelled by a linear
function [27]. The arbiter PUF becomes unreliable as the
linear functions of the two delay paths intercept at some
temperature different from the reference temperature during
response enrollment. As illustrated in Fig. 1(a), a reliable bit
can be generated in the temperature range where the delay
difference between the two paths in comparison is signifi-
cantly large despite the fact that both path delays increase
with temperature at different rates. Unfortunately, as shown
in Fig. 1(b), the two delay paths can intersect over the working
temperature range if their path delay difference is small.
When this happens, the response bit generated by the two
paths selected by the challenge can flip when the temperature
varies. Due to the many different possible challenges of an
arbiter PUF, this is very likely to happen, and the best solu-
tion is to make the delay of all paths after chip fabrication
insensitive to temperature change.

»
>

Delay
\\
Delay

b to- B -t to-

»

»

Temperature Temperature
(a) (b)

FIGURE 1. (a) Stable and (b) unreliable responses generated from the
comparison of two timing paths over the operating temperature range.

The TCC in the super-threshold region has been analyzed
above. Alternatively, if an inverter operates in the subthresh-
old region, its drain current Ip g, can be expressed as:

W (kT 2 a(VGs—V1) _qVps
Ip sup = IJ«COXZ —) (n—1)e ™8T <1 —e BT )
q

] .
= + (Cs + Cir) ©)
Cox
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FIGURE 2. Schematic of the proposed strong PUF.

where Cs, C;; and Cpy are the capacitances of the semi-
conductor, the fast surface states and the oxide layer,
respectively [26].

Then the TCC in the subthreshold region can be written as:
1du 2 qg dVi Vgs—V;
nwdlr T nkBT( dr + T )

Since the decrease in threshold voltage dominates the
decrease in charge carrier mobility with increasing temper-
ature in the subthreshold region, the value of Tcc gup is
positive [26]. All in all, the delay of an inverter is positive
in the super-threshold region and negative in the subthreshold
region, which indicates a zero TCC can be achieved by appro-
priate biasing of the inverter. From [26], [28], the proper Vs
for ZTC can be approximated by:

v, —v, 428 Ldr
GS,ZTC — V¢ dT /,LdT

(N

Tee,sub =

®)

By substituting (8) and (2) into (1), the inverter delay at
Vis.zrc is given by:
CrLVppL

= —— 9
2npCox Wa? ®

ld,zrc =
where o = %/(%%). When the Vg is biased at Vgs zrc,
the inverter delay is almost immune to temperature varia-
tion. When the bias voltage is larger than Vgs zrc, TCC
becomes negative and the delay increases with temperature.
Conversely, when Vg is smaller than Vs zrc, TCC becomes
positive and increase in temperature will shorten the delay.
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IlIl. PROPOSED STRONG PUF DESIGN

In this section, we propose an arbiter PUF that uses
CS-inverters to alleviate the influence of temperature on
response stability regardless of input challenges. Fig. 2 shows
the schematic of the proposed design, which includes a lin-
ear feedback shifter register (LFSR), symmetric delay paths
implemented with CS-inverters and a customized arbiter.

The LFSR serves as a stream cipher to randomize and
obfuscate the input challenge C [29]. A 64-bit Fibonacci
LFSR is implemented for a lightweight 64-bit strong PUF.
Its reciprocal characteristic polynomial is i(x) = x%* ®x% @
2% @ x% @ 1. Therefore, bit numbers 63, 61 and 60 are
feedback to the input. The control signal mode is used to
shift the seed into the LFSR through the external Serial_In
port or enable the feedback loop to generate the internal
challenges. For enhanced security, a multiple-input signature
register (MISR) with reconfigurable feedback polynomial
coefficients as in [23] can be used instead.

Each delay stage in the delay path is realized using two
CS-inverters and a multiplexer (MUX). The MUX is used to
keep or swap the path segment of the racing edge according
to the input challenge bit. The delay of the MUX is ~4.8 ps
according to the simulation results obtained using the 65 nm
process design kit (PDK) in Cadence Environment, while the
delay from the CS-inverter is simulated to be ~858.7 ps.
As the stage delay is dominated by the CS-inverter, the delay
deviation of the MUX is negligible and can be omitted. Hence
the contributor of temperature induced instability of the path
delay has been shifted from the MUX to the CS-inverter,
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FIGURE 3. Simulated delay versus temperature for different Vj,.

whose delay dependence on temperature can be modeled
more accurately and easily. As shown in the bottom left
subfigure of Fig. 2, a CS-inverter is constructed by inserting
an NMOS transistor into a regular inverter. The voltage V}, can
be used to make the inverter work in different regions (e.g.,
subthreshold region or super-threshold region). Section II
derives the existence of zero TCC for a CS inverter with
an appropriate Vj, bias. Fig. 3 shows the simulation results
for the CS inverter’s delay versus temperature plot when
it is biased with different V. It is observed that the flat-
test delay over the entire range of temperature simulated is
achieved at V}, of around 750 mV. This verifies that the ZTC
operating point of the CS inverter is located between the
superthreshold and subthreshold regions. The schematic of
the common biasing circuit of the CS-inverters is also shown
in the bottom subfigure of Fig. 2. It is biased at the ZTC
point and shared with all the CS-inverters to minimize the
silicon area. The width and length of the PMOS is 12 um
and 0.3 um, respectively. The width and length of the NMOS
is 0.3 um and 1 pum, respectively. No post-manufacturing
trimming is used to avoid extra control circuit, calibration
program and operation costs. We also performance 100 runs
of Monte Carlo simulation to verify the effect of PVT on
the bias circuitry and the CS-inverter. The parameters for the
simulation are extracted from the same PDK used for chip
fabrication. The results are shown in Fig. 4. The results show
that V), can change with temperature and voltage but it satu-
rates at the top-right corner (140 °C, 1.32 V). Nevertheless,
the CS-inverter simulated together with the biasing circuit
still exhibits a good stability against temperature and supply
voltage variations. The maximum deviation is 7.05 ps, which
is only 0.14% of its nominal delay.

In the classic arbiter PUF implementation, the arbiter
is realized with the D flip-flop [9], which is illustrated
in Fig. 5(a). However, this may not be a fair arbiter. A system
bias is introduced into the design since the paths from D to
Q and from CLK to Q are asymmetrical in the D flip-flop.
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FIGURE 4. Monte Carlo simulation results of average Vj, and delay of CS

inverter against changes in temperature and supply voltage variations for
100 instances of CS inverter with biasing circuit.
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FIGURE 5. Schematic of the (a) D-flipflop, and (b) R-S latch.

In [30], the design is improved by using a RS latch as shown
in Fig. 5(b), which has symmetric propagation delay between
both inputs to the output and is area efficient. Nevertheless,
the RS latch based on NAND gate has a forbidden state when
R = S = “0’. As both inputs may go high simultaneously
thereafter. When a transition from the forbidden state to the
rest state occurs, the state of the output will be unknown and
unstable due to the propagation time difference between the
two NAND gates (i.e., a race condition). This metastability
problem can be mitigated by the proposed arbiter shown in
the bottom right subfigure of Fig. 2, which employs two RS
latches and a NAND gate.

Different from the RS latch in the first stage, the RS latch in
the second stage has an extra active low enable input EN . The
truth table of the proposed arbiter is shown in Table 1. The
latch in the second stage is enabled only when both inputs
of the first latch are high simultaneously. Fig. 6 shows the
timing diagram for the comparison of two raising pulses of
width #,, using a conventional RS latch and the proposed
arbiter. For high response throughput, 7, of the launching
pulse should be kept short but long enough to cover the
largest delay difference between the two timing paths. The
proposed arbiter has significantly improved the reliability
issues caused by the forbidden state of conventional RS latch
arbiter while keeping #,, as small as possible. From Fig. 6, itis
evident that the conventional RS latch arbiter has a narrow
read window as the response flips during ¢4, whereas stable
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TABLE 1. Truth table of the proposed arbiter.

R S Qs (Latch 1 output) @ (Latch 2 output)
0 0 Forbidden state Previous State
1 0 Set Previous State
0 1 Reset Previous State
1 1 Previous State Qnm
<—t,—>
\ _tp_ \ \
— | | | |
R ] | | 1
f | T 1
| | re—t, |
| | T |
- | | | |
S ] | | ]
- - X ——
| | |
|

}

Qconv i< Forbidden>;< .‘1 )I@;(Forbidden}
: ) ) )

| | | |

o XK
| |

| | | |
| ——t Dt Pt Pt Pt

FIGURE 6. Timing diagrams of the RS latch and proposed arbiter.

response bit can be read by the proposed arbiter over the entire
period between the rising edge of the late pulse in the current
challenge till the rising edge of the early pulse of the next
challenge. Besides, the RS latch is metastable when the two
pulses arrive at both its inputs about the same time. The time
required to resolve the metastable state and the final resolved
state is unpredictable as it depends on both gate mismatch
(due to process variation) and noise. This results in degraded
reliability if noise dominates or increases systematic bias if
process variation dominates. Our proposed arbiter mitigates
the reliability degradation by enabling the second latch after
a NAND gate delay in this case. This allows the small voltage
difference built up by the mismatched gates to be amplified
to a more reliable output by the second cross-coupled gate
pair. As the NAND gate to the EN input of the second
latch is lightly loaded and the transistors driven by the EN
input is placed closer the output node, when one of R or §
goes low at 73, the second latch will be disabled before the
output of the first latch Qs changes. To reduce the systematic
bias, the layout of the proposed arbiter is carefully designed
(see Fig. 7(b)).

The timing waveforms of the PUF are plotted in Fig. 8.
With reference to Fig. 2, when the mode signal is asserted
high, the input challenge C;, is shifted serially through the
Serial_In port into the LFSR as a seed in 64 clock cycles.
After that, the mode signal is asserted low. An internal chal-
lenge C is produced by clocking the LFSR for N cycles.
C is then parallelly output to the MUX select input of the
PUF core to configure the two delay paths. A pulse is then
launched simultaneously into the two paths through the first
CS-inverter stage of the PUF. The pulses propagate along
the two paths race against each other and the proposed
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FIGURE 8. Simulated waveforms of proposed PUF.

arbiter is used to decide the winner and generate the random
response bit ‘1’ or ‘0’ accordingly. A multi-bit response can
be generated from an n-bit input challenge by generating
multiple internal challenges through the LFSR. The number
of cycles N used to generate the first internal challenge is an
arbitrary user-defined integer. For a more latent obfuscation,
the number of cycles to clock the LFSR to generate the next
internal challenge for multi-bit response can be determined
by a non-linear function of N and the response bit to the
current internal challenge C.

IV. EXPERIMENTAL RESULTS AND DISCUSSIONS

The proposed CS-inverter based strong PUF was successfully
implemented using a standard 65 nm CMOS process. Ten
dies were measured with the test setup shown in Fig. 9.
Specifically, the temperature chamber (Espec SU262) is used
to vary the temperature from —40°C to 150°C, and the
different supply voltages are provided by the DC power
supply (Keysight E3631A). The Altera DE2 FPGA board is
configured to generate the control signals to the PUF and
capture the responses from the PUF. The raw response bit-
streams are post-processed by the MATLAB scripts. Fig. 10
shows the microphotograph and the layout of the prototype
chip, where the active area of the PUF design is reported
to be 3838 um?. In the following subsections, the important
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FIGURE 9. Chip measurement setup.

figures of merit (FoMs) for evaluating the PUF, including ran-
domness, uniqueness, reliability, power/energy consumption
and speed, are measured and analyzed.

fe—————— 80.84um L

|-7 wngyLi

FIGURE 10. Microphotograph and layout of the proposed PUF.

A. UNIQUENESS

Uniqueness represents how distinguishable is the CRP of
a PUF instance from those of other PUF instances. It is
usually measured by the inter-chip Hamming distance (HD).
The same challenge is applied to different PUF instances to
generate different responses under the same environmental
condition. The uniqueness is defined as [16]:

m—1 m

Z Z H—D(Ii“’R”) x 100%  (10)

u=1 v=u+1

U 2

" m(m—1)
where R, and R, are the response sets of the chips « and v,
respectively. n is the number of response bits and m is the
number of chip instances. The ideal value of uniqueness is
50%. Fig. 11(a) presents the measured HDs from 10 PUF
chips under the nominal condition (1.2V and room tempera-
ture). A response bit stream of 128 bits is generated from each
test chip. The histogram has a best-fit Gaussian of © = 46.8%
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and 0 = 18.3%. The measured o is larger than the ideal value
of ﬁ = 4.429% [31]. This insinuates the inherent difficulty
in achieving good uniqueness from arbiter-PUF like structure.
The average inter-die HD is calculated to be 46.86%, which
is close to the ideal value, and significantly better than the
uniqueness of 23.0% reported for classic arbiter PUF [9].
This higher uniqueness implies a smaller false acceptance rate
(FAR), i.e., the chance of accepting a fake ID is lower [32].
To have a better statistical estimate of the uniqueness, Monte
Carlo simulation is performed on 100 PUF design instances
using the same technology PDK as that of the fabricated
chips. As shown in Fig. 11(b), the uniqueness of these
100 instances is calculated to be 49.85%.
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(a) Normalized Inter-die HD (%) (b) Normalized Inter-die HD (%)

FIGURE 11. Frequency distribution of (a) measured and (b) simulated HD
distances.

B. RANDOMNESS

Randomness measures the unpredictability of PUF’s
response. Standard randomness test suites, including
NIST [33], DIEHARD [34], AIS.31 [35], ACF [36], etc. are
available to evaluate the randomness of the sequence of
response bits. NIST and ACF test suites are chosen for the
evaluation of the generated PUF responses.

Table 2 lists the NIST test results of a 10 Mb ran-
dom bitstream collected from the raw responses of ten
test chips operating at 1.2 V and room temperature. The
bit stream is grouped into ten data sets each of 1M bits.
In NIST test, a P-value greater than 0.01 for each test is
required to pass an arbitrary information source as random
with a confidence level of 99% [33]. Most of the tests for
the raw bit streams fail due to inevitable systematic bias
of different delay stages, which is common for the raw
response bits generated by most delay-based PUFs. Ran-
dom extractor such as XOR post-processing, parity-based
von Neumann entropy extractors [37], [38], LFSR-based
hashing [39], [40], or keyed message digest, e.g., HMAC,
CMAC or CBC-MAC is typically required to post-process the
raw response bits to obtain a full-entropy key. We have also
performed the NIST tests on the post-processed data using
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TABLE 2. NIST test results for raw response data and post-processed
data.

Tests Raw Data Post-processed Data
Pval Prop Pval Prop
Frequency Fail 0.2 0.534146 1.0
Block Frequency Fail 0.4 0.350485 1.0
Cumulative Sums Fail 0.2 0.066882 1.0
Runs Fail 0.2 0.350485 1.0
Longest Run Fail 04 0.350485 1.0
Rank 0.534146 1.0 0.534146 1.0
FFT Fail 0.5 0.534146 1.0
Nonoverlapping Temp  Fail 0.3 0.350485 0.9
Overlapping Template  Fail 0.4 0.739918 1.0
Universal Fail 0.4 0.350485 1.0
Approximate Entropy  Fail 0.3 0.534146 1.0
Random Excursions - 171 - 4/5
Rand. Excursion Var. - 0/1 - 4/5
Serial Fail 0.4 0.350485 1.0
Linear Complexity 0.534146 1.0 0911413 1.0

Neumann entropy extractor. The results in Table 2 show that
the processed data pass all fifteen tests with P-values all larger
than 0.01.

Autocorrelation function (ACF) is a mathematical tool
capable of detecting the repetitive pattern of a tar-
get signal. Fig. 12 shows the auto-correlation result
of 10,000,000 responses collected from the proposed PUF
design. The maximum auto-correlation value does not exceed
0.2% with the confidence bound equal to 95%, which indi-
cates its resilience against correlation analysis attack [36].
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FIGURE 12. Auto-correlation measurements of 10M consecutive bits.

Another means to demonstrate the unpredictability of
the PUF is to measure its min-entropy from the gener-
ated response bits. The min-entropy is a measure of the
lower bound of the unpredictability of the response, i.e., the
worst-case entropy. The min-entropy of a random variable X
is defined as [41]:

Hoo(X) = Hpin(X) = — 10g pmax (11)

where pnae = max(pg,p1) is the most likely out-
come of a binary random variable X. pg and p; are the
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probabilities of occurrence of ‘0’ and ‘1’ bits, respectively.
The min-entropy is calculated from a reasonably large sam-
pling of 1,000,000 randomly generated CRPs across the ten
test chips. Fig. 13 shows the measured min-entropy for all
the ten dies. The average value of the min-entropy is cal-
culated to be 0.77. It has been greatly improved from the
min-entropy of classic arbiter PUF, which is reported to be
around 0.01 for the ASIC implementation using TSMC 65nm
CMOS process [41]. The low min-entropy of classic arbiter
PUF is due to the systematic bias introduced by the arbiter and
the correlation between the CRPs. The systematic bias has
been significantly reduced by the larger process variability of
the dominant delay of inverters in weak inversion operation.
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FIGURE 13. Min-entropy measured from ten PUF chips.

C. RELIABILITY

Reliability is an important quality that measures how repro-
ducible or reliable are the CRPs generated by a PUF under
different environmental conditions, which is typically formu-
lated as:

R=1—-BER=1—

where k is the number of times the same set of challenges are
applied to the same PUF chip under different environmental
conditions. The BER is calculated by the intra-die HD. R; is
the reference response measured at nominal working condi-
tion, while R; ; is a set of responses obtained by varying the
temperature or supply voltage for the same chip and the same
applied challenge. Fig. 14 presents the measurement results
of the average BERSs of the 10 PUF chips at temperature rang-
ing from —40°C to 150°C, and the supply voltage ranging
from 1.08 V to 1.32 V. The intra-die HD is calculated to be
0.8% by measuring the reference response 1000 times at the
reference condition (i.e., 1.2 V and 27 °C). The worst-case
BER is as low as 8.41% for the above-mentioned large
temperature and supply voltage variations. These ranges of
temperature and supply voltage are ~ 7x and 5x larger than
the temperature and supply voltage ranges, respectively for
similar worst case BERs reported in the arbiter PUF in [9].
Compared with the BER of 4.8% at 40~67°C and 3.7% at
=+ 2% power supply variation of the arbiter PUF in [9], our
proposed design for the same temperature and supply voltage
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TABLE 3. Summary of the measurement results and comparison with the state-of-the-art strong PUFs.

Metric This work ~ TCAS-I'18 [16] TVLSI’'18[42] VLSI'17[43] ISSCC’15[15] JSSC’'11[44]  VLSI'04 [9]
Technology (nm) 65 40 180 130 40 90 180
Number of possible CRPs 1.8x10%9 1.8x10%9 4.3x10° 3.7x10%9 5.5x10%8 1x1025 1.8x10%9
Core area (um?2/L2) 0.91 2.94 0.16 2.64 0.52 4.32 45.33
Power (uW) 68.63 3.85 - 0.068 28.4 38 -
Native Energy/Bit (pJ/bit) 2.74 7.7 - 11 17.75 6080 -
Uniqueness 0.468 0.4989 0.4995 0.4990 0.5007 - 0.23
Intra-die HD 0.8% 0.85% 3.23% - 1.01% - 0.7%
Inter/Intra HD Ratio (Native) 60.75 58.7 15.5 - 49.6 - 32.86
ACF@95% 0.002 0.0089 - - 0.0283 - -
Bit Rate (Mb/s) 25 0.5 - 0.006 1.6 0.00625 20
Native worst case BER 10.46% 6.1% 8.1% 9.0% 9% - 4.8%
Temperature Range (°C) —40~150 —40~90 —40~125 —20~80 —25~125 25~125 40~67
BER per 10°C 0.44% 0.47% 0.49% 0.9% 0.6% NA 1.78%
Voltage Range (V) 1.08~1.32 0.9~1.3 1.5~2.1 1.08~1.32 0.7~1.2 +10% +2%

9 T T T T shown in Fig. 15. The measured worst-case BER is 10.46%,

" {1 5 which occurs at —20°C and 1.08 V.

81 %
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- \-' - \ The power and energy consumption as a function of through-
X6 \ 1335 p put are measured and presented in Fig. 16. The measured
% % / power consumption includes the PUF core and the peripheral

L ] . . . .

o0 5 \ | o, _/' circuitries such as I/O pads, buffers, etc. It is observed that the

4 power consumption is proportional to the throughput, and the

\_ ) maximum working frequency is measured to be ~25MHz.
3 ‘y" . ol ] W The minimum energy consumption converges at 2.74 pJ/bit
at the maximum throughput.
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FIGURE 14. Measured average BERs of PUF responses against
(a) temperature, and (b) voltage variations.

FIGURE 15. Measured BER over the temperature range from —40 to
150°C and supply voltage range of Vpp +10%.

ranges has lower worst case BERs of around 3.2% and 0.8%,
respectively.

We have also conducted more experiments to provide a 3D
contour map for the BER over the temperature range from
—40 to 150 °C and supply voltage range of Vpp £10% as
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FIGURE 16. Measured power and energy consumptions versus
throughput.

E. COMPARISONS

The performance of the proposed PUF are summarized and
compared with the state-of-the-art strong PUFs in Table 3.
Its core area normalized by the process technology is only
slightly higher than [42] and [15], but otherwise it operates
at a much faster bit rate and consumes much lower energy
per bit than [15] and has orders of magnitude larger CRP
space than [42] (bit rate and energy consumption are not
reported in [42]). With a low raw response BER of 8.41%
over a broader temperature range, it has the lowest normalized
raw BER per 10°C of 0.44%. From the BER per 10°C, our
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design has the slowest BER degradation against temperature
change. The proposed strong PUF is advantageous in terms of
energy consumption and reliability. The chip consumes only
2.74 pJ/bit on average at the frequency of 25 MHz with the
largest inter/intra die Hamming distance ratio of 60.75%. The
energy efficiency could be further improved if more advanced
process such as the 40 nm process is used. In addition, the pro-
posed arbiter PUF implementation significantly improves
the uniqueness of classic arbiter PUF implementation [9] of
only 23.0%. Due to the inherent difficulty to fully eliminate
the systematic bias from the delay elements of arbiter PUF,
the improvement is closing in but not exceeding the unique-
ness of other structures of strong PUFs in Table 3.

V. CONCLUSION

This paper presents a low power arbiter PUF design with
high temperature stability. The delay cell in the PUF is
implemented with the CS-inverter. The temperature reli-
ability is greatly enhanced by biasing the inverter for
ZTC. Besides, the working current is also limited by
this requirement to exhibit an optimized energy efficiency
of 2.74 pl/bit. The proposed arbiter PUF design featuring
low power consumption and high reliability is attractive for
use in model-based authentication protocol [24] that requires
a lightweight machine learnable arbiter PUF with better
uniqueness and reliability. As hundreds of bits are generated
per authentication, the two-stage RS latch arbiter has also
significantly reduced the latency of each authentication by a
more reliable read out of response bits to consecutive chal-
lenges input at a fast rate.
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