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ABSTRACT Currently, with the growth of the Internet of Things devices and the emergence of massive
edge resources, security protection content has not only empowered IoT devices with the accumulation of
networked computing and storage as a flexible whole but also enabled storing, transferring and processing
DIKW (data, information, knowledge, and wisdom) content at the edge of the network from multiple
devices in a mobile manner. However, understanding various DIKW content or resources poses a conceptual
challenge in unifying the semantics of the core concepts as a starting point. Through building metamodels of
the DIKW framework, we propose to cognitively formalize the semantics of the key elements of the DIKW
in a conceptual process. The formalization centers on modeling the perceived world only by relationships
or semantics as the prime atomic comprising elements. Based on this cognitive world model, we reveal
the difference between relationships and entities during the conceptualization process as a foundation for
distinguishing data and information. Thereafter, we show the initial case for using this formalization to
construct security protection solutions for edge computing scenarios centering on type conversions among

typed resources formalized through our proposed formalization of the DIKW.

INDEX TERMS Knowledge graph, security protection, typed resources, edge computing.

I. INTRODUCTION

With the rapid growth of the application of various IoT
(Internet of Things) [1] devices and the emergence of mas-
sive available edge resources [2]-[7], the content of secu-
rity and privacy protection has increasingly empowered
IoT [6], [8] devices with the accumulation of networked
computing [9]-[12], resource transfer and resource stor-
age in an integrated and flexible manner [13]. This ten-
dency has also unprecedently enabled collection, storing,
transferring, processing, transformation and utilization of
DIKW (data, information, knowledge, wisdom) [14], [15]
content at the edge of the network from multiple sources.
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The emergence of new usage requests on the accumulated
content from multiple sources of various integrated, espe-
cially mobile [16], [17], devices at the edge has introduced
new security challenges [18]-[20]. Security protection [42],
especially of implicit content [21], [22] from multiple mobile
sources in the edge, poses new challenges [23], [24] to the
collection, identification, customization of protection strate-
gies, and resource modeling of data. However, understanding
the various DIKW content or resources [25] poses, at first,
a conceptual challenge to its unification and the semantics of
the core concepts as a starting point for subsequent resource
modeling and solutions.

Through building metamodels of the DIKW framework,
we propose to cognitively and constructively formalize the
semantics of key elements of DIKW resources in a conceptual
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process. The formalization focuses on the ideology of model-
ing the perceived world as only as relationships or semantics
as the prime atomic comprising elements. We proposed this
relationship-dominating expression perspective of semantics
as a model of relationship-defined everything of semantics
(RDXS) [26] where the semantics of concepts are evaluated
from the origin of existing semantics. We proposed a con-
ceptual formalization framework [27], [31] and theorems for
existence-level semantic evaluation and reasoning to auto-
mate processing in what we call existence computation [26].
Based on this cognitive world model, we revealed the dif-
ference between concepts such as relationships and enti-
ties during the conceptualization process as a conceptual
foundation to distinguish the semantics of data [28], [29]
and information and knowledge. Based on this formalization
of the related concepts, we proposed modeling scenarios
of security protection centering resource type transitions in
graph [55] forms of data graphs, information graphs and
knowledge graphs [2], [30], [32]. Thereafter, we showed the
initial cases of security protection in formalized scenarios
for edge computing scenarios centering on type conversions
among typed resources formalized through our proposed for-
malization of DIKW. We focused on modeling the security
and privacy content [33], [34] and relationships of a smart
city’s multiple edge sources by classifying them as typed
resources [35] of types of data, information and knowledge in
our DIKW architecture, and modeling and designing resource
security protection as compositions [36] of data level secu-
rity, information level security, and knowledge level security.
For example, a piece of content might exist explicitly as a
piece of data or a set of data [37] in a data graph, or it might
take the implicit [38], [39] form of being expressed as a series
of relationships in an information graph. If the content is
expressed in data form such as directly expressing the health
condition of a human by specific indicators such as blood
pressure, body weight/height, etc., the data level security
protection is directed to prevent unexpected operations on
target numbers. The health condition of a human can also be
expressed implicitly by the walking speed, sleeping rhythm,
etc., and thus, the information level protection is directed to
block the probabilistic [40] links among activities and other
resources for identifying [41] the speed and rhythms from the
source. Thereafter, we propose protection solutions for secu-
rity aspects, including resource integrity, resource confiden-
tiality and resource availability, to support security protection
for administering the city and for the citizens. We propose
to protect security resources by transforming them into other
typed resources in DIKW graphs, which requires consider-
ably more resources to be evaluated in terms of computation,
storage and communication in DIKW graphs. Our proposed
security protection can be implemented with interactive cost-
driven [43] strategies, which maximizes the benefits of stake-
holders and minimizes the cost [44], [45] of stakeholders by
precisely matching the expected protection degree in terms
of implementation and budget plan of protection investment
from global business goals on the stakeholder side. In general,
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we present a metamodel of typed DIKW resources and a
type transformation-based value-driven resource protection
approach.

The rest of this paper is organized as follows.
Section 2 illustrates related work. Section 3 presents
the meta-modeling and formalization of DIKW graphs.
Section 4 shows the transformation mechanism of typed
resources. Section 5 states the protection for aspects of
security, including integrity, confidentiality and availability.
Section 6 shows the simulation. We conclude in Section 7.

Il. RELATED WORK

With the extensive application and rapid development of the
IoT, big data and the 5G network architecture, the consider-
able data generated by edge equipment of smart cities and the
real-time service requirements are far beyond the capacity of
the traditional cloud computing model [46]. Edge computing
can offload some storage and computational tasks from cloud
data centers to the edge of the network, which could raise
many challenges related to security and security concerns.
In particular, data security protection is the most important
service [2] in edge computing.

Most of the work on security preservation assumes that
the data are a single table with attribute information for each
of the entries [47]. However, real-world data often exist with
more complexity. Real-world data are often relational, rep-
resented as multi-graphs and can exhibit rich dependencies
between entities. The challenge of anonymizing graph data
lies in understanding these dependencies and removing sen-
sitive information, which can be inferred by direct or indirect
means [20]. Even in single-table data, removing identifying
information such as social security numbers is not enough
to preserve the security of individuals represented in the
data [48]. While it is possible to represent the nodes of a
graph in a single table if the nodes have the same type, it is
not clear how to do this when the nodes exhibit relationships
and when there are nodes of different types. Miklau et al.
defined k-candidate anonymity for graph data based on the
degrees of the nodes in the neighborhoods of the nodes to
be anonymized [49]. Zheleva proposed preserving the secu-
rity of sensitive relationships in graph data [20]. Hundepool
et al. proposed making useful inferences from groups while
preserving the security of individuals who contributed their
data [50]. Danezis et al. proposed protecting security through
designing models [51]. They illustrated that security is also
protected through policy and law. Eberle and Holder [52]
presented an approach for discovering structural anomalies
in graph-based data. Soria-Comas and Domingo-Ferrer [48]
presented the idea that security degree is proportional to the
exposure of the degree of linkability, which is compatible
with a security model. McSherry [53] proposed focusing on
sequential composition and parallel composition in compos-
ability properties. Our proposed approach to model security
targets as integrity, confidentiality and availability thereafter
protects target security from unwanted secondary use [54]
through type-level transformation in the DIKW architecture.
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Knowledge identification [57] and representation is a crit-
ical topic in Al [58]. Most embedding methods merely con-
centrate on the triple fitting and ignore the explicit seman-
tic expression, leading to an uninterpretable representation
form [59], [60]. Traditional embedding methods not only
degrade performance but also restrict many potential appli-
cations. Chein and Mugnier [61] proposed a semantic rep-
resentation method for a knowledge graph that imposes a
two-level hierarchical generative process that extracts aspects
and locally assigns specific categories. Mugnier [62] pro-
posed using structural and textual encoding technology to
represent a knowledge graph. Sowa [63] proposed represent-
ing knowledge in logical, philosophical, and computational
foundations. Chen et al. proposed visualization of data infor-
mation and knowledge [64]. We propose to protect security
resources by classifying them into data, information and
knowledge in a three-tier architecture consisting of a data
graph, an information graph and a knowledge graph.

The dynamic reconstruction of computation and storage
resources not only improves the utilization of resources but
also simplifies management. Some of the workloads that
use common resource computing and storage technologies
can handle the current cloud system to avoid saturated
clouds [65]. Shao et al. [66] described a payment as users
use a resource security provision approach based on data
graphs, information graphs and knowledge graphs. Following
the ideology of value-driven design, Duan et al. [25] pro-
posed a systemic formalization for using data, information
and knowledge graphs for cost-effective [67] optimization
purposes [68], [69]. Song et al. [13] argued that it is neces-
sary to consume bandwidth to transmit resources between
nodes in the Internet of Things, which aims to obtain stor-
age and computation resources from other nodes to satisfy
user demands. We protect target security resources with a
cost-driven interactive method, which maximizes the ben-
efit of stakeholders while minimizing the cost for security
protection.

Ill. METAMODELING AND FORMALIZATION OF THE
DIKW FRAMEWORK

Through extending our previous work on an empirical study
of DIKW [14], [70], we proposed the following formalization
of the DIKW framework, which focuses on a conceptual-
ization process with a cognitively designed explanation to
reveal the semantics of the core concepts and their extensions
in our proposed expression model of relationship-defined
everything of semantics.

A. GENERAL BACKGROUND OF THE PERCEIVED WORLD

We proposed the improved UML metamodel of data, infor-
mation, knowledge and wisdom framework [71], as shown
in Fig. 1. The modeling centers on the concepts of “human”
and “‘existence”, which we decomposed as objective exis-
tence and conceptually acknowledged existence that might be
subjective. We added the confirmation of nonexistence as a
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form of confirmed existence because it has the deterministic
semantic.

EXISteNCe onfirmed

=< (eXiStenceobjectt’ ves eXiStenceconceptual )positi ves

nonexistenceconfirmed >

The perceived real world, which contains the perceived
objective real world, comprises content related to objective
existence and aggregates conceptual existence. The objective
existence matches perceived objective “True/False”, while
the conceptual existence can be bundled into a subjective
evaluation of “Yes/No” [72], which is evaluated as con-
forming to. Content bundled to conceptual existence can be
imaginary or incorrectly proposed content. The meaning of
“Null” does not contain the subjective case of confirmation
of not objectively guaranteed ‘“No’’. Confirmed inconsis-
tency automatically leads to a denial of the existence of a
previously confirmed existence. The null here does not refer
to the concept of empty because empty can refer to the
situation of a thing is not known by a stakeholder but actually
exists.

existencepjective

::=confirmation,pjecrive<True, False>

eXiStenceconceptual

::=confirmationgpjecrive<Yes, No>

NONEXISteNCe onfirmed

::=confirmation<Null, Inconsistopjecrive)>

Null

::=False(existenceopjecrive(True))

11 =€XiStence ypjecrive (False)

The perceived world, instead of the objective real world,
lays the foundation of observation-related material and pro-
cessing by humans. We propose that semantics are expressed
or perceived meanings of things by humans. Intuitively, it is
easy to perceive that semantics comprising both relationships
and entities while confirming the intent of a human. However,
if we reason recursively, it is difficult to intuitively prioritize
the concepts of relationship and entity in terms of which
concept is more fundamental than the other. We perceive that
concept is a categorization and an express form of shared
semantics by stakeholders. Both data and information can be
classified as concepts as long as they go through the process
of conceptualization. In general, semantics are expressed as
relationships that are associated with humans among various
existing conceptual content. A purpose is a semantic or rela-
tionship that has an implicit or explicit end or target or intent
associated with a specific human. Value can be measured
in addition to a human purpose in contrast to other choices
that are relatively correspondingly based on the prejudice of
difference and frequency of occurrence of the sameness in
terms of quality or quantity.

semantic

::=(relationshipconceprs | asS0CIatiONpyman(Purpose))

Purpos€hyman

::=relationship (intentionggenoider» relationshipeopceprs)

si=semantiCpuman(goal)

value value
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FIGURE 1. UML metamodel of same vs. different towards conceptualization of DIKW.

si=<differencepy pose, SAMENESS pyrpose>relative

::=relative <qualitygirecred(difference)> QUANttYfrequency™

Distinguishing between the semantics of basic concepts of
data and information demands the revelation of the hidden
implicitly related conceptualization process of corresponding
concepts from the atomic concepts that have clearly defined
semantics [73].

B. “ENTITY VS. RELATIONSHIP” IN A PERCEIVED WORLD
According to our formalization of the difference between data
vs. information, we consider the traditional problem of dis-
tinguishing between ‘‘entity vs. relationship™ [74]. Through
exhibition of the conceptual process of both entity and rela-
tionship, we reveal that entity is a unity that matches an
individual or independent or self-complete instance that does
not refer to more than one identification of existence seman-
tic, mostly in the form of conceptual existence. Relation-
ship is actually more fundamental than entity following the
clause that everything in the perceived world is bundled
with at least a purpose at the time of accomplishing the
cognitive identification process. The perceived world com-
prises solely conceptual relationships or both implicit and
explicit semantics. We propose that the relationship is the
prime and solely atomic element or content of cognition.
The perceived world or cognition is fully based on relation-
ships or defined by relationships as long as the semantic is
traced back to existence-level semantic evaluation. There-
fore, entity as a perceived element in a perceived world is
composed of atomic-level elements of relationships. In this
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purely constructed perceived world of relationships, every
relationship is connected without exception. Relationships
mutually define each other’s meanings. The conversion from
relationship to entity is implemented through the abstraction
process, which summarizes the commonalities of relation-
ships to form a scope as the boundary of an independent
identification that can be assumed to represent an unlim-
ited number of instances. The difference between explicit
and implicit semantics is based on mismatching the rela-
tionship to entity expressions as source and target sides of
expressions.

PerceivedWorld

::=<pUIPOS€/yman | relationshipyejasionship |

semantic <explicit, implicit> >

::=identification<relationship>

explicit<epnsiry>

::=identification < epiry>

explicit < yelationship>

::=identification < ejarionship>

il'npliCit<em‘ity>

::=identification < rejarionship>

impliCit<relalionship>

::=identification < epiry>

relationship relationship

s:=<relationship>usuaity

si=<relationship> - yejarionship>

entity

::=Unity(Unique(existence concepruai )

“ :<relatiOnShip>abstraction(completeness)
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C. EVALUATION IN A PERCEIVED WORLD

To support deeper semantic formalization on this formalized
perceived world, we propose using the conceptual differ-
ence of “same vs. different” as the foundation for further
conceptualization towards extracting the formal semantic
of extended concepts. Identification of things is based on
the conceptual evaluation of ‘‘sameness vs. difference”.
The confirmation of sameness of a thing at the stage as
a result of an observation constructively relates the inde-
pendent thing to existing things or concepts. An identi-
fication process always needs to settle the boundary of
the identification target, which is completed by bundling
the semantic of completeness of the identification activa-
tion through reasoning or human interaction. The comple-
tion of settling the conceptual boundary from unlimited or
unknown can be implemented through unlimited abstrac-
tion, or reasoning, or subjectively hypothesising for unknown
content.

identification

::=<evaluation;,gjyiauqs (Same vs. Different),
Completiongoup <guantity, sequence> (€Xistence(content))>

completion

::=(unlimitedgpsrracrion | unknownreaxaning|hypolhes‘is)

Observation of a thing can be integrated with the eval-
uation of whether the thing is the same or different from
existing data, information and knowledge. Then, the pro-
cess functions implicitly as a content generation process to
implicitly evaluate “same” or “different”. The result is a
piece of content that we represent by default with a spe-
cific identification representing whether the target thing or
content is the same as or different from an existing labeled
or recognized thing or content of one or several types of
DIKW resources. We separate ID as a form of information
from other information because it is basic information of the
existence of the targeted thing that is justified as a piece
of information because it is bundled to recognize whether
its original form is the same as any existing thing. If the
result of the evaluation of sameness is positive, the ID of the
newThing is assigned with the ID of the existing concept.
Otherwise, a new ID is created with a function of CreatelD for
newConcept.

identiﬁcationpurpose(same(an yexistingThing)) (newThing)

::=(?Same(existConcept, newThing))

::=Same(Shareldentification)exisiConcepr, newThing

!Same(Shareldentification)exisiConcepr,newThing)

The meta-expression of the concept of data demands the
confirmed existence of at least a piece of the semantic of
existence as a pre-requisite, existence,y., and a post-requisite
of the explicit cognitive identification or label of a concept,
which is denoted with identification,s,.

concept(Data)meramode!

;:=<existence,y, identification,y >

11 =<EeXISteNCe < Trye, Yes> » identificationepiicir(laber)™>

An alternative explanation of data vs. information is a
specific observed piece of data that is utilized to generate
information as a result of evaluating whether it is the same as a
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piece of existing data through relating to existing recognized
content.

CONVETSiONnjsial(purpose(conceptualizationy)(data  —  informa-
tion)

::=evaluationypese (data)

s:=relatingcognirion(new(data), observed(content))

::=relating(new(data),  observedconfirmed existence)(€Ntity,
relationship))

::=relating(new(data), observedgpyxs(relationship))

::=relatinggrpys (new(data)— (relationship))

Constructively, many superficial semantics can evolve or
be built on top of the generated semantics of the evaluation
of “same vs. different”. The contrary/negation of sameness
is labelled as “different” or difference. We propose that the
concepts of “class/type’” comprise the core entity and devel-
oping other entity elements through the evaluation of “is-a”
relationships is an extension of the evaluation of “‘same vs.
different”. Identification of sameness by humans can map to
the process of abstraction on specific scenarios to collect the
commonalities or shared characteristics by omitting unrelated
details of a specific purpose. Abstraction comprises concep-
tualization processes through collecting the same or shared
elements or features for integration as a new unity.

abstractionyy pose

::=collect(same;pose (thing)) AND omit(different(thing))

::=concept(Data)meramodel (thingrelationshipﬁ entitys

new(identification)iry)

D. ON THE SEMANTICS OF DATA AND INFORMATION
Empirically, data represents directly observed objects by
stakeholders that solely contain its shared common mean-
ing without bundled purposes. Intuitively, data are observed
directly or collected independently. Therefore, data are bun-
dled as entities with a piece of semantic completeness. The
semantic of completeness originates as an output result of
content processing operations and is not related to other
things or related to other purposes. In the observed world,
the raw material is the observed thing. If an observation
stands by itself, or the observation is a result of an isolated
observation or the observation is not a preparation or input
of subsequence processing, the observation is not bundled
with a specific human purpose or bounded for a stakeholder
purpose. Then, the thing as the result between the observation
with no purpose is potential data and can be mapped through
its independence semantic as a single entity.

Datapotential

:i=contentopservation(independent|abstracted)

= :thingNo(purpose)

Enlightened by the “schemas’ [75], [76] by Kant, we pro-
pose that data are things that are isolated from any human pur-
poses. The identification of data can be cognitively defined by
the direct or indirect presence of observers/stakeholders as the
source of purposes. After conceptualization of an observation
of a piece of content as a piece of data, it is revealed as a thing
that is observed and related successfully to existing known
concepts of certain types/classes through relating to existing
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relationships/entities in the whole network of relationships in
the general background of relationship-defined everything of
semantics.

Dataconceptualization

:=(stakeholder,pservarions

!<purposeevaluation(idemification(ExistingConlent))>)

::=samenessgpxs (existinggpxs (Conceptreiarionship(

typeExistingC(mtentDatal[nformationIKnowledge)))

::=unificationgpys (identification(existence,pservarion)s

Typerelationship(ExistingContent(DIKW)))

If the observation of data does not stand by itself, or the
observation is not an isolated result, or the observation is
a preparation or input of subsequent processing, the obser-
vation is bundled purpose of specific stakeholders. Then,
the thing as the result of the observation with a purpose is
a potential piece of information.

Informationgpys

n= (Data |
<observation(False(isolated|independent)),association(purpose)>

:=(relationshipgpxs )with(purpose)

Empirically, information refers to the composition of data
or information or an association with knowledge following
or under one or more specific purposes directly or indirectly.
The purposes bring concrete semantics to the composition
by relating to existing relationships of existing content or
background. Multiple purposes can be related to data or
information to realize the conceptual transition from data type
to information type through relating the target data with at
least a single purpose. The conceptual deduction process from
data to information can be formalized as follows:

InformationData—)Infbrmation

::=associationgpxs (SOUICeisolared (data), purposesiakenolder)

:=(source;solated (purpose (data), (StakehOIderimplicit , pur-
pose))

:=((!stakeholder, data), (stakeholder;pjicir, purpose))

:=((!stakeholder + stakeholder;;pjici; (purpose), data),

(stakeholderypjicit, purpose))

:=((stakeholder;ypici (purpose), data), (stakeholder;ypjicir»

purpose))

:=(stakeholder;;;pjici: (purpose), data + purpose)

::=(Data + purposerpxs )stakeholder

::=Relationshipgkenoider (data, purposegpxs)

Informationgpxs

::=Purposerpxs (data | information | knowledge)

If the purposes of stakeholders are moved off information,
information is decomposed into discrete data or information.
Logically, if things are not observed but are not able to be
mapped to known concepts of data, it is distinguished as an
unknown thing.

However, unknown is a relationship representing a neg-
ative relationship of the observed thing with existing data.
This distinction is a purpose and bundles a semantic that
is represented by unknown to the observed thing/content.
This process generates a piece of information/semantic of
“unknown” by relating the observed thing and existing the
DIKW content.

Information | Knowledge)
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Information(unknown)ew(observation(thing))» €Xisting(
contentgpxs))

::=Purposeistincrion(thing, existing(contentgpxs))
::=association(thingigerent(RDxS) | thingsame(RDXS))

E. ON THE SEMANTICS OF KNOWLEDGE AND WISDOM
Empirically, knowledge-based logical reasoning or value esti-
mation on instances roughly maps to processing activities
that rely on the conformance assumptions bundled with
categories [75] or sampling representatives of probabilistic
modelling [20]. Knowledge reasoning relies on the complete
and consistent coverage of instances under the representative
types or classes corresponding to underlying instances of rep-
resenting data types and information types. Through abstrac-
tion processing, commonalities of instances of relationships
among instances of data and information are conceptualized
and categorized into representing types or classes. The repre-
senting types or classes are assumed to completely represent
all instances under the types of corresponding data or infor-
mation in terms of deterministic relationships among types or
classes in RDXS or probabilistic assumptions of their values.
With this semantic or association of assumed complete cov-
erage from the closed world assumption (CWA) [71] bundled
with type/class, deterministic reasoning on instances under
this type or class can be performed by relating the unknown
or unhappened things with the semantic of negation or false.
However, if the completeness of coverage cannot be assumed
sufficiently, the open world assumption (OWA) [71] applies
from which no negation or false based on not direct mapping
to the content of existing knowledge rules can be concluded
or reached through associating to existing relationships.
reasoningKnowledge(Class /Type)

:=(abstraction(observation(True)imiredAmount
(C()ntentexisting)) g COnSiStentSame(characteristicsU‘eatures)
(unlimited (Contentabservaﬁon(!True))))C wa AND (SameType
(contenteyisting,contentopservation(True)))

::=associationgpys (same(type(observation(True)
limitedAmount (Contentexisting) )» contentopservation(! True)) g
ConSiStentSame(relationship)

(contentypservation(True)» content,bservation(!True))cwa

Based on our reasoning modes, information can be
retrieved from empty or null or not relying on the existence
of data.

NullCWA

::=Information gyjse(existence(data)) (CWA)

::=negation(all(known)rpxs)

For wisdom, we adopt the intuition from Schopenhauer [76]
in which wisdom refers to the balance between reasoning
and will for optimizing towards reaching comprehensive
human goals that comprise various related and usually not
consistently or even conflicting developing purposes. The
implementation of wisdom takes the form of decision mak-
ing through trade-off among existing data, information and
knowledge, where the trade-off usually demands the tran-
sitional migration of resources among seemingly different
domains.
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WisdomyujueDriven

:=(trade-off . pypose~ (transitioncwa, inconsistent (purpose
RDXS))> COMPOSItion < pyrpose (transitionpwa , consistent(
purposerpxs)))

F. MODELLING TYPED DIKW RESOURCES

We define the meaning of all things in a system descrip-
tion as resources (RES) of DIKW types or relationships of
RDXS. We define things as covering elementary targets of
observation of a human represented at a given time. From a
constructive perspective, the concept of typed data of Dpjx
lays the foundation for typed resources (TR) of TRp;x in
the DIKW modelling framework. We propose typed data
as modeling data purely comprising multiple dimensional
related types (TR) or classes, which also represent all con-
firmed relationships of ‘“‘rules” and interconnections with
other types through these relationships. We define typed
resources (TRpjx) as a triad, where Dpjgx represents typed
data, Ipjx represents typed information, and Kpjx represents
typed knowledge.

TR(X)rDxs

::=Complete(instance(resource(x)))

TRprx

::=<Dpyk. Ipix, Kpik >rDxs

TRpjx is managed in a lifecycle consisting of TR p;x iden-
tification, TR pjx collection, TR pjx storage, TRpjx transmis-
sion, TRpjx operation, TRpsx transformation, and TRpsx
disposal.

For modeling typed data, we propose a definition of com-
plete typed data (Dpjx), which is completely and mutually
represented and modeled by its associated or observed linked
types or classes or typed data, e.g., Dpjx of a dog is cogni-
tively established through associating other typed resources,
basically Dpjx, such as TRygircoior> TRpeaith, and TR gepger -

Dpix

=< DDIK, aSSOCiatiOH<TR_DIK> >RDXS

Therefore, every Dpjx by its integrity is part of the whole
unity in the form of a single graph or network that comprises
other Dpjk. In this Dpjx graph or network, each node as a
concept mapping to an entity of data is an equal contributor
evaluated in the sense that the semantic is defined in the form
of a relationship in the background of the whole graph of
RDXS.

The modeling of data from discrete instances or values to
purely comprising types or classes lays the foundation for
our definition and modeling of typed information of Ip;x and
typed of Kpjx. We further refine the definition of Dpjx by
specifying the frequency value of each comprising type or
class. The frequency semantic of a class or type is created
through the identification process as a result of the evaluation
of “same vs. different” on one of the existing comprising
types or classes of existing Dpjx. A frequency value denoted
by TFp is marked for each dimension of a Dpjx, which
records the repeated time or observed occurrence of the con-
firmation of the sameness of a specific piece of data content
of a targeted type or class.
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Dpix

::=<identificationgpys (existing< Dpjx >), TFp >

The probability of Dp;x is marked with Prp, which is based
on TFp through enforcing classic probabilistic conditions.
The basic form of Ipjx represents the identification of content
bundled with at least a directly or indirectly confirmed judg-
ment of the semantic based on the evaluation of sameness on
Dpx with the confirmation of the difference. The referred
semantics of Ip;x include directed or behavioral or temporal
relationships on Dpjx or Ipjx.

Ipix

::=<associationg;yecseq (identificationzg—_prx )>

Kpik applies the completeness semantic consistently to the
graphs of TRp;x as a counterpart of the abstraction process
from a limited number of instances to types with unlimited
coverage of instances. Deduction of Kpjx applies the rules
and structure of type level to instance level. Induction of Kp;x
applies instance level observation to the type level.

Kpix

:=<association(Induction(TRp;x — instancerr_pix ),
Deduction (instancerr_pix — TRpix)>

We further specify the knowledge graph in three layers of
data graph (DGpjk ), information graph (IGp;x ), and knowl-
edge graph (KGpjk).

DIKWGI’athDXS

::=<DGpyk, IGpik, KGpix>rpxs

::=relationshiprpxs DGpyx is a collection of discrete ele-
ments and subgraphs expressed in the form of various data
structures, including arrays, lists, stacks, trees, and graphs
DGpyk records the frequency of Dpjx. The frequency of
Dpix (FRE) includes association frequency (Ar) and disas-
sociation frequency (DAF). FRE records every sub-frequency
in various dimensions of Dp;x as

FREZZ=<AF, DAF>

Afr consists of static frequency and dynamic frequency.
Static frequency includes succession frequency (Sr), inclu-
sion frequency (ICr), causality frequency (Cr), spatial fre-
quency (SSr) and temporal frequency (STfr). SF records
the number of succession relationships. ICr records the
number of inclusion relationships. Cr records the num-
ber of causality relationships. SSF records the number
of static spatial trajectories. STF records the number of
static temporal trajectories. Dynamic frequency includes
usage frequency (Ur) and behavior frequency (Br). Up
records the number of repeated usages, which includes addi-
tion frequency, change frequency, deletion frequency and
selection frequency. Br records the number of behaviors,
which consist of repeated time trajectories and correspond-
ing activities. Fig. 2 shows the empirical components of
FRE.

IV. TRANSFORMATIONS MODES OF TRk

A. THE FRAMEWORK OF TRANSFORMATION

Although various resources are distributed in edge devices
instead of uniformly stored in the cloud [19], they are
still vulnerable to various unexpected operations and
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FIGURE 2. Empirical frequency components of typed data.

attacks. Towards designing a resource protection framework,
we present a resource transformation-based protection frame-
work of typed DIKW resources as follows.

TN::=<TNp_p, TNp_;, TNp_g, TN;_p, TN;_;, TN; _g,
TNgk_p, TNg_;, TNg_g>. Transformations of TRpix
include 9 scenarios. The expressions used are denoted as
follows: R refers to the relationship, INS refers to instances of
type or class, T refers to type or class, and E refers to entities
that include both INS and T.

* Dpix TNp_p Dpix: TNp_p represents the resource

1

transformation mode in which Dpjx is transformed to
Dpjk - If the target Dpjx can be obtained from another
associated Dpjx, we transform the target Dpjx into
another Dpjgx in a specific context. In the following
example, E, (INS(Tpgrson)) is a Dpjx, which means a
person. Ereacier_canteenINS(TcanteEN) 18 @ Dpjg, which
represents an instance of canteen, and the canteen is
a teacher canteen. Combining E, (INS(Tpgrson)) with
Eteacher_canteenINS(TCANTEEN ), we can infer another
Dpjx in which the person is a teacher, which is expressed
as E; (INS(Trgacuer)). We present the process of
obtaining the target Dpx in which the person is a teacher
as follows:

{Dpix1 = Eq (INS(Tpgrson )}, Dpik2 =
Eteacher_canteen (INS(TCANTEEN ))»

{Dpik1} A {Dpik2} infer Dprxs = {Eq (INS
(TreacHER))}-

Thus, to implement resource protection of “Dpjg3 is
a teacher”, we can potentially implement the trans-
formation from the explicit expression of Dpjx3 to a
decomposed implicit expression of the composition of
Dpikx1 and Dpjg2 with transformation modes of TNp_p

as follows:

Dpix3 = {Es (INS(Trgacuer))} TNp—p {Dpix1} A
e

{Dpik2}

The cost of the implementation of the protection mode
can be evaluated through the calculation of the basic
transformation actions and the difference of the storage
occupation difference before and after the transforma-
tion corresponding to the target resource.

* Dpix TNp_; Ipix: TNp_; represents the resource trans-

formation mode in which Dpjk is transformed to Ipjx.
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If the target Dpjx can be obtained from another asso-
ciated Ipjx, we transform the target Dpjx into another
Ipix by reorganizing Dpg inreal or imaginary scenarios
by connecting to another Dpjx or Ipjx in terms of time
or order. For example, E;, (INS(Tpgrson)) represents
a person, which is a Dpjx. Ejo;; (INS(Tcrass)) rep-
resents an instance of a class, which is a jazz class.
RieachBa (INS(Tperson)), Ejazz (INS(Tcrass)) repre-
sents the Ip;x in which a person teaches a jazz class.
Thus, we obtain that the occupation of the person is a
jazz dancer.

{Inik1 = Reeach{Ea (AINS(TpErson)),

Ejuzz AINS(Tcrass)))

infer {Dpix1 = Bjazzgancer (INS(Toccurarion))}-
Thus, for implementing resource protection of Dpjx3,
we can potentially implement the resource type trans-
formation from the target Dp;x 1, which represents it as
a jazz dancer in terms of the occupation of a person into
Ipik1 in which the person teaches jazz class with TNp_;
as follows:

{Dpik1 = Ejazzgancer AINS(Toccuration))} TNp-g

{Ipik1 = RieacnDpik 15 Ejazz ANS(Tcrass)))}-
Dpix TNp_x Kpix: Dpjx inherits semantic rela-

—
tionships from a type-level knowledge-base and is
effectively integrated and reused by other applica-
tions. In the conversion process from Dpjx to Kpix,
if the target Dpjx can be obtained from other asso-
ciated Kpjx through semantic reasoning or probabil-
ity, we transform the target Dpjx into other Kpjx
through linking Dpjx sources and semantic con-
straints and eliminating the redundancy and inconsis-
tency of Dpjx to form Kp;x. For example, a person
loves playing football is expressed as the Kpjx in
which Ryike (Eo(ANS(Tperson))s Efoorbatt INS(TGamE))).
We can obtain the person’s hobby is playing football
from the Kp;x based on the common sense knowledge
that a hobby refers to the activities that a person fre-
quently practices or wants to practice in during a leisure
period.

{Kpix1 = Ryike (Ec(ONS(Tperson))s Efoorbait ANS
(Teame))} A {TroBBy = Ris—a (Egame(INS(
Tacriviry))» Biike ANS(Tsiapie))) }

infer {Dpix1 = Efooait (INS(THoBBY)))}-

Therefore, to implement the resource protection of
Dpik1, we can transform the target Dpjx| into Kpjx
with the resource transformation mode of TNp_g as
follows:

{Dpix1 = Efobait INS(Trogpy))} TNp—k {Kpiki1}-
Ipixk TN;_p Dpix: TNj_p represents the scenario in

—_
which Ip;g transforms to Dpjx . If the target Ip;x can be
obtained from other associated Dp;g, we transform the
target Ipjx into other Dp;jx by transforming collections
of concepts to resource instances. For example, with a
high probability, we can infer that a person is a master
candidate from the person’s student occupation and that
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the age of the person is 24 years old, which is well above
the age scope of most undergraduate students:
{Dpix1 = Estudenst ANS(Toccuparion))} ADpix2 = En4
(INS(TaGe))}
infer {Ipsk1 = Ris(Eq (INS(Tperson ),
Enmaster INS(TpeGrEE)))}-
Therefore, to implement resource protection of Ipjx1,
we can transform the explicit target Ip;x; into the
implicit composition of Dpjx and Dpjx2 as follows:
{Ipik1 = Ris(BEq AINS(Tpgrson))> Emaster (INS(
Tpecree))} TN;—p {Dpix1} A {Dpix2}-

e

For this conversion, there is information loss because
the semantic of Ipjx; is probabilistically embedded
in the expression of the composition of Dpsx; and
Dpik>. Therefore, in the value-driven implementation
of this protection strategy, it is necessary to per-
form a full trade-off before adopting this strategy
and continue to evaluating the quantitative gains vs.
loss.

Ipixk TN;—j Ipk: TNy represents the resource protec-

tion mode in which Ip;x is transformed to Ipsx. If the
target Ip;jx can be obtained from another associated
Ipix, we transform the target Ip;x into another Ipsx
by connecting Dpjx with another Dpjx or Ipjx in a
specific context and then take roles in real or imagi-
nary scenarios to create Ip;x. For example, the occu-
pation of a person is an officer, which is expressed as
Eoficer AINS(Toccuparion))- We obtain that the person is
off duty at 17:00 because of the special nature of his/her
work, which is expressed as:

Renawork (Bofficer INS(Toccupation ), E17:00(INS
(TrmEe)))-

{Ipix1 = Ris(Bq (AINS(Tperson ) Eofficer INS(
Toccurarion)))}

infer {Ipik2 =Renawork (Bofiicer (INS (Toccupation)),

E17:00ONS(T7mE))) }-
Thus, to implement resource protection of Ip;x2, we can

transform the target Ipjxo into Ip;x; with TNy_; as
follows:

{Ipik2 = Rendwork (Eofficer ANS(Toccupration))s
E17:.00NS(T7me)))} TNy {Ipik1}.

Ipixk TN;—x Kpix: TNj_g represents the scenario in

—_—
which Ipjx transforms into Kpjg . If the target Ip;x can
be obtained from another associated Kp;x , we transform
the target Ip;x into another Kpjx by categorizing and
abstracting interactive and behaviour records. For exam-
ple, a girl wants to choose a hobby class. According to
the Kpjx that girls like dancing, we infer the Ip;x that
the girl will choose a dancing class.

{Kpik1 = Riike(TGIRL: Edance AINS(TacriviTy)))}
inﬁ)r{IDIK 1 = Renoose(INS(TGIRL)> Edance (INS
(Tcrass)N}-

Therefore, to implement resource protection of Ipjx1,
we transform the explicit target Ip;x; into Kpjx1 with
TN;_k as follows:
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{IDIKI = Renoose (INS(TGIRL), Edance (INS (TCLASS ))) }
TN;—k Kpik1-

= ..
Kpix TNkx_p Dpjx: TNk _p represents the scenario in

—_—
which Kpg transforms into Dpjx . If the target Kp;x can
be obtained from another associated Dp;x , we transform
the target Kpjx into another Dpjx by extracting nodes
that are associated with instances in the form of attribute
relationships in Kpjx . For example, we obtain the Kp;x
that a rabbit likes carrots from an observation of Dpx
searching for a carrot when it is hungry.
{RsearchFoop(Dpik1 = Erapbie ANS(TanivaL))> Ecarror
(INS(Troop)))} infer {Kpix1 =

Riike(Dpik 1 Ecarror (INS(Troop)))}-
Thus, to implement resource protection of Kpjki,

we transform the target Kpjx1 into Dpjx1 with TNg_p

as follows:

Kpik1 =Riike(Dpik 1, Ecarror ANS(Troop))) TNk —p
e

Dpiki.

Using an instance to represent type-level knowledge

causes the reverse abstraction challenge in which mul-

tiple explanations can arise for the same instance

because abstraction is based on instances of a certain

quantity.

Kpixk TNg—_1 Ipix: TNg_; represents the protection
e

mode in which Kpx transforms into Ip;x. If the target

Kpix can be obtained from another associated Ipjx,

we transform the target Kpjx into another Ip;x through

the process of knowledge searching to knowledge cre-

ation. For example, we obtain the Kp;x 1 that the hobbies

of boys are usually different from the hobbies of girls

according to the combination of Ip;x; in which boys

like playing the football and the Ip;x7 in which girls like

watching Korean dramas.

{Inik1 = Riike(TBoy s Efporbail INS(TGame))) } A

{Ipix2 = Raistike(TBOY s Ekorean (INS(TproGRAM))) } A

{Ipix3 = Ruaistike(TGirt> Bfootbair AINS(TGame))) A

{Ipika = Riike(TGIRL> Ekorean ANS(TproGrAM)))}

infer Kprx1 = Rajfferent (Egirr's (INS (THoBBY)), Eboy's

(INS(THoBBY)))-

Hence, to implement resource protection of Kpjki,

we can transform the target Kpjx1 into Ipjx1, Ipik2,

Ipix3 and Ipjx4 with TNg_; as follows:

Kpik1 = Rd([ferent (Egirl’s (INS

(TroBBY))> Epoys (INS(ThosBY))) TN;—k {Ipik1} A

{Ipix2} A {Ipiks} A {Ipka}.

Or

Kpik1 = Rdiﬂerent (Egirl’s (INS

(TroBBY))> Epoys (INS(Thogpy))) TN;—k {Ipik1} A

—_—>

{Ipik3}-

Kpixk TNk _x Kpix: TNk _g represents the scenario in
g .

which Kpg transforms into Kp;x . If the target Kp;x can

be obtained from another associated Kpjx, we transform

the target Kpjx into another Kpjx through logically

reasoning and mining implicit resources. For example,
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we can obtain the Kpjx» that rabbits have a small cae-
cum from the Kpjx1 that rabbits like eating carrots.
{Kpix1 = Ryike(Erappir ANS(Tanimar)),

Ecarror AINS(Troop)))}

infer {Kprx2 = Ruas_a_smati(TraBBIT> Tcaecum)};
Hence, to implementat resource protection of Kpjxz,
we can transform the target Kpjxo into Kpjx1 with
TNg_g as follows:

{Kpix2 = Ruas_a_smatt(TraBaIT, Tcaecum)}

TNk _x Kpik1.

—

B. INTERACTIVE COST-DRIVEN PROTECTION FOR TRpx
Usually, target TRpjx exists in more than one trajectory of
subgraphs. We can obtain target TRp;x directly after travers-
ing these trajectories or inferring target TRp;x with other
resources in the same trajectory. According to TN, every
TRpjk can be replaced with another TRpjx after transforma-
tion. The core of the proposed security protection is trans-
forming target TRpjx into another TRpx, which requires
considerably more resources to be evaluated in terms of com-
putation, storage [56] and communication in DIKW graphs.
To minimize the cost of protection and maximize the stake-
holder’s benefit, we use a cost-driven interactive method to
choose an optimal transformed trajectory for stakeholders.
We define an interactive cost-driven protection for TRp;x as
CDp. CDp includes modules as follows:

CDp: = (IFLQ), FD(), SUMzn (), SUMcom (), OCQ)).

(i) IFL(TRp;x) — QIifly, ifl,...ifl,]: IFL() refers to the
function of computing the influence of each TRp;x . We input
different targets TRp;x into IFL(). IFL() outputs influence
the value of every node (V;rr). Array Q records the output
results of every node in descending order according to their
numerical values. The calculation of Vg, is as follows:

VipL = (deg™ + deg™)/2 (1

(i) FD (Q)— T;: FD() is a searching function of trans-
formed trajectories (T;) for target TRp;x. FD() conducts
TRpx in the same order as TRpjx storing in the array Q.
For example, we traverse and determine the target Dpjx
inferred from Ip;x1 in IGpx or Kpjxo in KGpjg . Therefore,
we identified 2 trajectories as follows: T1: Dpjx TNp_; Ipix1

—_
and T: Dp;x TNp_kx Kpjki.
—_—

(>iii) SUM7y (Q, T;)— COST7y: SUM7py () is a calculating
function of transformed cost. The input of SUM7y is each
TRpix in array Q, then the transformed cost of each corre-
sponding transformed trajectory (T;) is calculated. COST7y
records the results of the calculation, each of which is shown
as Eq. (4). UCtrp,;—TRp; 18 the atomically transformed cost
of TRpjk;. i is the number of transformed nodes in target

n
COSTTy = Z UCTRDIKi—TRDIKj @)

i=1
@(iv) SUMcoy (Q)— COSTror: SUMcoy is a func-
tion for calculating the total cost of protecting typed
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resources (COSTror). COSTror consists of the destroying
cost (Ppgs), the searching cost (Psg) and the transforming
cost (COSTrw). PpEgs refers to the cost of destroying the links
between nodes in TRpjx . Psg refers to the cost of searching
the target TR pjx in the corresponding graph. The calculation
of COSTror is shown as Eq. (5):

n n
COSTror = ZPDES + ZPSE + COSTry 3)

i=1 i=1

(v) OC (COST4, COSTror, COSTp) — Maximum
(COST4/COSTp): OC() is a function of choosing the opti-
mal conversion plan for stakeholders. Comparing the cost of
attackers (COSTy4) with the cost of stakeholders (COSTp),
we choose an optimal conversion plan for stakeholders to
protect security resources, which maximizes the benefit of
stakeholders while minimizing the COSTp. To obtain the
optimal plan of transformation, there are three scenarios:

* (COSTror>COST4) A (COSTp<COST7or)calculate
Array Q(k)— Array Q(k+1). When the total cost of
transformation is larger than the cost of attackers and the
cost of stakeholders, calculate the next TR p;x in array Q.

* (COSTror>COSTy4) A(COSTp>COSTror) choose PL;
with min (COST7or). When the total cost of transforma-
tion is larger than the cost of attackers and smaller than
the cost of stakeholders, choose the trajectory that has
the minimum total cost.

* (COSTTOT < COSTA) l_lﬂgl (COSTTOT>COSTA). When
the total cost of transformation is smaller than or equal
to the cost of attackers, calculate the next transformed
trajectory until the scenario in which the total cost is
larger than the cost of the attacker appears.

V. COMPONENTS OF RESOURCE SECURITY PROTECTION
With the popularity of smart devices in smart cities, current
smart systems in smart cities are not competent in managing
users’ sensitive data, and they are causing security leakage.
Edge computing can offload some storage and computational
tasks from cloud data centers to the edge network, which
raises many challenges related to security concerns. Sun et al.
presented a comparative research analysis of the existing
research work regarding the techniques used in cloud com-
puting through data security aspects, including data integrity,
confidentiality, and availability [19]. We build security in
edge computing based on resource security aspects, includ-
ing resource integrity, resource confidentiality and resource
availability.

Security::=<INT, CONF, AVA>.

Security consists of resource integrity (INT), resource
confidentiality (CONF) and resource availability (AVA).
Table 1 shows the components of resource security. Resource
integrity includes Dpjx integrity (INTp), Ip;x integrity
(INT;) and Kpx integrity (INTg). Resource confidentiality
includes Dpjx confidentiality (CONFp), Ip;x confidential-
ity (CONF;) and Kpjx confidentiality (CONFg). Resource
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TABLE 1. Components of security.

Type Integrity Confidentiality | Availability
Dprx |INTp CONFp AVAp
Iprx |INTr CONF; AVAr
Kprx |INTg CONF g AVA i

availability consists of Dpjx availability (AVAp), Ipx avail-
ability (AVA;) and Kpjx availability (AVAg).

A. RESOURCE INTEGRITY AND CORRESPONDING
PROTECTION

Resource integrity is a significant concept in the security pro-
tection of resources. Resource integrity refers to protecting
resources from unexpected operations such as deleting, mod-
ifying or fabricating by unauthorized attackers. We attempt
to protect resource integrity in DIKW graphs to ensure that
the valuable resources are not lost, changed, stolen or altered
with a certain measurable degree with an explicitly accepted
cost or charge for enacting the protection implementation.
Resource integrity in DIKW graphs covers resource types of
data, information and knowledge for which we denote the
corresponding integrity with INTp, INT; and INTk.

We designed a smart city monitoring system to illustrate
the protection of resource integrity. The smart city monitoring
system consists of a geographic location acquisition module,
credit card consumption tracking module, video acquisition
module and resource analysis module. We collected resources
and constructed DGp;x, IGpjx and KGpjx .

For example, the grade list of a class includes name,
student number, subject and corresponding grade, which
is expressed as grade_ list = INS(Tyame), INS(TvuMmBER),
INS(Tsugsect), INS(Tgrape). To ensure the resource
integrity of the grade list, we classify records as correspond-
ing DDIK in DGDIKt

Dpik1 = {INS (Tname)} A Dpix2 = {INS (Tyumser) }
A Dpik3 = {INS (Tsupsecr)} A

Dpika = {INS (Tgrape)} constitute Dpix = {Dpjk1,
Dpik2, Dpik3. Dpika}.

We classify the order of the grade and student’s name of
the corresponding grade as Ipjx:

Ipix1 = Rdescending{ Tname, Torape }, Ipik2 =
Ris{ Tname, TGrapE }-

INFp refers to protecting Dpjx from unauthorized delib-
erate destroying operations when Dpjx2 = {No.2} in the
grade list is deleted. Meanwhile, the corresponding Dpjx of
Dpik2 is modified as Dpjx1 = {Amy}. We obtain Dpjx
from Dpjka that is the student’s grade, and Ipjx is the
corresponding name of the grade.

{Dpik4 = 60} A {Ipik2 = Ris(Amy, 60)} infer Dpjx1 =
{Amy}.

Dpjk1 is absent, and Dpjx corresponds to Dpjg2, trans-
form Dpjk2 as {Dpix2} TNp—p {Dpik1}. We protect Dpjk 1

and Dpyk» to ensure the INTp.
INT; refers to protecting Ip;x from unauthorized
deliberate deleting, modifying or fabricating. If target Ip;x1
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is fabricated, based on TN with {Ip;x1} TN;_p {Dpix},
—

we cannot obtain the Ip;x1 from Dpjx = {Dpix1, Dpik2,
Dpik3, Dpixa} with Kpjx in which the rules of ascend-
ing order, descending order, or disorder are {Dpix} Kpjx
{Ipix1}. We protect the INT; of Ipjx1 by deleting it. -

Algorithm 1 shows the process for protecting the resource
integrity. In DIKW graphs, security resources are associated
with another TRp;x. Hence, INT is achieved by establish-
ing a mutual check between TRp;x with a transformation
mechanism.

Algorithm 1 Protecting Resources From Unauthorized
Destroying Operations
Input: User’s ID ed; and corresponding operations OP =
{op1, op2...0px};
Output: initial IDp;x = {dxy, dxp...dxg...dx,};
1: import accessible U;p = {idy, ids...id,} € Dpjk;
2: for (ed,‘ ¢ U]D) do
3: if ((sum(dx) = n) op; (sum(dx) # n)) //deleted by
unauthorized users -
4. determine deleted element as dxg;
5: search {TRD1K| (ka H TRDIK)};
6:  elseif ((dxx’ = dxg) op; (dxx’ #dxx)) // modified by
unauthorized users -
7. search {TRpjx ! (dxx = TRpix)};
8: elseif (dx; FTRpx) (E), (dxg ¥TRpyk)) // fabricated

by unauthorized users

9: delete dxg;

10: (Dpix TNp_p dxx) A (Ipix TN;_p dxi) A (Kpix
TNk _p dxi);

—

11: merge dxi in IDpjx;
12: return IDpx;
13: end for;

B. RESOURCE CONFIDENTIALITY AND CORRESPONDING
PROTECTION

Resource confidentiality is critical for users to store their
security resources in the edge cloud. Resource confidentiality
refers to ensuring edge cloud reliability and trustworthiness
with strategies of authentication and access control. Simple
encryption has a key management problem and cannot sup-
port complex requirements such as query, parallel modifica-
tion, and fine-grained authorization [19]. We solve resource
confidentiality including CONFp, CONF; and CONFg in
DIKW graphs. Because Dpjx in DGpjx is associated with
Ipix and Kpjx, once DGpjx records the authentication of a
user, the record updates in both IGp;x and KGpjg, and it is
difficult to change the record.

Algorithm 2 gives the authentication and access control
strategy, which prohibits unauthorized users from accessing
valuable resources. After inputting user ID and corresponding
operations, ID and operations are matched with available ID
in DGpjgx and appropriate operations in IGp;x. When the
return is p = 1, the user is prohibited.
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Algorithm 2 Authentication and Access Control Strategy

Algorithm 3 Recover Dpjx After Destroying Operations

Input: User’s ID ed; and corresponding operations OP =
{op1, op2...0pn};

Output: Prohibit the user (p = 1) or not (p = 0);

1: import accessible U;p = {idy, ids...id,} € Dpjx;

: import allowable OP¢ = {cp1, cpz...cpn} € Ipix;

: for (ed; € Ujp) do

if (op; € OP¢) p =0;

elsep=1;

: return p;

: end for;

C. RESOURCE AVAILABILITY AND CORRESPONDING
PROTECTION

Resource availability is very important for users to estimate
and evaluate the possibility of recovery and verification of
their resources by techniques rather than depending only on
the credit guarantee of the cloud service provider. Resource
availability protection helps users not only ensure the con-
fidence of recovering security resources but also protect
sensitive security resources from unexpected access, access
blocking and modification operations. Recovery degree can
be used to help users quantitatively know the availability of
Dpix and measure the result of using the Dpjx. The degree
of re-coverage is a critical indicator of resource availability.
The recovery degree is relative to the ratio of Dpjgx after
recovering (dx;’) and initial Dpjx (dx;) without destroying.
The calculation of recovery degree is shown as Eq. (6), DEGg
represents the recovery degree where n refers to the number
of surveyed cases.

1 (dx))
DEGg = - i;[ ( dx,-)] “)

Resource availability includes AVAp, AVA; and AVAg.
AVAp and AVA; are achieved in the proposed DIKW frame-
work by transforming target Dp;x or Ip;x to another TRp .
Algorithm 3 shows the process of recovering Dpjx, which is
destroyed by inappropriate operations and sends feedback on
the recovery degree to users.

For example, the grade list of a class includes name,
student number, subject and corresponding grade, which is
expressed as grade_ list = {INS(Tyamr), INS(TnumBER),
INS(Tsugjecr), INS(Tgrape)}. To protect resource avail-
ability of the grade list, we classify records as corresponding
Dpix in DGpjx :

Dpik1 = {INS (Tyame)} A Dpik2 = {INS (Tnumser)}
ADpik3 = {INS (Tsussecr)} A

Dpika = {INS (Tgrape)} comprise Dpix = {Dpik1,

—_—
Dpik2, Dpik3, Dpika}.

We classify the order of the grade and the score of each part
in the paper as Ipjx:

Ipik1 = Ruacsending TnamE > TGrADE, IDik2 = Ris{INS
(TparT), INS(Tscore)}-

AVA p refers to recovering Dpjx from inappropriate inser-
tion, deletion, update and selection. Taking Dpjx4 as an
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Input: Inappropriate operations ACT = {aj, az,...,a,};
Output: Recovering RDp;x = {rxy, rxs...1X, } and recov-
ery degree DEGg;
1: initial DDIK = {dX] , dXz. .. dX,‘. .. dxn} ﬂ DDIK’ =
{dxy, dx;...dx,};
2: for each dx; € Dpjx’ do
3: if (dx1 l_IDIK) IDIK TN[,D dXi’;
B
/l recovering data from corresponding knowledge
4: else if (dx1 = KDIK) KDIK TNK,D dxl-’;
/l recovering data from corresponding knowledge
5: return dx;’;
6: merge dx; into RDpjx;
7: compute DEGg;
8: end for;

example, according to the proposed TN, we protect the AVAp
of Dpjk4 with {Dpjka} TNp_; {Ipik2}. If target Dpjk4 is

important, we obtain the Dpjx4 from Ip;x in which the score
of each part with Kp;x and the sum of each part’s score is a
person’s total grade as {Ip;x2} Kpix {Dpika}.

AVA| refers to recovering IDFfr)om inappropriate opera-
tions. For instance, AVA; of Ipjx1 is protected with {Ipjx1}
TN;_p {Dpix}. Assume that target Ip;x; is modified,
—_

we obtain Ipjx; from Dpix = {Dpix1, Dpix2. Dpik3,

Dpikxa} with Kpjx in which the definitions of ascending

order, descending order, or disorder is {Dpjx } Kpix {Ipix1}-
=

VI. FEASIBILITY BASED SIMULATION

To show the feasibility of our proposed meta-modelling
and security protection approach based on meta-modeling
towards an interactive cost-driven transformation strategy for
TRpjx, we evaluate the design of our proposed solution
with numerical simulation. We designed a smart city model
in our simulated edge architecture that contains multiple
distributed sensors to collect databases, retrieve information
bases and reasoning based on knowledge bases to construct
DIKW resources for enacting our proposed security protec-
tion approaches. The deployment includes position sensors to
collect trajectory data, forming spatial-temporal information
and enabling implicit tracking functions, video sensors in
several areas of the smart city model to collect visual data,
and ATM and online shopping records. These sensor nodes
collected resources, such as mobile trajectories of people and
vehicles, and meal booking lists, and are classified according
to an ontological categorization mechanism. Then, we pro-
posed modes and schemas for these resources to be matched
in terms of containing the same content but expressed in
different types of resources in terms of DIKW, such as the
information type resources of moving rhythm of an individual
partially contain the age data and gender data of an indi-
vidual, and some shopping products are good indicators of
the identity of a student, which partially indicates the activ-
ity shopping habit information. To simplify the simulation,
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we defined the atomic cost of basic conversions between the
smallest unit of various typed resources. Stakeholders are
expected to protect resources covering data, information and
knowledge that are expressed both explicitly in their original
type or implicitly not in their original type. Data type content
from four areas (Building 1, Building 2, Building 3 and Build-
ing 4) are collected, forming a comprehensive DIKW repos-
itory that comprises the background typed DIKW resource
graphs of DGpyg, IGpjx and KGpyg. In the background of
these graphs, security protection targets are selected from the
content or nodes/links of these graphs.

We randomly extracted 20 categories of content resources
from the repository and classified them as type Dpjx orga-
nized in the form of DGpjx. We marked the extent of
expectation of these resources in terms of the complexity
of evaluation or identified these content from their back-
ground content across all of the DIKW graphs. We also
set the expected investment up-bound to reach the expected
security protection goal of each category of typed content.
We expect to protect 20 categories of typed resources as secu-
rity resources with our cost-driven transformation-based pro-
tection mechanism. Transformations are conducted according
to the interactively confirmed protection goal, which allows
the expected investment of protection to cover the cost of
type conversions in terms of computation, network traffic and
storage cost in the edge environment in the DGpx and asso-
ciated IGpsx and KGpjg . Fig. 3 illustrates the comparisons
of COSTp and COSTy4 during processing. Finally, we further
optimize the resource conversion strategy by further con-
templating the possible compositions of basic conversions to
maximize the benefit of stakeholders.

VIl. CONCLUSION

Shifting computationally intensive work of IoT from
the cloud to edge computing has prevailed, especially
with the increase in the adoption of 5G communication.
Among the considerable benefits of this shift, we must also
address the challenge of effectively and efficiently processing
increasingly diversified resources in terms of data, infor-
mation, knowledge and even wisdom from various sources,

VOLUME 7, 2019

some of which might be from mobile sources. The traditional
method or mode of matching various resources one-by-one
might be less effective because the possible space of con-
version compositions might be too large to be feasibly tra-
ditionally solved. We propose considering various resources
from a meta-modeling perspective, and then the metamodel
of resources can be reduced to data, information, knowledge
and wisdom according to the DIKW model. Towards for-
mally working on solutions at this metamodel level, we pro-
posed formalizing the DIKW resources with reference to our
proposed semantic expression model of relationship-defined
everything of semantics and our proposed reasoning princi-
ples of existence computation (EC) at the existence level.
In the application background of security content protec-
tion, we constructed a basic mechanism for constructing
solutions in terms of resource types of data, information
and knowledge in our DIKW hierarchy, which consists of
specified graphs of data graphs, information graphs and
knowledge graphs. Similar to database usage, we propose
using resources of DIKW as a database, information-base,
knowledge-base and wisdom-base in the DIKW graph forms
of the data graph, information graph and knowledge graph.
We illustrated the protection of security resources in aspects
including integrity, confidentiality and availability with a
transformed mechanism, which provides resource accessory
management against computation complexity-based attacks.
To optimize protection implementation in a business environ-
ment, we make trade-offs based on an interactive cost-driven
protection strategy that allows trade-offs among protection
expectations in terms of meeting expected protection degree
but not necessarily surpassing it, and the minimization of the
cost of investment by stakeholders and the cost of quality
of services. Currently, when users delete and modify their
resources, all the transformations of their resources in differ-
ent layers in DIKW graphs should be deleted and modified
accordingly. However, currently, we are still endeavoring to
consistently ensure the correctness of deleting and modify-
ing target resources. We are working on further validating
modeling and protecting security provisions for a large scale
of data and information
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