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ABSTRACT In this paper, an image encryption algorithm based on bit-combination scrambling and dynamic
diffusion is proposed based on multiple chaotic systems. First, the plaintext image is scrambled. On the basis
of the decimal system, the pixel value of the gray-scale plaintext image is divided into three groups: units,
tens, and hundreds’ digit. Each group performs different rounds of Arnold mapping, and the parameters
of the Arnold mapping and the number of mapping wheels are determined by the plaintext image. The
scrambled image is generated by combination. This algorithm avoids the periodicity of Arnold mapping.
Second, the dynamic diffusion operation is designed. This operation can start from any position of the
plaintext pixel value and combine chaotic sequence to do XOR around this point. Therefore, it has N modes
of diffusion, whereN is the number of pixel values. Third, this method is extended to color image encryption.
The comparison test results show that this method has better security and can resist common attack methods.

INDEX TERMS Bit-combination scrambling, chaos image encryption, decimal system, dynamic diffusion.

I. INTRODUCTION
In recent years, with the rapid development of the Internet,
we use the Internet to transmit information more and more
frequently. However, due to the openness and sharing of
the network, it poses a great threat to the transmission of
information. Attackers can intercept information or change
the data of the information in order to destroy the transmis-
sion of the data. As a result, more and more people call
for greater detection of the network, security of the protec-
tion data and privacy. As the main carrier of information
transfer, it is important to find a general image encryption
algorithm [1]–[4]. With the development of chaos theory,
because the complex dynamic behavior and the sensitivity of
initial value of chaotic system [5]–[8], chaos has a good effect
on the field of encryption [9]–[11]. Therefore, more and more
chaotic image encryption algorithms were proposed based on
chaos theory [12]–[15]. The theory of chaos provides a good
guarantee for information transmission.

Chaotic system is the key core of chaotic image encryption.
A chaotic system with complex dynamic behavior will bring
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good results to image encryption. There are several types of
chaotic systems [16]–[18]:

(1) Low dimensional chaotic system. Such as Logistic
mapping, Chebyshev mapping, and Tent mapping [19], [20].
Zhou and Parvaz constructed a one-dimensional chaotic sys-
tem with more complex dynamic behavior by using two
one-dimensional systems, which were applied to chaotic
image encryption [21], [22].

(2) High dimensional chaotic system. Such as, Wang sys-
tem, Lorenz system, and Chen system. Combining Lorenz
system and DNA computation, a color image encryption
algorithm was proposed by Zhang and Wei [23].

(3) Space-time chaotic system. Such as CML system,
MLNCML system, and MCML system. A symmetric image
encryption algorithm based on MLNCML system was pro-
posed by Zhang and Wang [24]. A nonlinear diffusion image
encryption algorithm based on MCML system was proposed
by Wang et al. [25].

In this paper, a dynamic diffusion encryption algorithm
based on Logistic mapping and 2D-LASM [26] system is
proposed. This algorithm is generated by the interaction
of the two systems rather than relying on a single system.
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So this algorithm increases the size of secret key
space.

Common Arnold mapping is periodic, and the original
image will be obtained after multiple rounds of encryp-
tion [27], [28]. In this paper, an encryption algorithm is
designed to solve this problem. The parameters of the Arnold
mapping and the number of Arnold mapping rounds are
determined by the plaintext. A one-secret encryption method
is used, and the different plaintext can generate different
parameters and the number of the Arnold mapping wheels.
In addition, some algorithms can not have a good effect
on all black and all white images, and the encryption algo-
rithm proposed in this paper can not only encrypt black and
white images, but also encrypt color images. References [29]
and [30] must carry out multi-wheel encryption on the image
to achieve a safe effect which wastes much of the encryption
time, but this article only needs one round to reach the safe
effect.

The rest of the organization of this article is as fol-
lows. In the second chapter, chaotic systems are introduced.
The third chapter is the proposed encryption algorithm and
decryption algorithm. The fourth chapter is the performance
analysis of gray image, including experimental simulation
and some common security analysis. The fifth chapter is color
image encryption, as well as simple security analysis. The
sixth chapter is a summary of the full text, and puts forward
the direction of future work.

II. CHAOS SYSTEM
This chapter introduces the chaotic system used in encryption
algorithm and the parameters when it reaches chaos.

A. LOGISTIC AND 2D-LASM SYSTEM
In this paper, two low dimensional chaotic systems, Logistic
mapping and 2D-LASM system are used. The mathematical
expression formula of Logistic mapping is as follows:

xn+1 = µxn(1− xn). (1)

where xn ∈ (0, 1), when parameter µ ∈ (3.5699456, 4], the
Logistic map is chaotic. Further processing of the Logistic
mapping becomes the following form:

f : xi+1 = 4µxi(1− xi). (2)

whereµ ∈ (0, 1]. Logisticmap is chaotic whenµ ∈ (0.87, 1].
Another low-dimensional chaotic system is 2D-LASM

system [26]. The mathematical expression formula is as
follows:{

g : yi+1 = sin(πµ1(zi+1 + 3)yi(1− yi)),
h : zi+1 = sin(πµ1(yi + 3)zi(1− zi)).

(3)

When µ ∈ [0.37, 0.38] ∪ [0.4, 0.42] ∪ [0.44, 0.93] ∪ {1},
2D-LASM system enters chaotic state.

B. ARNOLD MAPPING
The Arnold mapping formula is as follows:[

xn+1
yn+1

]
=

[
1 p
q pq+ 1

] [
xn
yn

]
(mod M ). (4)

where p and q are parameters of Arnold mapping. The value
of p and q are positive integers,M is the size of the image.

III. THE PROPOSED IMAGE ENCRYPTION ALGORITHM
The encryption algorithm proposed in this paper is a pro-
cess of scrambling to diffusion. The size of plaintext image
isM×M for encryption. If plaintext does not conform to this
size, then it is necessary to carry out the operation to make
the size of plaintext images conform to the scale.

On the basis of decimal system and Arnold mapping,
a scrambling algorithm based on bit-combination is proposed.
On the basis of binary and XOR theory, a dynamic diffusion
encryption algorithm is proposed.

A. PARAMETERS AND INITIAL VALUES OF
CHAOTIC SYSTEMS
A bit stream of 165 length is given, which is recorded as K .
K as part of the secret keys. K is grouped as follows, and
the parameters and initial values of the chaotic system are
produced by Eq. (5).

k1 = K (1 : 33), µ = bin2dec(k1)/1011 + 0.9,

k2 = K (34 : 66), µ1 = bin2dec(k2)/1011 + 0.6,

k3 = K (67 : 99), x(0) = bin2dec(k3)/1010,

k4 = K (100 : 132), y(0) = bin2dec(k4)/1010,

k5 = K (133 : 165), z(0) = bin2dec(k5)/1010. (5)

In Eq. (5), bin2dec(x) represents the conversion of binary
numbers to decimal numbers.

According to Eq. (5), the calculated parameters and initial
values are replaced to Eq. (2) and Eq. (3), the first 200 points
are abandoned and the three chaotic sequences are recorded
as F , G, and H .

B. SCRAMBLING ALGORITHM
On the basis of decimal system and Arnold mapping, a posi-
tion scrambling algorithm is proposed.
Definition 1: Define a function V (x, n), the value of n and

x are positive integers. The function of V (x, n) is to take the
post n bit of the integer x.
Example 1: Suppose x = 987654301, then V (x, 2) = 01

and V (x, 3) = 301.
Definition 2: Define a function E(x), the value of x is an

array. The function of E(x) is to find the maximum number
of repeated elements in the array x.
Example 2: Suppose x = [1, 2, 4, 2, 3, 3, 3, 3, 3, 3], then

E(x) = 6.
For plaintext image PM×M , the scrambling algorithm pro-

posed in this paper is as follows:
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Step 1: For plaintext image P, generate a secret key asso-
ciated with it, R is calculated by Eq. (6):

R = V ((
M∑
i=1

M∑
j=1

P(i, j))2, 4). (6)

Step 2: In Eq. (4), the parameters of Arnold mapping
include p and q, and the number of Arnold mapping roundsw.
According to the key generated by Eq. (6), define the
parameters p and q as:

p = V (R, 2)+ 1,

q = floor(R
/
100)+ 1. (7)

The number of encrypted wheels w1, w2, w3 are defined as:

w = V (R, 3),

w1 = floor(w
/
100)+ 2,

w2 = floor(mod(w, 100)
/
10)+ 2,

w3 = mod(w, 10)+ 2. (8)

If E (P) = M ×M , proceed to Step 3, otherwise proceed to
Step 4.
Step 3:

L = F(w : M ×M − w+ 1),

PM×M = floor( mod (LM×M × 1010 + PM×M , 256)). (9)

Turn back to Step 1.
Step 4: The plaintext images are grouped according to one

bit, ten bits and one hundred bit, each group is produced by
Eq. (10).

P1(i, j) = floor(P(i, j)
/
100),

P2(i, j) = floor(mod(P(i, j), 100)
/
10),

P3(i, j) = mod(P(i, j), 10). (10)

In Eq. (10), floor(x) is a downward integer function. mod(x)
is the residual function. i and j are coordinates of pixel values.
The values of them are 0 < i ≤ M and 0 < j ≤ M .
Step 5: P1,P2,P3 are generated by Eq. (10), and they do

Arnold mapping of w1,w2,w3 round respectively. Arnold
mapping rounds are determinated by Eq. (8). Finally, three
confusion matrices S1, S2, S3 are produced. S1, S2, S3 make
the following combination to generate scrambling matrix Z .

S4 = S3(i, j)× 100+ S2(i, j)× 10+ S1(i, j), (11)

Z = mod(S4, 256), (12)

S5 = S4 − Z . (13)

In Eq. (12), Z is a scrambled matrix. In Eq. (13), S5 is given
as a secret key.

C. DYNAMIC DIFFUSION
In this paper, a dynamic diffusion strategy is proposed for dif-
ferential attacks. Follow these steps to do dynamic diffusion:
Step 1: There is a plaintext image P. Changed a pixel value

of P and generate another image which is Q. Record the

location of different points between P and Q as (i, j). If there
is only one image which is P. We can define i = 1 and j = 1.
Step 2: Using the dec2bin(x) to convert the scrambled

image Z to binary image Z .
Step 3: Dynamic diffusion

C(i, j)= Z (i, j)
⊕floor(mod(0.986×sin(πF(mod(i2+j2,M )+1))
× 1010, 256))⊕ C ′.

C(s, j)= Z (s, j)
⊕floor(mod(0.973×sin(πH (mod(s2+j2,M )+1))
× 1010, 256))⊕ C(s− 1, j), i < s ≤ M .

C(s, j)= Z (s, j)
⊕floor(mod(0.956×sin(πH (mod(s2+j2,M )+1))
× 1010, 256))⊕ C(s+ 1, j), 1 ≤ s < i.

C(s, t)= Z (s, t)
⊕floor(mod(0.934×sin(πG(mod(s2+t2,M )+1))
× 1010, 256))⊕ C(s, t − 1),

1 ≤ s ≤ M , j < t ≤ M .
C(s, t)= Z (s, t)

⊕floor(mod(0.912×sin(πG(mod(s2+t2,M )+1))
× 1010, 256))⊕ C(s, t + 1),

1 ≤ s ≤ M , 1 ≤ t < j. (14)

In Eq. (14), C ′ = mod(w, 256). F(y), G(y), and H (y) are the
y component of the chaotic sequence F , G, and H .

Finally, the ciphertext image C is generated. The encryp-
tion flow chart is shown in Fig. 1.

D. DECRYPTION PROCESS
In this paper, the symmetric encryption method is adopted,
the encryption process is reversible. So decryption is the
inverse process of encryption, the specific encryption process
is as follows:
Step 1: If secret key K is known, Eq. (5) is used to gen-

erate the initial value x(0), y(0), z(0) and parameters µ, α, β
of chaotic system. Bring in Eq. (2) and Eq. (3) and give
up the first 200 points to generate chaotic sequences F , G,
and H .
Step 2: Generate secret keys R related to plaintext by Eq.

(6). The parameters of Arnold mapping and initial value of
diffusion C ′ are calculated according to R.
Step 3: The inverse of the diffusion generates a scrambling

matrix Z by ciphertext C .

Z (i, j) = C(i, j)⊕ C ′ ⊕ floor(mod(0.986

× sin(πF(mod(i2 + j2,M )+ 1))× 1010, 256)).

Z (s, j) = C(s, j)⊕ C(s− 1, j)⊕ floor(mod(0.973

× sin(πH (mod(s2 + j2,M )+ 1))

× 1010, 256)), i < s ≤ M .

Z (s, j) = C(s, j)⊕ C(s+ 1, j)⊕ floor(mod(0.956

× sin(πH (mod(s2 + j2,M )+ 1))× 1010, 256)),

1 ≤ s < i.

103664 VOLUME 7, 2019



X. Wang et al.: Chaotic Image Encryption Algorithm Based on Bit-Combination Scrambling

FIGURE 1. Encryption flow chart.

Z (s, t) = C(s, t)⊕ C(s, t − 1)⊕ floor(mod(0.934

× sin(πG(mod(s2 + t2,M )+ 1))× 1010, 256)),

1 ≤ s ≤ M , j < t ≤ M .

Z (s, t) = C(s, t)⊕ C(s, t + 1)⊕ floor(mod(0.912

× sin(πG(mod(s2 + t2,M )+ 1))× 1010, 256)),

1 ≤ s ≤ M , 1 ≤ t < j. (15)

Step 4: The scrambling matrix Z is scrambled inversely to
produce the matrix P.
Step 5: The P s processed and the plaintext image is finally

generated by Eq. (16):

P = mod(P, 256). (16)

IV. PERFORMANCE ANALYSIS OF GRAY IMAGE
This chapter introduces gray images simulation and some
common security analysis, including key space analysis,
secret key meter perceptual analysis, differential attack, sta-
tistical analysis, information entropy analysis, robustness
analysis and so on.

A. GRAY IMAGE SIMULATION
This section shows some common gray images simula-
tion, the size of gray images are 512×512, the simula-
tion includes the encryption and decryption display of gray
images, the experimental results are shown in Fig. 2.

B. KEY SPACE ANALYSIS AND PERCEPTUAL ANALYSIS
The secret key space of this paper includes the secret key R
related to the plaintext and the bit streamK of length 165. The
matrix S5 generated in the encryption process by Eq. (12).
So the size of key space is more than 2165 > 2100. This is
enough to resist violent attacks.

In addition, a good algorithm is sensitive to the secret key.
In other words, to make a small change in the secret key, and
then restore, we will get a completely different result. k5 is

selected to change one bit in this article,

k5 = 100010110000010010010111010111010.

Change the last bit of the k5 to generate a new secret key:

k ′5 = 100010110000010010010111010111011.

Restore by the wrong secret key and the correct secret key,
respectively, and the results are shown in Fig. 3.

C. DIFFERENTIAL ATTACK
The aim of differential attack is plaintext image, change a
pixel value and restore image, observe the gap between the
two restored plaintext, find the rule and crack algorithm.
In this paper, according to this characteristic, a dynamic
diffusion encryption algorithm is designed. Changing the
different pixel points of plaintext will produce completely
different cryptography systems, so that there are more options
for encryption.

NPCR (Number of Pixels Change Rate, NPCR) and UACI
(Unified Average Changing Intensity, UACI) are two impor-
tant indicators of differential attack, which are calculated by
Eq. (17) and Eq. (18).

NPCR =

∑
i,j D(i, j)

W × H
× 100, (17)

UACI =
1

W × H
[
∑
i,j

|c1(i, j)− c2(i, j)|
255

]× 100. (18)

In Eq. (17) and Eq. (18), c1 and c2 are two images, the size
of them are W × H . If c1(i, j) 6= c2(i, j), then D(i, j) = 1,
otherwise, D(i, j) = 1. In theory, the closer the value of
NPCR and UACI is to 99.6093% and 33.4635%, the better
the encryption algorithm is.

In this paper, we select P (1, 1) and P (256, 256) to change
the pixel value of two points. And calculate their NPCR
and UACI results as shown in Table 1. Compared with the
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FIGURE 2. Encryption and decryption of gray-scale images. (a) Plaintext of Lena. (b) Ciphertext of Lena.
(c) Decryption of Lena. (d) Plaintext of Flower. (e) Ciphertext of Flower. (f) Decryption of Flower. (g) Plaintext
of Baboon. (h) Ciphertext of Baboon. (i) Decryption of Baboon. (j) Plaintext of Black. (k) Ciphertext of Black.
(l) Decryption of Black. (m) Plaintext of White. (n) Ciphertext of White. (o) Decryption of White.
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FIGURE 3. Sensitivity of secret key.

TABLE 1. NPCR and UACI.

TABLE 2. The average of NPCR and UACI and comparison with other
algorithms.

representative articles Ref. [4], [8], [11], [13], the comparison
results of NPCR and UACI are shown in Table 2.

The experimental results and comparison show that the
NPCR and UACI of the algorithm are close to the theoretical
value, so the encryption algorithm proposed in this paper has
a good ability to resist differential attacks.

D. HISTOGRAM ANALYSIS
Histogram analysis is to detect whether the distribution of
ciphertext pixel value is uniform, and a good encryption algo-
rithm ciphertext histogram should be uniform. Otherwise,
the encryption algorithm is not secure, and the attacker can
find the law from the ciphertext and crack the algorithm.

Fig. 4 shows the grayscale Lena, Flower, Baboon, Black
and White plaintext histogram and ciphertext histogram.
By observing Fig. 4, the distribution of plaintext histogram
is uneven, but when the encryption algorithm is used in this

paper, the distribution of ciphertext histogram is uniform.
Therefore, it is difficult for attackers to find a rule in cipher-
text to crack the algorithm. Therefore, this paper has a good
ability to resist statistical attacks.

E. χ2 TEXT
More intuitively, we can also use χ2 tests to detect whether
the histogram distribution is uniform, and the value of χ2 is
calculated by Eq. (19).

χ2
=

255∑
i=0

(vi − v0)2

v0
. (19)

In Eq. (19), i represents pixel value, the value of i is an integer
between 0 and 255. vi represents the times of the pixel value
i appears in the image. v0 is the expected frequency of a pixel
value i, v0 = (M × N )/256. Commonly used significant
level is α = 0.05, and χ2

0.05 = 293.24783. At this time,
we think that the histogram distribution is uniform in the case
of significant horizontal α = 0.05.
Different differential attack positions are selected and

Eq. (16) is used to detect the χ2 value of plaintext image and
the χ2 value of ciphertext image. The test results are shown
in Table 3.

It is easy to see fromTable 3 that the χ2 value of plaintext is
very large, but through the encryption algorithm in this paper,
the χ2 value of ciphertext is very small. Under the confidence
level α = 0.05, the χ2 values are all less than 293.24783,
so we can say that the histogram distribution is uniform under
the confidence level α = 0.05.

F. CORRELATION ANALYSIS
In addition to the above histogram analysis, there is also
a detection index in statistical analysis, the correlation of
adjacent pixel values, which includes horizontal adjacent
pixel correlation, vertical adjacent pixel correlation, diago-
nal adjacent pixel correlation. In a good encryption system,
the closer the correlation of each adjacent pixel value of the
encrypted ciphertext is to 0, the better the encryption effect is.
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FIGURE 4. Histograms of plain images and ciphered images.

TABLE 3. χ2 text results.

The attacker can not get the effective information from the
ciphertext, and the encryption algorithm is well protected.

In this paper, 5000 pixel points are selected in Lena,
Flower, Baboon, Black,White plaintext and ciphertext to test.
RandomLena, Flower and Baboon are shown in one direction
of adjacent pixel values as shown in Fig. 5. The adjacent pixel
values in three directions of Black and White ciphertext are
selected to display, and the results are shown in Fig. 6.

More intuitively, we use Eq. (20) and Eq. (21) to calculate
the correlation of adjacent pixel values,

rxy =
cov(x, y)
√
D(x)
√
D(y)

. (20)

cov(x, y) =
1
N

N∑
i=1

(xi − E(x))(yi − E(y)),

D(x) =
1
N

N∑
i+1

(xi − E(x))2,

E(x) =
1
N

N∑
i=1

xi. (21)

The calculated results are displayed in Table 4. And
compared with the ciphertext correlation of Ref. [4], [8],
[11], [13], the results are shown in Table 5.

By comparing the algorithm with some representative lit-
erature, it can be found that the correlation in the three
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FIGURE 5. Correlation coefficients of Lena, Flower, and Baboon.

FIGURE 6. Correlation coefficients of Black and White.

directions of plaintext is very high. After the encryption
of this algorithm, the correlation in the three directions of
ciphertext becomes very low, Therefore, this paper has better
security and can resist statistical attacks.

G. INFORMATION ENTROPY ANALYSIS
Information entropy represents the degree of information
confusion, and the more confused the pixel value, the closer

of information entropy is to 8 and the less likely the informa-
tion is leaked, the entropy of the information is calculated by
Eq. (22):

H (s) =
2L−1∑
i=0

p(si) log2
1

p(si)
. (22)

In Eq. (22), p(si) represents the probability of si occurrence.
The gray level Lena, Flower, Baboon, Black, and White

are used for detection. The size of this image is 512×512.
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TABLE 4. Correlation coefficients of images.

TABLE 5. Comparison of the correlation coefficients of images.

TABLE 6. Information entropy of images.

The information entropy of plaintext and ciphertext are given
in Table 6 by selecting different differential attack positions,
and compared with the Ref. [4], [8], [11], [13].

The experimental results show that the entropy of cipher-
text information is close to 8. The possibility of information
disclosure is very small, and the attacker can hardly find
effective information from ciphertext, so the algorithm pro-
posed in this paper has good security.

H. ROBUSTNESS ANALYSIS
Robustness is an important index to test the anti-interference
ability of cryptography. In the process of transmission,
the information may be lost or polluted by noise, so it is
necessary to design an encryption algorithm. Even if part of
the information is lost, the part of the plaintext information
can be obtained by decrypting the program. We detect the
robustness of the proposed method by clipping attack and
noise pollution.

Fig. 7 shows different degrees of clipping attacks, we can
see that although the ciphertext has lost some information,
some plaintext information can also be obtained through the
decryption algorithm. So the encryption algorithm in this
paper has a good ability to resist clipping attacks.

Fig. 8 shows different degrees of salt& pepper noise
attacks, we can see that after different degrees of noise
attacks, plaintext image can also be obtained by reduction
algorithm, so the algorithm proposed in this paper has a good
ability to resist noise attacks.

I. PSNR ANALYSIS
Peak signal-to-noise ratio (PSNR) is an index to test the
relationship between plaintext image and ciphertext image.
PSNR is calculated by Eq. (23) [31].

PSNR = 20× log10(
Pmax
√
MSE

),
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FIGURE 7. Clipping attack.

TABLE 7. PSNR results of ciphertext images.

MSE =
1
MN

M−1∑
i=0

n−1∑
j=0

(P(i, j)− C(i, j)). (23)

In Eq. (23), Pmax is the maximum gray scale value of a
plaintext image, Pmax = 255. P(i, j) is the pixel value of
plaintext in (i, j).C(i, j) is the pixel value of ciphertext in (i, j).
The PSNR value of a good algorithm should be small so that
the algorithm has a higher security.

The results of the PSNR are shown in Table 7 and com-
pared with the algorithm proposed in Ref. [31], [32]

As you can see from Table 7, the algorithm proposed in
this paper has a smaller PSNR. It shows that there is a great
difference between plaintext and ciphertext., so the algorithm
proposed in this paper has higher security.

J. CORRELATIONS ANALYSIS BETWEEN PLAINTEXT
IMAGES AND CIPHERTEXT IMAGES
We can use the Eq. (24) to detect the correlation between
plaintext and ciphertext [31].

CC =

M∑
i=1

N∑
j=1

(Pij − P̄)(Cij − C̄)√
(
M∑
i=1

N∑
j=1

(Pij − P̄ij)2)(
M∑
i=1

N∑
j=1

(Cij − C̄ij)2)

. (24)

In Eq. (24), P̄ is the average of plaintext pixels and C̄
is the average of ciphertext pixels. The smaller the value
of CC, the greater the difference between plaintext and
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FIGURE 8. Different noise attacks.

TABLE 8. Correlation coefficient between plaintext and ciphertext images.

ciphertext images. The result of CC is showed in Table 8, and
compares it with Ref. [31], [32].

By comparison, we can find that the value of CC is smaller
in this article. So it can be explained, there is a great difference
between plaintext image and ciphertext image. The algorithm
proposed in this paper has better security.

K. LOCAL INFORMATION ENTROPY
We can use local information entropy to test the degree of
confusion of local images in ciphertext, and the local infor-
mation entropy is calculated by Eq. (25).

Hk,TB (P) =
k∑
i=1

H (Pi)
k

. (25)

In Eq. (25), P is the image, k and TB represent k groups
of randomly selected TB pixels from P. H (Pi) represents the
Information Entropy of Pi consisting of TB Pixels.
At k = 30, TB = 1936 and confidence level α =

0.01, the local information entropy should be between
7.901722822 and 7.903215812 [33]. Table 9 shows the results
of the local information entropy test and determines whether
they have passed the test. All the test data have passed the
local information entropy test, so the algorithm proposed in
this paper is more secure.

L. SPEED OF ENCRYPTION
The user will consider how to select an encryption algo-
rithm from two aspects. The first point of view is from the
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TABLE 9. Local information entropy.

FIGURE 9. Encryption and decryption of Color Peppers.

encryption effect, through the above comparative experimen-
tal analysis, this paper has a better encryption effect.

The second point of view is from the encryption time,
in the case of almost the same encryption effect, the faster the
encryption time, the more popular it will be. We use matlab

2017 to do experimental simulation. The computer is con-
figured as follows: Intel Core i5-7500 CPU, 8 GB memory
and Windows 10 operation system. The time test results are
shown in Table 10. And compare it with Ref. [34]–[36] which
are mentioned in Ref. [15]. As you can see from Table 10,
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FIGURE 10. Encryption and decryption histogram of Peppers_color.

FIGURE 11. Correlation coefficients of Peppers_color.

the encryption time required in this paper is shorter, so the
encryption algorithm proposed in this paper is easier to be
extended.

V. PERFORMANCE ANALYSIS OF COLOR IMAGE
In this chapter, the color image encryption algorithm is intro-
duced, and some simple security analysis is carried out,

including statistical analysis, information entropy detection,
differential attack and so on.

A. COLOR IMAGE SIMULATION
For color image encryption, the color image is decomposed
into three gray images which are R, G and B. The grayscale
image encryption process of R, G, B is carried out, and then
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FIGURE 12. Different noise attacks of Peppers_color.

TABLE 10. Encryption time.

the color image is synthesized. In this paper, color Peppers
is selected as an example to encrypt. The size of the image
is 512×512. The encryption process and decryption process
are shown in Fig. 9.

B. HISTOGRAM ANALYSIS
In this section, the distribution of Plaintext and ciphertext
histogram on the three components of color image R, G, and
B is givenwhich are shown in Fig. 10. Through the encryption
algorithm in this paper, the ciphertext histogram becomes
very uniform, so the algorithm in this paper is suitable for
color image.

C. CORRELATION ANALYSIS
In this section, the horizontal pixel correlation of R chan-
nel, the vertical pixel correlation of G channel and the ver-
tical pixel correlation of B channel are given respectively
between plaintext and ciphertext which are shown in Fig. 11,
the experimental results show that the adjacent pixel values
of the encrypted image have a very low correlation, so the
encryption algorithm proposed in this paper is also suitable
for color image encryption.

D. COMMON TESTS
This section provides common tests, including NPCR, UACI,
information entropy and χ2 tests. The results are displayed
in Table 11 and Table 12.

TABLE 11. Common test results of peppers_color change P (1, 1).

Through the test results, it can be found that the values are
close to the theoretical values. Compared with the methods
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TABLE 12. Common test results of peppers_color change P (256,256).

TABLE 13. Comparison with other algorithms.

mentioned in Ref. [37]–[39] and the comparative experimen-
tal results are shown in Table 13. It can be proved that the
encryption algorithm proposed in this paper can be applied
not only to gray image encryption, but also to color image
encryption.

E. ROBUSTNESS ANALYSIS
In this section, the feasibility of the algorithm in color image
encryption is tested by robustness analysis. Fig. 12 shows the
effect of clipping attack and noise attack on Peppers_color
image, respectively. The experimental results show that the
algorithm proposed in this paper has good robustness in color
image encryption, so the algorithm proposed in this paper is
also suitable for color image encryption.

VI. CONCLUSION
In this paper, based on multiple chaotic systems, a dynamic
diffusion image encryption algorithm is proposed, which
is a process from scrambling to diffusion. Generate differ-
ent secret keys for different plaintext. The parameters of
Arnold mapping and the number of encrypted wheels are
determined by this secret key. In this way, the periodicity
problem of Arnold mapping is solved. For differential attack,
a dynamic diffusion encryption method is designed. If the
size of plaintext image is M × M . Theoretically, there are
M × M encryption methods. This makes it very difficult
to crack. The experimental results show that this method
can not only encrypt gray images, but also has good results
in black images, white images and color image encryption.
The experimental results show that the algorithm has better
security and can resist common attacks.

At present, our algorithm is still in the theoretical stage.
However, the experimental results show that the algorithm
proposed in this paper is more secure and the encryption time
is shorter. Therefore, the algorithm proposed in this paper can
be provided to users, in the future work, we will extend this
encryption algorithm to practical applications. Because this

method has good security and encryption effect, we want to
extend this method to the field of audio encryption or video
encryption.
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