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ABSTRACT Robust protocols are needed to create a secure computing system. Protocols designed without
considering various design criteria result in many vulnerabilities. Security has many aspects. The slightest
defect in the design processes affects the whole system security. Chaos based image encryption algorithms
have become increasingly popular in the recent period. However, most of these algorithms are often based
on cryptanalysis driven design technique. Therefore, the security of these algorithms is doubtful as long as
the threat of attack continues. In this paper, attention has been drawn to this problem. First, the security
problems of two different chaos based image encryption algorithms have been analyzed. In the second
analyzed study, the security problem of the first analyzed study has been examined and a new improved
version has been published. The common point of these two analyzed studies is that both the original and the
improved algorithm are designed on the basis of the cryptanalysis has driven design approach. In other words,
the security of these two algorithms is still doubtful. In this study, security problems have been shown for
both algorithms and the encryption algorithms have been broken. In the second part of the study, a road map
based on a provable secure driven design approach is presented for future studies to avoid such problems.

INDEX TERMS Chaos, cryptography, cryptanalysis, image encryption, security problem.

I. INTRODUCTION
There are many successful applications of chaotic systems,
as there are theoretically strong relations between chaos the-
ory and many branches of science [38]. One of these success-
ful applications is chaos based cryptology studies. A recent
study [49], in particular, confirmed that chaotic systems may
be an alternative to application attacks. However, a noto-
rious cryptographic application of these systems is chaos
based image encryption algorithms [6], [28], [32], [35]. The
researchers claimed that new image encryption algorithms
could be designed using the strong theoretical relationship
between chaos and cryptography [1]–[3], [7]–[17], [19], [8],
[24]–[26], [30], [31], [36]. However, this strong theoretical
relationship has led to the emergence of unsecure designs
due to misuse and lack of analysis. So much so; many
chaos based image encryption algorithms have been bro-
ken shortly after the publication [4]–[6], [18], [20]–[23],
[27]–[29], [32], [34], [35], [37], [41], [42]. One of these
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studies has been published by Wu et al. [30]. It has been
demonstrated by Zhu and Sun [18] after a short time that the
proposed protocol is not secure. An improved algorithm has
also been proposed to address existing problems. However,
this study shown that both the original algorithm and the
improved algorithm contain various problems. One of the
most important reasons of these problems is the cryptanal-
ysis driven design technique. This serious problem is still
in the other proposals designed based on the cryptanalysis
driven design technique. The number of chaos based image
encryption algorithms published in the last two years in IEEE
Access journal is 15 [1]–[3], [7]–[17], [19], [30]. Therefore,
it has not been shown how analyzed algorithms could be
broken. The commonmistakes made by discussing the causes
of the problems have been expressed and suggestions have
been made to prevent these mistakes in the new studies to be
proposed in the future.

The study consists of five sections. In the second section,
cryptographic protocol design process is mentioned. The dif-
ficulties of this process, the general errors in the design pro-
cess, the points of weakness, the point of view of the attacker
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and the critical points to be considered in the analysis process
are explained step by step in this section. In the third section,
weaknesses are shown by using the cryptographic protocol
evaluation roadmap as described in the second section forWu
algorithm. Security analysis for improved version is given in
Section 4. The obtained results in the last section have been
interpreted and recommendations have been made for future
studies.

II. CRYPTOGRAPHIC DESIGN PROCESS
The cryptography science can be defined as the establish-
ment and analysis of the protocol to be used to overcome
the negative effects of the attacker [43]. The design of a
cryptographic protocol is a difficult process. The smallest
error or carelessness affects the security of the entire system.
Therefore, the design process should be based on various
roadmaps, design approaches and acceptable test scenarios.
A provable security approach is used to guarantee security in
the modern cryptographic protocol design process [44]. This
design approach is based on the principle of mathematically
proving that confusion and diffusion properties, which are the
basic requirements for cryptographic protocols, are provided
by cryptographic primitives used in the protocol. In other
words, the effect of each process used in the protocol and
its effects on the basic requirements should be examined
mathematically [40], [44].

This definition of cryptography is important. It was first
introduced by Goldwasser and Micali. The researchers’ work
has earned them the Turing Prize, the most respected award
in the field of computer science (is also known as the Nobel
Prize of the computer world). They were deemed worthy of
this award in 2012 for their impressive work explaining the
complexity theory of cryptology and for the development of
new methods for efficient verification of mathematical evi-
dence. ‘‘Provable security refers to any type or level of secu-
rity that can be proved. Usually, this refers to mathematical
proofs, which are common in cryptography. In such a proof,
the capabilities of the attacker are defined by an adversarial
model (also referred to as attacker model): the aim of the
proof is to show that the attacker must solve the underlying
hard problem in order to break the security of the modeled
system.’’

However, it is seen that many image encryption proposals
in the chaos based cryptography literature is based on the
cryptanalysis driven design approach rather than provable
security design approach. Although the cryptanalysis driven
design approach is an acceptable design approach, it is not
known whether the proposed solution method is a correct
solution method because it focuses only on current attacks.
Another problem is that the design process cannot be ended.
Because as long as the threat of attack continues, the solution
method may change [28], [43].

The general problem of chaos based image encryption
algorithms is the use of statistical tests such as UACI (unified
averaged changed intensity), NPCR (The number of changing
pixel rate) and histogram analysis to analyze that the proposed

method is secure against various attacks [33], [39]. In many
studies, the weaknesses in the protocol have not been stud-
ied because the success of these tests is based on security.
Several studies have published that these protocols can be
broken using known simple attacks. Various template attacks,
evaluation guides, design criteria are prepared [4]–[6],
[20]–[22], [28], [29], [32], [34], [35]. In the next subsection,
various evaluation questions that can be used in the analysis
process have been prepared.

A. EVALUATION QUESTIONS FOR SECURITY ANALYSIS
Various evaluation questions that can be used in the analysis
of any cryptographic protocol are proposed in this section.
The purpose of these questions is to reveal common mistakes
that can be made in the protocol design process.
Analysis Question 1: Is there a flowchart of the protocol?

The flow chart will allow you to easily see the different
operations performed in the protocol.
Analysis Question 2: Does each block in the flowchart

correspond to a process in the protocol?
Analysis Question 3: Convert each process in the protocol

to a function.
Analysis Question 4:What is the purpose of each function?
Analysis Question 5: Does the mathematical definition of

the function provide this objective?
Analysis Question 6: Is there a measurement that can check

that it provides the purpose?
Analysis Question 7:What is the definition and display set

of each function?
Analysis Question 8: Are there any other functions equiv-

alent to the functions you have obtained?

III. SECURITY PROBLEMS OF WU ALGORITHM
This section analyzes the security problems of image encryp-
tion algorithm proposed by Wu et al [30]. The flowchart of
the Wu et al. algorithm is shown in Figure 1. This way of
expressing the algorithm makes it easy to see many details.
For example, the following inferences can bemade using only
the flowchart.

• The flowchart has two main part. In other words,
the encrypted image is determined by theXORoperation
of the two main block outputs in the flowchart.

• The right part converts the chaotic values to the key
values between 0-255. It is used to provide the confusion
property which is one of the basic requirements of the
cryptographic protocol.

• The left part is used to change the pixel positions. It is
used to ensure the diffusion property of the crypto-
graphic protocol.

• There are nine blocks in the flowchart (there are nine
functions in the cryptographic protocol).

• The secret key of the algorithm is used in only two
blocks of the flowchart (ie, only two functions of the
cryptographic protocol).
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FIGURE 1. The flowchart of Wu et al chaotic image encryption algorithm.

In the flowchart, various symbols are used to distinguish
each block easily. In order to better understand the algorithm
operation, the algorithm is shown step by step through a 3×3
small image.

The purpose of the process indicated by the symbol A in
the flowchart is to determine the secret key parameters of
the image encryption algorithm. The values of two different
parameter groups are determined in this process. First param-
eter group is the initial conditions and control parameters of
the chaotic system and the second parameter group is values
of rectangular transformation for pixel position changing
process.

In the Wu et al algorithm, Tent map is used as chaotic
system. The mathematical model of Tent map is given in
Eq. (1). {

xn+1 = µxn xn < 0.5
xn+1 = µ(1− xn) xn ≥ 0.5

(1)

Tent map consists of one initial condition and one control
parameter. Since a different chaotic system is used for each
of the color components (R, G, B), three different initial
conditions and control parameters are required. The initial
conditions and control parameters are selected as Eq. (2).

µi = 1.9, x10 = 0.201

µ2 = 1.7, x20 = 0.301

µ3 = 1.6, x30 = 0.401 (2)

TABLE 1. Chaotic outputs for tent map.

These selected values in Eq. (2) are input to G function of
flowchart. The G function calculates 1000 + 9 times using
the output of chaotic systems. The first 1000 values have
been ignored for transient behavior. For the 3× 3 size image,
9 values are given in Table 1.

The chaotic system outputs calculated at the output of the
G function are input to the H function of flowchart. The key
values are calculated by using Eq. (3) in the H function.

S1i =
⌊
x1i × 1010

⌋
mod 256

S2i =
⌊
x2i × 1010

⌋
mod 256

S3i =
⌊
x3i × 1010

⌋
mod 256 (3)

The key values to be used for encrypting R, G, B compo-
nents are given in Eq. (4) for the selected initial conditions
and control parameters.

S1 = [194, 219, 146, 3, 45, 170, 220, 167, 143]

S2 = [230, 185, 196, 245, 154, 250, 91, 36, 145]

S3 = [212, 172, 185, 114, 75, 85, 174, 182, 118] (4)

The other parameters defined in function A are indicated
by the symbols a, b, c, d, rm, rn, t . These parameters will be
used to change pixel positions in the C function. However,
in the determination of these parameters, it is required to
make the selection according to the rules given in Eq. (5).
However, these limitations create a weakness for square-sized
images. Considering that many test images are square-sized,
this problem will cause serious security vulnerabilities.

p = gcd (m, n) , pm =
p
m
, pn =

p
n

gcd (a, pm) = 1, gcd (d, pn) = 1

(b mod pm) = 0 or (c mod pn) = 0
gcd (ad − bc, p) = 1

(5)

For example, we want to encrypt a 3×3 image, in this case
Eq. (7):

pm = 3/3 = 1

pn = 3/3 = 1

gcd (a, pm) = 1 so probable a values {0, 1, 2}

gcd (d, pn) = 1 so probable d values {0, 1, 2}

(b mod pm) = 0 so probable b values {0, 1, 2}
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(c mod pn) = 0 so probable c values {0, 1, 2}

gcd (ad − bc, p) = 1 (6)

Possible values a, b, c, d for a 3 × 3 image are given in
Table 2. In our example scenario, the parameter values have
been selected as a = 1, b = 0, c = 0, d = 1, rm = 2, rn =
2, t = 2.

TABLE 2. Probable values for 3 × 3 example image.

If we generalize; in the case of m = n and p =
gcd(m, n) = m. Therefore, pm = 1 and pn = 1. In this
case, it is not important to choose for a, d and c. So, the only
condition that needs to be provided is gcd (ad − bc, p) = 1.
Mode operation has an important role in the design of

cryptographic protocols and is often used. Because the mode
operation is both a one-way function and an infinite num-
ber of possibilities that give the same output. for example,
x mode 5 = 3 has an infinite number of possibilities for x.
x = {3, 8, 13, 18, 23, 28, 33, . . .}. Similarly m = 256 is an
infinite key space, the values a, b, c and d must be less than
256. In this case, by using the pseudo code given in Table 3,
probable a, b, c, and d values can be determined.

TABLE 3. Pseudo code for probable a, b, c, d values.

The implementation of the pseudo code given in Table 3
with the Java programming language is given in Ref. [46].
Analysis results showed that the number of possible a, b, c,
and d quartiles is <230. Since this value is less than 280, it is
not resistant to brute force attacks. It shows that the proposed
method is not secure.

A more favorable attack scenario occurs when a, d, or b, c
pairs is 0. If a, d pairs are 0, the pixel positions will change
only in the y coordinate direction, and if b, c pairs are 0, then
the pixel positions will change only in the x coordinate direc-
tion. This situation will reduce the workload of the attacker.

The R, G, B components of the selected image in B
block of the flowchart are obtained. It is assumed that the

operation of the algorithm is the best and the pixel values
are different from each other. Accordingly, an exemplary
image as in Figure 2 has been used in the analyzes. However,
the same analysis will apply to the pixel values to be selected
at random.

A matrix of size m × 3n is obtained by combining these
three components. The obtained matrix is shown in Figure 3.

FIGURE 2. The example image for analysis.

FIGURE 3. The output of B function in flowchart of Wu et al chaotic image
encryption algorithm.

The output of function B (m × 3n matrix) is the input
to the function C of flowchart. Pixel positions are changed
using Eq. (7). This is known as the diffusion property in
cryptographic protocols.(

x
′

y
′

)
=

[(
a b
c d

)(
x
y

)
+

(
rm
rn

)]
mod

(
m
n

)
(7)

However, there is a significant problem for Eq. (7). Since
mod(m, n) is used, column values between n + 1 and 3n do
not change. Only values between 2n+1 and 3n are reinserted
into columns between 0 and n. Also the red component of the
image is lost. This problem is shown in Figure 4. This prob-
lem exists in both the original and the improved algorithm.

In the D function, the mx3n matrix is divided into 3 differ-
ent matrices in m× n size.
In function E of the flowchart, the various intermediate

values to be used in the calculations are calculated. These
values are given in Eq. (7).

Rmean = 5, Gmean = 15, Bmean = 5

P = 8.33333333333333, δ = 85

R
′

= 90, G
′

= 100, B
′

= 90, (8)

As a result of the process steps indicated by F and I,
the encoded image values are obtained. All calculated values
are shown step by step in Eq. (8).
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FIGURE 4. The output of C function in flowchart of Wu et al chaotic image
encryption algorithm.

FIGURE 5. The output of D function in flowchart of Wu et al chaotic
image encryption algorithm.

FIGURE 6. The output of I function in flowchart of Wu et al chaotic image
encryption algorithm.

The encrypted values for the three color components are
shown in Figure 6.

IV. SECURITY PROBLEMS OF ZHU AND SUN IMAGE
ENCRYPTION ALGORITHM
Zhu and Sun [18] showed that the Wu algorithm could be
broken by using chosen plaintext attack. They then published
an improved version of theWu algorithm to avoid the security
vulnerabilities they detected. In the improved algorithm pro-
posed by Zhu and Sun, only chaotic systems are not used. It is
also assumed that security can be improved by using strong
primitive structures of modern cryptology.

In the Section 3, it has been shown that the Wu algorithm
could be broken using brute force attack. One of the other
important problems of the Wu algorithm is that the original
image has no effect on the key planning algorithm. To elimi-
nate this problem, it has been proposed to use the hash values
produced by the SHA-3 algorithm, one of the most recently
published cryptographic standards, in the key planning pro-
cess. It is assumed that the proposed improved design will be
secure since there is no security vulnerability that threatens
the SHA-3 algorithm. In other words, the cryptanalysis driven
design principle is adopted as in the Wu algorithm. The
security analysis of the proposed algorithm has been analyzed
only by statistical tests.

ri+1 = ((ri + g
′

i + b
′

i)mod256)⊕ s1(i)

gi+1 = (r
′

ii + gi + b
′

i)mod256)⊕ s2(i)

bi+1 = ((r
′

i + g
′

i + bi)mod256)⊕ s3 (i)

r0 = ((9+ 100+ 90)mod256)⊕ 194 = 5

g0 = ((11+ 90+ 90)mod256)⊕ 230 = 89

b0 = ((1+ 90+ 100)mod256)⊕ 212 = 107

r1 = ((7+ g0+ b0)mod256)⊕ 219 = 16

g1 = ((12+ r0+ b0)mod256)⊕ 185 = 197

b1 = ((2+ r0+ g0)mod256)⊕ 172 = 204

r2 = ((8+ g1+ b1)mod256)⊕ 146 = 11

g2 = ((13+ r1+ b1)mod256)⊕ 196 = 45

b2 = ((3+ r1+ g1)mod256)⊕ 185 = 97

r3 = ((3+ g2+ b2)mod256)⊕ 3 = 146

g3 = ((14+ r2+ b2)mod256)⊕ 24 = 143

b3 = ((4+ r2+ g2)mod256)⊕ 114 = 78

r4 = ((1+ g3+ b3)mod256)⊕ 45 = 243

g4 = ((15+ r3+ b3)mod256)⊕ 154 = 117

b4 = ((5+ r3+ g3)mod256)⊕ 75 = 109

r5 = ((2+ g4+ b4)mod256)⊕ 170 = 78

g5 = ((16+ r4+ b4)mod256)⊕ 250 = 138

b5 = ((6+ r4+ g4)mod256)⊕ 85 = 59

r6 = ((6+ g5+ b5)mod256)⊕ 220 = 23

g6 = ((17+ r5+ b5)mod256)⊕ 91 = 193

b6 = ((7+ r5+ g5)mod256)⊕ 174 = 113

r7 = ((4+ g6+ b6)mod256)⊕ 167 = 145

g7 = ((18+ r6+ b6)mod256)⊕ 36 = 190

b7 = ((8+ r6+ g6)mod256)⊕ 182 = 86

r8 = ((5+ g7+ b7)mod256)⊕ 143 = 150

g8 = ((19+ r7+ b7)mod256)⊕ 145 = 107

b8 = ((9+ r7+ g7)mod256)⊕ 118 = 46 (9)

In analyzing the Wu algorithm, Zhu and Sun have used the
Kerchoff’s principle. This approach, based on the assump-
tion that the attacker has an infinite computational capacity
and s(he) knows everything related to algorithm except the
secret key. This is a very strong evaluation approach. In other
words; each piece of information associated with the crypto-
graphic protocol may be considered an attack vector. In fact,
an attacker does not always examine the algorithm from the
designer’s perspective. If mathematical proof of the proposed
algorithm is not given, reverse engineering, the use of iso-
morphic structures equivalent to the protocol, and examining
effects of the calculation environment are tried to analyze the
problems in the algorithm.
In this study, it has been shown that the Zhu and Sun algo-

rithm can be broken by attacking SHA-3 structure which is
one of the most powerful features of the improved algorithm.
The reason for the weakness of the algorithm is not due
to the SHA-3 algorithm. The weakness is related to the use
of the SHA-3 algorithm. In the improved algorithm, the hash
values of the original images are associated with the initial
conditions of the chaotic system. Authors claimed that this
approach has been prevented to chosen plaintext attack. The
analysis process is shown below in a step-by-step way to best
reflect the cryptanalyst perspective.
Step 1:A cryptanalyst should question why each process is

used. There is no justification for the use of the SHA-3 in the
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FIGURE 7. The test images 256 × 256-size.

TABLE 4. Hash values for test images 256 × 256-size.

improved algorithm developed by Zhu and Sun. Any action
that is not clear will constitute a potential threat.
Step 2:What is the purpose of the SHA-3 algorithm? Are

there any advantages or disadvantages? SHA-3 is a hash
function. It is a one-way function. This is the desired basic
feature for cryptography applications. It produces 256-bit
length outputs and takes the arbitrary data as input. One-bit
change in the input leads to large changes in output. It is not
possible to make a statistical deduction on the calculated hash
values.
Step 3: How did SHA-3 hash values be used in the algo-

rithm? The δ value for each image was calculated using
Eq. (10).

δ = (
∑i=32

i=1
hi)/(32× 256) (10)

Hypothesis: One of the basic requirements in the hash
functions is to have a uniform distribution of output values to
avoid statistical inference. In this case, the output of Eq. (10)
is expected to be close to a certain value.

TABLE 5. δ value for test images 256 × 256-size.

Figure 7 shows eight different standard test images [45]
(256× 256 sizes). The hash values calculated for the SHA-3
algorithm of these images are given in Table 4. δ values
calculated using Eq. (10) are given in Table 5.

Figure 8 shows standard test images of 512×512 size. The
hash values calculated for these images in Figure 8 are given
in Table 6 and the delta values are given in Table 7.
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FIGURE 8. The test images 512 × 512-size.

TABLE 6. Hash values for test images 512 × 512-size.

FIGURE 9. The range of data demonstration for 3-bit length machine.

TABLE 7. δ Value for test images 512 × 512-size.

The average values in Table 5 and Table 7 converge
to a certain range. The average value for Table 5 is
0.244110107421875. similarly, the calculated average value
for Table 7 is 0.23079427083333334. At first glance, it can

be thought that these mean values do not make sense since
chaotic systems are sensitive to the initial conditions and
control parameters. Slight changes in initial conditions will
result in different values being calculated. However, in the
literature, it has been determined that the effects of numerical
deterioration in the realization of chaotic systems on digital
computers could be a security weakness [47], [48]. Com-
bining this security weakness with Kerchoff’s principle, an
attack scenario was designed. According to Kerchoff’s prin-
ciple, an attacker can make any choice. Suppose you perform
calculations using a computer with a three-bit computing
capacity. In this case, regardless of the computational value,
only one of the eight values given in ranges in Figure 9 will be
shown as output. All hash values in Table 5 and Table 7 will
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be interpreted as 0.25. In other words, the effect of hash
functions will be eliminated in this attack scenario. The key
obtained as a result of the analysis on a 3-bit machine can
be used to obtain the original image from the encrypted
image for any computing precision computer such as 32-bit
or 64-bit.

V. CONCLUSION
An acceptable design approaches to designing a crypto-
graphic protocol is the transformation of a computationally
difficult problem into a cryptographic protocol. One of the
most popular examples of these designs over the last two
decades has been chaos based cryptographic design pro-
posals. However, the analysis results showed that many of
these proposals have been broken. Although there are var-
ious reasons for the security weaknesses, it is seen that
the most important factor is the cryptanalysis driven design
approach. The fact that cryptanalysis has been done only by
statistical tests led to an incorrect interpretation of the security
perception. Because the success of the statistical tests has
been found to be sufficient.

In this study, it has been shown that statistical tests are
necessary but not sufficient. To ensure security, the crypto-
graphic protocols should be based on a provable secure design
approach. The purpose of each process used in the protocols
and its contribution to ensure cryptographic requirements
must be justified. Otherwise, the security of the proposals is
questionable as long as the threat of attack continues.

In this study, security analyzes of two chaotic encryption
algorithms based on cryptanalysis driven design technique
are given. Analysis results showed that the first image encryp-
tion algorithm known as theWu et al algorithm is not resistant
to brute force attacks. It has been shown that the algorithm
may break with less than 230 attempts. In addition, it is
shown that the rectangular transformation used to ensure the
diffusion requirement in the algorithm does not work for all
pixel values. This problem will reduce the workload of brute
force attack for different attack scenarios.

A different attack scenario for Wu et al algorithm have
been published by Zhu and Sun. They showed that Wu algo-
rithm is not secure against the chosen plaintext attack. They
have also published an improved algorithm to address these
weaknesses. However, the improved algorithm is also based
on the cryptanalysis driven design approach. In this study is
shown justification of hypothesis that the threat of attack will
continue even if some weaknesses of the algorithm based on
cryptanalysis driven design technique is solved.

In the proposed attack scenario; the key planning algorithm
based on the SHA-3 algorithm, which is one of the strengths
of the improved algorithm, has been targeted. The results
show that the algorithm can be broken by changing the cal-
culating machine. The cause of the attack is due to the wrong
use of strong cryptographic primitive (SHA-3 algorithm).
Therefore, each process must be justified in the cryptographic
protocol.
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