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ABSTRACT In this paper, we investigate the reliability and security performance of cooperative multi-relay
systems, where both source and relay nodes are energy-constrained nonlinear energy harvesters, scavenging
energy from a power beacon nearby. Our analysis is based on practical model since residual hardware
impairments (RHIs) and channel estimation errors (CEEs) are considered. Aiming at improving the system
efficiency, three representative relay selection strategies are considered: 1) random relay selection (RRS);
2) suboptimal relay selection (SRS); and 3) optimal relay selection (ORS). To characterize the security
performance of the considered strategies, we derive closed-form analytical expressions of the reliability and
security in terms of outage probability (OP) and intercept probability (IP). We further discuss the asymptotic
expressions and scaling laws of OP with the number of relays. The IP is analyzed for non-colluding and
colluding scenarios. The numerical results illustrate that: 1) There is a tradeoff between reliability and
security, that is when the outage constraint is relaxed, the IP can be enhanced, and vice versa; ii) The outage
performance of the ORS and SRS schemes outperform RRS, indicating that relay selection can enhance
reliability performance; iii) There are error floors for the OP due to the CEEs; iv) Colluding eavesdroppers
can enhance eavesdropping attacks by sharing their intercepted information; and v) Although RHIs and
CEEs have deleterious effects on the OP, they can protect the information transmission against eavesdropping
attacks.

INDEX TERMS Physical layer security, hardware impairments, nonlinear energy harvesters, relay selection,
reliability-security tradeoff.

I. INTRODUCTION
Cooperative wireless communication networks (WCNs) have
beenwidely used inmilitary, agricultural and industrial fields,

The associate editor coordinating the review of this manuscript and
approving it for publication was Prabhat Kumar Upadhyay.

etc [1]–[6]. Authors in [1] introduced the principles of coop-
erative WCNs and discussed some practical applications
in wireless environments, i.e., surveillance video transmis-
sion, mine monitoring, wireless telephone applications et al.
The authors in [2] studied the secure performance of a
direct-sequence code-division multiple access (DS-CDMA)
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systems and derived the expressions of bit error proba-
bility (BEP), outage probability (OP) and channel capac-
ity (CC). The authors obtained the approximate OP and
average symbol error rate (SER) for cooperative DS-CDMA
systems over asymmetric fading channels [3]. In [4],
the authors studied the outage performance for the classical
spatial modulation (SM) system and extended the results to
the cooperative scenarios under fixed, selective and incre-
mental relaying techniques. However, due to the broadcast
nature of radiated electromagnetic waves, the WCNs are
vulnerable to intrusion threats of eavesdroppers attempting to
overhear the legitimate communication. Although encryption
techniques can solve this problem by using various math-
ematic based algorithms, it will incur extra overhead and
complexity [7]. As an alternative security technology, phys-
ical layer security (PLS) has been proposed as an efficient
and effective way to ensure the security and reliability of
WCNs [8]. Different from the traditional key-based crypto-
graphic techniques, PLS exploits the characteristics of phys-
ical wireless channels to guarantee secure communication
between source to its intended destination, avoiding complex
encryption/decryption algorithms. However, when the quality
of the main link between source and destination is worse than
that of the wiretap link between source and eavesdropper,
the secure communication may not be obtained. To solve
this problem, multi-antenna technique has been introduced
to strength the PLS of WCNs [9]–[12]. In [9], the authors
characterized the secrecy capacity of the single input multiple
output (SIMO) channel under Gaussian noise and studied
the impact of slow fading on the secrecy capacity of the
systems. The authors of [10] considered that the transmit-
ter communicates with the receiver in the presence of the
eavesdropper under the condition of Gaussian multiple input
single output (MISO) channel and the optimal beamforming
transmission strategy was designed according to the input
covariance matrix under different channel fading. In [11],
the authors studied the PLS of multiple input multiple out-
put (MIMO) radio frequency identification (RFID) systems
in view of the resource limitation of backscatter systems, and
proposed a noise injection precoding strategy to address the
maximum secrecy rate (MSR) problem. Besides, the authors
of [12] analyzed the PLS in millimeter-wave (mmWave)
communications over fluctuating two-ray (FTR) fading chan-
nels, and derived the expressions for the average secrecy
capacity (ASC), secrecy outage probability (SOP) and the
probability of strictly positive secrecy capacity (SPSC).

Cooperative communication has been identified as a
promising technology for the future mobile communica-
tion because of extending network coverage and reducing
transmit power [13]–[15]. To further improve the net-
works performance, multi-antenna technology can be intro-
duced into cooperative communication [16]–[20]. A review
on state-of-the-art PLS aspects of cooperative multi-relay
networks was presented in [16]. In [17], a destination-
assisted jamming and beamforming scheme of cooperative
amplify-and-forward (AF) relaying systems was proposed,

in which the optimal beamformer weights and power alloca-
tion were obtained by solving linear programming problem.
Moreover, [18] proposed a cooperative scheme by com-
bining transmit antenna selection (TAS) and space shift
keying (SSK) for MIMO system. In [19], the outage per-
formance of AF DS-CDMA systems with best selection
over α−η−µ fading channels was analyzed and the expres-
sions of OP and cumulative distribution function (CDF) were
derived. The authors in [20] proposed an AF MIMO relay-
ing scheme and derived the error probability for the con-
sidered cooperative systems. However, deploying multiple
relays may incur extra inter-relay interference and make it
more vulnerable to the potential eavesdroppers. To enhance
the security, relay selection (RS) has been recognized as
an effective solution [21]–[26]. The authors of [21] inves-
tigated the PLS in cooperative wireless networks based on
optimal RS (ORS) by considering AF and DF protocols,
and the diversity order and intercept probability (IP) were
derived. In [22], the ORS and suboptimal RS (SRS) schemes
based on global channel state information (CSI) and only
source-destination (SD) pairs CSI were proposed, in order to
evaluate the performance of system PLS under this scheme,
the accurate SOP of SRS scheme under two residual self-
interference models was obtained. [23] investigated the PLS
of maximal ratio combining (MRC) strategy in wiretap two-
wave based on diffuse power fading channels and derived
the expressions for the ASC based on two practical scenar-
ios. Furthermore, the authors in [24] proposed an efficient
mobile RS scheme for the original combinatorial optimiza-
tion based on the emerging cooperative non-orthogonal mul-
tiple access (NOMA) systems. In [25], the joint relay station,
related sub-channel and power allocation problem was stud-
ied underlying cellular networks for relay-aided device-to-
device (D2D) communications. In [26], the authors aimed
to optimize system throughput of the hybrid system via
joint consideration of mode selection and resource allocation,
which includes admission control, power control, channel
assignment and RS. Although the performance of WCNs can
be improved through the proper RS and eavesdropper connec-
tion, in the typical communication scheme, the performance
of wireless nodes is constrained by the power shortages due
to huge path loss [27].

Communication systems are generally power limited,
especially for the battery powered devices. To solve this prob-
lem, it is encouraged to adopt wireless power compensating
techniques such as energy harvesting (EH) [28]–[30]. For EH,
the energy can be harvested fromwind, solar, magnetic induc-
tion, etc. Among the various renewable EH, radio frequency
(RF)-enabled simultaneous wireless information and power
transfer (SWIPT) has been recognized as an effective way
to prolong the battery life of wireless devices [31]–[36].
In general, there are two typical protocols for SWIPT sys-
tems: time-switching (TS) protocol and power-splitting (PS)
protocol [37]–[41]. In [37], the authors carried out the bit
error performance of a power-based cooperative AF relaying
system, where PS, TS and ideal operational protocols are
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taken into account. In [38], the authors have proposed TS
and PS protocols under the communication system to enable
EH and information processing at the relay. To improve the
security for the source-to-destination link of TS based DF
relay networks, a FD jammer protocol and its half-duplex
version were proposed [39]. Considering multi-antenna sys-
tems, a joint beamforming and time switching scheme was
designed to maximize the system secrecy rate of wireless
power FD relay networks [40]. Inspired by NOMA systems,
outage performance analysis of TS based SWIPT cooperative
NOMA networks over Weibull fading channels was carried
out [6]. In [41], the authors studied a multi-relay selection
scheme of EH-based bidirectional relay system, where the
relay node adopts the PS protocol. The authors investigated
the performance for SWIPT cooperative systems in presence
of a direct link from source to destination in [42] and [43].

The aforementioned research works are based on ideal
hardware components and ideal CSI, which is not realistic
in practical communication systems. In practice, the trans-
mitters and receivers of communication systems may suf-
fer from multiple types of hardware impairments (HIs),
such as high-power amplifier non-linearity, phase noise,
in-phase/quadrature-phase (I/Q) imbalance and etc [44], [45].
These impairments can generally be eliminated through some
compensation algorithms. However, due to the internal char-
acteristics of RF components, the above impairments cannot
be completely removed [14], [46], [47]. Furthermore, due to
the presence of channel estimation errors (CEEs), imperfect
channel state information (ICSI) may occur. Therefore, it is of
great practical significance to consider the impact of residual
hardware impairments (RHIs) on the security performance of
cooperative relay communication networks.

A. MOTIVATION AND CONTRIBUTIONS
Motivated by the above observations, we investigate the
secure performance of cooperative multi-relay systems with
nonlinear energy harvesters and ICSI, where RHIs at all nodes
are taken into account. Considering these imperfections, three
RS strategies are proposed, namely RRS, SRS and ORS.
Specifically, we focus on the security and reliability in terms
of OP and IP. We assume that source and relay nodes equip
nonlinear energy harvesters with different saturation thresh-
olds to collect energy from a nearby power beacon. The
contributions of this paper are summarized as below:
• Considering RHIs, ICSI and non-linear energy har-
vesters, we propose three RS strategies, namely RRS,
ORS and SRS. RRS is provided as a benchmark for
the purpose of comparison, in which the relay is
selected randomly. In ORS, the optimal relay is selected
according the link quality of both source-to-relay and
relay-to-destination. To achieve the tradeoff between
performance and complexity, SRS scheme is proposed,
that is, an optimal relay is selected between S → Rm or
Rm→ D according to the link quality.

• We evaluate the reliability and security performance
of cooperative multi-relay systems by deriving the

analytical expressions for OP and IP. For eavesdroppers,
both non-colluding and colluding eavesdropping scenar-
ios are considered.

• We further analyze the asymptotic behavior of the pro-
posed strategies by studying the scaling laws as the
number of relays M approaches infinity for the OP,
which provides some useful insights. The results show
that RRS is irrelevant to the number of relay, while SRS
and ORS can improve the secure performance.

B. ORGANIZATION
The rest of the paper is organized as follows: In Section II,
we present the impaired cooperative multi-relay sys-
tem model with non-linear energy harvesters and ICSI.
In Section III, the analytical closed-form expressions for the
OP and IP of the proposed schemes are derived and the
scaling laws of OP with the number of relay are analyzed.
In Section IV, some numerical results and key findings are
provided and discussed. Section V summarizes the paper.

C. NOTATION
We use CN

(
µ, σ 2

)
to denote the complex Gaussian random

variable with mean µ and variance σ 2. Notations |·| and
E {·} represent the absolute value and expected operators,
respectively. fX (·) and FX (·) are the probability density func-
tion (PDF) and the CDF of random variable X , respectively.
The vth-order modified Bessel function of the second kind
is denoted by Kv (·) and Pr {·} is the probability. Finally,
the log (·) is the logarithm.

FIGURE 1. System model of power beacon-assisted secure network.

II. SYSTEM MODEL
As illustrated in Fig. 1, we consider a power beacon assisted
cooperative multi-relay system, which consists of one power
beacon B, one source S,M relays Rm,m ∈ {1, 2, · · · ,M} and
K eavesdroppers Ek , k ∈ {1, 2, · · · ,K }. Aiming at improv-
ing the secure performance, the optimal relay is selected
amongM relays by using RRS, SRS and ORS. Source and all
relays are energy-constrained which can harvest energy from
a nearby power beacon according TS protocol. It is assume
that all nodes equip a single antenna. We further assume that
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the direct links both S → D and S → Ek are absent due to
heavy shadow fading [28], [29].1

In practice, it is difficult to obtain perfect CSI due to some
CEEs. Some channel estimation algorithms are necessary
to obtain CSI. To this end, linear minimum mean square
error (MMSE) is adopted. Thus, channel can be modeled as

hi = ĥi + ei, (1)

where ei, i ∈ {SRm,RmD,RmEk} is the CEE with ei ∼
CN

(
0, σ 2

ei

)
, ĥi is the estimated channel of real channel hi.

In this paper, we assume that all links experience Rayleigh
fading and path loss [13]. The entire communication process
is divided into three time slots: 1) S and relays collect energy
from B; 2) S transmits own signal to Rm; 3) Rm decodes and
forwards the signals to D and E .
The first time slot: In the first phase, S and Rm harvest

energy from B. The harvested energy at S is

ES = ζ1PB|hBS |2αT , (2)

where hBS is the transmission channel from B to S;
ζ1 (0 ≤ ζ1 ≤ 1) is the energy conversion efficiency at S;
α (0 < α < 1) is the time allocation factor; T is the block
transmission duration; PB is the transmission power at B;
ES is used to transmit information in the second time slot.
In the presence of the nonlinear energy harvester, the output
power, PS can be expressed as [49]

PS =


2αζ1PB
1− α

|hBS |2, if PB|hBS |2 ≤ 01
2αζ1
1− α

01, if PB|hBS |2 > 01

(3)

where 01 is the saturated threshold at S of the harvester.
Similarly, the harvested energy at Rm is

ERm = ζ2PB
∣∣hBRm ∣∣2αT , (4)

where hBRm is the transmission channel from B to Rm;
ζ2 (0 ≤ ζ2 ≤ 1) is the energy conversion efficiency at Rm.
Under the condition of non-linear energy harvesters, the out-
put power at the Rm, PRm , is

PRm =


2αζ2PB
1− α

∣∣hBRm ∣∣2, if PB
∣∣hBRm ∣∣2 ≤ 02

2αζ2
1− α

02, if PB
∣∣hBRm ∣∣2 > 02,

(5)

where 02 is the saturated threshold at Rm of the harvester.
The second time slot: In this phase, S transmits signal xSRm

to Rm with E
{∣∣xSRm ∣∣2} = 1. Considering the RHIs and

ICSI [44]–[46], the received signal at Rm can be expressed as

ySRm=
(̂
hSRm + eSRm

)(√
PSxSRm + ηt,SRm

)
+ ηr,SRm+υSRm ,

(6)

where ĥSRm is the estimated channel between S andRm; ηt,SRm
and ηr,SRm are the distortion noises of RHIs at transmitter and

1In some scenarios, eavesdroppers may intercept information from the
source and relay, simultaneously. We will set aside this assumption in our
future work.

receiver, respectively; υSRm ∼ CN
(
0,NSRm

)
is the complex

additive white Gaussian noise (AWGN). As stated in [46],
the distortion noises are defined as

ηt,SRm ∼ CN
(
0, κ2t,SRmPS

)
, ηr,SRm

∼ CN
(
0, κ2r,SRmPS

∣∣hSRm ∣∣2) , (7)

the effective distortion noise can be seen as two independent
jointly Gaussian variable ηt,SRm and ηr,SRm

/
hSRm that are

multiplied with the fading channel hSRm . For a given channel
realization hSRm , the aggregated distortion seen at the receiver
has power

Eηt,SRm ,ηr,SRm

{∣∣hSRmηt,SRm + ηr,SRm ∣∣2}
= PS

∣∣hSRm ∣∣2 (κ2t,SRm + κ2r,SRm)
= PS

∣∣∣ĥSRm + eSRm ∣∣∣2 (κ2t,SRm + κ2r,SRm) , (8)

we can observe that it only depends on the average sig-
nal power PS and the instantaneous channel gain

∣∣hSRm ∣∣2.
We have the definition that κSRm =

√
κ2t,SRm + κ

2
r,SRm . Thus,

the received signal at Rm can be rewritten as:

ySRm =
(
ĥSRm + eSRm

) (√
PSxSRm + ηSRm

)
+ υSRm , (9)

where ηSRm ∼ CN
(
0, κ2SRmPS

)
is the aggregate distortion

noise at the transmitter and receiver.
The third time slot: The signals xRmD and xRmEk are trans-

mitted from Rm to D and from Rm to Ek , respectively. Simi-
larly, the received signals at D and Ek can be expressed as

yRmD =
(
ĥRmD + eRmD

) (√
PRmxRmD + ηRmD

)
+ υRmD,

(10)

yRmEk =
(
ĥRmEk + eRmEk

) (√
PRmxRmEk + ηRmEk

)
+ υRmEk ,

(11)

where ηRmD ∼ CN
(
0, κ2RmDPRm

)
and ηRmEk ∼

CN
(
0, κ2RmEkPRm

)
are the aggregated distortion noises at the

transmitter and receiver, such that κRmD
1
=

√
κ2t,RmD + κ

2
r,RmD

and κRmEk
1
=

√
κ2t,RmEk + κ

2
r,RmEk .

Therefore, the received signal-to-interference-plus-noise
ratios (SINRs) at Rm, D and Ek can be finally obtained as

γSRm =
ρSRm

∣∣∣ĥSRm ∣∣∣2
ρSRm

∣∣∣ĥSRm ∣∣∣2κ2SRm + ρSRmσ 2
eSRm

(
1+ κ2SRm

)
+ 1

,

(12)

γRmD =
ρRmD

∣∣∣ĥRmD∣∣∣2
ρRmD

∣∣∣ĥRmD∣∣∣2κ2RmD + ρRmDσ 2
eRmD

(
1+ κ2RmD

)
+ 1

,

(13)

γRmEk =
ρRmEk

∣∣∣ĥRmEk ∣∣∣2
ρRmEk

∣∣∣ĥRmEk ∣∣∣2κ2RmEk+ρRmEkσ 2
eRmEk

(
1+κ2RmEk

)
+1

,

(14)
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where ρSRm = PS
/
NSRm , ρRmD = PRm

/
NRmD and ρRmEk =

PRm
/
NRmEk .

According to the Shannon’s information, we can obtain the
channel capacities of S → Rm, Rm → D and Rm → Ek
as [51]

CSRm =
1− α
2

log2
(
1+ γSRm

)
, (15)

CRmD =
1− α
2

log2
(
1+ γRmD

)
, (16)

CRmEk =
1− α
2

log2
(
1+ γRmEk

)
, (17)

where the factor 1−α
2 can be explained by the fact that the

relays operate in half-duplexmode and requires two time slots
to complete the transmission of S to D through Rm.

According to DF protocol, the effective end-to-end capac-
ity of Rm and D can be expressed as

CRm = min
(
CSRm ,CRmD

)
. (18)

III. RELIABILITY AND SECURITY
PERFORMANCE ANALYSIS
To evaluate the reliability and security of the hardware
impaired multi-relay network powered through EH, we study
the OP and IP performance of RRS, SRS, ORS in the net-
works. Moreover, the scaling-law for the OP is discussed
when the number of relays approaches infinity. For security,
both non-colluding and colluding eavesdropping scenarios
are considered.2

2Here, bit error rate (BER) is also a measurement standard that can reflect
the system performance [37], [51], and we will further expand the research
in the future study.

A. OUTAGE PROBABILITY ANALYSIS
In this subsection, we study the OP of the multi-relay net-
works in presence of RHIs and ICSI for the considered RS
strategies.
Outage Probability: Referring to [13], OP is defined as

the probability that the effective channel capacity is below
a threshold Cth and it can be expressed as

Pout
1
= Pr {CR < Cth} , (19)

where CR is the effective end-to-end channel capacity.

1) RRS
For RRS scheme, a relay is randomly selected among M
relays of S → Rm, which formulated as

CRm = min
(
CSRm ,CRmD

)
(20)

From (19) and (20), the following theorem is provided
about OP for the RRS scheme.
Theorem 1: The exact analytical expressions for OP of

RRS scheme under non-ideal and ideal conditions are pro-
vided in (21) and (22), as shown at the bottom of this page.3

For ε < 1
/
max

(
κ2SRm , κ

2
RmD

)
, otherwise OP is equal to 1.

where ε = 2
2Cth
1−α −1, A1 =

2αζ1
1−α , C1 = A1PB

(
1− εκ2SRm

)
,

C2 = εA1PBσ 2
eSRm

(
1+ κ2SRm

)
, E1 =

01
PB

, T1 =
εNSRm
C1E1

+

C2
C1
, u1 =

εNSRm
E1

, β1 = λBSεNSRm , γ1 =
λSRm
C1

,

3Non-ideal conditions mean that the system has RHIs or CEEs. The ideal
conditions are that the RHIs parameter κi = 0 and CEEs parameter σ 2ei = 0.

PRRS,niout = 1−

[
2λSRm
C1

e−
λSRmC2

C1

√
β1

γ1
K1

(
2
√
β1γ1

)
+ e−λBSE1

(
e−λSRm21 − e−λSRmT1

)
−
πu1λSRm
2Y1C1

e−
λSRmC2

C1

Y1∑
l1=0

√
1− δ2l1

× e
−

2β1
u1
(
δl1
+1
)− u1γ1

(
δl1
+1
)

2

[2λRmD
C3

e
−
λRmDC4

C3

√
β2

γ2
K1

(
2
√
β2γ2

)
+ e−λBRmE2

(
e−λRmD22 − e−λRmDT3

)

−
πu2λRmD
2Y2C3

Y2∑
l2=0

√
1− δ2l2 ×e

−
λRmDC4

C3
−

2β2
u2
(
δl2
+1
)− u2γ2

(
δl2
+1
)

2

 (21)

PRRS,idout = 1−

[
2λSRm
C12

√
β1

γ12
K1

(
2
√
β1γ12

)
+ e−λBSE1

(
e−λSRm212 − e−λSRmT12

)
−
πu1λSRm
2Y1C12

Y1∑
l1=0

√
1− δ2l1

× e
−

2β1
u1
(
δl1
+1
)− u1γ12

(
δl1
+1
)

2

[2λRmD
C32

√
β2

γ22
K1

(
2
√
β2γ22

)
+ e−λBRmE2

(
e−λRmD222 − e−λRmDT32

)

−
πu2λRmD
2Y2C32

Y2∑
l2=0

√
1− δ2l2 e

−
2β2

u2
(
δl2
+1
)− u2γ22

(
δl2
+1
)

2

 (22)
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δl1 = cos
[
(2l1−1)π

2Y1

]
, 21 =

εA101σ 2eSRm

(
1+κ2SRm

)
+εNSRm

A101
(
1−εκ2SRm

) ,

A2 =
2αζ2
1−α , C3 = A2PB

(
1− εκ2RmD

)
, C4 =

εA2PBσ 2
eRmD

(
1+ κ2RmD

)
, E2 =

02
PB

, T3 =
εNRmD
C3E2

+
C4
C3
, u2 =

εNRmD
E2

, β2 = λBRmεNRmD, γ2 =
λRmD
C3

, δl2 = cos
[
(2l2−1)π

2Y2

]
,

22 =
εA202σ 2eRmD

(
1+κ2RmD

)
+εNRmD

A202
(
1−εκ2RmD

) , C12 = A1PB, T12 =

εNSRm
C12E1

, 212 =
εNSRm
A101

, γ12 =
λSRm
C12

, C32 = A2PB, T32 =
εNRmD
C32E2

, 222 =
εNRmD
A202

and γ22 =
λRmD
C32

.
Proof: See Appendix A. �

In order to obtain useful insights, the following corollary
provides the asymptotic analysis for OP of RRS scheme under
non-ideal conditions in the high SNR region.
Corollary 1: The asymptotic analysis for OP of RRS

scheme under non-ideal conditions is given by

PRRS,∞out = 1− e−λSRm2A1−λRmD2A2 , (23)

where 2A1 =
εσ 2eSRm

(
1+κ2SRm

)
1−εκ2SRm

and 2A2 =
εσ 2eRmD

(
1+κ2RmD

)
1−εκ2RmD

.

Proof: According to (15), (16) and (17), the channel
capacity of S → Rm, Rm → D and Rm → Ek in the high
SNR region can be expressed uniformly as

C∞i =
1− α
2

log2

1+

∣∣∣ĥi∣∣∣2∣∣∣ĥi∣∣∣2κ2i + σ 2
ei

(
1+ κ2i

)
 . (24)

From the definition of OP, the following expression can be
obtained as

PRRS,∞out = Pr
{
min

(
C∞SRm ,C

∞
RmD

)
< Cth

}
= 1− Pr

{
C∞SRm > Cth

}
Pr
{
C∞RmD > Cth

}
. (25)

By utilizing the similar methodology of Appendix A,
we can obtain the result of (23). �

To obtain more insights, the asymptotic analysis for RRS
scheme is studied as the number of relays approaches infinity.
The scaling lawwith respect toM for the OP is defined in [55]

dRRSj = lim
M→∞

log
(
PRRS,jout

)
M

, j ∈ {ni, id} , (26)

where M is the number of relays, PRRSout is the OP for RRS
scheme.
Corollary 2: The scaling laws for the RRS scheme under

the non-ideal and ideal conditions are given by
• Non-ideal conditions

dRRSni = lim
M→∞

log
(
PRRS,niout

)
M

= 0, (27)

• Ideal conditions

dRRSid = lim
M→∞

log
(
PRRS,idout

)
M

= 0, (28)

Proof: The proof follows by combiningTheorem1with
(26) and taking M to infinity. �

Remark 1: From Theorem 1 and Corollary 2, we have
some insights on the derived results. For imperfect RFs,
there is an upper bound for the effective SINR at high SNRs
for ε < 1

/
max

(
κ2SRm , κ

2
RmD

)
, which results in an error

floor for the OP. In addition, we can observe that scaling
laws approach to zero as the number of relays grows into
infinity for perfect and imperfect RFs. This means that for
RRS, the reliability performance is irrelative to the number
of relays, that is, we can not improve OP performance by
increasing the number of relays.

2) SRS
For SRS scheme, we choose a relay to maximize the channel
capacity of S → Rm,4 which are formulated as

b = arg max
m=1,2,··· ,M

CSRm , (29)

CRb = min
(
CSRb ,CRbD

)
. (30)

Utilizing the above definitions, the OP for SRS scheme is
presented in the following theorem.
Theorem 2: The exact analytical expressions for OP of

SRS scheme under non-ideal and ideal conditions are pro-
vided in (31) and (32), as shown at the top of the next page,

whereω=M
M−1∑
s=0

(
M − 1
s

)
(−1)s,C5=A1PB

(
1− εκ2SRb

)
,

C6 = εA1PBσ 2
eSRb

(
1+ κ2SRb

)
, T5 =

εNSRb
C5E1
+

C6
C5
, u3 =

εNSRb
E1

,

β3 = λBSεNSRb , γ3 =
λSRb (s+1)

C5
, δl3 = cos

[
(2l3−1)π

2Y3

]
,

23 =
εA101σ 2eSRb

(
1+κ2SRb

)
+εNSRb

A101
(
1−εκ2SRb

) , C7 = A2PB
(
1− εκ2RbD

)
,

C8 = εA2PBσ 2
eRbD

(
1+ κ2RbD

)
, T7 =

εNRbD
C7E2

+
C8
C7
, u4 =

εNRbD
E2

, β4 = λBRbεNRbD, γ4 =
λRbD
C7

, δl4 = cos
[
(2l4−1)π

2Y4

]
,

24 =
εA202σ 2eRbD

(
1+κ2RbD

)
+εNRbD

A202
(
1−εκ2RbD

) , C52 = A1PB, T52 =
εNSRb
C52E1

,

232 =
εNSRb
A101

, γ32 =
λSRb (s+1)

C52
, C72 = A2PB, T72 =

εNRbD
C72E2

,

242 =
εNRbD
A202

and γ42 =
λRbD
C72

.
Proof: See Appendix B. �

Similar to Corollary 1, the following asymptotic expres-
sions for SRS scheme can be obtained.
Corollary 3: The asymptotic analysis for OP of SRS

scheme under non-ideal conditions is given by

PSRS,∞out = 1−
[
1−

(
1− e−λSRb2A3

)M]
e−λRbD2A4 , (33)

where 2A3 =
εσ 2eSRb

(
1+κ2SRb

)
1−εκ2SRb

and 2A4 =
εσ 2eRbD

(
1+κ2RbD

)
1−εκ2RbD

.

Similarly, we analyze the asymptotic behavior for SRS
scheme as the number of relays grows into infinity.
Corollary 4: The scaling laws for SRS scheme under the

non-ideal and ideal conditions are given by

4SRS strategy can select a relay to maximize the SINR between any
transmission link of S → Rm or Rm → D. In this paper, we choose a relay
to maximize the SINR from S to Rm.
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PSRS,niout = 1−
[
2λRbD
C7

e
−
λRbD

C8
C7

√
β4

γ4
K1

(
2
√
β4γ4

)
+ e−λBRbE2

(
e−λRbD24 − e−λRbDT7

)
−
πu4λRbD
2Y4C7

Y4∑
l4=0

√
1− δ2l4

× e
−
λRbD

C8
C7
−

2β4
u4
(
δl4
+1
)− u4γ4

(
δl4
+1
)

2

[2ωλSRb
C5

e
−
λSRb

(s+1)C6
C5

√
β3

γ3
× K1

(
2
√
β3γ3

)
−

ω

s+ 1
e−λBSE1−λSRb (s+1)T5

−
πu3ωλSRb
2Y3C5

Y3∑
l3=0

√
1− δ2l3e

−
λSRb

(s+1)C6
C5

−
2β3

u3
(
δl3
+1
)− γ3u3

(
δl3
+1
)

2

+ e−λBSE1 [1− (1− e−λSRb23
)M]

(31)

PSRS,idout = 1−
[
2λRbD
C72

√
β4

γ42
K1

(
2
√
β4γ42

)
+ e−λBRbE2

(
e−λRbD242 − e−λRbDT72

)
−
πu4λRbD
2Y4C72

Y4∑
l4=0

√
1− δ2l4

× e
−

2β4
u4
(
δl4
+1
)− u4γ42

(
δl4
+1
)

2

[2ωλSRb
C52

√
β3

γ32
K1

(
2
√
β3γ32

)
−

ω

s+ 1
e−λBSE1−λSRb (s+1)T52 −

πu3ωλSRb
2Y3C52

Y3∑
l3=0

√
1− δ2l3

× e
−

2β3
u3
(
δl3
+1
)− γ32u3

(
δl3
+1
)

2

+ e−λBSE1 [1− (1− e−λSRb232
)M]

(32)

1) when Pr
{
C j
SRb < Cth

}
= 0

• Non-ideal conditions

dSRSni = 0, (34)

• Ideal conditions

dSRSid = 0, (35)

2) when Pr
{
C j
RbD < Cth

}
= 0

• Non-ideal conditions

dSRSni = − log

 1

Pr
{
Cni
SRb < Cth

}
 , (36)

• Ideal conditions

dSRSid = − log

 1

Pr
{
C id
SRb < Cth

}
 , (37)

Proof: In this case, substituting (B.3) into (26), we can
obtain the following expression is

dSRSj = lim
M→∞

log
(
Pr
{
min

(
C j
SRb ,C

j
RbD

)
< Cth

})
M

. (38)

The (B.3) can be rewritten as

PSRS,jout =

(
Pr
{
C j
SRb < Cth

})M
+ Pr

{
C j
RbD < Cth

}
−

(
Pr
{
C j
SRb < Cth

})M (
Pr
{
C j
RbD < Cth

})
, (39)

in this case, the dominant terms of (39) is

PSRS,jout =

(
Pr
{
C j
SRb < Cth

})M
+ Pr

{
C j
RbD < Cth

}
, (40)

substituting (40) into (38), we can get the expressions of (34),
(35), (36) and (37). �
Remark 2: The above Corollary 4, shows that:1) when

Pr
{
C j
SRb < Cth

}
= 0, for M is a large value, the scaling laws

of OP approaches zero in both ideal and non-ideal cases.
This means that for the SRS scheme, the system outage per-
formance is independent of the number of relays in this case.
2) when Pr

{
C j
RbD < Cth

}
=0 and 0 < Pr

{
C j
SRb < Cth

}
< 1,

for M is a large value, the scaling law for SRS scheme
expressed as logarithmic scale. With the increases of M,
the OP decreases and tends to a fixed value gradually; when
Pr
{
C j
RbD < Cth

}
= 0 and Pr

{
C j
SRb < Cth

}
= 1, the slope is

zero, meaning that outage performance is independent of the
number of relays.

3) ORS
For ORS scheme, the optimal relay is selected for the largest
effective end-to-end channel capacity of communication, and
it can be expressed as

m∗ = arg max
1≤m≤M

min
(
CSRm ,CRmD

)
, (41)

CRm∗ = max
1≤m≤M

CRm . (42)

Based on the above definitions, for OP of ORS scheme is
discussed in the following theorem.
Theorem 3: The exact analytical expressions for OP of

ORS scheme under non-ideal and ideal conditions are pro-
vided in (43) and (44), as shown at the top of the next page.

Proof: See Appendix C. �
Similar to Corollary 1, the following asymptotic expres-

sions for ORS scheme can be obtained.
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PORS,niout =

M∏
m=1

{
1−

[
2λSRm
C1

e−
λSRmC2

C1

√
β1

γ1
K1

(
2
√
β1γ1

)
+e−λBSE1

(
e−λSRm21 − e−λSRmT1

)
−
λSRm

C1
e−

λSRmC2
C1

πu1
2Y1

Y1∑
l1=0

√
1−δ2l1

× e
−

2β1
u1
(
δl1
+1
)− u1γ1

(
δl1
+1
)

2

[2λRmD
C3

e
−
λRmDC4

C3

√
β2

γ2
K1

(
2
√
β2γ2

)
+ e−λBRmE2

(
e−λRmD22 − e−λRmDT3

)

−
λRmD

C3
e
−
λRmDC4

C3
πu2
2Y2

Y2∑
l2=0

√
1− δ2l2 × e

−
2β2

u2
(
δl2
+1
)− u2γ2

(
δl2
+1
)

2


 (43)

PORS,idout =

M∏
m=1

{
1−

[
2λSRm
C12

√
β1

γ12
K1

(
2
√
β1γ12

)
+ e−λBSE1

(
e−λSRm212 − e−λSRmT12

)
−
λSRm

C12

πu1
2Y1

Y1∑
l1=0

√
1− δ2l1

× e
−

2β1
u1
(
δl1
+1
)− u1γ12

(
δl1
+1
)

2

[2λRmD
C32

√
β2

γ22
K1

(
2
√
β2γ22

)
+ e−λBRmE2

(
e−λRmD222 − e−λRmDT32

)

−
λRmD

C32

πu2
2Y2

Y2∑
l2=0

√
1− δ2l2 × e

−
2β2

u2
(
δl2
+1
)− u2γ22

(
δl2
+1
)

2


 (44)

Corollary 5: The asymptotic analysis for OP of ORS
scheme under non-ideal conditions is given by

PORS,∞out =

M∏
i=1

(
1− e−λSRm2A1−λRmD2A2

)
, (45)

Similarly, the asymptotic behavior analysis of ORS scheme
is analyzed as follows.
Corollary 6: The scaling laws for ORS scheme are

given by
• Non-ideal conditions

dORSni =− log

 1

Pr
{
min

(
Cni
SRm ,C

ni
RmD

)
< Cth

}
. (46)

• Ideal conditions

dORSid =− log

 1

Pr
{
min

(
C id
SRm ,C

id
RmD

)
< Cth

}
. (47)

Proof: Substituting (C.1) into (26), we can obtain the
following expression is

dORSj

= lim
M→∞

log
(
Pr
{

max
m=1,2,···M

[
min

(
C j
SRm ,C

j
RmD

)]
< Cth

})
M

= lim
M→∞

log
(
Pr
{
min

(
C j
SRm ,C

j
RmD

)
< Cth

})M
M

= − lim
M→∞

M log
(
Pr
{
min

(
C j
SRm ,C

j
RmD

)
< Cth

})−1
M

= − log

 1

Pr
{
min

(
C j
SRm ,C

j
RmD

)
< Cth

}
 . (48)

�
Remark 3: The Corollary 6 shows that: 1) when 0 <

Pr
{
min

(
C j
SRm ,C

j
RmD

)
< Cth

}
< 1, the scaling law slope

of OP for ORS scheme decreases as the number of relays
M increases, for M is a large value, the result is expressed
as logarithmic scale; meaning that the outage perfor-
mance improves as the number of relays increases; 2) when
Pr
{
min

(
C j
SRm ,C

j
RmD

)
< Cth

}
= 1, the slope is zero, mean-

ing that outage performance is independent of the number of
relays.

B. INTERCEPT PROBABILITY ANALYSIS
In this subsection, we investigate the security performance
of the multi-relay networks in terms of IP, where two
scenarios are considered, i.e., non-colluding and colluding
eavesdroppers.
Intercept Probability: IP is defined as the probability that

the channel capacity of Rm → Ek is greater than the thresh-
old Cth. Since the relay has been selected, the IP can be
expressed as [21]

Pint
1
= Pr

{
CRcEk > Cth

}
, (49)

where Rc is the selected relay, and CRcEk is the intercept
capacity of Rc→ Ek .

1) NON-COLLUDING EAVESDROPPERS
For non-colluding scenario, eavesdroppers are worked inde-
pendently and each eavesdropper tries to decode the legiti-
mate signal transmitted from relay individually. To this end,
the eavesdropper that maximizes the eavesdropping capac-
ity is selected. Therefore, the corresponding mathematical
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expression is

d = arg max
1≤k≤K

CRcEk . (50)

Based on the above definition, the IP expressions of (51)
and (52) for non-colluding eavesdroppers scheme are pre-
sented in the following theorem.
Theorem 4: The exact analytical expressions for IP of non-

colluding eavesdroppers scheme under non-ideal and ideal
conditions are provided in (51) and (52), as shown at the

bottom of this page, where ω2 = K
K−1∑
g=0

(
K − 1
g

)
(−1)g,

W1 = A2PB
(
1− εκ2RcEd

)
, W2 = εA2PBσ 2

eRcEd

(
1+ κ2RcEd

)
,

O1 =
εNRcEd
W1E2

+
W2
W1
, u5 =

εNRcEd
E2

, β5 = λBRcεNRcEd ,

γ5 =
λRcEd (g+1)

W1
, δl5 = cos

[
(2l5−1)π

2Y5

]
, 25 =

εA202σ 2eRbEc

(
1+κ2RbEc

)
+εNRbEc

A202
(
1−εκ2RbEc

) , W12 = A2PB, O12 =
εNRcEd
W12E2

,

u5 =
εNRcEd
E2

, β5 = λBRcεNRcEd , γ5 =
λRcEd (g+1)

W1
, δl5 =

cos
[
(2l5−1)π

2Y5

]
, γ52 =

λRcEd (g+1)
W12

and 252 =
εNRbEc
A202

.

2) COLLUDING EAVESDROPPERS
The colluding eavesdroppers scheme is investigated and the
eavesdroppers collaborate in order to intercept legitimate
information. Using the MRC approach [52], the SINR of
Rc→ Ek is

γ totalRcEk =

K∑
k=1

γRcEk . (53)

We assume that the SINR of each intercept channel for col-
laborative eavesdropper is independent and identical, so we
can get the following5

γ totalRcEk = KγRcEk . (54)

According to the definition of (49), the IP expressions of
(55) and (56) for colluding eavesdroppers scheme are derived
in the following theorem.
Theorem 5: The exact analytical expressions for IP of

colluding eavesdroppers scheme under non-ideal and ideal
conditions are provided in (55) and (56), as shown at the
bottom of this page, where4 = ε

K , W3=A2PB
(
1−4κ2RcEk

)
,

W4 = 4A2PBσ 2
eRcEk

(
1+ κ2RcEk

)
, O2 =

4NRcEk
W3E2

+
W4
W3
, u6 =

4NRcEk
E2

, β6 = λBRc4NRcEk , γ6 =
λRcEk
W3

, δl6 = cos
[
(2l6−1)π

2Y6

]
,

26 =
4A202σ 2eRcEk

(
1+κ2RcEk

)
+4NRcEk

A202
(
1−4κ2RcEk

) , W32 = A2PB, O22 =

4NRcEk
W32E2

, γ62 =
λRcEk
W32

and 262 =
4NRcEk
A202

.
Proof: See Appendix D. �

It is worth noting that substituting (50) and (53) into (49),
respectively. Firstly, it can be seen that the security of col-
luding scenario outperform that of non-colluding scenario
because of sharing information among eavesdroppers. As the
number of eavesdroppers increases, more information can be
intercepted, and the IP will increase for the two scenarios.
In addition, the IP for non-ideal conditions is lower than that

5In fact, SINRs for all eavesdroppers are different since different eaves-
droppers are, in general geographically separated. To maintain mathematical
tractability and obtain engineering insights, we have adopted this simplified.

Pncint,ni =
2ω2λRcEd

W1
e−

λRcEd
(g+1)W2
W1

√
β5

γ5
K1

(
2
√
β5γ5

)
−
ω2λRcEd

W1
e−

λRcEd
(g+1)W2
W1

πu5
2Y5

Y5∑
l5=0

e
−

2β5
u5
(
δl5
+1
)− γ5u5

(
δl5
+1
)

2
√
1− δ2l5

+ e−λBRcE2
([

1−
(
1− e−λRcEd25

)K]
−

ω2

(g+ 1)
e−λRcEd (g+1)O1

)
(51)

Pncint,id =
2ω2λRcEd

W12

√
β5

γ5
K1

(
2
√
β5γ5

)
−
ω2λRcEd

W12

πu5
2Y5

Y5∑
l5=0

e
−

2β5
u5
(
δl5
+1
)− γ5u5

(
δl5
+1
)

2
√
1− δ2l5 + e

−λBRcE2

×

([
1−

(
1− e−λRcEd252

)K]
−

ω2

(g+ 1)
e−λRcEd (g+1)O12

)
(52)

Pcoint,ni = e−λBRcE2
(
e−λRcEk26 − e−λRcEkO2

)
−
λRcEk

W3
e
−
λRcEk

W4
W3

πu6
2Y6

Y6∑
i6=0

e
−

2β6
u6
(
δl6
+1
)− u6γ6

(
δl6
+1
)

2
√
1− δ2l6

+
2λRcEk
W3

e
−
λRcEk

W4
W3

√
β6

γ6
K1

(
2
√
β6γ6

)
(55)

Pcoint,id = e−λBRcE2
(
e−λRcEk262 − e−λRcEkO22

)
−
λRcEk

W32

πu6
2Y6

Y6∑
l6=0

e
−

2β6
u6
(
δl6
+1
)− u6γ62

(
δl6
+1
)

2
√
1− δ2l6 +

2λRcEk
W32

√
β6

γ62
K1

(
2
√
β6γ62

)
(56)
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of ideal conditions due to RHIs and CEEs. This means that
RHIs and CEEs can improve the security performance of the
considered systems.

IV. NUMERICAL RESULTS
In this section, we provide some numerical results to verify
the correctness of the theoretical analysis in Section III.
Unless otherwise specified, the system parameters consid-
ered in our evaluation are set as follows NSRm = NRmD =
NRmEk = 1, σ 2

eSRm
= σ 2

eRmD
= σ 2

eRmEk
= σ 2

e , dBS =
dBRm = 0.1, dSRm = dRmD = dRmEk = 1.5, βi = β = 3,
κSRm = κRmD = κRmEk = κ .

FIGURE 2. OP versus the transmit power for different RS schemes.

A. OUTAGE PROBABILITY
Fig. 2 plots the OP versus transmit power PB under different
RS schemes. In this simulation, we have set α = 0.5, Cth =
0.05,M = 2, σ 2

e = 0.05, κ = 0.1, ζ1 = 0.5 and ζ2 = 0.5. For
comparison, the outage performance of ideal conditions are
provided with σ 2

e = 0 and κ = 0. It shows that OPs degrade
as the transmit power of B increases. Comparing the OPs of
RRS, SRS and ORS schemes, it can be observed that the
outage performance of the RRS scheme is lower than that of
SRS and ORS. This happens because that in contrast to RRS,
SRS and ORS can provided extra diversity gain. Moreover,
it can be also seen that there are error floors of OP for the
proposed three schemes in the presence of RHIs and ICSI,
which implies that RHIs and CEEs have a significant negative
impact on system outage performance.

Fig. 3 shows the OPs under three RS schemes versus PB
for different estimation errors

(
σ 2
e = 0, 0.05, 0.1

)
. We have

set α = 0.5, Cth = 0.05, M = 2, κ = 0.1, ζ1 = 0.5 and
ζ2 = 0.5. It can be seen that the value of OP becomes large
as σ 2

e increases, which means that the larger estimation errors
result in worse system reliability. We can also see that the OP
performance is limited by CEE and there are error floors for
the OP in the high SNR region.Moreover, the OP for the three
RS schemes decreases linearly as the SNR grows large. This
indicates that CEEs have a damaging effect on system outage
performance.

As in [47], it is showed in Fig. 4 that the OPs ver-
sus transmit power at B for different levels of impairment
(κ = [0, 0.40]). We have set the other parameters as α = 0.5,

FIGURE 3. OP versus transmit power for different CEE parameters.

FIGURE 4. OP versus RHIs parameter for different RS schemes.

FIGURE 5. OP versus transmit power for different time allocation factors.

Cth = 0.05,M = 2, σ 2
e = 0.05, ζ1 = 0.5 and ζ2 = 0.5. It can

be seen from the simulation that the reliability degrades as κ
increases because of the impairments, that is, as the level of
impairment increases, the OP increases. This means that the
RHIs have a negative impact on the system.

Fig. 5 presents the OP versus PB for the different time allo-
cation factor (α = 0.4, 0.6, 0.8). In this simulation, we have
set Cth = 0.05, M = 2, σ 2

e = 0.05, κ = 0.1, ζ1 = 0.5 and
ζ2 = 0.5. From Fig. 5, it can be seen that the outage perfor-
mance gradually deteriorates fromORS, SRS and RRS. It can
also be concluded that: 1) in the case of low transmit power,
with the increases of α, the outage performance of the system
gradually becomes better; 2) in the range of [15dB:20dB],
the outage performance at α = 0.4 is worse than that at
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FIGURE 6. OP versus transmit power for different relay number.

FIGURE 7. OP versus ζ1 for different RS schemes.

α = 0.6 and 0.8, and the OP at α = 0.8 is higher than that at
α = 0.6. This happens because that when α = 0.4, there is
not enough energy from B to support transmission; 3) in the
range of [20dB:25dB], the system performance at α = 0.8 is
worse than that at α = 0.4 and α = 0.6, while the system
performance at α = 0.4 is worse than that at α = 0.6; 4) in
the high transmit power, the OP of the system increases with
the increases of α.
Fig. 6 depicts the OPs under SRS and ORS schemes versus

transmit power for different relay number (M = 2, 4). In this
simulation, we have set the parameters as α = 0.5,Cth =
0.05,M = 2, σ 2

e = 0.05 and κ = 0.1. It shows that the
OP decreases as the number of relay increases, that is, as the
M increases, the overall performance of the system becomes
better. Moreover, deploying multi-relay for ORS scheme can
achieve more OP gain than that of SRS scheme.

In Figs. 7 and 8, we plot the OP versus the energy con-
version efficiency for the proposed RS schemes. In the sim-
ulation, we have set α = 0.5,Cth = 0.05,M = 2, σ 2

e =

0.05, κ = 0.1 and ζ1 = ζ2 = 0.5. From Figs. 7 and 8,
we can observe that high energy conversion efficiency fac-
tor obtain better system outage performance. This happens
because more energy can be harvested by source and relay
for the transmission phase.

B. INTERCEPT PROBABILITY
Fig. 9 presents that the IP versus transmit power PB with dif-
ferent eavesdroppers number (K = 2, 4). In this simulation,

FIGURE 8. OP versus ζ2 for different RS schemes.

FIGURE 9. IP versus transmit power for different eavesdroppers number.

we have set Cth = 0.05,M = 2, σ 2
e = 0.05, κ = 0.1 and

ζ1 = ζ2 = 0.5. It reveals that the system security perfor-
mance is gradually improved as the number of eavesdroppers
increases. In addition, it is shown that the IP under various
eavesdropping connection modes (non-colluding eavesdrop-
pers, colluding eavesdroppers) is proportional toPB. Compar-
ing IP in two cases:1) ideal conditions: σ 2

e = 0 and κ = 0;
2) non-ideal conditions: σ 2

e = 0.05 and κ = 0.1, the IP in
the former case is larger than that of latter one. This means
that the ideal communication network is more vulnerable
to eavesdropping than that of non-ideal communication net-
work. At the same time, the eavesdropping connection cases
under different circumstances are compared, and the IP in the
case of non-colluding eavesdroppers is lower than that in case
of colluding eavesdroppers. These simulation results firmly
verify the expressions of (51), (52), (55) and (56).

In Fig. 10, the IP versus eavesdroppers number K for
different target rates (Cth = 0.1, 0.5) is studied. We have set
PB = 5dB, α = 0.5, σ 2

e = 0.05, κ = 0.1, ζ1 = 0.5 and
ζ2 = 0.5. For the two conditions of non-colluding and collud-
ing eavesdroppers, it can be seen that IP becomes larger with
the number of eavesdropper, K . Meanwhile, IP is inversely
proportional to the target rate. It can be understood from the
simulation that the IP reduces with the rises of Cth. When the
target rate is higher, the IP difference between colluding and
non-colluding eavesdroppers is larger.

Fig. 11 plots IP versus transmit power PB for differ-
ent estimation errors

(
σ 2
e = 0, 0.05, 0.1

)
. In this simulation,
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FIGURE 10. IP versus eavesdroppers number for different Cth.

FIGURE 11. IP versus transmit power for different CEE parameters.

FIGURE 12. IP versus RHIs parameter for different transmit power.

the parameters are set as α = 0.3,Cth = 0.05,K = 2,
κ = 0.1, ζ1 = 0.5 and ζ2 = 0.5. We can observe
that when σ 2

e is increased, the IPs of the system under the
two eavesdropping connection modes are weakened due to
the CEEs. Meanwhile, the simulation also proves that for the
different σ 2

e , the IPs of the communication networks under
colluding eavesdroppers is larger than that the non-colluding
case since the information can be shared under the condition
of colluding case. Finally, It is also can be seen that at low
SNR, the effects of CEEs on the IP of the two cases can be
ignored.

Fig. 12 plots the IP versus the levels of impairment for dif-
ferent transmit power: 1) PB = 5dB; 2) PB = 10dB. We have

set the other parameters as α = 0.3,Cth = 0.05, K = 2,
σ 2
e = 0.05 and ζ2 = 0.5. We take the range of the transceiver

impairment level of κ ∈ [0, 0.40].6 From Fig. 12, we can
observe that the IP decreases as κ increases. This means that
the system’s eavesdropping performance is inversely propor-
tional to the levels of impairments and the difference for the IP
between colluding and non-colluding eavesdroppers becomes
large as κ increases. Comparing the two different transmit
power, it is found that for larger transmit SNR, the eavesdrop-
pers can achieve higher IP performance, and the difference
for the IP between the two eavesdropping connection modes
is small for the large transmit SNR.

Fig. 13 shows that the IPs of non-colluding and colluding
eavesdroppers increase as ζ2 grows large. This is because
relay nodes can harvest more energy for secure communica-
tion under the case of larger energy conversion coefficient.
In this simulation, we have set PB = 5dB, α = 0.3,Cth =
0.05,K = 2, σ 2

e = 0.05 and κ = 0.1. It is also implied
that the value of α is proportional to the IP of the system at
PB = 5dB.

FIGURE 13. IP versus ζ2 for different time allocation factors.

FIGURE 14. IP versus time allocation factor for different connection
strategies.

Fig. 14 plots the IP versus α for different connection
strategies. In this simulation, we have set PB = 10dB,

6For HIs, 3GPP LTE has EVM requirements in the range κ ∈

[0.08, 0.175]. However, here we set κ ∈ [0, 0.40] in order to better under-
stand the impact of changes in RHIs parameters on system security.
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Cth = 0.05,K = 2, σ 2
e = 0.05, κ = 0.1 and ζ2 =

0.5. From Fig. 14, we can observe that the OP for the
proposed RS schemes first increases and then decreases
when the value of α grows large, while the IPs for the two
eavesdropping connection modes always increase across the
entire range of α. This means that there is an optimal α to
maximize the OP. IPs of non-colluding eavesdroppers and
colluding eavesdroppers become large. In addition, it can be
further obtained that optimal α to obtain a balanced trade-
off between the reliability and security of the considered
system.

V. CONCLUSION
In this paper, we proposed a DF relays network considering
HIs, imperfect CSI and nonlinear energy harvester. Based
on the model, we firstly derived the closed-form analytical
expressions of the OP for RRS, SRS and ORS schemes and
IP for non-colluding and colluding eavesdroppers strategies.
In order to obtain more insights, we further discussed the
asymptotic OP at high SNRs and the scaling laws as the num-
ber of relays approaches to infinity. Numerical results illus-
trated that: 1) under the RRS and SRS schemes, the secure
performance of system in the presence of ideal condition
is better than the non-ideal condition; comparing the three
RS schemes, the system performance under the ORS scheme
outperform the other RS strategies, and the performance
under the RRS scheme is the worst; 2) although CEEs and
distortion noise have negative effects on the reliability of the
considered system for the three RS schemes, it can enhance
system security for the two eavesdropping connectionmodes;
3) the outage performance of the system is proportional to
the number of relay; when the M value is sufficiently large,
the OP under SRS strategy gradually becomes saturated;
4) when the energy conversion efficiencies become larger,
the reliability performance of the system is improved; 5) the
system’s eavesdropping ability is proportional to the number
of eavesdropper; 6) the IP of the system degrades as Cth
becomes larger.

In future work, multi-antenna technique can be introduced
into our considered system to further improve the reliability
and security performance. In addition, our analysis can be
extend to more general fading channels, such as Nakagami-m
fading channel and Rician fading channel, which are set as
our future work [56].

APPENDIX A: PROOF OF THEOREM 1
Substituting (18) into (19), we can obtained the following:

PRRSout = Pr
{
min

(
CSRm ,CRmD

)
< Cth

}
= 1− Pr

{
CSRm > Cth

}︸ ︷︷ ︸
I1

Pr
{
CRmD > Cth

}︸ ︷︷ ︸
I2

. (A.1)

Set ε = 2
2Cth
1−α − 1, we calculate I1 and I2 in the following

calculations.

Firstly, put (15) into (A.1), the mathematical calculation of
I1 as follows:

I1
= Pr

{
CSRm > Cth

}
= Pr

1−α2 log2

×

1+ ρSRm

∣∣∣ĥSRm ∣∣∣2
ρSRm

∣∣∣ĥSRm ∣∣∣2κ2SRm+ρSRmσ 2
eSRm

(
1+κ2SRm

)
+1

>Cth


= Pr


ρSRm

∣∣∣ĥSRm ∣∣∣2
ρSRm

∣∣∣ĥSRm ∣∣∣2κ2SRm+ρSRmσ 2
eSRm

(
1+κ2SRm

)
+1

> ε


= Pr

∣∣∣ĥSRm ∣∣∣2 > εPSσ 2
eSRm
+ εPSσ 2

eSRm
κ2SRm + εNSRm

PS
(
1− εκ2SRm

)


= M1 +M2, (A.2)

where

M1 = Pr
{
|hBS |2

(
C1

∣∣∣ĥSRm ∣∣∣2 − C2

)
≥ εNSRm , |hBS |

2
≤ E1

}
,

(A.3)

and

M2 = Pr
{∣∣∣ĥSRm ∣∣∣2 > 21, |hBS |2 > E1

}
, (A.4)

in which, T2 =
εNSRm

C1

∣∣∣ĥSRm ∣∣∣2−C2

.

By further calculation, we can get the M1 and M2 as
following:

M1 = Pr
{
T2 ≤ |hBS |2 ≤ E1,

∣∣∣ĥSRm ∣∣∣2 ≥ T1}
=

∫
∞

T1

∫ E1

T2
f
|hBS |2 (x) f

∣∣∣ĥSRm ∣∣∣2 (y)dxdy, (A.5)

plugging in the PDF expressions of Rayleigh distribution
into (A.5), we can obtain the following expressions as:

M1 =

∫
∞

T1

∫ E1

T2
λBSe−λBSxλSRme

−λSRmydxdy

=−λSRm

e−λBSE1
∫
∞

T1
e−λSRmydy︸ ︷︷ ︸

θ1

−

∫
∞

T1
e−

λBS εNSRm
C1y−C2

−λSRmydy︸ ︷︷ ︸
θ2


= −λSRm

[
e−λBSE1θ1 − θ2

]
= −e−λBSE1−λSRmT1+λSRmθ2, (A.6)
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θ2 can be obtained by the (3.324.1) in [53] and the Gaussian-
Chebyshev quadrature [54]. Specifically, the integral in (A.6)
is approximated as follows:∫ u

0
g (x)dx ≈

πβ

2Y

Y∑
l=0

g
(
β (δl + 1)

2

)√
1− δ2l , (A.7)

according to the equation (A.7), set u = C1T1 − C2, we can
obtain the θ2 is:

θ2
z=C1y−C2
=

1
C1

∫
∞

C1T1−C2

e−
λBS εNSRm

z −
λSRm (z+C2)

C1 dz

=
1
C1

(∫
∞

0
e−

λBS εNSRm
z −

λSRm (z+C2)
C1 dz

−

∫ u

0
e−

λBS εNSRm
z −

λSRm (z+C2)
C1 dz

)

=
1
C1

[
2e−

λSRmC2
C1

√
β1

γ1
K1

(
2
√
β1γ1

)

− e−
λSRmC2

C1
πu1
2Y1

Y1∑
l1=0

e
−

2β1
u1(δl1

+1)−
u1γ1(δl1

+1)

2
√
1−δ2l1

,
(A.8)

M2 = Pr
{∣∣∣ĥSRm ∣∣∣2 > 21

}
Pr
{
|hBS |2 > E1

}
=

(
1−Pr

{∣∣∣ĥSRm ∣∣∣2 < 21

})(
1−Pr

{
|hBS|2 < E1

})

=

(
1− F∣∣∣ĥSRm ∣∣∣2 (21)

)(
1− F

|hBS |2 (E1)
)
.

(A.9)

Substituting the CDF expressions of Rayleigh distribution
into (A.9), the M2 can be expressed as:

M2 = e−λSRm21−λBSE1 . (A.10)

Substituting (A.6) and (A.9) into (A.2), and we can get I1.
Secondly, put (16) into (A.1), the mathematical calculation

of I2 as follows:

I2 = Pr
{
CRmD > Cth

}
= Pr


ρRmD

∣∣∣ĥRmD∣∣∣2
ρRmD

∣∣∣ĥRmD∣∣∣2κ2RmD+ρRmDσ 2
eRmD

(
1+κ2RmD

)
+1

>ε


= Pr

∣∣∣ĥRmD∣∣∣2> εPRmσ
2
eRmD
+εPRmσ

2
eRmD

κ2RmD+εNRmD

PRm
(
1−εκ2RmD

)


= M3 +M4. (A.11)

Similar to the calculation procedure and method of I1,
we can obtain M3 and M4 as following:

M3 =
2λRmD
C3

e
−
λRmDC4

C3

√
β2

γ2
K1

(
2
√
β2γ2

)
−e−λBRmE2−λRmDT3

−
λRmD

C3
e
−
λRmDC4

C3
πu2
2Y2

Y2∑
l2=0

e
−

2β2
u2(δl2

+1)−
u2γ2(δl2

+1)

2
√
1−δ2l2 ,

(A.12)

M4 = e−λRmD22−λBRmE2 . (A.13)

Substituting (A.12) and (A.13) into (A.11), we can get I2.
Then, put I1 and I2 into (A.1), (21) can be obtained.
Set κSRm = κRmD = 0 and σ 2

eSRm
= σ 2

eRmD
= 0, we can

obtained the OP of ideal conditions, that is, we can get (22).

APPENDIX B: PROOF OF THEOREM 2
For SRS scheme, the CDF and PDF for

∣∣∣ĥSRb ∣∣∣2 are
expressed as

F∣∣∣ĥSRb ∣∣∣2 (y) =
[
1− e−λSRby

]M
, (B.1)

f∣∣∣ĥSRb ∣∣∣2 (y) = MλSRb

M−1∑
s=0

(
M − 1
s

)
(−1)se−λSRb (s+1)y.

(B.2)

Substituting (30) into (19), we can obtain the following
expression is

PSRSout = Pr
{
min

(
CSRb ,CRbD

)
< Cth

}
= 1− Pr

{
CSRb > Cth

}︸ ︷︷ ︸
I3

Pr
{
CRbD > Cth

}︸ ︷︷ ︸
I4

. (B.3)

Similar to the Appendix A, we calculate I3 and I4 in the
following calculations.

In the first place, substituting (12) into (B.3), the correla-
tion calculation of I3 as follows:

I3 = Pr
{
γSRb > ε

}
= Pr


∣∣∣ĥSRb ∣∣∣2PS

PSσ 2
eSRb
+

∣∣∣ĥSRb ∣∣∣2PSκ2SRb+PSσ 2
eSRb

κ2SRb+NSRb

>ε


= Pr

∣∣∣ĥSRb ∣∣∣2 > εPSσ 2
eSRb
+ εPSσ 2

eSRb
κ2SRb + εNSRb

PS
(
1− εκ2SRb

)


= M5 +M6, (B.4)

where

M5=Pr
{
|hBS |2

(
C5

∣∣∣ĥSRb ∣∣∣2−C6

)
≥ εNSRb , |hBS |

2
≤E1

}
,

(B.5)

and

M6 = Pr
{∣∣∣ĥSRb ∣∣∣2 > 23, |hBS |2 > E1

}
, (B.6)

in which, T6 =
εNSRb

C5

∣∣∣ĥSRb ∣∣∣2−C6

.
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By further calculation, we can get the M5 and M6 as
following:

M6 = Pr
{
T6 ≤ |hBS |2 ≤ E1,

∣∣∣ĥSRb ∣∣∣2 ≥ T5}
=

∫
∞

T5

∫ E1

T6
f
|hBS |2 (x) f

∣∣∣ĥSRb ∣∣∣2 (y)dxdy, (B.7)

substituting the PDF expression of Rayleigh distribu-
tion and (B.2) into (B.5), we can obtain the following
expressions as:

M5

=

∫
∞

T5

∫ E1

T6
ωλBSe−λBSxλSRbe

−λSRb (s+1)ydxdy

= ωλSRb


∫
∞

T5
e−λBST6−λSRb (s+1)ydy︸ ︷︷ ︸

θ5

−e−λBSE1
∫
∞

T5
e−λSRb (s+1)ydy︸ ︷︷ ︸

θ6

.
(B.8)

Similar to solving I1, we can get M5 and M6 are

M5 = ωλSRb

[
θ5 − e−λBSE1θ6

]
, (B.9)

M6 =

[
1−

(
1− e−λSRb23

)M]
e−λBSE1 , (B.10)

where

θ5 =
2
C5
e
−
λSRb

(s+1)C6
C5

√
β3

γ3
K1

(
2
√
β3γ3

)
−

1
C5

× e
−
λSRb

(s+1)C6
C5

πu3
2Y3

Y3∑
l3=0

e
−

2β3
u3
(
δl3
+1
)− γ3u3

(
δl3
+1
)

2
√
1−δ2l3 ,

(B.11)

and

θ6 =
1

λSRb (s+ 1)
e−λSRb (s+1)T5 . (B.12)

Substituting (B.9) and (B.10) into (B.4), we can obtain I3.
Then, substitute (16) into (B.3), the correlation calculation

of I4 as follows:

I4

= Pr
{
γRbD > ε

}
= Pr


∣∣∣ĥRbD∣∣∣2PRb

PRbσ 2
eRbD
+

∣∣∣ĥRbD∣∣∣2PRbκ2RbD+PRbσ 2
eRbD

κ2RbD+NRbD
>ε


= Pr

∣∣∣ĥRbD∣∣∣2 > εPRbσ
2
eRbD
+ εPRbσ

2
eRbD

κ2RbD + εNRbD

PRb
(
1− εκ2RbD

)


=M7 +M8. (B.13)

Similar to the calculation procedure and method of I1,
we can obtain M7 and M8 as following:

M7 =
2λRbD
C7

e
−
λRbD

C8
C7

√
β4

γ4
K1

(
2
√
β4γ4

)
− e−λBRbE2−λRbDT5

−
λRbD

C7
e
−
λRbD

C8
C7

πu4
2Y4

Y4∑
l4=0

e
−

2β4
u4(δl4

+1)−
u4γ4(δl4

+1)

2
√
1−δ2l4 ,

(B.14)

M8 = e−λRbD24−λBRbE2 . (B.15)

Put (B.14) and (B.15) into (B.13), the I4 can be obtained.
Substituting I3 and I4 into (B.3), the (31) can be obtained.
Set κSRb = κRbD = 0 and σ 2

eSRb
= σ 2

eRbD
= 0, we can

obtained (32).

APPENDIX C: PROOF OF THEOREM 3
According to the definition of (42), for ORS strategy, the fol-
lowing expression can be obtained

PORSout = Pr
{
CRm∗ < Rth

}
= Pr

{
max

m=1,2,···M

[
min

(
γSRm , γRmD

)]
< ε

}
=

M∏
m=1

(1− I1I2), (C.1)

substituting I1 and I2 in Appendix A into (C.1), the (43) can
be obtained.

Set κSRm = κRmD = 0 and σ 2
eSRm
= σ 2

eRmD
= 0, we can

obtained the OP of ideal conditions, that is, we can get (44).

APPENDIX D: PROOFS OF THEOREM 4 AND THEOREM 5
A. NON-COLLUDING EAVESDROPPERS SCHEME
Putting (50) into (49), we can obtain the following formula is

Pncint,ni
= Pr

{
CRcEd > Cth

}
=Pr


∣∣∣ĥRcEd ∣∣∣2PRc

PRcσ 2
eRcEd
+

∣∣∣ĥRcEd∣∣∣2PRcκ2RcEd+PRcσ 2
eRcEd

κ2RcEd+NRcEd

>ε


= Pr

∣∣∣ĥRcEd ∣∣∣2 > εPRcσ
2
eRcEd
+ εPRcσ

2
eRcEd

κ2RcEd + εNRcEd

PRc
(
1− εκ2RcEd

)


=Q1 + Q2, (D.1)

and just like the calculation of I3, we can derive the Q1 and
Q2 in the following expressions are

Q1 =
2ω2λRcEd

W1
e−

λRcEd
(g+1)W2
W1

√
β5

γ5
K1

(
2
√
β5γ5

)
−
ω2λRcEd

W1
e−

λRcEd
(g+1)W2
W1

πu5
2Y5

Y5∑
l5=0

e
−

2β5
u5(δl5

+1)−
γ5u5(δl5

+1)

2

×

√
1− δ2l5 −

ω2

(g+ 1)
e−λBRcE2−λRcEd (g+1)O1 , (D.2)
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Q2 =

[
1−

(
1− e−λRcEd25

)K]
e−λBRcE2 . (D.3)

Put (D.2) and (D.3) into (D.1), we can obtain (51); set
κRcEd = 0 and σ 2

eRcEd
= 0 we can derive the (52).

B. COLLUDING EAVESDROPPERS SCHEME
Substituting (54) into (50), we can further compute the fol-
lowing formula is

Pcoint,ni

= Pr
{
1
2
log2

(
1+ KγRcEk

)
> Cth

}

= Pr


∣∣∣ĥRcEk ∣∣∣2PRc

PRcσ 2
eRcEk
+

∣∣∣ĥRcEk∣∣∣2PRaκ2RcEk+PRcσ 2
eRcEk

κ2RcEk+NRcEk

>4


= Pr

∣∣∣ĥRcEk ∣∣∣2>4PRcσ
2
eRcEk
+4PRcσ

2
eRcEk

κ2RcEk+4NRcEk

PRc
(
1−4κ2RcEk

)


= Q3 + Q4, (D.4)

where 4 = ε
/
K .

Similarly, the calculation method and steps of I1. After
calculation, we can get Q3 and Q4 are

Q3 =
2λRcEk
W3

e
−
λRcEk

W4
W3

√
β6

γ6
K1

(
2
√
β6γ6

)

−
λRcEk

W3
e
−
λRcEk

W4
W3

πu6
2Y6

Y6∑
l6=0

e
−

2β6
u6
(
δl6
+1
)− u6γ6

(
δl6
+1
)

2

×

√
1− δ2l6 − e

−λBRcE2−λRcEkO2 , (D.5)

Q4 = e−λRcEk26−λBRcE2 . (D.6)

Let’s substitute (D.5) and (D.6) into (D.4), (55) can be
derived; set κRcEk = 0 and σ 2

eRcEk
= 0, we can derive the (56).
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