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ABSTRACT The next generation of vehicles will be autonomous, connected, electric, and intelligent with
distinct requirements such as high mobility, low latency, real-time applications, seamless connectivity, and
security. Blockchain can provide a good solution to the issue of secure message dissemination or secure
information sharing in vehicular networks with a weak trust relationship among the nodes. In this paper,
we investigate the design of a regional blockchain for VANETS, where the blockchain is shared among nodes
in a geographically bounded area. We investigate how to design the regional blockchain while achieving a low
51% attack success probability. We derive a condition that guarantees a low 51% attack success probability
in terms of the numbers of good nodes and malicious nodes, the message delivery time, and the puzzle
computation time. The condition can provide a useful guideline for selection of several control parameters
guaranteeing the stable operation of the blockchain. We run several simulations to show the validity of the
condition and investigate the effects of various parameters on the 51% attack success probability. Our analysis
and simulation results show that maintaining a low message delivery time for good nodes is very important

in protecting the stability of the blockchain system.

INDEX TERMS Blockchain, regional blockchain, security, 51% attack, immutability attack.

I. INTRODUCTION

In recent decades, there has been a persistent increase in
the number of smart and autonomous vehicles. Vehicular
networks are used for traffic control, accident avoidance,
parking management, and critical message dissemination [1].
According to a recent article [2], electric carmakers and tech
giants from US, Europe, and China are developing driver-
less vehicles. The global market for smart and autonomous
vehicles is growing rapidly and it is predicted that the market
size will be expanded more than tenfold from 2019 to 2020.
By the end of 2019, the autonomous vehicle market value
is expected to reach $54.23 billion and it will increase to
$556.67 billion by the end of 2026 [3]. Similarly, one electric
vehicle maker, Tesla Inc. [4], is planning to provide ‘“‘fully
self-driving” vehicles to its customers by 2019. Autonomous
vehicles, also known as driverless vehicles, use artificial
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intelligence software along with multiple sensors. The current
semi-autonomous driving functions mainly focus on recog-
nition and judgments, such as forward-collision and lane-
change warnings based on sensors, such as light detection
and ranging (LIDAR) and radar, attached to the vehicle.
However, there is a limitation on the detectable range of the
sensors attached to vehicles due to obstacles or weather con-
ditions. Therefore, vehicle-to-vehicle (V2V) and vehicle-to-
infrastructure (V2I) communications play an important role
in message exchanges between vehicles. In a vehicular ad-
hoc network (VANET), secure communication between the
vehicles and the infrastructure is essential. If a hacker intrudes
into normal vehicles or interferes vehicle communication via
eavesdropping, jamming and spoofing attacks [5], then there
might be serious accidents that may damage the vehicles or
threaten the lives of the passengers. The main goal of the
VANET is to disseminate critical-event information (such as
accident reports) in a timely, secure, and accurate manner
to ensure safe driving [6]. However, it is still a challenge
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to disseminate critical-event information to the nodes in a
targeted area under a dynamic vehicular environment and
in the presence of untrustworthy information and dishonest
vehicles [7], [8]. Most of the previous work on message secu-
rity in VANETS uses centralized approaches. It is difficult to
compute and manage all the information with a small delay to
all the nodes under a central authority (CA) node. The main
issue with the centralized mechanism is the single-point-
of-failure problem. In order to overcome this issue, some
research has focused on a distributed management scheme
in a VANET [9]. However, there are other issues with the
distributed management system such as distributed key man-
agement, content distribution, message trust and data privacy
due to the dynamic nature of the VANET. This distributed
trust mechanism might not work properly when there are
very few, or a negligible number of neighboring vehicles, and
the trust values may be inaccurate due to insufficient event
information.

A security mechanism is required to ensure that mali-
cious vehicles cannot manipulate, change, interfere with,
or delete the critical-event messages in a VANET. If the
safety messages generated by the vehicles can be recorded
in a distributed database, then all the information will be
transparent and be shared globally. This type of security
can be achieved by using blockchain technology, which has
recently gained attention and has great potential in diverse
fields [10], [11]. Blockchain is an emerging decentralized and
distributed computing platform that supports cryptocurrency
applications such as Bitcoin, and it can provide security and
privacy for those applications [12]. Blockchain can be used
to maintain a history of traffic or accident events, which
can work as a ground truth for the vehicles querying the
information. The main motivation for using blockchain in
a VANET is the strength of the blockchain, where all the
nodes of the blockchain network store the blocks, and con-
tinuously validate the integrity of the blocks. Any changes to
the blockchain are transparent and are publicly visible to all
the network nodes, and the recorded information cannot be
forged easily.

Recently, there has been a lot of interest in blockchain
technology and many researchers study how blockchain can
be used in geospatial systems such as energy micro grids and
logistics [13], [14]. In this paper, we investigate the use of a
regional blockchain in VANETS, which is a blockchain shared
by the nodes within a physically bounded area. The regional
blockchain is used in a geographically limited area, and thus,
the end-to-end message delay can be reduced due to smaller
hop counts and propagation delay.

We can consider two important requirements for the
VANET blockchain. The first requirement is the timely dis-
semination of newly mined blocks, and the second one is
the immutability of the information stored in the blockchain.
If a malicious driver can easily modify traffic event infor-
mation regarding some accident stored in the blockchain,
then normal drivers may not trust the VANET blockchain.
If a new block cannot be disseminated to the neighbor nodes
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in a short time, then the information contained in the new
block may not contribute to the safe driving significantly.
In this aspect, the conventional Bitcoin blockchain may not
be the best solution for the VANET blockchain. In the Bitcoin
blockchain, the blocks containing cryptocurrency transac-
tions are globally shared. However, the traffic information
in one country needs not be shared with other countries,
if the border-crossing traffic is not allowed between those
countries. Thus, the regional blockchain considered in this
paper can be a good approach in reducing the block deliv-
ery time between the nodes belonging to a confined area.
We believe that the regional blockchain can meet those main
requirements faced by the blockchain for VANETS. Espe-
cially, we show that regional blockchains can be used for
secure information sharing among the nodes with a low suc-
cess probability of 51% attacks, if the blockchain is designed
carefully.

In this paper, we investigate how to design a regional
blockchain while maintaining a low 51% attack success prob-
ability. As discussed in [15], the blockchain systems can
have many security issues. Among them, we concentrate
on 51% attack in this paper. Many people believe that the
information recorded in the blockchain after the consensus
procedure cannot be modified, and this property is usually
called immutability [16]. However, if a malicious group con-
trols more than 50% of the total hash power of the machines
in the blockchain network, that group can rewrite all the block
history invalidating the information written in the previously
accepted blocks. This attack is usually called 51% attack.
Since this attack can undermine one important property of
blockchain, i.e. immutability, this attack will also be referred
to as immutability attack in this paper, and we focus on
this problem. One reason to define a new terminology for
this well-known attack is that we found that this attack is
possible with a much smaller ratio of malicious nodes if they
are connected with a relatively small delay, which will be
discussed later in Sections V and VI.

In more detail, we derive a condition to guarantee a negli-
gibly small immutability attack success probability. This con-
dition can provide a guideline on selection of multiple control
parameters ensuring the stability of the regional blockchain.
The key contributions of our paper can be summarized as
follows:

a) We derive a condition for a low success probability of
immutability attack in terms of the numbers of good
and malicious vehicles, the average puzzle computation
time, and block message delivery delay.

b) Through simulation, we show that the immutability
attack success probability can be maintained close to
zero when the above condition is satisfied.

¢) Our derived condition for this low immutability attack
success probability can provide a useful guideline for
the selection of several control parameters including
message delivery delay between vehicles, puzzle com-
putation time, number of vehicles etc., while guar-
anteeing stable operation of the regional blockchain.
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FIGURE 1. The working principle of blockchain.

Thus, the condition can be useful in designing new
types of regional blockchains.

The remainder of our paper is organized as follows.
Section II presents background and related work on
blockchains. Section III discusses the regional blockchain
and its usage in VANETS. Section IV deals with the attacker
model targeting a regional blockchain. Section V derives the
condition for a low success probability of the immutability
attack, and provides a guideline for the selection of dif-
ferent control parameters. In Section VI, we describe the
simulation environment and discuss the numerical results.
Section VII investigates key issues related to message delay,
with possible countermeasures for regional blockchains.
Finally, Section VIII concludes the paper.

Il. RELATED WORK

This section provides a basic background of the blockchain
and then presents related work regarding blockchain in
VANETSs and other fields. Blockchain is a distributed pub-
lic ledger of digital events (or transactions) that are shared
between network nodes [12]. Each event in a public database
is verified by a majority of the nodes in the blockchain net-
work. Blockchain has several advantages, such as decentral-
ization, anonymity, chronological order of data, distributed
security, transparency, and immutability [17]. Owing to the
decentralized nature of the network, blockchain does not have
a single-point-of-failure problem. There are basically two
kinds of blockchain: public and private. A public blockchain
is an open blockchain where anybody can participate in the
network and interact with the blockchain without permission.
The private blockchain is based on access control, and per-
mission is needed to participate in the network. The regional
blockchain can be in either of these two categories.

Each block in the blockchain contains the hash of its parent
block recorded inside its header [12], [18], as shown in Fig. 1.
Then, it is shared with other nodes in a distributed peer-to-
peer network without any central authority. The consecutive
hashes of blocks guarantee that transactions come in chrono-
logical order. Then, previous transactions cannot be modified
without modifying their blocks and all subsequent blocks.
A consensus mechanism, such as proof of work (PoW),
is used to select the next block that will be added to the
blockchain. PoW uses a mathematical puzzle that is very
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difficult to solve and easy to verify once the nonce value
is known. It protects the blockchain from the 51% attack.
As long as the computation power of honest nodes is greater
than that of malicious nodes, the blockchain is considered
secure [12], [19]. However, as we show in the remainder of
this paper, the condition for secure operation of blockchain is
more complicated than this.

In a VANET, message security is usually provided using
voting-based approaches [20], [21]. Most approaches attempt
to solve the issues related to secure message dissemination by
using voting, or a similar method, that requests the opinions of
neighboring vehicles to determine the trust level of the nodes.

However, the main issue with these types of approaches
is that we cannot know if the feedback information obtained
from neighbors, or the node itself is trustworthy or not.
Some research was carried out using blockchain technology
in a VANET. In [22], the authors used blockchain technol-
ogy to support the distributed key management in hetero-
geneous VANETS. Similarly, in [23], the authors combined
VANET and Ethereum’s blockchain-based application con-
cepts, enabling a transparent, self-managed, and decentral-
ized system. The authors used smart contracts to run their
application on the Ethereum blockchain. In [24], the authors
presented a blockchain system that enables VANET nodes to
transact services such as internet service, insurance service
and transportation service, e.g. carpooling. The authors intro-
duced a blockchain-based value transaction-layer protocol for
the VANET to promote vehicle economy. Their work focused
on the transaction protocol layer and provided an abstract
architecture. They mentioned use cases for traffic congestion
and token economy transactions for the VANET, but they did
not discuss blockchain security issues.

There are research papers on utilizing a regional
blockchain in energy micro grids. Micro grid technology
focuses on a local energy grid that can work independently
and autonomously from a central grid [25]. The micro grid
uses local renewable resources efficiently, because the energy
can be lost when it is transported over a long distance using
power lines. The micro grid’s efficiency can be improved
by using local energy markets integrated with balancing
mechanisms. In [13], the authors discussed local energy
markets in a distributed concept based on consumers and
prosumers that can deal with locally generated renewable
energy directly within their region. The authors presented
a private blockchain and simulated a local energy trading
market between 100 housing units without the need of a cen-
tral administrator. The authors only focused on local energy
trading using blockchain, but they did not discuss security
issues while implementing blockchain in a smart grid. Sim-
ilarly, the authors in [26] presented a conceptual framework
of a blockchain-based meter data-aggregation application in a
regional electricity grid. A regional blockchain was presented
based on a private blockchain that aggregates meter data in a
certain geographic area. The nodes acting as smart meters are
clustered together in a regional blockchain. Multiple regional
blockchains are connected to the wide-area blockchain
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maintained by the substation for storing data and process-
ing the aggregated regional smart meter data. The authors
in [27] introduced a new energy community model called
PROSUME, which is an independent, autonomous, decen-
tralized, and self-controlled monitoring system for exchang-
ing energy from local sources. In PROSUME, the energy
service utilizes local energy platforms based on permissioned
blockchain [14]. It helps local community networks to share
energy and optimize the cost and complexity to build micro
grids. The authors used a smart contract, but did not consider
security requirements while using blockchain in their system.

In a supply chain management system, the authors in [28]
attempted to build a secure rice supply chain system based
on blockchain to ensure safe distribution of rice from local
retailers to wholesalers or supermarkets. The blockchain
guarantees the traceability of the rice by storing all the events
occurring within the rice supply chain as well as monitoring
and recording the quality of rice in the blockchain to mini-
mize fraud during the logistics process. However, the authors
did not discuss any security issues for their blockchain. The
authors in [29] proposed a new framework for access control
that enables users to manage and control their data in the
internet of things (IoT). The authors provided a reference
model and implemented their model using Raspberry Pi with
a camera module for monitoring children. Their model pro-
vides a decentralized access control mechanism based on
proof of concept regional blockchain. They used new types
of transactions to grant, delegate, get, and revoke access. The
authors focused only on the access control mechanism for
the IoT, but did not mention any blockchain security issues
such as the 51% attack.

Although the blockchain technology is applied to diverse
fields these days, the effect of key design parameters such
as propagation delay on the security of blockchain system
has not been investigated intensively yet. In [30], the authors
investigated the effect of block propagation delay distribu-
tion on the blockchain fork probability. They mention that
the increase of propagation delay may weaken the security
of blockchain network. However, they did not provide any
quantitative analysis on this matter, since they concentrated
on explaining blockchain forks. In [31], the authors discuss
optimal attacker strategies for double-spending attack and
selfish mining under the given values of the parameters such
as network propagation and block generation intervals. How-
ever, in this work, the network propagation parameter is not
the propagation delay, but the connectivity of the adversary,
i.e. the fraction of the network that receives the adversary’s
blocks in the case when the malicious and the honest miners
release their blocks simultaneously in the network. The secu-
rity of a given blockchain system against the double-spending
attack is analyzed using the parameter vy, the minimum trans-
action value that makes double-spending more profitable than
honest mining. However, this parameter may not be appropri-
ate in analyzing the security of blockchain systems against
the 51% attack that attempts to forge a part of history on the
blockchain, especially when the information recorded in the
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blockchain is not a monetary transaction, e.g. traffic event
information in VANET. In this paper, we focus on the 51%
attack which can undermine the immutability of blockchain
systems, and investigate the security of blockchain systems
by analyzing the success probability of 51% attack under the
parameters such as the number of good nodes, the number
of bad nodes, the message delivery time, and the puzzle
computation time in detail.

Ill. REGIONAL BLOCKCHAIN FOR VANETS

In this section, we introduce a regional blockchain for a
VANET. The issues with global blockchains are propagation
delay, scalability, and a long consensus convergence time
that may not be suitable for real-time VANET applications.
In most countries, the range of vehicles is geographically
bounded, because vehicles may not be allowed to cross inter-
country borders. Thus, the traffic event information of one
country needs not be shared with the vehicles located in
other countries. In this situation, applying a global blockchain
for a VANET will be inefficient in terms of propagation
delay, block size, puzzle computation time, etc. Therefore,
we assume that each country will maintain a unique regional
blockchain based on geographic borders. The advantage
of the regional blockchain is that the block transmission
delay between the vehicles can be reduced, and the message
exchange rate between the vehicles can be decreased due to
the limited number of vehicles in a given area.

In the regional blockchain, the event information that
occurred in any specific location will be recorded in an
unconfirmed event message pool of each node. Each vehicle
in the regional blockchain acts as a miner or as a light node
that simply generates event messages. Similar to the conven-
tional blockchain, new blocks are built based on the event
messages and the hashes of the previous blocks. The new
blocks are chained together with the current block in a con-
secutive order to make a regional blockchain. The miners
including vehicles and RSUs mine new blocks by using a
consensus algorithm such as PoW [12]. Thus far, many con-
sensus algorithms have been proposed including PoW, proof-
of-stake (PoS), proof-of-capacity (PoC), practical byzantine
fault tolerance (PBFT) [32], [33]. The regional blockchain
can be built based on them. However, PoW used in Bitcoin
and Ethereum is still a major consensus mechanism [34], and
thus, we focus on PoW as a consensus mechanism in this
paper.

After POW puzzle computation, the new blocks are broad-
cast in the regional blockchain network. All the vehicles in
the regional blockchain network will receive the new blocks,
and they will verify the received blocks and update their
blockchain. Thus, the regional blockchain stores all the his-
tory of event information that occurred in the given area.

If the history of all events in the given area is stored
in a regional blockchain along with information about the
nodes that reported the specific events, then the trust level
of each node could be determined based on the reports stored
in the blockchain. For example, let us assume all the event
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FIGURE 2. Secure message dissemination in VANET based on regional
blockchain.

messages from each vehicle is recorded in the blockchain.
If the information left in the blockchain is immutable, then the
number of true messages and the number of false messages
can be counted for each vehicle, and the trust level of a
specific vehicle might be determined as the ratio of the true
messages to the total messages from that vehicle [25]. How-
ever, our main focus is on the design of a regional blockchain,
but not on the trust level evaluation for each vehicle. Thus,
we want to investigate the issue of trust level evaluation
separately in our future work. The assumptions needed to run
a regional blockchain in VANETS are discussed below.

A. ASSUMPTIONS

We assume that the vehicles participating in the regional
blockchain are equipped with various sensors including on
board units (OBUs), tracking sensors, and GPS. In the
regional blockchain, each vehicle uses V2V, V2I, and
vehicle-to-everything (V2X) communications [35], as shown
in Fig. 2. We assume that the critical-event messages are
disseminated within a region of interest (Rol) in a specific
geographic area. In addition, we assume that video surveil-
lance systems installed inside the vehicles, such as black
boxes, act as a ground truth source for the critical-event infor-
mation. The distributed video surveillance systems provide
video frames to the road side units (RSUs) or edge devices
that extract useful features, and information in real time using
machine learning techniques [36]. Reinforcement learning
used on the video frames over time can track and detect event
information in real time, and the detection results can be
used as forensic evidence for event information [16], [37].
We assume that the good vehicles follow the PoW-based
blockchain protocol in the network, i.e., if a good vehi-
cle receives an invalid block, then it will reject that block.
We assume that good vehicles will get some kind of incentive
that will motivate them to mine new blocks [35]. In this
paper, we focus on how to reduce the success probability of
the immutability attack by carefully selecting various control
parameters for secure operation of the regional blockchain in
a VANET.
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TABLE 1. Event message format.

Message body
PID Pseudo ID of the node
Pub address: Public key
Event ID ID of event
Event Type Types of event
TimeStamp Event timestamp
Location Event location
Direction Driving Direction

B. EXAMPLE OF A REGIONAL BLOCKCHAIN FOR VANETS
We consider a regional blockchain for VANETSs because the
conventional global-scale blockchain might be unsuitable.
The regional blockchain for the VANET stores event informa-
tion instead of transactions. Similar to the Bitcoin blockchain,
the regional blockchains store and manage event information
in a distributed manner.

When a vehicle encounters events on the road such as
traffic jams, accidents, slippery road, etc., it will broadcast
an event message with several parameters. All the vehicles
broadcast their positions through beacon messages indicating
the vehicles’ location at a particular time. Before broadcast-
ing the messages, each vehicle generating an event message
verifies the event information. The event message contains
information such as pseudo ID, event type, event ID, location,
direction, and timestamp, as shown in Table 1. Such event
messages are stored in the unconfirmed event message pool
of each vehicle. The vehicles collect different event messages
from the unconfirmed message pool. They check each event
message based on evidence with regard to the sender vehicle’s
event location, event ID, driving direction, speed, timestamp,
and the contents of a surveillance video. If there is no problem
in the selected traffic event message, the vehicle generates
a new block by solving a PoW puzzle. The vehicle then
broadcasts the new block to the regional blockchain network.
When other vehicles receive a newly created block, they
verify that the block’s hash is valid. After block verification,
the vehicles continue constructing a new block using the hash
of the last accepted block.

The verifiers can use the following message verification
policies to know the trustworthiness of a given message.

o Check if the message is first-hand information

o Check the timestamp

o Check location, direction, and speed of the vehicle

o Collect supporting information regarding the particular

event, such as messages received from neighboring vehi-
cles located near the event location, video surveillance
data, etc.

When new miner vehicles join the blockchain, they syn-
chronize their copies of the blockchain against those of other
vehicles in the network. All vehicles have their own copies of
the regional blockchain in a distributed network. Independent
validation of each new block by each vehicle in the network
ensures that malicious vehicles cannot easily forge a history
of the traffic events. In addition, each block depends on the
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FIGURE 3. An example of immutability attack.

previous block’s hash, and therefore, altering or forging a
block is very challenging, and needs significant computation
power to change the successor blocks. If consensus on the cur-
rent state is accomplished by all the participating miner vehi-
cles in the regional blockchain network, then this blockchain
will be used as a ground truth source for the next block.
Even if any malicious vehicle or group tries to modify the
block contents, they would have to redo this complex work.
Adopting the regional blockchain in vehicular networks is
not straightforward because of the security issues, such as the
immutability attack.

IV. ATTACKER MODEL

In a VANET, the 51% attack or the immutability attack
occurs, when the attacker nodes attempt to modify the con-
tents of an old block in the blockchain. The attacker nodes
might collaborate with each other to create an attacker pool
and take control of the regional blockchain network. The
nodes in the attacker pool might have a relatively short
message delay between them. We assume that the message
delivery time between malicious nodes is shorter than or
equal to the message delivery time between good nodes. The
short message delay between the nodes within the attacker
pool can contribute to the fast growth of the blockchain on
the attacker’s side, which will be discussed in more detail
later. When the malicious group’s chain length exceeds that
of the good group, the good group will accept the longer
chain, leading to the success of the immutability attack by
the malicious group, as shown in Fig. 3.

We assume that multiple malicious nodes form a group
to launch an immutability attack on a commonly selected
block, e.g. block 3a in Fig. 3, and they grow their own
chain by rejecting the blocks from the good nodes until
their immutability attack succeeds. We want to introduce one
important parameter, k, which affects the success probability
of the immutability attack by the malicious group. In Fig. 3,
X denotes the last legitimate block in the regional blockchain
at time ¢, and this block is called the head-of-line (HoL) block
at time ¢. In this figure, the colluding attackers want to change
the contents of block 3a. The distance between the HoL block
and this old block is k, which will be referred to as the initial
chain depth (ICD) throughout this paper. We can easily expect
that the immutability attack will be less successful as the
value of k increases. The immutability attack succeeds only
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TABLE 2. Abbreviation of notations.

Notations Descriptions

m Number of good vehicles

n Number of malicious vehicles

/2 Puzzle computation time of a single
vehicle

1A Block delivery time between any pair of
good vehicles

P, Block delivery time between any pair of
malicious vehicles

X(t) Length of the chain grown by good
vehicles at time t

Y(t) Length of the chain grown by malicious
vehicles at time t

k ICD, i.e., difference between X(t) and
Y(t) just before attack

S: Random variable denoting the first block-
generation time

q Random variable denoting puzzle
computation time

u Service rate of queueing system

p Offered load of queueing system

l Queue length

when the chain length of the malicious group gets longer
than that of the good group. Thus, for a sufficiently large
value of k, the immutability attack success probability can
be reduced close to zero if some condition is satisfied, and
we will investigate this condition in more detail hereafter.

V. CONDITIONS FOR A LOW SUCCESS PROBABILITY
OF IMMUTABILITY ATTACK
In this section, we derive the condition required to lower the
success probability of the immutability attack in terms of the
following parameters: number of good vehicles (m), num-
ber of malicious vehicles (n), average puzzle-computation
time of a single node (1/1), and node-to-node block delivery
delay (P). Before detailed derivation of the relation, we revisit
the assumptions required for the analysis. The notations used
in the derivation of the relation are summarized in Table 2.
We assume that each of the good and malicious vehicles
has the same processing power to simplify the analysis. How-
ever, the computation power of the malicious group can be
adjusted by changing the number of malicious vehicles (n).
q denotes a random variable corresponding to the puzzle
computation time of a single vehicle. Then, we can assume
that g has an exponential distribution with parameter A,
ie. g ~ Exp(A) [38], [39]. All the mining vehicles are
classified into two groups: the good vehicle group and the
malicious vehicle group (i.e. attacker pool). Each vehicle in
the good vehicle group behaves in a normal manner as a usual
mining vehicle without any collusion with other vehicles.
When a good vehicle receives a new block, if the length of
the chain corresponding to the new block is longer than that
of the current chain that the vehicle is utilizing to generate a
new block, it will accept the new chain by quitting its current
puzzle computation. This will be referred to as the longest
chain rule in this paper. However, we assume a different
behavior for the malicious vehicles. Each malicious vehicle

VOLUME 7, 2019



R. Shrestha, S. Y. Nam: Regional Blockchain for Vehicular Networks to Prevent 51% Attacks

IEEE Access

L [ ]

t_Y_A_Y_A_Y_I

S S S

M
e

FIGURE 4. GI/G/1 queue for modeling Q(t).

colludes with other malicious vehicles to successfully launch
the immutability attack. Each malicious vehicle knows the
members of the malicious group, and receives the newly
generated blocks only from members of this group while
ignoring blocks from the normal group.

In order to consider the worst-case scenario, we assume
that the malicious vehicles are located geographically close
to each other, and the message delivery time among them is
shorter than for the good vehicles. In other words, the mali-
cious group members can exchange the newly generated
blocks with other vehicles in the same group with a smaller
delay of P,,. On the other hand, we assume that the message
delivery time is fixed to a constant P, for any pair of good
vehicles, in order to simplify the problem. The message deliv-
ery time between the good group and the malicious group is
assumed to be P, as well.

We now investigate the meaning of success for the
immutability attack, and how it can be defined mathemat-
ically. Let us consider a case where the malicious group
attempts to change the contents of an old block in the current
blockchain, which is k blocks ahead of the HoL block in
the chain. The immutability attack is successful when the
length of the chain grown by the malicious group exceeds
that of the chain grown by the good group at any moment over
time because of the longest chain rule of the normal vehicles.
X(t) and Y (¢) denote the length of the chain grown by the
good group and that of the chain grown by the malicious
group at time ¢, respectively. Then, the immutability attack
fails when min;>oX () — Y (¢) > 0, and thus, we have

Pr (double spending attack fail)
= Pr(min;>o{X () — Y (1)} = 01X (0) =Y (0) = k). (1)

If we put Q(t) = X(t) — Y(¢) under the condition Q(0) > 0,
then Q(¢) can be considered as the queue length of the below
queueing system until Q(¢) becomes zero. We assume that the
length of the blockchain of the good group is longer than that
of the blockchain of the malicious group by k blocks at time 0,
and all the good and malicious vehicles simultaneously start
puzzle computation on a new block at t= 0. We also assume
that every vehicle can access the same list of messages, and
there are a sufficiently large number of messages to mine
without any discontinuity.

In Fig. 4, S1 is a random variable denoting the first block-
generation time from the good group since t= 0, and this
will be determined by the vehicle that solves the puzzle
earliest from among the m good vehicles. The vehicle that
generated the first block in the good group has the advantage
of working on the puzzle for the next block earlier than
other vehicles by message delivery time P,. If this vehicle
does not complete the second puzzle computation within
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P, from the first puzzle-computation time, Si, then it needs
to fairly compete with other vehicles in the good group.
Let S; i = 2,3,4...) denote the time interval from the
(i-1)-th block-generation epoch to the i-th block-generation
epoch. Then, Q(¢#) increases by 1 at the interval of S;, and thus,
the block generation from the good group forms the arrival
process in Fig. 4. Whenever the malicious vehicles find a new
block, Q(¢) decreases by 1 from the definition of Q(¢), and
thus, the block generation from the malicious group forms the
departure process in Fig. 4. If we assume zero propagation
delay among the malicious vehicles, the service rate of the
queue (1) becomes nA, when the puzzle solution-generation
rate of a single vehicle is A.

From the definition of 1 and S; (i = 2,3,4...), we can
easily find that

S1 ~ Exp (m)).

Si(i>2) = Q|q§Pga
P, + 8y,

if g < Py,
ifq>ng

where g is arandom variable denoting the puzzle computation
time of a single vehicle as mentioned above, and ¢/, P,
means a random variable with a truncated exponential distri-
bution having zero density over P,. Then, the arrival rate of
the queueing system (1) can be expressed as 1/E [S;] (i > 2),
and the queueing system becomes a GI/G/1 queue. When the
offered load p = '/’ is larger than 1, the queueing system
becomes unstable, and lim;_, o Q(¢) = oo [40]. If Q(t) = X(t)
— Y(t) diverges to infinity, then for an arbitrary positive queue
length /, it is possible to find ¢’ such that

0@ >1,

Thus, Q () is positive for ¢ > ¢’. Let us investigate Q (1)
for 0. The puzzle computation time of each vehicle has a
lower bound of a fixed number of CPU clock cycles, which
corresponds to the puzzle resolution in its first attempt. This
is the minimum interval where either X(¢) or Y(t) retains
the same value before their values increase by 1, and X (¢)
or Y(¢) change only by 1 whenever they change. Since the
interval [0, ] is finite, Q (¢) cannot diverge to minus infinity
during this finite interval, even though the malicious vehicles
resolve the puzzles much faster than the normal vehicles.

If we put Qin = 0min o),

<t<t’

then, Q (t) > I’ = min {0, Omin} for # > 0, since > 0.

IfweputY' (1) =Y (¢r) — |l'],

then we have,

@

vt >t

Q=X -Y O =X0~-Y®O+||
=Q@)+|I'| =0, fort=>0.

This means that if we increase the value of k sufficiently
by having the malicious group work on an older block,
then the failure probability of the immutability attack can be
maintained close to 1 according to (1). We now investigate
the condition for the unstable queueing system, i.e. p =
A/ > 1, in more detail.
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The expectation of S; given in (2) can be obtained as
E[Si] = Pr(q < P;) E [Silg < Pg]
+ Pr (q > Pg)E [S,~|q > Pg]

L1 1Y\
= - - — 8 3
Py <A m/\)e )

Let T; (i = 2,3,4...) denote the time interval from the
(i-1)-th block-generation epoch to the i-th block- genera-
tion epoch among the malicious vehicles. Then, u’ can be
expressed as ' = 1/E[T;]. By following the derivation of
E[S;]in (3), E[T;] can be obtained as follows:

1 1 LY _p,
ET] = 7 (A M)@ . “)
where Py, is the message delivery time between two vehicles
in the malicious group, and we also assume that this value
is the same for each pair of vehicles in the malicious group,
in order to simplify the analysis. We have p = A'/u/ =
E[T;]/E [Si]. By combining (3) and (4), it is possible to
express the instability condition p > 1 in terms of n, m,
E[q] (= 1/)), Pg, and Py, as follows:
1 1 _Pg—Pm
1——<<1——>e Elal 5)

n m

Thus, we can say that for a sufficiently large &, if the
condition of (5) is satisfied, the immutability attack success
probability can be maintained close to zero. Let us consider a
simple example where Py = P, i.e. the malicious group and
the normal group have the same propagation delay. In this
case, (5) is simplified to

m > n.

This means that for a sufficiently large k, the immutability
attack can be prevented with a probability close to 1 as long
as the good vehicles outnumber the malicious vehicles under
the assumption that the CPU performance of every vehicle is
the same, which is consistent with the common belief of the
51% attack. If we solve (5) in terms of E[g], then we obtain

Py — Py

-1\
log ( 1_’{1)

This inequality provides a lower bound of the aver-
age puzzle-computation time,E[q], which can prevent the
immutability attack with a very high probability for a suffi-
ciently large k, when the values of m, n, P, and Py, are given.
As an example, when m = n, the lower bound on the right-
hand side of (6) diverges to infinity, and this means that the
immutability attack cannot be prevented with a finite value
of E[q]. However, if m > n, then the lower bound on the
right-hand side has a finite value, and (6) can provide a useful
guideline on the average puzzle-computation time. We also
find that E[g] should be proportional to the gap between P,
and P,,. In other words, the message delays of the good group
and the malicious group also significantly affect the stability
of the blockchain system.

Elq] > (6)
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TABLE 3. Simulation environment for simulator validation.

Parameters Values
# of nodes in the blockchain network 6000
Average block generation interval in the network 10 minutes
Average block delivery time 8.7 seconds

TABLE 4. Stale block rates measured by two simulators (a) unsolicited
block push mechanism used for block propagation and (b) standard block
propagation mechanism.

Our simulator
1.43%

NS3 Bitcoin simulator [31]
(a) 0.13% - (b) 1.88%

Stale block rate

VI. NUMERICAL RESULTS

A. SIMULATION SETUP

In order to evaluate the validity of the stability condi-
tion derived in Section V, we developed a discrete-event
blockchain simulator using C++-. We performed simulations
to analyze the success probability of an immutability attack
for diverse sets of blockchain control parameters. The control
parameters include the numbers of good and malicious vehi-
cles, average puzzle-computation time, and block delivery
time. We also investigated the effect of the difference between
the good-vehicle chain length and the malicious-vehicle chain
length, i.e. ICD (k).

The simulations were performed on desktop computers
running Windows 10, with a 3.20 GHz processor and 8 GB
of main memory. All the simulations were run considering
the stability condition given in (5). We assumed that each of
the good and malicious vehicles has the same computational
capacity.

B. SIMULATION RESULTS

In [31], the authors made a Bitcoin blockchain simulator
using ns-3, a popular discrete-event simulator, to compare
different types of blockchain applications, including Bitcoin
and Litecoin. They verified the validity of their simulator by
comparing the stale block rate measured in the real Bitcoin
network with that obtained from their simulator. The stale
block means the block that is not included in the main chain
of the longest length, when a fork is resolved [31], and the
stale block rate is defined as the ratio of the number of
stale blocks to the total number of blocks added to the final
blockchain during the measurement period. Thus, we validate
our simulator by comparing the stale block rate obtained by
our tool with that obtained by the simulator of [31].

Table 3 shows the parameters considered for this sim-
ulation. The detailed values are determined based on the
simulation environment considered in [31]. Table 4 compares
the stale block rates measured by two different simulators
over 10000 blocks. In our simulator, the block delivery time
is a control parameter, and if the value is selected by a
user, that value is applied to each pair of blockchain nodes.
Thus, our simulator assumes the maximum connectivity [30],
which corresponds to the full mesh connection among the
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TABLE 5. Summary of simulation scenarios.

Scenario  No. of good No. of Average Message delivery Message delivery  ICD (k)
no. vehicles (m) malicious calculation time  time (Good group) time (Malicious
vehicles (n) (sec) (B) group) (By,)
1 12, 14,15 10 100 1 0 5~100
2 (a,b) 200, 250, 300, 400 100 100 0.5 0 5~100, 10~1000
3 2000, 2500, 3000 1000 100 1 0.95 1~150
4 200 100 100 1 0.1 ~1 10
5 200 100 10 ~ 1000 1 0.95 10
6 100~3000 400 100 1 0.8,0.9 100
7 400 100~1500 100 0.9 1 100

90 m=12
80 m=14
70 m =15

ss prob

Attack succe:

10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100
ICD (k)

FIGURE 5. Immutability attack success probability vs. ICD (k) forn = 10
(scenario 1).

blockchain nodes, to reflect the assumptions made for the
analysis in Section V. Table 4 shows that the stale block rate
measured by our simulator belongs to the range obtained from
the simulator of [31], even in the presence of the simplifying
assumption on the block delivery time. Since our simulator
reflects the collusion attack scenario of Section V and it is
optimized in terms of the simulation time, all the subsequent
scenarios are tested based on our simulator.

We considered seven different scenarios by varying
parameters such as the numbers of good and malicious
vehicles, ICD (k), the message delivery time, and average
puzzle-computation time. The simulation scenarios are sum-
marized in Table 5. We investigated the stability of the
regional blockchain in terms of the success probability of the
immutability attack. We calculated the attack success proba-
bility by averaging the simulation results for 1000 simulation
runs.

In the first scenario, the numbers of good and malicious
vehicles are small. Fig. 5 shows the results of the first sce-
nario. We calculated the immutability attack success proba-
bility by setting the number of malicious vehicles at 10 and
varying the number of good vehicles. We set the average
puzzle-computation time to 100 seconds, the message deliv-
ery time of good-vehicle group is one second, and that of
malicious vehicle group is zero seconds. We assumed that the
malicious vehicles collude with each other to form an attacker
pool with zero message delay. When the number of good
vehicles is 12, the immutability attack success probability is
high for a small value of k. It decreases as the value of k
increases and it converges to zero after k goes over 55.

When the number of good vehicles is 14, the immutability
attack success probability decreases to 23% for k = 5 and
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FIGURE 6. Immutability attack success probability vs. ICD (k) for n = 100
(scenario 2 (a)).

becomes zero after k = 30. Similarly, when the number of
good vehicles is 15, the immutability attack success probabil-
ity decreases to 15% for k = 5 and becomes zero for k = 20.
Thus, we find that the immutability attack success probability
can be maintained close to zero for a sufficiently large value
of k as long as the stability condition of (5) is valid, which
agrees well with the conclusion of the analysis in Section V.

In the second scenario, we set the number of malicious
vehicles to 100 and changed the number of good vehicles
from 200 to 400. The second scenario consists of two sub-
scenarios. Scenario 2 (a) focuses on smaller values of k,
whereas Scenario 2 (b) covers a wider range of k to show the
convergence of the immutability attack success probability
for large values of k. Fig. 6 shows a rather high success
probability for smaller values of k£ when m = 200. As the
number of good vehicles increases, the immutability attack
success probability decreases drastically and converges to
zero. When the number of good vehicles is 400 and k = 5,
the success probability is around 5%, and it converges to zero
after k = 15. However, when the number of good vehicles
is 200, the immutability attack success probability reaches
about 45% for k = 100. We ran additional simulations to
see the trend for larger values of k, when the number of good
vehicles is 200. Fig. 7 shows that for a sufficiently large k,
the immutability attack success probability approaches zero.

In the third scenario, we increased the number of good and
malicious vehicles from hundreds to thousands. Fig. 8 shows
the result for this scenario. When the number of good vehicles
is 2000, the immutability attack success probability is over
95% for small values of k. However, the success probability
decreases as the value of k increases. The success probability
reaches zero for k = 150, as shown in Fig.8. When the
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FIGURE 7. Immutability attack success probability vs. ICD (k) for n = 100
(scenario 2(b)).

1 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100 15
ICD (k)

FIGURE 8. Immutability attack success probability vs. ICD (k) for
n = 1000 (Scenario 3).
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Message delivery delay of malicious vehicles (s)

FIGURE 9. Immutability attack success probability vs. message delivery
delay of malicious vehicles for Pg= 1 (scenario 4).

number of good vehicles is high (up to 2500 or 3000), the
immutability attack success probability drastically decreases
and converges to zero, even for small values of k. This shows
that if the stability condition of (5) is satisfied, the immutabil-
ity attack can be prevented effectively for a sufficiently large
value of k.

In the fourth scenario, we calculated the immutability
attack success probability against the different values for the
message delivery delay of the malicious group. The message
delivery time of the good group is fixed to one second.
We set the value of k to 10, and the numbers of good
vehicles and malicious vehicles are fixed at 200 and 100,
respectively. All other parameters for the fourth scenario are
given in Table 5. The immutability attack success probability
remains at 100% for the block propagation delays of less
than 0.4 seconds, and it starts to decrease with a higher
message delay for the malicious vehicles. The immutability
attack success probability becomes zero when the message
delay of the malicious vehicles is greater than or equal to
0.8 seconds in Fig. 9. Thus, we find that the message delivery
delay of the malicious group significantly affects the success
of the immutability attack. Especially, this simulation result
implies that if the message delivery delay of the malicious
group is very low, the 51% attack can be successful only
with 33% (= 100/300) of the total computation power.
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FIGURE 10. Immutability attack success prob. vs. average puzzle
calculation time (s) for Pg = 1and Py = 0.95 (Scenario 5).

In the fifth scenario, we calculated the immutability
attack success probability against the different values of
average puzzle-computation time. The detailed parameters
for the simulation are given in Table 5. For a low aver-
age puzzle-computation time of 10 seconds, the attack
success probability is around 90%. When the average
puzzle-computation time becomes 20 seconds, there is a
sharp reduction in the immutability attack success proba-
bility. The immutability attack success probability becomes
zero at the average puzzle-computation time of greater than
20 seconds, as shown in Fig. 10. Thus, a higher puzzle com-
putation time can be helpful in preventing the immutability
attack, which agrees with the conclusion of (6) in Section V.

In the sixth scenario, we ran the simulation to investigate
the effect of the gap in message delivery delay between the
good group and the malicious group on the immutability
attack success probability. The parameters for this scenario
are given in Table 5. We ran simulations for a large number of
malicious vehicles, i.e. 400, with different message delivery
times for the malicious group. The message delivery time for
the good group is fixed to one second. When the message
delivery time of the malicious group is 0.8 seconds, the mes-
sage delay gap between the good and malicious groups
becomes 0.2. The immutability attack success probability is
100% even for a large number of good vehicles (e.g. 1800).
If we increase the number of good vehicles further, then
the immutability attack success probability decreases and
reaches zero. When the message delivery time of malicious
group is increased from 0.8 seconds to 0.9 seconds, then the
message delay gap between the good and malicious groups
becomes 0.1. In this case, the immutability attack success
probability drops to zero for a relatively smaller number
of good vehicles (i.e. 700). This graph shows that even a
small difference in the message delivery delays between the
good group and the bad group can affect the immutability
attack success probability significantly. We find that as the
message delay gap between the good group and the bad group
increases, the bad group can launch the immutability attack
successfully with a smaller number of bad group members
compared to the number of good group members. In other
words, it shows that 51% attack is possible with a small
ratio (<0.5) of malicious nodes if the message delay for the
malicious group is sufficiently short.

The last scenario is very similar to the previous sce-
nario. In this scenario, the message delay for the good
group (0.9 seconds) is shorter than that for the malicious
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FIGURE 11. Immutability attack success probability vs. number of good
vehicles (m) for Pg = 1 (scenario 6).
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FIGURE 12. Immutability attack success probability vs. number of
malicious vehicles (n) for Pg= 0.9,Pm= 1(scenario 7).

group (1 second). Since the message delay has been reversed
between those two groups, we fixed the number of good
nodes (m) to 400, and changed the number of malicious
nodes (n) from 100 to 1500. Fig. 12 shows that 51% attack
cannot succeed even when n is 600 for m = 400. Thus,
we find that the blockchain system can be protected from the
51% attack effectively even with a smaller number of good
nodes when Py < Py,.

VII. MESSAGE DELAY RELATED ISSUES

AND COUNTERMEASURES

The regional blockchain may not be stable if the message
delivery delay of the malicious group is significantly shorter
than that of the good group. In a VANET, the malicious vehi-
cles might create a pool of attackers to reduce the message
delivery delay between them. On the other hand, the message
delivery delay among the good group members might be
longer than that. In this case, stable operation may not be
guaranteed, even though we increase the number of good
vehicles significantly. If the gap between the message deliv-
ery delays of the good vehicle group and the malicious vehicle
group is reduced, then the immutability attack can be pre-
vented, as shown by the simulation results in Section VI.
The issue of speeding up the propagation of blocks in the
Bitcoin network has been discussed in [30], [31]. The authors
of [30], [31] recommended minimization of verification,
pipelining of block propagation, increase of connectivity,
unsolicited block push, and relay networks. In addition to
those techniques, we want to consider solutions considering
the characteristics of VANET.

One possible solution to this issue is to decrease the mes-
sage delivery delay between the good vehicles. We assume
that RSUs are installed on the roads for V2I communications.
All the RSUs are interconnected with each other using a
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wired network or optical fibers to guarantee low latency
between them [41]. The vehicles can easily communicate
with the RSUs using V2I communications. The end-to-end
transmission delay between the good nodes can be reduced
by utilizing wired connections between the RSUs. We assume
that the RSUs will not be compromised easily. Even if some
RSUs are compromised by the malicious vehicles, the num-
ber of RSUs compromised by the malicious vehicles will be
small compared to the number of the legitimate RSUs. Thus,
if the stability condition of (5) in Section V is satisfied by
including RSUs in the good node group and by reducing
the message delay using wired connections between RSUs,
the regional blockchain might be safe from the immutability
attack.

As another approach for reducing the message delivery
delay between the good vehicles, we can consider applying
cloud computing to the VANET. There were several research
efforts at integrating cloud computing with VANETSs. The
vehicular cloud aggregates vehicular computing resources by
interconnecting several vehicles in the cloud network [42].
Integrating the vehicles in the cloud enhances the compu-
tational capabilities, reliability, and scalability. It reduces
delays that are crucial for exchanging the critical-event mes-
sages [43], [44], and solves some issues related with routing
in V2V communications [45]. One issue with this approach
is that if the nodes in the good vehicle group interconnect
with each other using the cloud network for reduction of the
message delivery delay, then the malicious vehicle group can
use the same strategy to get connected to many malicious
vehicles with a lower latency. In this case, the immutability
attack may not be resolved efficiently.

As another application of the cloud, the RSUs can inter-
connect with each other and share their resources to form
an RSU cloud to enhance computational capabilities with a
low latency [46]. The RSU cloud hosts the computation ser-
vices to meet the demand from the vehicles. If the vehicular
clouds can be combined with RSU clouds, then the computing
capability will have a synergy effect. In addition, the message
delay between the good group nodes can be reduced. These
approaches will be investigated further in future work.

VIil. CONCLUSION

Regional blockchain is a blockchain shared among the mem-
bers populated in a confined area. Since the area is limited,
the message delivery time is reduced, and the puzzle compu-
tation time can be reduced as well. However, there was no
previous work that suggests a guideline on the new puzzle
computation time for this regional blockchain.

In this paper, we investigated how to design a secure
regional blockchain for vehicular networks using several
blockchain parameters. We showed that the puzzle compu-
tation time can affect the security of the blockchain espe-
cially in terms of the success probability of the 51% attack,
which is also referred to as immutability attack in this
paper. We derived a stability condition that guarantees a
low immutability attack success probability in terms of the
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number of good nodes, the number of malicious nodes,
message delivery times, and the average puzzle computa-
tion time. We showed the validity of the stability condition
through simulation, and investigated the effect of each con-
trol factor on the immutability attack success probability in
detail. We found that the gap between the message deliv-
ery time of the good node group and that of the malicious
group plays a very important role in the stability of the
regional blockchain among the various control parameters.
For example, 51% attack was possible even with a small ratio
of malicious nodes, if the message delay for the malicious
group is sufficiently shorter than that for the good node group.
We also investigated a couple of ways to realize a low mes-
sage delay among the good nodes in VANET qualitatively.

Our current analysis assumes that the initial chain depth,
i.e. the depth of a block that the malicious group wants to
forge, is sufficiently large for the stability of the blockchain
system. The effect of the initial chain depth on the stability
of the blockchain system has been investigated only through
simulation in this work. The mathematical relation between
the initial chain depth and the 51% attack success probability
will be investigated further in our future work.

APPENDIX
See Table 6.

TABLE 6. Acronyms

Acronyms Description

CA Central Authority

IoT Internet of Things

LIDAR Light Detection and Ranging

OBU On Board Unit

PoW Proof of Work

PoS Proof-of-Stake

PoC Proof of Capacity

PBFT Practical Byzantine Fault Tolerance

RSU Road Side Unit

Rol Region of Interest

V2X Vehicle to Everything

V2I Vehicle to Infrastructure

VANET Vehicular Ad-hoc Network

HoL Head-of-Line

ICD Initial Chain Depth
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