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ABSTRACT Currently, the security situation of data security and user privacy protection is increasingly
serious in cloud environment. Ciphertext data storage can prevent the risk of user’s privacy disclosure.
But how to search keyword on ciphertext data without revealing keyword information becomes a new
challenge. Searchable encryption (SE) is put forward for this reason, which can be used to realize ciphertext-
search directly. In terms of multi-user data sharing, public-key encryption with keywords search (PEKS) is
more widely used than symmetric searchable encryption. PEKS has been widely studied and developed by
researchers in recent years. However, the existing PEKS scheme often lacks flexible access policy. Therefore,
combining the advantage of policy control on attribute-based encryption (ABE), and as that the bilinear
pairing related assumption is fragile in post-quantum era, lattice-based cryptography is considered as one
of secure encryption technology against quantum attack. With this background, in this paper, we give a
keyword-searchable ABE scheme based on the hardness of lattice problems, our scheme supports flexible
attribute control policy by integrating ABE and PEKS, and the security of new scheme is proved under the
learning with errors (LWE) assumption. As lattice-based cryptographic technology is currently thought to
be resistant to quantum attacks, so the new scheme has stronger security in a quantum era.

INDEX TERMS Lattices, attribute-based encryption (ABE), public-key encryption with keyword

search (PEKS), learning with errors (LWE).

I. INTRODUCTION

Now, the flexibility of the cloud platform has led to the
cloud security situation extremely complex. Users’ privacy
protection and data security are more and more widely con-
cerned in cloud storage environment. With the view of pri-
vacy protection and data security, the users usually choose
to encrypt the data before uploading. How to search for
encrypted data on a cloud without divulging the content of
the data has always been a requirement for user privacy
protection. But the traditional encryption technology cannot
adapt to the cloud storage environment. In order to solve this
problem, the searchable encryption technology was put for-
ward in 1996. The ciphertext search technology with hidden
user access mode was firstly given in literature [1]. In 2000,
Song and Wagner [2] gave the practical techniques for
searching on encrypted data. Furtherly, in 2004, asymmetric
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SE scheme was presented by Boneh et al. [3], named public-
key encryption with keyword search (PEKS), which is an
extension and promotion of searchable encryption (SE) in the
symmetric environment. SE allows users to delegate search
capability to a third party without providing it to decrypt.
Its special security advantages include four aspects: provably
security, controlled searching, hidden query and query isola-
tion. The searchable encryption technology is used to ensure
the privacy information and personal data security of users.
However, PEKS focuses on the search of ciphertext data,
which is not well support fine-grained access control of
encrypted files. In the general case, the ciphertext which
contains a certain keyword can be decrypted only by the user
with special privileges. Attribute-based encryption (ABE)
[14], [15] is a cryptosystem that may better implemented
fine-grained access control in cloud storage environment.
In ABE scheme, user identity information is expressed by
a set of attributes. The decryption capability is determined
by the degree of matching between the access structure and
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the property set. It can flexibly describe cryptography system
access control policy. As is well-known, ABE technology
can better support multi-user mode, where the ciphertext
will be selectively decrypted by multiple authorized users.
Therefore, ABE technology is obviously suitable to solve
the problem of fine-grained access control in PEKS scheme.
Now, the combination of ABE and PEKS is a hot topic in the
safe search and privacy protection in cloud application. And
more research results that appear in the literature [16]-[21]
will be given in detail below.

Most of the schemes mentioned above are designed on
the bilinear Diffie-Hellman (BDH) intractability assump-
tions [22]. But with the advent of the post-quantum era,
the super parallel computing capability of quantum computer
will challenge the security of most existing public key cryp-
tography. In 1994, Shor [23] proposed a polynomial time
algorithm for discrete logarithms and factoring on a quantum
computer, called Shor algorithm, which is suitable for solving
difficult mathematical problems such as large integer factor-
ization and discrete logarithm. It can effectively attack RSA
and ECC public key cryptography which are widely used
today. Hence, the bilinear pairing operations are vulnerable
to quantum attacks. In recent years, researchers engaged
in cryptography are looking for more secure algorithms in
post-quantum era, post-quantum cryptography (PQC) [24]
becomes a research hotspot. In this regard, the National
Institute of Standards and Technology (NIST) began to stan-
dardize post-quantum cryptography [25] in 2016. Among
all anti-quantum cryptography algorithms [26], lattice-based
cryptography is considered as a candidate of post-quantum
cryptography.

With the above background, we propose the mathematical
model of keyword-searchable ABE encryption scheme from
lattices in cloud environment. Thus, the new scheme has the
property of resisting quantum attack.

A. RELATED WORKS
o PEKS: Searchable encryption (SE) is an encryption
theory that enables users to search for keywords in
ciphertext. It can make the utmost of the huge computing
resources of the cloud server to search ciphertext with
keyword. PEKS is an extended SE technique in multi-
user search model. In the aspect of multi-user data
sharing, the application scene of PEKS are broader
than that of symmetric searchable encryption (SSE).
At first, in 1996, the concept of SE was proposed
by Goldreich and Ostrovsky [1]. In 2000,
Song and Wagner [2] designed a symmetrical SE scheme
that introduced provable security theory with undistin-
guished security objectives, and could retrieved cipher-
text information disclosure any original files. In 2004,
Boneh et al. [3] firstly presented public-key encryption
with keyword search (PEKS), and constructed a PEKS
scheme on bilinear Diffie-Hellman (BDH) assumption.
In the same year, Waters [4] presented a new method
for constructing searchable encrypted audit logs, which
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can be combined with any existing logging scheme for
tamper-proof purposes. In 2005, Park et al. [5] presented
the public key encryption scheme with conjunctive
field keyword search. It extended PEKS to allow con-
junctive field keyword search on a set of public keys.
In 2006, Curtmola et al. [6] defined SSE in the multi-
user modeling, and presented a highly efficient scheme.
Subsequently, an extension was given in literature [7].
In 2008, Wang [8] presented a threshold privacy preserv-
ing keyword search scheme and proofed security under
the difficulty hypothesis of discrete logarithm. In 2012,
Nishioka [9] presented a new security definition for
non-interactive PEKS, named perfect keyword privacy
(PKP). Same year, Siad [10] extended the notion of
anonymous IBE, and gave a method for converting
the blind anonymous IBE to a threshold PEKS with
oblivious keyword search. In 2015, Rhee and Dong [11]
proposed PEKS with keyword updatability, where a
tagged keyword can be updated upon the receiver’s
request. In recent years, many literatures discussed the
safety of combination of PEK and PEKS, in 2016,
Chen et al. [12] first formalized the stronger security
notion for the scheme of PKE-PEKS, and then gave
two simple design of PKE-PEKS schemes. In 2019,
Suzuki et al. [13] extended the work by compositing
secure PEKS and PKE, and gave an actual example of
EMRs in cloud storage.

Integrate ABE and PEKS: Regarding data access con-
trol, firstly, in 2005, Sahai and Waters [14] presented
an identity encryption scheme based on the biologi-
cal characteristics of information, called fuzzy identity
encryption, which is often seen as a ‘“‘prototype” of
identity encryption scheme. In 2006, Goyal et al. [15]
gave the extension of ABE, which includes two types:
ciphertext-policy ABE scheme and key-policy ABE
scheme. In ABE scheme, each user owns a set of sub-
attributes and a predicate function of a set of attributes.
Only if users’ attributes satisfy the policy can be allowed
to decrypt the ciphertext. ABE is considered as the
most promising cryptographic technique to support fine-
grained access. Nearly years, the integration of ABE
and PEKS is a research hotspot in the secure search
and privacy protection in cloud application. In 2013,
Boneh et al. [16] proposed function-private IBE by pro-
viding predicate privacy in SE. In 2014, Khader [17],
[18] presented a secure design of an ABSE on bilin-
ear maps, and gave an application example of medical
records. The same year, Li et al. [19] presented a single-
keyword searchable encryption scheme on KP-ABE
strategy. Han et al. [20] proposed a method to
transform KP-ABE to ABEKS, and its security was
proved on bilinear Diffie-Hellman (BDH) assumption.
Sun et al. [21] presented an attribute-based PESK
scheme with efficient user revocation that enables
extensible fine-grained search authorization. On this
basis, more practical applications scheme of the
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integration of ABE and PEKS in the cloud stor-
age environment had been presented in the litera-
ture [21], [29]-[31], [37]-[39].

o Lattice-based cryptographic scheme: Lattice-based
cryptographic theory is recognized as the most pow-
erful competitor of the post-quantum cryptography
algorithm standard. In recent years, it has got-
ten rapid development and many excellent research
results have appeared. At first, in 1996, Ajtai [32]
gave a random class of lattices whose impor-
tance was demonstrated in cryptography. In 1997,
Ajtai and Dwork [33] presented a lattice-based public-
key cryptosystem firstly. In 1999, Ajtai [34] proposed
a method for constructing random lattices and their
short lattices. Subsequently, in 2005, Regev [35] proved
that LWE was related to lattice difficulty problems
(such as gap-SVP), and gave a public key cryptogra-
phy scheme on LWE assumption. Furtherly, in 2008,
Gentry et al. [36] designed cryptosystem to construct
a variety of “trapdoor” on lattice difficulty problems.
It was the further practical development of based-lattice
cryptography.

Yet, the research on the PEKS scheme from lattice
are still rare. In 2016, Kuchta et al. [37] constructed
a PK-ABE searchable encryption on lattices. In 2018,
Yang et al. [38] suggested a fuzzy information retrieval
scheme support multi-user based on the lattice difficulty
assumption. The Same year, Rouzbeh et al. [39] proposed
a lattice-based PEKS scheme, and the scheme was imple-
mented and deployed on Amazon Web Services. Other rel-
evant research literature is shown in appendix [46]-[48].

B. OUR CONTRIBUTIONS

The integrating ABE and PEKS can support flexible attribute
control policy. But the design of existing schemes is mostly
based on bilinear pairing and cannot resist quantum attacks.
In this paper, we propose a new keyword-searchable attribute-
based encryption scheme on hardness of standard lattice
problems. Advantages of the scheme are as following:

o Lattice-based cryptographic technology is currently
thought to be resistant to quantum attacks. Thus, the new
scheme has the property of quantum attack resistance.

« New scheme supports flexible attribute control policy
by integrating ABE and PEKS. In the new encryption
system, each user has a set of attributes, which associ-
ating with the private key of them. Different user has
independent private key. It can avoid the risk of leaks
that are caused by multiple users share.

« A complete application scene of new scheme is given in
cloud storage environment, including encrypted original
data by user attribute set, decrypted data by access con-
trol policy, searched data by keyword index, and stocked
data by index structure on cloud server and so on. It cov-
ers the whole process of encryption, decryption, search
and storage. So, the scheme can be more easily applied
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TABLE 1. Symbol description.

Symbol Symbol Description

V4 the set of the integers

R the set of real numbers

Aj eZ” an m- dimensional lattice

/4 a set of keywords W ={kw, kw, ...}

(M, p) an access control policy

[n] the set of positive integers {1,2,...,n}
U= a universal attribute set

S an authorization attribute set
” an index structure of the set of keywords

T, a keyword trapdoor of the keyword kw,
H a secure hash function H:{0,1 }* —>Z 4
/ the number of attributes on a policy (M, p)

to personal health network, wireless sensor network,
vehicle network, etc.

Il. PRELIMINARY

In this section, we give the algorithm definition of KP-ABE
scheme and PEKS scheme separately. The corresponding
security model is given as follows.

A. NOTATION

By convention, a vector be denoted as bold lower-case letter,
e.g. X, and i-th element of vector x be denoted as x;. A matrix
be denoted as bold capital letter, e.g. X, and i-th vector of
matrix X be denoted as x;. The norm of matrix X be defined
as ||X]|2, X be denoted as the Gram-Schmidt orthogonal basis
of X. In this paper, other symbol definitions are shown in
the table 1.

B. LATTICE_BASED THEORY
1) CONCEPT LATTICE
Lattice is the integer linear combinations of some linearly
independent basis vectors B = {by, ba, ..., by} L =
LB) := B -7 = {3 zb; : z; € Z}, where k is called
the rank of the basis, and is an invariant of the lattice.

In order to reduce duplication, more conclusions of lattice
are given in Appendix.

2) LEARNING WITH ERRORS (LWE)

The average-case learning with errors (LWE) problem was
introduced by Regev [35] in 2005, which is the “encryption-
enabling” analogue of the SIS problem.

a: LWE DISTRIBUTION

For a vector s € ZZ called the secret, the LWE distribution
As, over Zy x Zq is sampled by choosing a € Zj uniformly
at random, choosing e < x, and outputting (a, b = (s, a) +
e mod g).
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b: SEARCH-LWEn. g, y.m

Given m independent samples (a;, b;) € ZZ x Zg4 drawn
from As , for a uniformly random s € Zj (fixed for all
samples), find s.

c: DECISION-LWEn g  m

Given m independent samples (a;, b;) € ZZ x Zg4 where
every sample is distributed according to either: (1) Ag , for
a uniformly random s € Zj (fixed for all samples), or
(2) the uniform distribution, distinguish which is the case
(with non-negligible advantage).

Regev[35] proved the following worst-case hardness theo-
rem for LWE.

For any m = ploy(n), any modulus ¢ < 2P°»™_ and any
(discretized) Gaussian error distribution x of parameter g >
2/n where 0 < a < 1, solving the Decision-LWE,, 4 , m
problem is at least as hard as quantumly solving GapSVP,,
and SIVP,on arbitrary n-dimensional lattices, for some

y = O(n/a).

3) LINEAR SECRET SHARING SCHEME (LSSS)

Boolean expression is used to describe access policy in
attribute-based encryption scheme. Each monotonic Boolean
expression can be converted into an equivalent LSSS secret
sharing scheme [49]. The LSSS secret sharing scheme is
defined as follows.

A linear secret sharing scheme IT over a set of parties P
consists of an index map p and a share generating matrix
L e Zﬁ,xg where [ is the number of share specified by the
scheme, and 6 depends on the structure of the scheme. For
alli € 1,2,...,n, the function p maps the i-th row of L
to the corresponding party. For the matrix L maps an input
f-vector v = (s, r1,...,r9), where s € Z, is the secret to
be shared and ry,...,79 € Z, are random, into an output
l-vector L - v = (sq,...,s) containing the share of the
secret s according to IT. The share s; = (Lv); is assigned to

party p (i).

C. ORIGINAL SCHEME DEFINITION

1) KP-ABE SCHEME

We refer to the original definition of the ABE as given by
Goyal [15]. A key-policy attribute-based encryption scheme
(KP-ABE) includes four algorithms as follows:

o Setup(r) — (Pk, Mk) : It creates the system parameters
that executed by attribute authority. It inputs an implicit
security parameter A. It outputs public key Pk and master
key Mk.

o KeyGen(Pk, Mk, (M, p)) — Sk : It generates the users’
private key that executed by attribute authority. It inputs
public key Pk, master key Mk, and an access control
policy (M, p). It outputs private key Sk.

e Encrypt(Pk,S,m) — C : It encrypts a message that
executed by a data owner. It inputs public key Pk,
a subset of attribute S and a message bit m. It outputs
ciphertext C.
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o Decrypt(Pk, Sk, C) — m : It decrypts the ciphertext
that executed by a common user. It inputs public key Pk,
private key Sk and ciphertext C. It outputs the message
bit m just that there is a match between the attributes
set S and the access structure (M, p).

The IND-sCPA security game [50] for KP-ABE scheme:
We define an IND-sCPA security model of KP-ABE scheme
in the following game between an adversary A and a
challenger B.

« Init. A assigns a target attribute set S* that wishes to be
challenged upon.

o Setup. 5 invokes the algorithm Setup to create public
parameter Pk and master key Sk, then sends Pk to A.

o Phase 1. A issues adaptively private key queries
on access structure (M, p), only if S* does not
satisfy (M, p).

o Challenge. A picks two random massages mg, m; to
encrypt. B selects m,(r = {0, 1}) at random on the
challenge attributes S*. If r = 1, B send the ciphertext to
the adversary A. Otherwise, if » = 0, B send a random
element in the ciphertext space to A.

« Phase 2. A may do more private key queries, Phase 1 is
repeated.

o Guess. A must give a guess v’ = {0, 1}of r. If r = 1/,
return 1, otherwise return 0. The advantage of an adver-
sary A is defined as

ARTTPEQ) = Pl =] — 3

Definition I: A KP-ABE scheme is IND-ABE-sCPA
secure if all PPT adversaries have negligible advantage
AdvﬁlD —ABE (X) in the game above.

2) PEKS SCHEME DEFINITION

Public-key encryption with keywords search (PEKS) is a new
type of encryption system, which can search encryption data
by public-key cryptography on the keywords. It can ensure
the privacy of data sender. There are a lot of definitions to
describe PEKS, each of description method is not identical.
Here, we refer to the definition of the PEKS functionality
as given by Boneh et al. [3]. A PEKS scheme includes four
algorithms as follows:

o KeyGen()) — (pk, sk) : It creates the system param-
eters that is executed by authority agency. It inputs
implied safety parameters XA of system. It outputs public
parameter pk and private key sk. Let W be the set of all
possible keywords.

o Index (pk, kw) — I, : It creates a ciphertext structure
of a file with keyword that is executed by a data owner.
It inputs public parameters pk and a keyword kw € W
on data file. It outputs the keyword ciphertext Iy,, of data
and uploads the cloud server.

o Trapdoor (sk, kw) — Ty, : It creates a search trapdoor
of keyword that is executed by authority agency. It inputs
the private key sk and a keyword kw € WV assigned by
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the user. It outputs a trapdoor T},, by using the private
key sk.

o Test(Tiy, Cry) — b : It tests the search result with the
trapdoor that is executed by the cloud server. It inputs
a trapdoor Tyand a ciphertext I,y < Index(pk, kw').
It outputs the test result b = {0, 1}. If kw = kw/, return
b=1,elsereturn b = 0.

The IND-sCPA security game for PEKS scheme: We define
an IND-sCPA security model of PEKS scheme in the follow-
ing game between an adversary .4 and a challenger 5.

« Init. A assigns a challenge keyword set W*.

o Setup. B runs the algorithm KeyGen to generate (pk, sk)
and gives pk to A.

o Phase 1. A can adaptively make trapdoor queries (kw)
on the challenge keyword set W*. B responds with
T < Trapdoor(sk, kw), and returns the trapdoor Ty,
with keyword kw to A .

« Challenge. A chooses two distinct keywords kw(";, kw’f €
W* at random. The only restriction is that the adversary
never previously queried the trapdoor Ty, and T, in
Phase 1. B picks a random bit b € {0, 1} and sends
Cjy, to A as the challenge ciphertext.

« Phase 2. A may do more trapdoor queries (kw) and the
only restriction is that kw" # kw(, kw]. B responds the
same way as in Phase 1.

o Guess. A must give a guess b’ = {0, 1} of b. If b = 1/,
return 1, otherwise return 0. The advantage of an adver-
sary A is defined as

ADEES (0 = |Pr{b’ = b] - 4

Definition 2: A PEKS scheme is IND-PEKS-sCPA secure
if all PPT adversaries have negligible advantage AdeEKS (9]

in the game above.

IIl. SYSTEM MODEL IN CLOUD ENVIRONMENT

In ABE control scene, attribute authority manages user
attribute and sends the private key for the users. The user
is divided into data owner and common user. In key-policy
attribute-based encryption (KP-ABE), a user private key is
concerned with an access strategy over attributes, and cipher-
text is concerned with a subset of attributes. Only when
attribute set satisfies the access strategy, the receiver can
encrypt file successfully.

In PEKS control scene, the system entities include author-
itative agency, the cloud server, data owner and normal users.
In authority agent system, authority agency generates public
parameter and the main key for registered user. Data owner
encrypts data file with the public parameter and uploads
encrypted file to the cloud server. Once a general user puts
forward a search requisition, authoritative agency creates a
trapdoor with a set of keywords to the user. Then the cloud
server performs the test algorithm. If the test is successful,
the cloud server returns the ciphertext file containing the trap-
door to the user. Authority agent system is suitable for more
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Attribute Authority

1.system initialization, generate PK and MK
T.generate private key SK
10.generate the trapdoor Tw of w

g 16. decrypt
file at local

Data Users

4.encrypt file
with keywords
using PK and
constructe
index structure

13. test threshold match
14. search index structure and return ciphertext

The Cloud Service

FIGURE 1. The relationship of system entity.

complex user application scene, such as electronic medical
record system.

Therefore, combining the advantages of the control scene
of ABE and PEKS, we gave a new keyword-searchable
ABE scheme in cloud environment. The whole system is
composed of four entity roles: attribute authority (AA),
the cloud servicer (CS), data owner (DO) and date users (DU).
Figure 1 shows the relationship of the entity role on actual
cloud system.

a: ATTRIBUTE AUTHORITY (AA)

Attribute authority is seen as a trusted third-party, whose
responsibility is to initialize system parameters, create pri-
vate key of common users on their attribute, and generate a
trapdoor of keywords for the users.

b: THE CLOUD SERVICE (CS)

The cloud service is honest but curious third-party data stor-
age center. The cloud service provides data storage structure
of encrypted data, which was upload by data owner. And
it offers retrieval service on secure trapdoor, when search
request was proposed by common users.

c: DATA OWNER (DO)

Data owner is a cloud data provider who needs to encrypt
his/her data on some keywords (associating with attributes
of the common users), and then upload the ciphertext to the
cloud service.

d: DATA USERS (DU)

A common user is another cloud subscriber who has a spec-
ified attribute set corresponding private key. He/she wants to
query encrypted data from the cloud service. Firstly, the user
submits a trapdoor (created by AA) to the cloud service. If the
test is successful, the cloud service returns the ciphertext
to him/her. Only the users whose attributes satisfying the
access policy can decrypt the ciphertext and read the original
message.
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The system model and workflow are shown in the figurel.
The workflow of the system is explained as following.

1. AA initializes system and generates the system public
parameter Pk and mast key Mk.

2. DO applies for Pk.

3. AA returns Pk to DO.

DO encrypts file with keywords using system public

parameter Pk and an assigned attribute set S, and con-

struct the index structure of ciphertext.

5. DO uploads the ciphertext with index structure to CS.

6. DU submits a registration application to AA.

7. AA generates the private key Sk of (M, p) to DU.

8. AA returns the private key Sk to DU.

9

0

&

. DU submits a keyword hash H (kw;) to AA.
. AA creates the trapdoor Tj,,; of the hidden keyword
H (kw;) to DU.

11. AA sends the trapdoor Tjw; to DU.

12. DU submits a search requisition and sends the
trapdoor Ty to CS.

13. CS tests whether the trapdoor T}, matches the index
structure {Zxy, biw,ew- If it matches, the corresponding
ciphertext will be labeled as to be determined. If it
doesn’t match, the algorithm stops.

14. DU verifies whether the attribute set S satisfies its own
access policy (M, p). If satisfies, DU will send a yes
signal to CS, CS will send the ciphertext (related to the
attribute set S) to DU; If not, the algorithm stops.

15. CS sends the attribute set S (related to the ciphertext to
be determined) to DU.

16. DU decrypts the ciphertext C by the private key Sk at
local, and gets the plaintext finally.

IV. ABE-PEKS SCHEME FROM LATTICES

In this section, we will give a keyword-searchable ABE
scheme from lattices, which combines the virtue of ABE
and PEKS, and the access structure in new scheme is imple-
mented on LSSS.

A. NEW SCHEME DEFINITION

Combining the definition of the key-policy attribute-
based encryption (KP-ABE) scheme (see section 2.2)
and public-key encryption with keywords search (PEKS)
(see section 2.3), we give the definition of the new scheme,
as follows:

Definition 3: A keyword-searchable ABE scheme on lat-
tice consists of seven algorithms: setup algorithm, key-
gen algorithm, encrypt algorithm, index algorithm, trapdoor
algorithm, search algorithm, and decrypt algorithm.

o AA.Setup(A,U) — (Pk,Mk) : Setup algorithm is
run by AA. It takes as input the implicit security
parameter A, and a universal attribute set U. It outputs
the public parameter Pk and master key Mk.

o AA.KeyGen((M, p), Pk, Mk) — Sk, : Key algorithm
is an interactive operation run by AA and DU. It inputs
the public parameter Pk, master key Mk, and an access
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control policy (M, p) appointed by DU. It outputs pri-
vate key Sk, for the DU who owns attribute p(i).

e DO.Encrypt(S, Pk, m) — C : Encryption algorithm is
run by DO. It inputs the public parameter Pk, a subset of
attribute S, and a message array m € {0, 1}'. It outputs
ciphertext C with S.

o DO.Index(W, Pk) — Iy, : Index algorithm is run
by DO. It inputs the public parameter Pk and a keyword
kwj € W. It outputs the index [, e .

o AA.Trapdoor(H (kwj), Pk, Mk) — Ty : Trapdoor
algorithm is an interactive operation run by AA and
DU. Firstly, DU puts forward a request for trapdoor
of a hidden keyword H (kw;) to AA. Then, AA creates
the trapdoor Ty, of the hidden keyword H (kwj) by
the public parameters Pk and master key Mk. Lastly,
AA sends the trapdoor T, to DU.

o CS.Search(Tij, D_stru) — C :The search algorithm is
run by CS. Firstly, DU sends the keyword trapdoor Tk,
to CS. Then CS tests the trapdoor on storage structure
D_stru. If the test succeeds, sends the ciphertext C to
DU. If not, return search fail to DU.

o DU.Decrypt(Pk, Skyi), C) — m : The decryption
algorithm is run by DU and decrypts the ciphertext C
on local. It inputs the public parameter Pk, private key
Sky(;) and ciphertext C. It outputs the message array
m < {0, 1}’.

B. OUR CONSTRUCTION

We will illustrate system parameters to construct algorithms
in this subsection. According to the lemma based on the
lattice assumption [35]-[40] (See appendix), the following
parameters are defined.

Suppose A be an implied security parameter, select n, m, g
with A, n > Q(X) (s a bounds and asymptotic function).
Let m be a lattice base dimension, and g be a prime modulus.
LetH : {0, 1}* — ZZX’” be a secure hash function. (M, p)
represent an access control policy on LSSS structure, where
M e Z!*? is a secret sharing matrix, / is the number of
attributes, and p is an mapping function p : [I[] — U, the
i-th row of M; will be assigned to a attribute p(i) € U, where
[1=1{1,2,---,1}.

In new scheme the users can be allowed to retrieve
containing certain critical information without the need for
decrypting ciphertext. Meanwhile, it has the fine-grained con-
trol features upon manage permissions in system. The new
scheme includes 7 algorithms as follow.

1) AASetup(r,U) — (Pk, Mk)

The algorithm is executed by AA. It initializes system based
on an implied security parameter A and attribute set U =
{atty, att>, - - - , atty}, do the following:

o Generate a pair (Ag € Z’;X”’, By € ZZ”(”‘) by invok-
ing the algorithm TrapGen(n,m, q, o) (see [36, The-
orem 3.2]), where By € ZZ’X’" be a short basis for
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A; (Ap) with satisfying the gaussian parameters ¢ >
5] o )

o For each attribute atty € U, select a random matrix
Ay € ngm, foralk =1,2,---,N.

o Select a random integer s € Z,; and a random vector
0= {u,up ...,uy} € ZZ, construct a new vector u =
(5,0,....,00+a={(s+u),u, -, Uy} EZZ.

o Select a hash function H : {0, 1}* — ZZX’".

o Return the public parameter Pk = {Ay,

{Aus, Yam U, u, H} and master key Mk = {By, s, 0}.

AA sends the public parameter Pk to system users, and

keeps secret of the master key Mk. The step of algorithm is
clarified clearly in Algorithm 1.

Algorithm 1 System Initialization

AA.Setup(), U) — (Pk, Mk)

Input: an implied security parameter A and attribute set U =
{atty, atty, - - -, atty}

Output: the public parameter Pk and the master key Mk

1. (Ao, Bo) < TrapGen(n, m, q, o), where Gaussian param-
eter o > |[Bo|| - w(y/Togm)

2. For each attribute atty € U, Ay, K ZZX’”, k =
1,2,---,N

3.8 Lz 0 <z

4.Setu= (s, 0" ) + 0 ={(s+u,uz, -, uy} € Z}

5.H :{0, 1} — Zg*™

6. Pk = {Ay, {Aattk }attk eU,u, H}

7. Mk = {By, s, 4}

8. Return {Pk, Mk}

2) AAKeyGen((M, p), Pk, Mk) — Sk,

The algorithm is executed by AA. It creates the private
key Sk,;) with the access structure (M, p). The private key
generation algorithm is realized on the LSSS secret sharing
principle.

« Firstly, AA converts an attribute access control policy
to (M, p).

o To select the random integers w», - - - , wy, and construct
avector o = (s,wp, - ,a)g)T € Zg. For each of
p@)(i € [11) upon (M, p), let (A1, -+, A" = M- o,
and p; = (A;, 0"~ e 7.

o For all of p(i), sample ¢,; using the algorithm
LeftSample(Ag, A i), Bo, pi, o) (see [40, Theorem 3]).
The probability distribution of ¢, ;) be statistically close
to DAZi(AO\\Ap(i)),G’ such that [A()”Ap(i)]gp(i) = Di
where ¢y € Zé’” satisfying | ¢o0) | < o\2m, o >
|Bo] - (viog2m).

e In the same way, sample 1, using the algorithm
LeftSample(Ag, A, i), Bo, @, o). The probability distri-

bution 7, be statistically close to of DAF‘(AoHAp(-)) o
q 1))
such that [Aol|A i) 116 = G, Wheren,) € Zém satis-

tying [ 0| = o/2m. 7 = [Bo] - (vIogZm).
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« Finally, AA sends the private key Skyiy = {Zo()s 1o}
to the DU for the attribute p(i) on the access
structure (M, p).

AA generates the private key Sk,yupon(M, p). The step

of algorithm is clarified clearly in Algorithm 2.

Algorithm 2 Private Key Generation

AA.KeyGen((M, p), Pk, Mk) — Sk,

Input: an access policy (M, p), the public parameter Pk,
the master key Mk

Output: the private key Sk,;) with (M, p)

R T

l. w3, ,wy <— Zg, construct v = (s, w2, - - - , wg)

2. For all of p(i) upon the access structure (M, p), let
Oty M)l =M-w,and p; = (A, 0" HT

3. Loy < LeftSample(Ao, A piiy, Bo. pi»0), 0 = |Bo] -
o (iog2m)

4. npi < LeftSample(Ag, Ay, Bo, 0, 0), o
o (iog2m)

5. Skoty = {Sp(i)s Np(i)}

6. Return Sk,; with the policy (M, p)

[Bo -

v

3) DO.Encrypt(S, Pk,m) — C

The encryption algorithm is executed by DO. It encrypts a
message array m € {0, 1}/, and constructs ciphertext C with a
subset of attribute S={att|, att}, ..., att) }, where m be seen
as symmetric encryption key file. Each bit my (k € [¢]) of the
message array m will be encrypted respectively.

« Firstly, select a uniform matrix a € Zj at random.

o For each bit mi(k € [t]) of the message array m, ran-
domly select an error scalar x| < W, € Z4, compute
Cix=alu+ y; +my - | 4] mod g, for all k € [1].

« Select an error matrix x» <« W, € Z>™ at random,

compute C; = a’ | Agl|A1, AgllAz, -, AollA; | +

l:f atll/ € S, Ai = Aalt,'
elseart! ¢ S,A; =0

x2 mod q.
« Lastly, return the ciphertext C = {{Cl,k, Cz}ke[z] , S}
with the subset of attribute S.

DO sends the ciphertext C with S to CS. The step of
algorithm is clarified clearly in Algorithm 3.

4) DO.Index(W, Pk) — IijEW
The index generation algorithm is executed by DO. It con-
structs system index structure for a keyword kw; on the
keyword set W, where kw; = {0, 1}* is seen as the lexico-
graphical order synset by created WordNet library.
e For a keyword kw; € W, select a random n-vector
b € Zj.
o Compute the hash function H (kw;), and construct a new
matrix Ag,, = H(kwj) € Zy* D",
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Algorithm 3 Encryption Algorithm

DO.Encrypt(S, Pk,m) — C

Input: a subset of attribute S, the public parameter Pk, and a
message array m € {0, 1},

Output: C with S

I a7
2. For all k € [¢], randomly select an error <SL U, €
Zg, compute Cy = alu+ x1 +my - L%J mod g

3. Randomly select an error matrix x» <i U, € Z_Zl’”,
compute C; = a’ | Agl|A1, AollAz, -+, AollA; | +
if‘ attl/ € S, 1&[ = Aatt,-
else att] ¢ S,A; =0
X2 mod g
4. RetumC = {{C1x, Co} oy S}
o Construct the matrix Fi,=[Ao||Axy,] € szz’”.
« Randomly select an error scalar y3 < U, € Zy,

compute [} = b u + X3-

« Randomly select an error vector x4 < W, e 72,
compute I j = bTFij + x4.

o Construct index structurelkwiew = {I1, b }.

« Lastly, build data index structure D_stru =
{{Zkw; howew, C} by combined the ciphertext C and
index structure Ikwj for W.

DO unloads data storage structure D_stru to CS. The step

of algorithm is clarified clearly in Algorithm 4.

Algorithm 4 Generation Index

DO.Index(W, Pk) — ILiew

Input: a keyword kw; € W, the hash function H, the public
key Pk

Output: data index structure D_stru with S

1. Randomly select a vector b X Z’;

2. For each keyword kw; € W, compute the hash value
H (kwj), construct a new matrix Agy, = H(kw)) €
72, and let Fr,, = [Ao|[Axw,] € Z2<2"

3. Randomly select an error x3 & U, € Zg, compute
L =bTu+ 3

4. x4 <i U, € 72m, compute [ j = bTFij + X4

Construct index structure lwiew = {11, I j}

6. Return D_stru = {{Ikwj-}ijeW, C}

d

5) AA.Trapdoor (H (kw;), Pk, Mk) — Thw;

The trapdoor algorithm is executed by AA. Firstly, DU puts
forward a request for trapdoor, and submits a hidden keyword
H (kwj) to AA. AA creates the keyword trapdoor Ty, to DU.

o DU submits a hidden keyword H (kw;) to AA.

VOLUME 7, 2019

o Construct the matrix Akw = H(kwj) € anm

o Generate Ty, € anZm by invoking the algorithm
LeftSample(Ao,AkW],Bo,u,o), such that [A()”Akwj] .
Tiw; = u, where the probability distribution of T}, be

statistically close to D . , and satisfying the
Y A3 (A0llAx, )0 ying

condition o > HEO || - («/log 2m).
o Lastly, AA delivers the trapdoor Tj,; of the hidden
keyword H (kw;) to DU.
AA generate trapdoor Tj,; to DU. The step of algorithm is
clarified clearly in Algorithm 5.

Algorithm 5 Trapdoor Algorithm
AA.Trapdoor(H (kwj), Pk, Mk) — TkW
Input: a hidden keyword H(kwj), the public key Pk, the
master key Mk
Output: the trapdoor T},; of hidden keyword H (kwj)
1. Submits a hidden keyword H (kwj) to AA.
2. Tww; < LeftSample(Ay, Akw/ Bo,u,0),0 > HBO ”
o (ViogZm)

3. Return trapdoorTjy,

6) CS.Search(TkM,D_stru) —-C
The search algorithm is executed by CS. Firstly, DU sends the
keyword trapdoor T,; to CS. Then CS tests the trapdoor Ty,
on data storage structure D_stru. If the test succeeds, CS W111
label the ciphertext C to as to be determined by DU. If not,
the algorithm will be terminated, where the tested index is
I =1, b}.
« For a trapdoor Ty, of H(kwj), CS computes n =
|12Tkw, I | € Zy.
o If n < |_4J, the test is successful, CS to label the
ciphertext C, otherwise the search is failed.
The step of algorithm is clarified clearly in Algorithm 6.

Algorithm 6 Search Algorithm

CS. Search(Tkw ,D_stru) - C

Input: a trapdoor Tw;, data storage structure D_stru
Output: C with a trapdoor T,

1. Search on D_stru = {{Iij}ijeW, C}, where the tested
index is I = {I, }.

2. For each trapdoor Tij, compute n = |12Tkwj —1 1| €
Lg

3. If n < | 4], to label the ciphertext C, otherwise the
algorithm L.

7) DU.Decrypt(Pk, Sk, C) — m
The decryption algorithm is executed by DU, and decrypts the
ciphertext Con local, and ultimately gets the message array
m={my, my, ..., m} = {0, 1}".
o If &' is an authorized set on (M, p), that means it must
exist a set of integer coefficients {g;m € Zg} to meet
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the.equatiorl .ZJ-ES g:o(/)Mj = (1,0,. ...,0).. Each of
attribute p(j) in S’ correspond to the attribute in U.

+ Compute
w=Crx — C2[dy, -~

d) - <L—Caler, -, e

jgggpm
/ T . /
EoiSpiy I € S , €
0, j¢ S

modg, where d;

Silogr S €S
0, j¢ S

o For each bit my(k € [¢]) of the message array m, since

|vi| must be an integerin [— [ 4], | %]].

o If [yl < 4], then my = 0, else my = 1.

o Lastly, return the message m = {mj,my, ..

{0, 1}.

The users of the authorized set on (M, p) will success-
fully decrypt ciphertext, and get the message array m =
{my,my, ..., m} = {0,1}" on local. The step of algorithm
is clarified clearly in Algorithm 7.

L) =

Algorithm 7 Decryption Algorithm

DU.Decrypt(Pk, Sky@iy, C) — m

Input: the public parameter Pk, the private key Sk,(;,
the ciphertext C.

Output: the message array m = {my, my, ..., m;} = {0, 1}/
1. Compute
wECix — Coldy, -+ d)]" — Z;’ -Crler, -, e]"
ja p()
/ T . /
. o ecS
modg, where d; = 80()5 ) J .
0, j¢S
/ T - /
AR
0, je S
2. For each bit my (k € [¢]) of message, to judge
if vl < [ 4]
m; = 0
else
m; = 1
end
3.Return m = {my, ma, ..., m;} = {0, 1}

V. THE WORKFLOW OF NEW SCHEME

To explain the system workflow more clearly, we will give
the six phase and the relationship of parameter between the
four entities of the new scheme. The details are as follows.

1) The first phase, AA performs Setup algorithm to gen-
erate public key Pk and master key Mk. The public key
Pk is distributed to CS and DO. The master key Mk is
kept secret by AA.

2) In the second phase, the DO encrypts documents by
invoking Encrypt algorithm, and constructs system
index structure Ji,, for each keyword by invoking
Index algorithm. Then DO transmits the data storage
structure D_stru to CS.
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FIGURE 2. The workflow of new scheme.

3) In the third phase, AA generates private key Sk, by
KeyGen algorithm, and sends to the DU.

4) In the fourth phase, the DU firstly requests for the trap-
door of a keyword H (kw;) to AA. Then AA generates
the trapdoor T}, by invoking Trapdoor algorithm, and
sends it to DU.

5) In the fifth phase, the DU firstly submits a search
request to CS on the search trapdoor Tj,,. Then CS
executes Search algorithm with trapdoor Tj,,. If it
searches successfully, CS transmits the ciphertext C
to DU.

6) In the last phase, the DU will decrypt ciphertext C by
using own private key Sk, ;) on local.

Here, we give a detailed explanation of keyword search for
encrypted files. The workflow of new scheme is shown below.

VI. SCHEME CORRECTNESS ANALYSIS

A. SEARCH CORRECTNESS

The search algorithm is executed by CS. CS tests the trapdoor
Tkw, on data storage structure D_stru.

n= |12Tij =1 |
= |7 Fa, + )T — B0+ x3)|
= |7 (A0l ] + 2T, — BT u+ x3)]
= |7 [A0lA ) Tio, + e To) — BT u+ x3)|
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= |®Tu+ e - Ta) = BT+ 1)
= |0 u+ x4 Ty, =T = 15)|

= |X4'Tij - x3]
~ 0 mod g

B. DECRYPTION CORRECTNESS

If &’ be authorized set upon the access policy (M, p),
then there exists a proper vector {g;(j) € Zg4} to satisfy
Zies/ g:o(].)Mj = (1,0,...,0). Th'e authorized users can
encrypt the ciphertext correctly by using the secret key Key =
{&5()> np()}- We will discuss decryption process as following,
£*, as shown at the top of the next page.

Note that the error term must satisfy the condition:

*| / T / T T
€] =[x = x2 | ooy - Eobp)

1 T
Y [%(1)’72(1)’ o ’g;)a)”g(l)] = %I-
jes
Next, we will discuss the scheme parameters based on
Lemma 1 below.

Lemma 1 (Correctness): For any prime g = poly(n) > 2
and m > Snlog q, if we can find a suitable Gaussian distribu-
tion parameter o > Zﬁ/q in LWE, , (where x is the noise
distribution \TJ(T), such that the norm length of extraction
private key key; = (&, n;} satisfy ||&;|| < o/m,||nil| < o/m
(using the SamplePre algorithn} (see literature [35]) with
a Gaussian parameter o > ||Bgl| - @ («/logm)), then the
scheme can be correctly decrypt overwhelming probability.

Proof:

T
~ T T
[ = 11— xa [8;<1>5p<1>f T 18;;(1)5/)(1)]
1 T r 17
— 52 &y & | |
Z 8o(j)
Jel]

T
T T
< Ixil+1Ix2 I:g;)(l)ép(l)’ i ,g;)(l)i:p(l)]
1 / T ’ T r
Ty g R (&bt Ghaympan] |

P=ri 0]

/ T / T r
= bal+1x2 [ &omépy = &préowy | |

80 1
+|WHPQ)X2|
I=r ()
1 I
< Ixil+ IZg}m%“Z@XzH' Z%gﬁﬁ@xﬂ
j=1 j=1

< (go - o(y/1og 2m) + 1/2) + 2It(m" - w(y/log 2m)
(qo - w(y/log 2m) + /m/2))

< (go - o(y/10g 2m)+2/m)(1+21(m" - w(y/1og 2m))

< ga(w(/log2m) + 1)(1 + 21(m'> - w(,/log 2m))
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With special attention, in the above derivation k € [m] is
the number of message array m = {0, 1}'.

If we let [¢] < ¢/5, then o < [t(w(y/Tog2m) + 1)(1 +
21m' - w(/Tog2m))] .

Because ga > 2./m, we can get g > 10/m[t(w(+/Tog 2m)
+1)(1 + {(m'? - w(/Tog2m))].

Thus, for the above parameters, the ciphertext can be cor-
rectly decrypt with overwhelming probability.

VIi. SCHEME SECURITY ANALYSIS

We give a keyword-searchable ABE scheme on lattice in
section 4. It is clearly that new scheme includes ABE-
ciphertext security and keyword-index security. The mes-
sage encryption process is a KP-ABE sub-scheme (in which
includes Setup, KeyGen, Encrypt and Decrypt), and the key-
word search process is PEKS sub-scheme (in which includes
Index, Trapdoor and Search). Next, we will give the security
proof of ABE-ciphertext security and keyword-index security
respectively.

A. ABE-CIPHERTEXT SECURITY

Here, we will give the ABE-ciphertext security of new
scheme from lattice on the selective-security model
by definition 1.

Theorem 1: For properly parameters n,m, q,a by dis-
cussed in Lemma 1, the KP-ABE sub-scheme of new scheme
is IND-ABE-sCPA secure under the LWE, , assumption.

Proof: Suppose an adversary A is able to break this
scheme, a challenger B could solve decisional LWE, , prob-
lem. The LWE, , problem instance is provided as a sampling
oracle O which can be either truly random Og or noisy
pseudo-random O; for some secret key S € Zg. The chal-
lenger B uses the adversary A to distinguish its. There duction
proceeds as follows.

- Instance. The challenger B requests from O and
receives (Im + 1)LWE, , samples that we denote as
(Wo, Vo), {(wi, vi), W3vD, oo (W VM), L
(W), vh), (W5 v, (WP VDY € {ZG X Zg} D,

- Targeting. The adversary .4 announces a target
attribute set Artrib* that wishes to be challenged upon.

- Setup. The challenger B constructs the public parame-
ters as follows:

1. By using algorithm TrapGen(n, m, q, o), to gen-
erate a pair Ag € szm and By € Z’;X’", such
that Ay is statistically close to uniform, and By is
a basis for A(JI-(AO) with length satisfy ||ﬁ0|| <

m - w(y/log m).
2. Ifu; € Antrib*, Auy be constructed using the LWE
samples {(wl.l), (wl.z), oo (W Yienn-

3. If uy ¢ Awurib*, Auy, € Z’;X’” is selected as a
uniform random matrix.

4. The vector ot € ZZ is constructed from the LWE
samples, set & = wo.
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5. Select a random integer s € Z,, to construct
anew vector u = (5,0 +a = {(s +
M]), uz, - -- aun} GZZ'

The challenger B returns the public parameter Pk =

{Ao, {Ay, }u, U, u} to the adversary A. And {Bo, s, i} is the
master key is protected by system.

- Queries. The adversary A can issue adaptive queries
for a secret key Sk,(;) by submitting attribute p(i) to the
challenger B. The challenger 5 constructs and returns
the private-key Sk,; for each query policy (M, p) as
follows, where p(i) is an attribute on its choice policy
(M, p), as long as the target attribute list S* does not
satisfy.

L Let k={p(i1), p(i2), ... pGDI, 1 = ix = 1}
denote the number of attribute on choice police
(M, p), compute the user private key Sk, for
each attribute p(ix) on the query policy (M, p).

2. Construct the encryption matrix
F = [AollApiy) AollApa), - -+ AollApapl, let
F/’(ik) = [A()”Ap(lk)]

3. Since the target attribute set S* do not satisfy the
query policy (M, p), there must be at least one
attribute p(ix) € « and p(iy) ¢ S*. The chal-
lenger invokes algorithm ExtBasis(Fp(ik), By) to
generate Tr,, , which is a short base on orthog-
onal lattice Ay (Foiip))-

4. Generate a short base Ty on the matrix F =
[AollApGi), AollApir), - -+, AollApcip] by invok-

ing algorithm ExtBasis(F, TFp(ik)).

5. Construct a vector @ = (s, w3, ,wg)] €
ZZ, wherew,, - - - , wg is random integers. Let
()\'17 e 7)"I)T = M'wapi = ()\'lao)T

6. Create a short vector (£,(i,)> {p(in)s =+ » {ptip)? BY
invoking algorithm SamplePre(F, Ty, pyi), o),
such that satisfy F - [£oa)), $p(in) -7+ > Cp(il)]T
=Pp(i)-

7. Similarly, create the short vectors
(Mptir)s MpGia)s == > np(il))T by invoking algorithm
SamplePre(F, Ty, G, o), such that it satisfies

T A A
Flnp)s Nptia)s =+ s Mplimmg)]” =0

The challenger returns the private-key pair Sk =

{ZpGin)s NpGir)) Tor each p(ir) in attribute list « on the policy
(M, p) to the adversary.

- Challenge.The adversary A gives a sign in readiness
for accepting a challenge. The challenger B encrypts
the message array with the subset of attributes S$*. Let
| = [S*], then the challenger B returns a ciphertext
C* = (c], ;) constructed form the LWE samples,
as follow:

1. Select a random vector a L ZZ, construct the
matrix F = [Ao|[A 1), AollAp2), -+,
AollApn]-

2. For any one bit of the message array m! €
0,1}, let ¢§ = vo + [4] -mf = aTWy +
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xit + |4] -mf let &5 = a'F + o =
[vl’o-.’vlfl’.-.’vll’;--’v%m]

Lastly, the challenger3 returns the ciphertext
index C* = (c7, ¢3)" to the adversary A .

- Phase 2. The adversary A can continue to query
the private key extraction as in phase 1 but the
queried S* does not satisfy the policy (M, p).

- Guess. The adversary A is required to output
a guess of m. If the adversary A succeeds in
guessing m} with probability at least &, then the
challenger B will correctly guess the LWE oracle
with probability at least & /(I + 1).

B. KEYWORD-INDEX SECURITY

Next, we show that the selective keywords index security
of new scheme from lattice on the selective-security model
by definition 2.

Theorem 2: For the parameters described above, the PEKS
sub-scheme of new scheme is IND-PEKS-sCPA secure under
the LWE, , assumption.

Proof: If there is an adversary A is able to break this
scheme with advantage ¢ > 0, we now construct a chal-
lenger C that has with advantage ¢ / Npg+ to solve decisional
LWE, , problem. Let Ny+ be queriers times of H*. There
duction proceeds as follows.

- Setup. The challenger C prepares the system the pub-
lic parameters that is same as above, returns the pub-
lic parameter Pk = {Ag,{A,}y,cu,u, H*} to the
adversary A.

- Phase 1: The adversary A adaptively make the follow-
ing queries.

Hash queries. The adversary A make the j-th hash query

with keyword kw;.

1. The challenger C invokes the algorithm
TrapGen(n, m, q, o) to generate a basis Bkwj for
A;(AOHAM,.), in which Ap,, = H*(kw) is
selected uniformly over Z;X’”.

2. Then, the challenger C returns Akw_/.to adversary A,
and stores the tuple (kwj, Ay, Bi;) in the list H.

Extract queries. The adversary .4 makes the trapdoor

generation query on the keyword set W*. It is assumed

that adversary A has already made a hash query on the
keyword kw;.

1. If the tuple (kwj, Agy;, Biy;) be included in the list
‘H, the challenger C creates a properly distributed
basis T with kaj = [A0||Akwj] by sampling
algorithm Tkwj <« LeftSample(Fij, Bkwj, u,0).

2. If the generation is successful, then the challenger
C returns Ty - Otherwise, challenger C aborts.

- Challenge. The adversary A gives a sign in readiness for
accepting a challenge. The adversary A sends the chal-
lenger C two keywords kwy;, kw] on which he wants to be
challenged. The restriction on then choice of kwg, kw7 is
that the trapdoors of Tkwj;, Tkw} has not been queried in
phase 1.
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TABLE 2. Scheme comparison.

Searchable Attribute-based Difficulty
Scheme . . .
Encryption Encryption Hypothesis
literature [21] PEKS RABE (revocation ABE ) DBDH
literature [29] PEKS RABE (revocation ABE)  ¢-.BDHE
literature [30] TKS(temporary SE)  Kp-ABE DBDH
. PEKS-SM(Shared
literature [31]  pruti-owner PEKS ) CP-ABE DBDH
. KP-MABE(Multi-
literature [37] DABSE Authority ABE) LWE-Lattices

literature [38] FPEKS(fuzzy PEKS ) IBE LWE-Lattices
Literature [39] PEKS IBE

Ours PEKS

NTRU-Lattices

KP-ABE LWE-Lattices

1. The challenger C chooses a random b = {0, 1},
and constructs the index / ijb of the challenge key-
word kwy. Then C responds with a ciphertext index
I,:be = (I{, 1}) assembled form the LWE instance.

2. Randomly select a vector b <i 7", construct the
matrix Fr,, = [Aol|A,,] € Z0"
Set I = b u + x3
Set Iy = b Fryy, + x4 =

[V},"',V’iﬂ,"',V},"',V%m]
Return the ciphertext index I ljw;, = (If, I3) to the
adversary A.

- Phase 2. The adversary A is allowed continuing to make
further trapdoor queries as in phase 1 with the constrain
that the queried keyword kw; # kwp, kw].

- Guess. Lastly, the adversary A is required to output
a guess b = {0, 1}. If the adversary A succeeds in
guessing b’ with probability at least & > 0, then the
challenger C will correctly guess the LWE oracle with
probability at least ¢ / Ng+.

VIil. SCHEME COMPARISON

In this subsection, we will compare our scheme with some
existing ones recently proposed in literatures [21], [29]-[31],
[37]-[39].

In Table 2, three aspects are compared which are the model
of searchable encryption, the type of attribute-based encryp-
tion, and difficulty hypothesis problem.

The difficulty hypothesis depends on the hardness
of decisional bilinear Diffie Hellman (DBDH) in lit-
eratures [21], [29]-[31]. Literature [21] give a verifi-
able attribute-based keyword search scheme based on
DBDH hypothesis. Literature [29] supports revocable
attribute encryption combining with searchable encryption.
Literature [30] gives a KP-ABE temporary keyword search
scheme. Literature [31] supports a shared multi-owner setting
(ABKS-SM) system.

The difficulty hypothesis depends on the hardness of
lattice-based problem in literatures [37]-[39].
Literature [37] introduces a key-policy multi-authority
attribute-based encryption (KP-MABE) and a key-policy
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distributed attribute-based searchable encryption (DABSE)
on lattices. Literature [38] gives a fuzzy information retrieval
scheme with identity-based control. Literatures [39] fully
implements a NTRU-PEKS scheme.

Two schemes respectively in literature [37] and [38] rely
on identity-based policy control rather than attribute-base
control. Different from literature [39], our scheme is a com-
bination PEKS and KP-ABE on lattices, but in literature [39],
DABSE is an independent scheme rather than combining
with KP-MABE.

IX. CONCLUSION

In this paper, we construct a new keyword-searchable
ABE scheme upon the hardness of lattice-based problem
hypothesis. New scheme has the property of quantum attack
resistance and can support flexible private key management.
It can avoid the risk of leaks that caused by multiple users
share in a cloud storage environment.

The system model and application scene are introduced in
cloud environment, new scheme can be applied to personal
health network, vehicle network, wireless sensor network and
other emerging network application services.

APPENDIX

A. LATTICES

Definition 1 (g-ary Lattice [26]): Given positive integers n, m
and a prime ¢, a matrix A € Z;’X’” and a vector u € Z;’,
define:

Ay(A) ={eeZ" st Ae=0(mod q)}
A‘q‘(A) ={eeZ" s.t.Ae=u(mod q)}

observe that A‘ql (A) is a shift of Af]- (A). That is A‘ql (A) =
Aj (A) + v for any v satisfying Av = u mod q.

B. THE TRAPGEN ALGORITHM
Ajtai [34] showed how to sample an essentially uni-
form matrix A € Z;’X’” with an associated full-rank set
Ta C A(A) of low-norm vectors. We will use an improved
version of Ajtai’s basis sampling algorithm due to
Alwen and Peikert [41].

TrapGen(n, m, q, o) ([41, Theorem 3.2]): For any prime
g > 2 and m > 5Snloggq. There exists a probabilistic
polynomial-time algorithm that outputs a pair (A € Zp™",
B e Z;"X’"), such that A is statistically close to uniform and B
is a basis for Ag (A) with length L = ||B|| < m- w (vIogm)
with all but = probability.

C. DISCRETE GAUSSIANS AND SAMPLING ALGORITHM
The m-dimensional continuous Gaussian function centered at
¢ € R™ with paraments o > 0 is

2
Ix —cll

Po,c (X) = exp (—JT 5 ) for any x € R™,
o

The discrete Gaussian distribution is defined as follows.
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Definition 2 (Discrete Gaussian): Let ¢ € R™ and any
positive parameter, define:

Po,c (X)

VX e A, Dpoc(y) = s
7¢ Poc (A)

where psc (A) = Y X € Apes.(x): The discrete integral
of ps . over the lattice A, Dp o, be the discrete Gaussian
distribution over A with center ¢ and parameter o .

Gentry et al. [36] construct the following algorithm for
sampling from the discrete Gaussian D ¢ ¢, given a basis B
for the lattice A witho > |B| - o (v/Togm):

SampleGaussian (A, B, o, c) [36]: On input lattice A, a
basis B for A, a positive Gaussian parameter o, and a center
vector ¢ € R™, it outputs a fresh random vector x € A drawn
from a distribution statistically close to Dp ...

SamplePre (A, B,u, o) [36]: Let n, g, m be positive inte-
gers with ¢ > 2, m > 2nlogg. On input a matrix A € ZZX’"
with ‘short’ trapdoor basis B for Ag (A), a target image

u € Zj and a Gaussian parameter ¢ > Hﬁ” - o (Togm),
outputs a sample e € Z™ from a distribution that is within
negligible statistical distance D AY(A).0-

LeftSample (A, A1, TA,u, o) [45, Theorem 3]: Inputs a
rank n matrix A in Zj*" and a matrix A; in Zg“™, a short
basis TA of Ag (A) and a vector u € Zg, a gaussian param-
eter o > ||TA|l - o (y/Iog(m +my)). Let Fy := (A]A)).
Outputs a vector e € Z™™ gampled from a distribution
statistically close to D AY(FY).0 In particular, e € A;‘ F).

D. LATTICE BASIS DELEGATE ALGORITHM

Cash et al. [44] described how an arborist may extend its con-
trol of a lattice to an arbitrary higher-dimensional extension,
without any loss of quality in the resulting basis.

ExtBasis (S JA'=A ||Z ) [44, Lemma 3.2]: Given an arbi-
trary matrix A € Zz™™ whose columns generate the entire
group 7, an arbitrary basis S € Z"*™ of AL (A), and an
arbitrary A € Z"™. Outputs a basis S’ of A(A") € 7"+,

such that HSH = HSO H Moreover, the same holds even for

any given permutation of the columns of A’ (e.g., if columns
of A are both appended and extended toA).

RandBasis (S, r) [44, Lemma 3.3]: Input m-dimension lat-
tice AL (A) with a basis S € Z™, and a parameter r >
HSH - » (/logn). With overwhelming probability, output a

short basis S of latticeA™ (A), such that |S'| < r - /m.
Moreover, for anT two bases Sp, S| of the same lattice and

‘SOH , HS] H} . a)(«/logn), the outputs of

RandBasis (So, r) and RandBasis (S1, r) are within negl(n)
statistical distance.

any r > max{

E. TWO LEMMAS TO BOUND NORMS
Next two lemmas will need to show that can guarantee
decryption works correctly.
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Lemma 1 [40, Lemma 4.4]: For any m-dimension lattice A,
vector ¢ € R™, and real ¢ € (0, 1), s > 1, (A), we have

I+e __,
x~11;/r\,s,c[||x cl>svn] = — 2
The lemma sates that for large enough s, almost the elements
chosen from Dy . are close to c.
Lemma 2 [36, Lemma 8.2]: Let e be some vector in Z™ and
lety < \531. Then the quantity ]eTy‘ treated as an integer
in [0, g — 1] satisfies

€| < llell(ger - (VViogm) + 57

with all but negligible probability in m. In particularly, if
x < W, is treated as an integer in [0, g — 1] then |x| <
qo - a)(a/log m) + 1h with all but negligible probability
in m.

F. LEARNING WITH ERROR

Definition 3 (Learning With Error [35]): Consider a prime g,
a positive integer n, and a distribution x € Zj, all public.
An (Zq, n, x) -LWE problem instance consists of access to an
unspecified challenge oracle O, being, either, a noisy pseudo-
random sampler Oy carrying some constant random secret
key x € Zy, or, a truly sampler Os, whose behaviors are
respectively as follows:

Ox : Output noisy pseudo-random samples of the form
(wi,vi) = (Wi, wix+ ) € 7 x Zg, where X € Z1 is
a uniformly distributed persistent secret key that is invariant
across invocations, x; € Zg is a freshly generated ephemeral
additive noise component with distribute x, and w; € Zg is
a fresh uniformly distributed vector revealed as part of the
output.

Og : Output truly random samples (w;, v;) € Zg X Lg,
drawn in independently uniformly at random in the entire
domain ZZ X Lg.

The (Zq, n, X) -LWE problem statement, or LWE for short,
allows an unspecified number of queries to be made to the
challenge oracle O, with no stated prior bound. We say
that an algorithm A decides the (Z4,n, x)-LWE prob-
lem if |Pr[AOx =1] - Pr[AO$ = 1]| is non-negligible for a
random X € Zg.

The confidence in the hardness of the LWE problem stems
in part of a result of Regev [35], which shows that the for
certain noise distributions y, the LWE problem is as hard as
the worst-case SIVP and GapS VP under a quantum reduction.
A classical reduction with related parameters was later
obtained by Peikert [37], [38].

Proposition 2 [35], [43]: For an o € (0, 1) and a prime
q > 2Jn / @, let U, denote the discrete distribution over Zyg
of the random variable LqX + 1 /2J mod g where the random
variable X is a normal random variable with mean O and stan-
dard deviation o / 2. Then, if there exists an efficient, pos-

sibly quantum algorithm for deciding the (Zq, n, x) -LWE,
there exists a quantum poly-time algorithm for approximating
the SIVP and Gap-SVP problems, to within O(n/«) factors in
the /> norm, in the worst case.
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