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ABSTRACT As the coupling and integration of multi-energy flow in the integrated energy system (IES)
deepen increasingly, the cascading failure will develop across different energy systems more easily and
widely through the energy hub (EH). And it brings great challenges to the security and reliability of IES.
The defects of the present cascading failure model of IES have been summarized, and a novel search strategy
of fault chains in IES combined heating and power network was proposed in this paper. First, the initial risk
assessment index of each energy branch is proposed to form the initial fault sets. Then, combined heat
and power control (CHPC) strategies are introduced to deal with the branch overload conditions during the
cascading failure. What is more, in order to reduce the workload and overcome the limitation of present
methods, we analyzed the relevance of the branches to be predicted by using the kernel fuzzy C-means
(KFCM) clustering algorithm and select the branches with the highest value of relevance as the subsequent
failure. Based on the predicted fault chain, vulnerability analysis is presented to locate critical component and
find out the correlation between cascading outages. The comprehensive evaluation index is also established
to effectively evaluate the impact severity of cascading failure. Finally, the case studies are carried out on
the combined heating and power systems to demonstrate the effectiveness of the proposed method.

INDEX TERMS Integrated energy system, cascading failure, energy hub, combined heating and power
network, risk assessment, vulnerability analysis.

I. INTRODUCTION
As the main carrier of the energy internet, the integrated
energy system (IES) plays an important role in promoting the
energy comprehensive utilization efficiency and meeting the
integrated energy demand [1], [2]. There exist multiple cou-
pling forms in IES, such as heat-power coupling, gas-power
coupling, and heat-power-gas coupling, which can realize the
conversion, complementary and dispatch between different
energy systems through the energy hub (EH) [3].

The deeper coupling between different energy systems
makes the interaction mechanism of them more complex.
A disturbance or a failure in one system may influence
another system through the coupling component, which leads
to higher probability and lager scale of cascading fail-
ures [4]–[6]. Heat and power are the most common end-user
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energy demands, the coupling between these two energy
systems is tight and fault development modes are complex,
so studying the propagation and evolution characteristics of
the cascading failure between heating and power systems is
of great significance for identifying the vulnerable compo-
nent and preventing the development of cascading failures.
Energy hub is the key to combine the district heating system
and power system [7], it usually consists of various thermo-
electric coupling components, such as combined heat and
power (CHP) units, electric boilers (EB), heat pumps (HP),
circulating pumps (CP) and so on.

At present, there are many researches on the theory and
modeling methods of cascading failures in power systems,
mainly focusing on the simulation of cascading failures,
critical fault path searching and vulnerable lines identifica-
tion. In Reference [8], a risk assessment model of power
system cascading failures is presented based on the fault
chain. A Markovian tree searching method is adopted to
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predict the multi-timescale cascading outages in Refer-
ence [9]. To quickly predict the distribution of blackout sizes,
the branching processes are applied to simulated cascading
data in Reference [10]. However, the dynamic interaction
process of different energy systems during cascading fail-
ures is ignored in its existing evolution models. In addition,
association between cascading outage events and influence
of outage sequences are not well analyzed. Considering the
effects of gas system, a model of cascading failures of power
system integrated natural gas fired generators is established
in Reference [11], while it only covers one-way propagation
of the failures between gas and power systems. In Refer-
ence [12], the interaction characteristics of district heating
and power systems under different failure modes are ana-
lyzed based on quasi-steady energy flow. In Reference [13],
the non-sequential Monte Carlo method is applied to the risk
assessment for IES. Although the above researches consider
the interaction effects of different energy systems, the efforts
focused on the modeling and analysis of the complete fault
chain across different energy systems is still insufficient.

The bidirectional energy flow of the coupled heating and
power systems promotes the bidirectional propagation of
cascading failures [14], [15]. Therefore, how to effectively
analysis the interaction characteristics between heating and
power network, simulate the development process of the
cascading failure and locate the vulnerable component for the
IES are urgent problems to be solved [16]. In Reference [17],
a static sensitivity analysis of the integrated power and gas
system is proposed based on unified power flow model. The
similar idea can be learned to promote further extension to the
integrated power and heating system or the integrated power,
gas and heating systems. What’s more, control strategies play
an important role in the development of cascading failures of
IES [18]–[20]. By adjusting the power and heat generation of
EHs with the proper control strategies, the imbalance or the
branch overload can be decreased, so as to improve safety
operation margin and reduce the probability of cascading
failures in IES [21], [22].

This paper proposed a simulation model of the cascading
failure in IES. Focusing on the interaction effects of coupled
heating and power network, the cascading outage events
for different initial outages will be simulated to form the
complete fault chain. Based on fault chains, the correlation
between cascading outage events and influence of outage
sequences are well analyzed. The cascading failure model
can be divided into four main steps: 1) selection of the initial
fault sets; 2) application of the combined heat and power
control strategies; 3) prediction of the subsequent random
failure; 4) comprehensive assessment of the fault chain. This
model applies the control strategies to both power network
side and heating network side to deal with the overload of
the power lines or the pipelines caused by the initial failure.
What’s more, we combined the state transition evaluation
and the implicit failure probability as the relevance index,
analyzed the relevance of the branches to be predicted by

using Kernel Fuzzy C-means (KFCM) clustering algorithm
and selected the branches with the highest value of relevance
as the subsequent failure. Finally, the case studies are carried
out on the combined heating and power systems to demon-
strate the effectiveness of the proposed method. Based on the
simulated fault chain, the vulnerable component of IES can
be furthermore located, which contributes to formulating the
prevention and blocking strategies for cascading failures.

II. MODEL FOR THE COUPLED HEATING AND
POWER NETWORKS
A. SYSTEM STRUCTURE
This paper focus on the IES combined district heating and
power network, in which EHS are responsible for the main
supply of power and thermal load of the IES, especially
when the whole system is isolated from external systems.
The typical structure of the IES combined district heating and
power network is shown in Fig. 1.

FIGURE 1. Structure of IES combined heating and power networks.

The heating network consists of the heat source, supply
and return pipes that deliver hot water, heat exchange station,
circulation pump and the thermal load. The water is heated
in the heat source side, such as the energy hub and heat
plants, and is delivered to the load side through the pipelines,
so as to meet the thermal demand. The circulation pumps
are potentially critical devices, which drive the water flow in
the heating network. Due to the power consumption during
the operation of pumps, it can be equivalent to part of the
power load. The power network is composed of the power
source, power lines that deliver electricity, transformers that
connect networks with different voltage levels, and the power
load. Multiple power source forms are included to supply the
power load, such as the power generation of EH, photovoltaic
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generation, wind power generation and so on. The heating and
power network are coupled through multiple EHs, which has
high flexibility to adjust the operation state of the IES.

According to the interaction mode between the IES power
network and the external power system, the IES operation
can be divided into the two modes: grid-connected mode and
islanded mode. In grid-connected mode, one EH is selected
as the slack node of the heating network, which is defined to
supply the heat difference between the total system loads and
the specified heat output. The connection point to the external
power system is selected as the power slack, so the power
supply fluctuations in the IES can be balanced through the
external power grid, which has stronger scheduling ability,
and this results in weaker coupling between the heating and
power networks. While in islanded mode, the power and heat
slack nodes are both selected from the different EHs, which
means that the operation sate of the whole IES should be
balanced only by EHs, which results in the stronger coupling
between two energy networks, and increases the probabil-
ity and complexity of the IES cascading failures. So it is
meaningful to focus on the islanded mode of IES in this
paper.

B. POWER SYSTEM MODEL
The power network usually adopts the traditional AC power
flow model [23], the state variables to be solved include the
node voltage, phase angle, real and reactive power injections.
Considering that the development of the power-side cascad-
ing failure is mainly related to the power flow transferring of
the power lines, so the power system in this paper is modeled
by using the DC power flow [24] to highlight the impact
of the power flow on the failure evolution process, which
contributes to decreasing the complexity of the model and
improve the solution efficiency. The model of DC power flow
can be described as (1):

P = B0θ (1)

where B0 represents the susceptance matrix of the power
branch, and the power flow in the power line can be calculated
as (2):

Pij =

(
θi − θj

)
xij

(2)

where xij is the line reactance, Pij is the real power in the
branch i-j, θi and θj represent the voltage angles of the
node i and j.

C. HEATING SYSTEM MODEL
According to the basic operation mechanism of the district
heating network, it can be modeled combining a hydraulic
model and a thermal model [14]. Similar to the Kirchhoff’s
current law (KCL) and Kirchhoff’s voltage law (KVL) in
power system, the hydraulic model can be expressed as (3),
the state variables to be solved in the hydraulic model are:

mass flow rates and the head pressure loss.{
Am+mq = 0
Bhf = BKm |m| = 0

(3)

where A is the node-branch incidence matrix, B is the
Branch-loop incidence matrix, K is the resistance coefficient
matrix of the pipe, and hf is the vector of head pressure loss.
m represents the vector of mass flow rates within each pipe,
andmq represents the vector of mass flow rates injected from
the load node or the source node.

The thermal model is used to calculate the water tempera-
ture at each node, which is calculated as (4). It consists of the
equation of the temperature loss along the pipe, the equation
of the water mixture and the equation of the heat power
transferring.

Tend = (Tstart − Ta) e−ζL/m + Ta(∑
mout

)
Tout =

∑
(minTin)

Hex = Cpmq (Ts − Tr )

(4)

where Tstart and Tend represent the start and end node of the
pipe, Ta is the ambient temperature, L is the length of the pipe,
and ζ is the proportional coefficient related to parameters of
the pipe. min and mout respectively represent the vector of
mass flow rates injected at the node and leaving the node.
Tin is the water temperature at the end of the incoming pipe
and the Tout is the mixture temperature of the node.Hex is the
vector of heat power consumed by load or supplied by heat
source. Cp is the specific heat of water. Ts and Tr indicate the
supply and return water temperature at each node.

D. ENERGY HUB MODEL
EHs are responsible for connecting the heating system and
power system, which ensure the bidirectional energy flow
between two systems. Fig. 2 shows the typical structure
of a EH.

FIGURE 2. The structure of one typical energy hub.

In this paper, the EH is mainly composed of multiple
coupling components: the combined heat and power (CHP)
unit that generates power and heat simultaneously, electric
boilers (EB) that transfers electricity into heat, gas boil-
ers (GB) that generate power by consuming natural gas, heat
exchangers (HE), electricity storage (ES), heat storage (HE),
and the photovoltaic generation system (PV). The fuel of the
EH is natural gas, and it is assumed that the supply of natural
gas is sufficient and continuous in this paper. The output
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characteristics of the EH are determined to the configuration
and operation strategies of the coupling components inside.
In order to ensure the safe and economical operation of IES,
EHs are required to play more active role in system operation
by taking advantage of the its flexibility. According to the
adjustability of thermoelectric ratio of the CHP unit, the EH
can be divided into two models with different flexibility.

For the CHP unit with a fixed thermoelectric ratio cam,
the output preferentially meets the thermal demand, which
limits the flexibility of the power generation. The power
output Pam and heat output Qam of the CHP with a fixed
thermoelectric ratio should meet the constraints (5):

Qam
Pam
= cam (5)

FIGURE 3. (a) Output curve of the EH with the fixed-thermoelectric ratio
CHP. (b) Output curve of the EH with the variable-thermoelectric
ratio CHP.

Fig. 3 (a) shows the output characteristics of the EH with the
fixed thermoelectric ratio CHP. When running at the t0 point,
the CHP outputs the fixed heat Qt0. Due to the coordination
and complementarity of coupling components in EH, the EH
can obtain additional adjustable margin of heat generation
(1Qm1 plus 1Qm2), as well as the additional flexible range
of power generation, which is expressed as the line segment
‘‘MN’’. Compared with the single CHP unit, the EH with
multiple coupling units inside can generate heat and power
in a more flexible operation region. The output of the EH

with the fixed thermoelectric ratio CHP should meet the
constraints (6):

max {(Q−1Qm1) /cam, 0}

≤ P ≤ min {(1Qm2 + Q) /cam,Pmax}

0 ≤ Q ≤ Qmax,EH

(6)

where 1Qm2 and 1Qm1 represent the upper and lower parts
of the adjustable margin of EH heat generation. Qmax,EH and
Pmax are the maximum heat and power output of the EH.

Containing the CHP with the variable thermoelectric ratio,
the operation region of the EH becomes more flexible. The
output curve of the EH is presented in Fig. 3 (b). When the
thermal demand is Qt0, the CHP with a variable thermoelec-
tric ratio can supply the power in the range of the line segment
‘‘ON’’, and there exists additional adjustable margin (1Qm3
plus1Qm4) of heat generation in the EH,where the1Qm3 can
be regarded as the extra heat supply generated from the EB,
GB and HS, the 1Qm4 can be regarded as the heat supplied
for heat storage. At the same time, the power output range
of the EH becomes the line segment ‘‘MP’’, adding the extra
margin (‘‘MN’’ plus ‘‘OP’’) for the flexible dispatching. The
output of the EH with the variable-thermoelectric ratio CHP
should meet the constraints (7):

min

{
Pmin + (Q− Qb −1Qm3) /cm,Pmin,Pmin+

(Qb − Q) /ca −1Qm4/ca

}
≤ P ≤ max {Pmax ,Pmax − (Q−1Qm3) /cb}

0 ≤ Q ≤ Qmax,EH

(7)

where Pmin and Qb represent the minimum power and heat
generation of the EH at the running point B. Pmax is the
maximum power generation of the EH at the running point D.
cm, ca and cb are the elastic coefficients of the power and heat
output under different running conditions [25].

E. SOLUTION OF THE MULTI-ENERGY FLOW
In this paper, the multi-energy flow of the coupled heating
and power network is solved by the decomposed method,
which has the advantages of simple programming and fast
calculation. In the calculation process, the independent power
system and heating system are calculated sequentially and
linked through EHs. The sequential calculation procedure
will keep iterating until the solution converges to an accept-
able tolerance. The solution process is as follows:

Step1. Analysis the topology of the coupled heating and
power network, set specified parameters for each node and
branch, and initialize the unknown state variables of the
whole system.

Step2. For the islanded mode of IES, two EHs with suf-
ficient capacity and high flexibility will be selected as the
power slack node and the heat slack node, other EHs are given
as the PV node, PQ node, or the heat source node.

Step3. According to (3) and (4), the forward-backward
sweep method [26] is used to independently calculate the
state variables in the heating network, such as the node pres-
sure, temperature and the pipe mass flow rates.
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Step4. Based on the calculation results of the heating net-
work, update the power generation and power load of each
node in the power network with the constraints of EH. Then
calculate the power flow of each power line and the power
generation of the power slack node according to (1)(2).

Step5. Take the sate calculation results of the power net-
work as the specified parameters to update the sate variables
of the heating network.

Step6. The sequential procedure from Step4 to Step5 is
iterated until the solution converges to an acceptable toler-
ance, then output the sate variables of the power-heat flow.

III. CASCADING FAILURE MODEL FOR THE
INTEGRATED ENERGY SYSTEM
A. EVOLUTION PROCESS OF CASCADING FAILURE
Security is the basis of the normal operation of IES, which is
usually affected by various failures during the operation. Dif-
ferent from the failure developmentmode in traditional power
system, the failures occur in IES will convey dynamically
between the heating and power network due to the variation of
the EH output. For example, if there exists an initial failure
in the power network of IES, the EH, which is at the slack
node, will respond to the failure to balance the power flow.
This may lead to the variation of the heat output of the EH
and the variation degree mainly depends on the flexibility of
the EH. As a result, the sate variables of the heating network
may change, causing the heating output variation of the EH at
the heating slack node. The variation can be regarded as a new
disturbance in heating network, which can in turn influence
the power network. Thus, the two systems interact with each
other until the final stable condition is reached. During the
interaction process, the multi-energy flow may exceed the
limits of each branch, which has the possibility to cause the
new failures, such as the power line outage and pipe leakage,
so as to result in the development of the cascading failures.
In conclusion, the propagation of the failures is bidirectional
in IES, which leading to the complicated evolution process of
cascading failures.

Referring to the traditional development process of cascad-
ing failures in power system [27], [28], the whole evolution
process of the cascading failures in IES combined the heating
and power network can be divided into four main stages.

Stage1. Pre-failure stage. In this stage, the power system
of IES is operating in the normal condition with low secu-
rity margin, which is close to the boundary conditions of
the protection device action and coordinated management
implementation.

Stage2. Initial failure stage. In this stage, the failure and
outage of single or multiple components is the direct cause
of the cascading failure. For example, the serious overload
of some power lines will trigger the action of the protection
device to cause the line outage, while the leakage and aging
of the pipelines are usually managed by isolating the portion
of pipeline where the failure occurs.

Stage3. Failure spreading stage. After the outage of some
power lines and pipelines due to the protection device action

or the coordinated management, the multi-energy flow transi-
tion may occur in the IES, which leads to the development of
cascading failures. In power network of IES, the overload of
power lines and the random failure are main factors that pro-
mote the cascading failure. Compared with the power system,
the heat transmission speed is lower, and the security margin
of operation is higher due to the thermal inertia and heat
storage characteristics of the heating network. As a result,
the failures and pipe outages requires the state accumulation
with a long-term scale, and the real-time requirements for
fault removal are relatively low in the heating network. So, the
coordinated optimization control strategies will be applied to
deal with the malfunctions occur in heating network.

Stage4. Fast outage stage. In this stage, a large number of
components outages occur in short-term, leading to the sys-
tem splitting, power outage and the heat supply interruption.

B. SIMULATION FLOW OF CASCADING FAILRUE
The model of cascading failure proposed in this paper mainly
considers the impact of the energy flow transfer on the failure
evolution process. The simulation of cascading failures in IES
is realized by searching and predicting the fault chains. The
flow chart is shown in Fig. 4, and the concrete process is
summarized as follows:

FIGURE 4. Flow chart of the cascading failure simulation.

Step 1. Firstly, based on the calculation results of the initial
risk indicators established in the next section, the power lines
and pipelines with high risk value are screened within the
threshold range to form the initial fault sets.
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Step 2. Randomly select the branch from the initial fault
sets as the occurred initial failure, and isolate the correspond-
ing power line or pipeline, which is regarded as the first
outage component.

Step 3. Determine the pre-level failure mode.
Mode 1: The failure only occurs in the power network and

the corresponding power line is outage.
Mode 2: The failure only occurs in the heating network and

the corresponding pipeline is outage.
Mode 3: The failure occurs both in the two systems.
Due to the influence of the pre-level failure, there may exist

energy islands in the power and heating network. For power
islands, it is necessary to formulate control strategies of the
power generation and electricity load in the island to ensure
the power balance. If the reserve capacity in the power island
is sufficient, the output of the generator at each node will
be proportionally increased according to the residual gen-
eration capacity. If the reserve capacity of the power island
is insufficient, the generator at each node will output at the
maximum value, and the electricity load should be reduced
in proportion to the power shortage [11]. For the heat islands,
the heat balance in the island can be achieved by adjusting the
heat generation and the thermal load with the similar control
strategies to the power island.

Step 4. If the new energy island occurs in the power or
heating network, the energy balance of the island will be
performed according to the control strategies described in
Step3. Otherwise, skip to the Step 5 directly.

Step 5. Calculate the multi-energy flow. If there exists the
overload in the power line or pipeline, the Step6 will be
continued, otherwise skip to the Step7 directly.

Step 6. Determine the position of the overload, and for-
mulate proper coordinated control strategies according the
position and severity of overload. Assume that the max load
rate of the power line is βL,max , if the load rate of the power
line meets the condition: βL ≥ 1.5βL,max , it can be regarded
as the serious overload branch; If the condition βL,max ≤
βL1.5βL,max is met, it can be regarded as the normal overload
branch. If the serious overload occurs in the power line,
the protection device will act to isolate the corresponding
branch, then the current outage event prediction process is
finished and we go back to Step 3. When the normal overload
occurs in the power network or the pipeline overload occurs
in the heating network, the combined heat and power control
strategy, which is modeled in the next section, will be applied
to decreasing the overload conditions. If the control strategy
works, the current outage event prediction process is finished,
andwe skip to the next Step.While if the control strategy does
not work, the overload branch will be taken as the subsequent
outage branch, then we go back to Step 3.

Step 7. The random failure prediction process begins.
In this step, there exists no overload branch and the random
failure of the branch becomes the main factor to promote the
development of cascading failures. By combining the state
transition evaluation and the implicit failure probability as
the relevance indictor, the relevance of the branches to be

predicted will be analyzed with KFCM clustering algorithm
and the branches with the highest value of relevance will be
selected as the subsequent outage.

Step 8. Determine whether the prediction process of the
single fault chain is completed. If the ending condition is
met, the prediction process will be finished and a com-
plete fault chain corresponding to the initial fault will be
formed. The prediction ending condition for single fault chain
includes: 1) The outages in the current fault chain cause the
multi-energy flow unable to converge; 2) The total load loss
ratio exceeds the upper limits; 3) The number of the outages
included in the fault chain has reached specified maximum.

Step 9. The procedure of the fault chain prediction will
keep performing until all failures in the initial fault sets are
searched.

C. MODEL CONSTRUCTION FOR CASCADING FAILURE
1) MODEL FOR THE INITIAL FAILURE SELECTION
The initial comprehensive risk assessment indicator of the
coupled heating and power network can be defined as (8):

RLi = PLi,0 × DLi,0 ×WLi,0 × ELi,0 (8)

where the indicator component PLi,0, DLi,0, WLi,0 and ELi,0
separately represent the fault probability, initial load rate,
initial energy flow ratio and the outage influence of each
branch. The calculation expression of each indicator compo-
nent is described as (9):

PkLi,0 = Li,k/

∑
j∈�k

Lj,k


DkLi,0 = FkLi,0/F

k
Li,max

W k
Li,0 = FkLi,0/

∑
j∈�k

FkLj,0


EkLi,0 =

∑
Lj∈�1+�2,j 6=i

1FkLj/F
k
Lj,0

(9)

where Li,k is the length of the i-th branch. �k is the set
of power lines and pipelines. If the k is set as 1, �k will
represent the sets of the power lines, if the k is set as 2,
�k will represent the sets of the pipelines; FkLi,max is the
upper limitation of the power flow or mass flow rate in the
i-th branch, FkLi,0 is the power flow or mass flow rate in
the i-th branch before the initial failure occurs, and 1FLj is
the variation of power flow ormass flow rate in the j-th branch
after the initial outage Li.
The initial risk values of power lines and pipelines are

calculated according to (8) and (9), and the branches with
high risk can be further selected to form the initial fault sets.

2) COMBINED HEAT AND POWER CONTROL MODEL
The heating network and power network are deeply coupled
through EHs, the control strategy performed on one sys-
tem may influence the flow distribution of another system,
even causing the new disturbance. So, the control strategies
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FIGURE 5. Model structure of the combined heat and power control
strategies.

should take the restrictions of both power network and heat-
ing network into account and the resources for dispatching
on both sides should be fully excavated, so as to realize
the co-controlling for the integrated heating and power net-
work. Fig. 5 shows the model structure of the combined heat
and power control strategies (CHPC), which consists of the
optimal energy flow (OEF) dispatching model and the load
shedding model.

(1) The dispatching model of the optimal energy flow
Aiming at obtaining the optimal energy flow with low

management costs under the premise of ensuring the security
operation of IES, a dispatching model is established in this
paper, which is driven by the minimizing the total operation
costs of IES.

minCost (xe, xh, xc) (10)

where the vector xe, xh and xc represent the independent vari-
ables to be optimized in the power network, heating network
and the EH, and they can be further expressed as:

xe =
[
Peh,1,Peh,2, . . . ,Peh,m,Pg,1, . . .Pg,n

]
xh =

[
Qeh,1,Qeh,2, . . . ,Qeh,m,Ts,1, . . . ,Ts,m

]
xc =

[
xc,1, xc,2, . . . , xc,m

]
(11)

wherem is the number of EHs except the power and heat slack
nodes. n is the number of the generators in the power network.
Peh,i is the power generation of the i-th EH except the power
slack node, and Pg,j is the power output of the j-th generator.
Qeh,i represents the heat generation of the i-the EH, and Ts,j
is the supply temperature of the j-th EH. xc,i is the vector of
the output of coupling components in the i-th EH.
The calculation method of the operation costs of IES can

be further expressed as (12), which consists of the operation
and maintenance costs fom of each equipment, the fuel cost
ffluel of EH, the cost floss of the power and heat loss in the IES
network.

Cost=
∑
i∈51

fom,i (xe, xh, xc)+ffuel (xc)+floss (xe, xh) (12)

where 51 represents the sets of the equipment working in
IES, such as generators, circulating pumps, and the coupling
components of each EH.

The constraints of the dispatching model mainly include:
The equation constraints (13), which are based on (1)-(4),
including the power balance, heat balance, and the energy
conversion balance of each EH; The output constraints (14)
of each power or heat generation equipment; The inequality
constraints (15) of each EH considering the dispatching flex-
ibility, which are based on (6)(7); Operation constraints (16)
of the power network and heating network, such as the power
flow range constraints, voltage range constraints, supply tem-
peratures range constraints, and the mass flow rate range
constraints.

E (xe) = 0, H (xh) = 0, C (xc) = 0 (13)

Pe,i ≤ xe,i ≤ Pe,i, Qh,i ≤ xh,i ≤ Qh,i, Pc,i ≤ xc,i ≤ Pc,i
(14)

EH (xe, xh, xc) ≤ 0 (15)

EN (xe) ≤ 0, HN (xh) ≤ 0 (16)

(2) Load shedding model
Considering the time limitation of the dispatching in abnor-

mal conditions, the load shedding strategy will be applied
to dealing with the abnormal operating condition if the OEF
dispatching model cannot converge.

The load shedding model is driven by minimizing the total
load shedding under the premise of ensuring the security
operation of IES, which can be expressed as (17):

min f (α, β) = min

∑
i∈�e

αiPLi +
∑
j∈�h

βjQLj

 (17)

where α and β respectively represent the power load shed-
ding ratio and the thermal shedding ratio. �e is the sets of
the adjustable power loads, �h is the sets of the adjustable
thermal loads.

The constraints of the load sheddingmodel mainly include:
the power and thermal load shedding constraints (18)(19),
where the 1Pk,max and 1Qk,max respectively represent the
maximum value of the power and thermal load shedding;
Overload margin constraints (20) after the load shedding.
Other constraints (21), which consist of both equality and
inequality constraints described in (13)-(16), while the vari-
ables to be optimized should be replaced with the load shed-
ding ratio.

1Pk ≤ 1Pk,max (18)

1Qk ≤ 1Qk,max (19)

φ (1Pk ,1Pk) ≥ ε (20)

8(α, β) = 0, ϕ (α, β) ≤ 0 (21)

3) PREDICTION MODEL OF THE RANDOM FAILURE
The prediction process of the random failure is modeled by
combining the state transition evaluation and the implicit
failure probability as the relevance index.

The state transition evaluation indexes include the branch
load rate λ, the variation rate µ of multi-energy flow, and
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the impact factor γ of the branch outage. Assume that the
m-th outage component of the fault chain is the branch li, and
lk is one of the branches to be predicted for the subsequent
outage.

The load rate index reflects the mean load rate of the
branch before and after the m-th outage occurs, and it can
be calculated according to (22):

λk(m+1) =

∣∣∣∣∣ f mk + f m+1k

2fk,max

∣∣∣∣∣ (22)

where f mk and f m+1k respectively represent the power flow
or mass flow rate in the branches before and after the
m-th outage occurs. fk,max is the upper limitation of the power
flow in the power line or the mass flow rate in the pipeline.

The variation rate of multi-energy flow can be expressed
as (23), which reflects the variation of the power flow and the
mass flow rate due to the effect of the m-th outage.

µk(m+1) =



∣∣∣∣∣ f m+1k − f mk
f mk

∣∣∣∣∣ k ∈ 91

1
2
(

∣∣∣∣∣ f m+1k − f mk
f mk

∣∣∣∣∣+
∣∣∣∣∣Tm+1k − Tmk

Tmk

∣∣∣∣∣) k ∈ 92

(23)

where 91 is the set of power lines to be predicted, and 92 is
the set of pipelines to be predicted. Tmk and Tm+1k respectively
represent the water temperature in the pipelines before and
after the m-th outage.
The impact factor of the branch outage is calculated

by (24), indicating the influence degree of the former outage.

γk(m+1) =

∣∣∣∣∣ f m+1k − f mk
f mi

∣∣∣∣∣ (24)

where f mI is the power flow or mass flow rate in the branch li
before its outage.

The implicit failure mainly occurs in the power network,
which is related to the power flow in the branch after the
former outage. While the probability of the implicit failure
occurs in the heating network is set as a constant p0 with
low value in this paper. The implicit failure probability of the
branch can be expressed as (25).

hk(m+1) =

{
p(f m+1k ) k ∈ 91

p0 k ∈ 92
(25)

where p(fm + 1 k) is the probability of the implicit failure
occurs in the k-th power line, which can be calculated as:

p(f m+1k ) =


0.05 f m+1k < fHF
2f m+1k − fHF
2fset − fHF

fHF < f m+1k < fset

1 f m+1k > fset

(26)

where fset is the maximum power flow fk,max in the power
line, and fHF = 0.75fk,max .

The four indictors can be further combined to form the
relevance vector corresponding to the m-th outage branch:
Rm+1k =

[
λk(m+1), µk(m+1), γk(m+1), hk(m+1)

]
.

The comprehensive relevance indictor for outage predic-
tion is defined as (27):

Ck,m+1 = αk(m+1)βk(m+1)γk(m+1) + hk(m+1) (27)

Calculate the relevance vector of the branches to be pre-
dicted and cluster the vectors by using KFCM algorithm.
Then select the sets of branches with the highest compre-
hensive relevance of their clustering center as the subsequent
outage. The prediction flow chart of the subsequent outage is
shown in Fig. 6.

FIGURE 6. Prediction process of the random failure.

IV. COMPREHENSIVE ASSESSMENT ON
CASCADING FAILURES
In order to effectively evaluate the impact severity of the fault
chain, the comprehensive evaluation indictor is established in
this paper, which consists of the total ratio of the load loss,
the OEF dispatching cost ratio and the maximum operation
connectivity.

The load loss of the cascading failure in IES is mainly
determined to the effects of the energy island balancing and
the load shedding control strategies. The thermal load loss
ratioRhl and the power load loss ratioRel can be expressed as:

Rhl =

S∑
i=1

(1Ch,i +1Wh,i)

SLh

Rel =

S∑
i=1

(1Ce,i +1We,i)

SLe

(28)

where S is the number of the branch outages in the fault
chain. 1Ch,i and 1Wh,i represent the amount of thermal
load shedding respectively during the heat island balancing
process and the CHPC process.1Ce,i and1We,i represent the
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amount of power load shedding respectively during the power
island balancing andCHPC process after the i-th outage of the
fault chain. Lh and Le represent the total thermal demand and
the total power demand.

The OEF dispatching cost ratio ROEF can be calculated
according to (29).

ROEF =

S∑
i=1

Costi,1

S∑
i=1

Costi,0

(29)

where Costi,0 and Costi,1 respectively represent the operation
costs of IES before and after the performing of the control
strategies.

The maximum operation connectivity RG indicates the
topological integrity of IES network, which can be calculated
by (30):

RG =

S∑
i=1

(
Ne,1(i)+ Nh,1(i)

)
S
(
Ne,0 + Nh,0

) (30)

where Ne,0 and Nh,0 respectively represent total number of
the power lines and the total number of the pipelines. Ne,1(i)
is the maximum number of the power lines contained in the
connected topology of the power network, and Nh,1(i) is the
maximum number of the pipelines contained in the connected
topology of the heating network.

Based on the above indicators, the comprehensive evalu-
ation index can be expressed as (31) to evaluate the impact
severity of the fault chain. Note that the weight w1, w2 and
w3 in (31) can be determined by AHP algorithm [29].

RC = ω1 (Rhl + Rel) /2+ ω2ROEF + ω3/RG (31)

V. CASE STUDY AND DISCUSSIONS
A. CASE DESCRIPTION
In order to demonstrate the effectiveness of the pro-
posed method, a case study was carried out in MATLAB.
Fig. 7 shows the schematic of the testing case, which is
supposed a self-sufficient IES, that is, isolated from external
power system. The power network in the case has 14 bus bars,

FIGURE 7. Schematic of the IES coupled heating and power network.

with one photovoltaic generator G2 connected to the node
Bs2 and a thermal generator G1 connected to the node Bs6.
The power load is 25.9 MW in total, and the basic param-
eters of the power lines and the generators are presented
in Appendix, Table 7. The heating network has 17 nodes,
including two heat source node of Bn6 and Bn7, 10 thermal
load nodes and 5 main pipeline nodes. It was assumed that
the initial supply temperature at each source is 90◦C and the
outlet temperature at each thermal load was set to fixed 30◦C.
The total heat power of all thermal loads is 21.4 MW, and
other parameters of the heating network is listed in Appendix,
Table 8. Note that the simulation model proposed in this
paper is workable for different cases by adjusting the model
parameters, and the model complexity is mainly determined
by the scale of the IES.

The power network and the heating network are intercon-
nected through two EHs. The EH1, which is connected to
the Bs3 node and the Bn7 node, is chosen as the heat slack
node. The EH2, which is connected to the Bs1 node and
Bn6 node, is chosen as the power slack node. Notice that
two circulating pumps are set along the pipeline l15 and the
pipeline l16, and the consumed power of the pumps, which
is regarded as the power load, can be calculated according to
[30]. What’s more, the CHP unit contained in EH1 has a fixed
thermoelectric ratio, and the CHP unit contained in EH2 has
an adjustable thermoelectric ratio, which means the higher
flexibility for dispatching. The structure of each EH is shown
in Fig. 2.

B. RESULTS ANALYSIS AND DISCUSSIONS
1) ANALYSIS ON THE SIMULATION RESULTS OF
CASCADING FAILURES
Calculate the initial risk of each branch according to (8) (9),
and the calculation results are shown in Table 1. The top
five branches with the highest risk value in the power net-
work and the heating network are selected as the initial
failures respectively, so as to form the initial fault sets of
{d1, d10, d7, d13, d4, l16, l11, l15, l8, l12}.

TABLE 1. Initial risk of each branch.
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Based on the simulation model of cascading failure pro-
posed in this paper, 23 complete fault chains are obtained,
including 13 of them corresponding to the initial failures in
the power network and 10 of them corresponding to the initial
failures in the heating network.

TABLE 2. Simulation results of the cascading failure.

Table 2 presents the simulation results of the cascading
outage events for different initial outages. It is obvious that
the fault chain ‘‘d10→ d1→ d9→ d11→ d13→ d12’’
and ‘‘d10 → d1 → d9 → d11 → d13 → d19’’ has the
most outage branches, which contains three OEF dispatch-
ing processes with high dispatching costs. In addition, there
exists power islands in these two fault chains, and due to the
capacity restrictions of the power generation, part of the loads
have been shed to ensure the power balance in the island.
The fault chain ‘‘d1→ d2’’ and ‘‘l11→ l13’’ both contain
only two outage branches. For the fault chain ‘‘d1 → d2’’,
the power generation of EH2 cannot be transmitted to other
load nodes due to the disconnection of the power lines d1
and d2, leading to the formation of the power island. For the
fault chain ‘‘l11→ l13’’, the heat island is formed due to the
outage of pipeline l11 and l13, resulting in 8.4 MW loss of
thermal load. What’s more, the fault chain with less outage
branches may have worse evaluation indictors than the one
with more outage branches, such as the fifth and sixteenth
fault chain listed in Table 2, indicating that the number of
the outage branches contained in a fault chain is not the only

factor to determine the impact of the cascading failure. So it
is necessary to establish effective evaluation indicators from
multiple perspectives to achieve the comprehensive assess-
ment of the impact of the cascading failure.

The fifteenth fault chain ‘‘l16 → l13 → l15’’ has the
highest value of each evaluation indictor among all simulated
fault chains, indicating the most serious impact it will have
on the security of IES operation. The initial outage of the
pipeline l16 caused the overload of the power line l1 and the
pipelines l14, l15. As a result, the OEF dispatching strategy is
firstly applied to responding to the overload. Then, 12.3% of
the power and thermal load was lost due to the load shedding
strategies in the condition that the OEF dispatching did not
converge. After the last outage l15 of this fault chain, the two
heat sources were disconnected from the heating network,
leading to the interruption of the thermal load supply and the
formation of the heat island.

What’s more, during the simulation of the cascading fail-
ure, the initial outage in power network may cause the over-
load of the pipelines in the heating network, such as the
overload of the pipeline l16 caused by the outage power
lines ‘‘d1 → d16 → d15’’. Meanwhile, most overload
in pipelines can be alleviated by the CHPC strategies. As a
result, the outage branches of fault chains caused by the
initial failure of the power network is mostly the power lines,
which is corresponding to the results in Table2. Similar to the
power network, the initial outage in the heating network may
also cause the overload of the power lines. In this condition,
the CHPC process is much more difficult, which leads to the
failure of the co-controlling more easily, so the fault chains
caused by the initial failure in the heating network usually
contains both pipeline outages and power line outages.

In order to further verify the superiority of the model
proposed in this paper, three cases with different analysis
methods of the cascading failure are designed as follows:

Case I: Without considering the CHPC strategies, which
means that if the overload occurs in one branch, the corre-
sponding branch will be removed directly.

Case II: Without considering the clustering during the
prediction process of the random failures, which means that
only the branch with the highest value of relevance will be
chosen as the subsequent outage.

Case III: Simulate the cascading failure with the complete
method proposed in this paper.

Fig. 8 shows the occurrence frequency of each branch in
all simulated fault chains. In Case III, power line d1 has
the highest occurrence frequency in all fault chains listed
in Table 2, and the power line d10, d9 and d11 also appear
in the simulated fault chains many times. Most of these
power lines with high occurrence frequency are the criti-
cal link lines of the power network, which play important
roles in the power transmission and interaction between
different areas. Once the failure occurs in one of them,
the power flow will transfer to other power lines, leading to
the overload of other branches, so as to cause the cascading
failure.
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TABLE 3. The top three branches with the highest occurrence frequency.

FIGURE 8. The occurrence frequency of each branch in all simulated fault
chains.

Table 3 listed the top three branches with the high-
est occurrence frequency in the simulated fault chains in
case I, II and III. According to the statistical results, we can
find that both the power line d1 and the pipeline l15 have
high occurrence frequency in three cases, indicating that these
two branches can be regarded as the vulnerable component of
the IES network which play important roles in promoting the
development of the cascading failure. So, some improvement
measures can be designed for the vulnerable branches to
prevent cascading outages.

FIGURE 9. Relevance network diagram of cascading failure branches.

Fig. 9 shows the relevance network diagram of cascad-
ing failure branches. In Fig. 9, each node represents the
corresponding power line number or the pipeline number,
the connection and direction between nodes represent the
interactions between outage branches, and the thickness of
the connection line means the strength of their interactions.
What’s more, the interaction usually exists between two adja-
cent outage events in the fault chain, and the interaction
strength is determined to the number of the fault chain con-
taining these two adjacent outage branches. The bigger the

number is, the stronger interaction, as well as the correlation
between them will be.

As shown in Fig. 9, it is obvious that the correlation
between the power line d1 and d10 is the highest among
all the branches, which indicates the strong bidirectional
interaction between them. What’s more, we can find that the
branches with the strong correlation mainly exist in the same
energy system, and there rarely exists the strong-correlated
branches in two different energy systems due to the com-
bined heat and power control strategies, which indicates that
the control strategies play an important role in adjusting
the operation sate of IES and blocking the development of the
cascading failure. In conclusion, the method proposed in this
paper can be used to locate the vulnerable components and
search subsequent outages in order to stop cascading outage
spreading.

2) COMPARISON OF THE EFFECTS ON SIMULATION
RESULTS IN DIFFERENT CASES
In this section, the cascading outage events corresponding to
the initial outage of the power line d10 and the pipeline l12
are selected respectively as the examples for further analysis.

TABLE 4. Simulation results in different cases for the initial outage
of d10.

TABLE 5. Simulation results in different cases for the initial outage of l12.

Table 4 and Table 5 present the simulation results in differ-
ent cases for the initial outage of d10 and l12. For case III,
there exists seven developmentmodes of the cascading failure
for the initial outage of d10. While for case II, only one
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FIGURE 10. (a) The distribution of power flow and mass flow rate for the initial outage of d10. (b) The distribution of the
power flow and mass flow rate for the initial outage of l12.

branch with the highest comprehensive relevance will be cho-
sen as the subsequent outage without the clustering process.
As a result, only one fault chain ‘‘d10 → d1 → d15 →
d9’’ has been searched, resulting in the ignorance of other
important outages related to the power line d9. Similar to
the initial outage of d10, three fault chains corresponding to
the initial outage of the pipeline l12 are obtained with the
co-controlling strategies and the clustering method, while for
the case II, only one fault chain ‘‘l12→ d1→ d2’’ has been
searched. So, in order to search more comprehensive devel-
opment modes of the cascading failure, the clustering method
can be taken into account during the prediction process of the
random failure.

Fig. 10 presents the power flow and mass flow rate dis-
tribution corresponding to the initial outage of d10 and l12
during their first CHPC process. It is obvious that by using the
CHPC strategies, the overload branches, such the power line
d1 and d2, are operating in the new security condition with
the overload pressure of the branch alleviated.While in case I,
without taking the CHPC strategies into account, only one
fault chain ‘‘d10→ d1→ d2’’ will be formed for the initial
outage of d10, as well as the fault chain ‘‘l12→ d1→ d2’’
corresponding to the initial outage of l12, which indicates
that the CHPC strategies play an important role in the devel-
opment of the cascading failure, and the simulation model
considering CHPC strategies in this paper is of effectiveness
and rationality.

3) ANALYSIS OF THE IMPACT OF LOAD LEVELS
ON THE CASCADING FAILURE
During the searching process of the fault chain, the power
loads or thermal loads at each node are considered invariable.

TABLE 6. Simulation results of the fault chain with different load levels.

In order to further analyze the impact of load levels on the
development of the cascading failure in IES, three different
load levels: peak load level, valley load level and flat load
level are designed for the simulation of the cascading failure.
Note that the peak load is set as the 1.2 times of the cur-
rent load demand, the valley load is set as the 30% of the
current load demand, and the flat load is set as the 60% of the
current load demand.

We take the fault chain corresponding to the initial outage
of d10 as an example, and searched fault chains with different
load levels. As can be seen from the simulation results listed
in Table 6, eight fault chains are formed in case of the peak
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load level with the higher comprehensive evaluation indictor
than the current load level, and in case of the valley and
flat load level, only four and five fault chains are obtained
with the lower comprehensive evaluation indictors than the
current load level. In the peak load demand period, the power
flow and mass flow rates in branches increased significantly,
leading to the high costs for coordinated controlling. While
in the valley or flat load demand period, the load rate of
each branch is relatively low, leading to the low costs for
coordinated controlling and the smaller scale of the cascading
failure.

FIGURE 11. The mean load loss ratio and mean OEF cost ratio of the fault
chains with different load levels.

As shown in Fig. 11, the load loss ratio and OEF dis-
patching cost ratio of the cascading failure increase gradually
with the increase of the load level, which indicates that the
load level has a great impact on the scale and seriousness
of the cascading failure. Meanwhile, serious and large-scale
cascading failures aremore likely to occur in case of high load
demand, so it is necessary to pay more attention to preventing
the occurrence and spreading of the cascading failure during
the peak load period.

VI. CONCLUSION
In order to deeply analyze the propagation mechanism of
the cascading failure in IES, a novel simulation model of
the cascading failure considering the interaction between the
coupled heating and power networks is proposed in this paper.
According to the simulation results of the case study, main
conclusions are listed as follows:

1) The transmission process of the IES cascading failure is
mostly bidirectional due to the deep coupling of the heating
and power systems. The vulnerable components usually can
be located to the key link lines and the main energy-supply
branches, which promote the transitions of the energy flow
and overload in other branches.

2) Compared with traditional simulation methods of the
cascading failure, the proposed model in this paper can sig-
nificantly improve the overload conditions by considering
the CHPC strategies, which conforms to the actual operation
and dispatching process of IES, ensuring the rationality and
effectiveness of the predicted fault chains.

3) The combination of the state transition evaluation indic-
tor and the implicit failure probability indictor can effectively
describe the relevance between the initial failure and its

subsequent failures. What’s more, by applying the clustering
method and choosing the sets of branches with higher rele-
vance indictors during the prediction process of the random
failure, the more comprehensive development modes of the
cascading failure can be searched.

4) The load level has a great impact on the scale and
seriousness of the cascading failure, serious and large-scale
cascading failures aremore likely to occur in case of high load
demand, which relies on the effective measures to prevent the
occurrence and spreading of the cascading failure.

APPENDIX
See Tables 7 and 8.

TABLE 7. Basic parameters of the power network.

TABLE 8. Basic parameters of the heating network.
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