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ABSTRACT Telemedicine offers a medical-on-demand (MoD) service from a distance. This technology is
designed to overcome distance barriers and improve the process of accessing medical services in distant rural
communities. With the development of cloud computing, the MoD services in the telemedicine system are
provided by the Cloud Service Provider (CSP). This CSP connects the patient and the medical staff in differ-
ent places with both convenience and fidelity. Meanwhile, the outsourcing healthcare data on public cloud
platforms bring some new challenges on the security. Although attribute-based encryption (ABE) algorithm
realizes flexible and fine-grained access control, a large number of patients subscribe or unsubscribe the
different medical services frequently in the cloud, which takes a huge cost for membership management.
In this paper, an ABE scheme is presented to achieve the dynamic authentication and authorization with
higher flexibility and efficiency for the MoD services in telemedicine system. On the one hand, when the
patient alters his ordered service, it requires no updating on the parameters for those whose statuses remain
unchanged. We construct an independent-update key policy ABE scheme in the distributed telemedicine
system that aims to updates patient’s keys separately, and there are multiple authorities to manage this system
altogether which is more similar to the real situation. On the other hand, by using blockchain and distributed
database technologies, the private healthcare data stored in public cloud is protected in integrity, which
avoids the misdiagnosis accident from the inaccurate electronic health records distorted by a malicious user
or authority from the inner cloud. Finally, we analyze the collusion attack in multiple authorities and formally
prove the security of this protocol in a standard model. After comparing and simulating, the results of this
work show a better performance.

INDEX TERMS Attribute-based encryption, blockchain, independent-update, multi-authority, medical on
demand.

I. INTRODUCTION
As the population grows, the requirement of medical resource
increase dramatically in the healthcare system. Patients liv-
ing in underdeveloped areas, where traffic is inconvenient,
are extremely lack of mobility as well as access authority
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to high quality healthcare, especially for the aged or dis-
abled ones. The telemedicine system enables to bridge this
gap [1]. This system takes advantage of telecommuni-
cation and information technology to supply the remote
healthcare resource, which overcomes the distance barriers
to improve the medical services in remote rural communi-
ties, and even saves the life in the critical and emergency
situation [2].
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FIGURE 1. MoD service in the telemedicine system.

Medical on demand (MoD) is aroused with the devel-
opment of telemedicine system recently. As shown in
FIGURE 1, patient is permitted to communicate with the
most eminent doctors or specialists in distance without vis-
iting them face to face. According to the medical certificate
from the remote specialist in the large scale hospital, patient
does some laboratory tests and physical examinations on
demand in local or community hospital, whose responsibility
is uploading the electronic health records (EHRs) to the
database (or cloud). After receiving the patient’s examination
reports, the remote specialist makes out the accurate diagno-
sis on him. In this model, the telemedicine system supports
remote diagnose and prescription verification, which saves
the precious medial resource and reduces the overall cost of
healthcare for poverty-stricken patient. Moreover, this system
allows healthcare specialist in different places to share infor-
mation and discuss the diagnostic results as if they are staying
in the meeting room [3], [4]. In the face of serious illness,
this system can also avoid the transmission of infectious
diseases or parasites between infectors and medical staffs
(e.g., SARS).

Nowadays, the telemedicine system is usually established
by Cloud Server Provider (CSP) who provides a virtual
platform that allows doctors and patients to work together
for overall wellness and health, and supports in-home care.
By means of this platform, it builts up the communication
links among patient, medical staff and storage server. Patient
could subscribe some medical services on demand for greater
access to quality care and improving his experiences. Cloud
server is responsible to store EHRs and other related health-
care data. As for specialist and researcher, they access the
physical data stored in the cloud to make accurate diagnosis

and do some scientific researches. Cloud computing has
changed the traditional model of medical care on paper into
a digital one [5]–[7].

Cloud computing provides a shared pool of different types
of configurable computing resources (such as networks, stor-
age and services) to users on an on-demand basis [8]. In the
cloud, users enjoy the convenient service from all the under-
lying cloud infrastructure maintained by the CSP. And the
aim of cloud includes cutting costs and capital expenditures,
improving operational efficiency, and helping the users focus
on the core business instead of being impeded by IT obsta-
cles [9], [10]. Therefore, several types of cloud computing
models on health have been created in the last few years. For
instance, Microsoft and Google have established Microsoft
Health Vault [11] and Google Health [12] to provide the
medical infrastructure as a service.

Although it shows a lot of advantages to the medical
services, cloud computing also brings some security chal-
lenges [13]–[19]. In the cloud, all the sensitive data related
to patient is controled by CSP, such as name, address, social
security number, allergic history and so on. Normally, the ser-
vice provider is a commercial enterprize (such asAmazon and
IBM) that cannot be trusted completely. These enterprizes
enable to access users’ privacy at any time, and alter or
delete data accidentally or deliberately. Consequently, it is
necessary to restrict the behaviors of curious CSP and unau-
thorized users, and prevent the information stored in cloud
from being tampered. However, the traditional cryptography
paradigm adopts one-to-one mode to provide security pro-
tection, which is inconsistent with characteristics of cloud
computing with flexibility, distributed management, and
data sharing.
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With regards to access authority and confidentiality in
cloud, one of the preeminent cryptographic primitives is
Attribute-Based Encryption (ABE) [20]–[22], which pro-
vides the encryption-decryption ability according to the
attributes of user. In an ABE scheme, it can be executed
as one-to-many mode. Anyone has capability of decrypting
the protected data by using a set of data owner’s attribute,
if and only if the partial components of the encrypted data
are matched with the components of the private key. On basis
of this characteristic, the data owner could upload the data
to a public cloud server without apprehension [23]. Depend-
ing on the different relationships among access structures,
private keys and ciphertexts, ABE scheme is divided into
Key-Policy ABE (KP-ABE) [21] and Ciphertext-Policy ABE
(CP-ABE) [22] generally. In KP-ABE, the private keys of
user are associated with designated policies, as well as the
ciphertexts are labeled by some sets of attribute. This user
enables to decrypt the ciphertext only if the access policy
of private key is satisfied by the attributes embedded in
this ciphertext, which reflects the user’s permissions. Hence,
KP-ABE is usually applied to protect the outsourced data
on confidentiality [23]. As for CP-ABE, the ciphertext is
attached with some policies, and the private key of user is
described by a set of attribute. This user can decrypt a cipher-
text with access tree if and only if the attributes attached with
the private key satisfy this access structure, which reflects
some requirements for the decryptor. CSP has ability to tag
medical services by attributes in telemedicine system and
distribute the private key under user’s subscription, instead of
tagging user. Consequently, KP-ABE is better for providing
access authority and confidentiality for MoD services than
CP-ABE.

Furthermore, CSP has stored the mutual information
between doctor and patient, including diagnostic opinions,
physical data and so on. Anyminor changes on these informa-
tion will lead to the serious consequences on patient and the
whole system. Accordingly, it is crucial to provide integrity
protection on the data in the telemedicine system, and the
blockchain technology is an excellent choice. Blockchain
was developed to serve as the public transaction distributed
ledger of the bitcoin by Satoshi Nakamoto in 2008 [24],
which can record transactions between two parties effi-
ciently and in a verifiable and permanent way. The primary
function of blockchain today has been expanded from a dis-
tributed ledger for cryptocurrencies to IoT and cloud comput-
ing [25]–[29]. For instance, the current telemedicine system
is totally controlled by CSP, which is the main target by the
hacker. Taking advantage of the blockchain, it encapsulates
all transactions into the immutable distributed ledger that
ensures the responsibility and transparency in themedical ser-
vice [30]–[32]. Therefore, the blockchain is available for pro-
viding integrity of the medical data, helping the telemedicine
system reduce the medical accidents and preserving
the privacy.

A. RELATED WORKS
ABE protocol plays an important role in the confidentiality
and fine-grained access control for the medical services in
cloud. Sahai and Waters adopted the attribute-based structure
to design a cryptographic primitive [20]. However, in the dis-
tributed cloud system, dynamic membership is vitally impor-
tant to ABE. Li et al. [33] put forward a KP-ABE scheme as
access control in the healthcare of cloud, but it was inefficient
in user/attribute revocation, which needed to update other
users’ private keys. Liang et al. [34] presented a CP-ABE
protocol with efficient user revocation in single authority.
However, this scheme achieved no forward security, so that
a revoked entity could decrypt the previous accessed data as
usual. Based on the CP-ABE framework, Fan et al. [35] firstly
provided an efficient schemewith arbitrary-state to satisfy the
feature of dynamic membership in 2014. In their protocol,
every entity needed to interact with authority to update his/her
attribute value. He et al. [23] designed an independent-update
KP-ABE scheme to renew user’s key separately. This proto-
col changed the access policy to guarantee the forward secu-
rity and other users would not be influenced. Wei et al. [36]
gave a novel CP-ABE scheme for cloud storage system with
multi-authority. This scheme supported dynamic user revoca-
tion while the system public parameter remaining unchanged.
But this protocol permited the server to update the ciphertext
by only using of the public parameters without the help of
the data owner and the authority. Therefore, everyone in this
system must trust the CSP unconditionally.

Recently, there are some works making the effort
to apply attribute-based cryptography to the blockchain.
Guo et al. [37], in the EHRs system, employed an attribute-
based signature scheme with multi-authority to verify the
facticity of the block, in which is stored with the patient’s
sensitive data. In their protocol, a patient published his phys-
ical data in a block anonymously, and set the access policy
for those who desired to obtain these data. Wang et al. [38]
adopted ABE method to distribute secret key and encrypt
shared data in the cloud. In this scheme, the blockchain
technology ensures that the keyword search function on the
ciphertext is implemented. Wang and Song [39] combined
the ABE, IBE, IBS and blockchain in one cryptosystem to
facilitate the management of the system. To promote the
data sharing and preserve privacy, Liu et al. [40] proposed
a blockchain-based privacy-preserving data sharing scheme
for EMRs, which was stored in the cloud and the indexes
were reserved in a tamper-proof consortium blockchain.
Zhang et al. [41] presented an access control solution for
exchanging blockchain-based EMRs that omitted the gate-
way in order to authorize users’ access with block level gran-
ularity. Recently, Mohsin et al. [42] gave a novel verification
secure framework for patient authentication between a patient
enrollment device and a node database. The blockchain
technique guaranteed the integrity and traceability of the
medical data.
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Conclusions as a result, considering the flexibility and
distributed requirements of MoD services in the telemedicine
system, this work concerns about constructing a KP-ABE
scheme to achieve confidentiality and fine-grained access
control with features of independence and multi-authority
co-management. Moreover, we utilize the blockchain tech-
nology to ensure the integrity and traceability of patient
sensitive data.

B. CONTRIBUTIONS
In this paper, taking the telemedicine system in cloud com-
puting into consideration, a blockchain-based multi-authority
KP-ABE with independent-update is proposed, which is suit-
able for being applied in the distributed telemedicine system.
Our contributions are as follows.

(a) First of all, user in this system can dynamically join
and leave freely, and he/she updates or revokes access policy
on-demand while other users will not be influenced, which
enjoys the forward security.

(b) Secondly, we adopt the mode of multi-authority
co-management for meeting the requirements of the dis-
tributed telemedicine system. Furthermore, it shares one
pseudorandom function seed privately in every two author-
ities. Beside that, in every user’s private key, it contains each
authority’s private key to resist (N -1) corrupted authorities at
most in the collusion attack.

(c) Thirdly, provided that the Decisional Bilinear
Diffie-Hellman (DBDH) assumption holds, the security of
this scheme is proven in the standard model. Moreover,
the comparisons demonstrate that our protocol has a better
performance.

(d) Fourthly, this scheme employs the blockchain technol-
ogy on the medical data transmitted between the doctor and
the patient, which provides the integrity and traceability of
those sensitive data.

C. ORGANIZATION
The framework of this paper is designed as following.
Section 2 demonstrates a overview of preliminaries, the bilin-
ear mapping, the security assumption and some defini-
tions. Section 3 presents the blockchain-based model of the
telemedicine system while Section 4 describes the detailed
construction of our proposal. In section 5, we give formal
security proof and performance analysis between this proto-
col and other related works. Finally, the conclusions of this
work is given in Section 6.

II. PRELIMINARIES
A. BILINEAR MAPPING
Supposing that (G,GT ) are the two cyclic groups of prime
order p. ê : G×G→ GT is a bilinear mapping with generator
g of G which satisfies the following properties:
(a) Bilinearity: For all g, h ∈ G, a, b ∈ Zp, we have

ê(ag, bh) = ê(g, h)ab.
(b) Non-Degeneracy: There exists ê(g, g) 6= 1 ∈ GT .

(c) Computability: There is an efficient algorithm to com-
pute ê(g, h) for all g, h ∈ G.

B. DEFINITIONS
Definition 1 (DBDHProblem): LetG andGT be two cyclic

groups with prime order p, g be the generator of G, and
ê : G × G → GT be a bilinear mapping. The Decisional
Bilinear Diffie-Hellman (DBDH) problem is that given the
tuple (g, ag, bg, cg,Z ), where Z ∈ GT and a, b, c ∈ Z∗p ,
decides whether Z = ê(g, g)abc holds or not.
Definition 2 (DBDH Assumption): Provided that there is

a probabilistic polynomial-time (PPT) adversaryA, who can
distinguish Z from ê(g, g)abc with advantage

AdvDBDH (A) =| Pr[A(g, ag, bg, cg, ê(g, g)abc) = 1]

− Pr[A(g, ag, bg, cg,Z ) = 1] |,

where the probability is over the random choice of a, b, c ∈
Z∗p and Z ∈ GT . The DBDH assumption is stated if there is no
PPT adversary that has non-negligible advantage in solving
the DBDH problem.
Definition 3 (Independence): An ABE scheme with inde-

pendence should satisfy the following:
(a) The private key of user could be revoked, and this

revoked key is useless to those protected data after the revo-
cation. The private key also could be renewed, and the old
private key is useless after renewing.

(b) When the private key revoking or renewing occurs,
the other users in the system are unnecessary to interact with
authority to renew their private keys.
Definition 4 (Correctness): An ABE scheme is correct,

provided that for CT ← Encrypt(PK , Ã,M ), Di ←
KeyGen(A,PK ), the equation Decrypt(CT ,Di) = M holds
for any user i whose access policy A satisfies that A(Ã) =
TRUE , where Ã is an attribute set.
Definition 5 (Scheme Model): This ABE scheme contains

the following algorithms:
Global Setup (1δ)→ params: Taking a security parameter

1δ as input, this algorithm generates the public parameters
params of system.

Authority Setup (1δ) → (PKk , SKk ): For every k ∈
{1, 2, · · · ,N }, every authority Ak outputs his public key PKk
and private key SKk , where N is the number of authority.
KeyGen (SKk ,GID,A) → SKU : Each authority Ak and

data consumer U execute this algorithm altogether to output
the private key SKU of U . It inputs the tuple (SKk ,GID,A),
where SKk is the private key of Ak , A is an access policy
corresponding to the data consumer and GID is its global
identifier. And then, this algorithm outputs the private key
SKU of U .

Revoke (i): When user i is revoked, this algorithm will
be executed and the corresponding public key PKi will be
updated.

Encrypt (params,PKk , Ã,M ) → CT : This algorithm
inputs the parameters params, the public key PKk of each
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authority Ak , a set of attribute Ã and a message M . It will
return the ciphertext CT .
ReEncrypt (params,CT ) → CT ∗: This algorithm takes

the public parameters params, an exist ciphertext CT , after
revocation, it returns the updated ciphertext CT ∗.
Decrypt (PKk , SKU ,CT )→ M : This algorithm takes the

ciphertext CT and the private key SKU of U as inputs, if the
access policy A of U satisfies A(Ã) = TRUE , it decrypts
the ciphertext and outputs the message M successfully.
Otherwise, ⊥ is returned.
Definition 6 (Security Model): Let A be an PPT adversary

and
∏

be an ABE scheme with multiple authorities. The
adversary A interacts with a challenger C as follows.
Global Setup: Challenger C executes Global Setup and

outputs the parameters params to A. Adversary A submits
a list of corrupted authorities LA to C, and the challenging
access structure is A∗.
Authority Setup: If the authority is corrupted, the chal-

lenger C sends the public and private keys (PKk ,SKk ) to
adversary A. On the contrary, for the honest authority,
the challenger C only transmits the public key PKk to A.
Phase 1: The adversary A makes query on the following

four algorithms:
KeyGen(A): This algorithm is aimed to extract user i’s

private key SKi, where A is the access structure belonging
to i. Then, SKi is recorded in a list LSK .
Revoke(i): This algorithm is aimed to revoke the private

key of user i. After revocation, PKi is updated while SKi is
deleted from LSK .
Update(i,A′): This algorithm is aimed tomodify the access

policy of i into A′. After updating, this updated private key is
delivered to adversaryA. Accordingly, both PKi and LSK will
also be renewed.
Decrypt(CT ): This algorithm is aimed to decrypt a given

ciphertext CT and outputs the corresponding plaintext M .
If CT is not correctly protected, this algorithm outputs ⊥ as
a result.
Challenge: The adversary A submits (M0,M1, Ã) to the

challenger, where M0 and M1 are two messages with
equal-length and Ã is a set of attribute. C flips a random
coin θ ∈ {0, 1} and encrypt Mθ with Ã. The protected data
CT ∗ is transmitted to adversary A. Provided that there exist
SK ∈ LSK which can decryptCT ∗, this query will be aborted.
Phase 2: In this phase, A executes those algorithms in

Phase 1 repeatly with restriction that A cannot make queries
on Decrypt(CT ∗) and KeyGen(A), where A(Ã) = TRUE
holds.
Guess: Adversary A outputs his guess θ ′ ∈ {0, 1} on θ ,

it wins this game if θ ′ = θ . The advantage of adversary A in
this model is defined as

AdvCCA−DM∏ (A) =| Pr[θ ′ = θ ]−
1
2
| .

Definition 7 (CCA-DM Secure:) A multi-authority ABE
protocol

∏
with dynamic membership is considered as

CCA-DM secure, provided that, for any adversary A,
AdvCCA−DM∏ (A) is negligible in polynomial time.

III. BLOCKCHAIN-BASED MOD SERVICE IN THE
TELEMEDICINE SYSTEM
Telemedicine takes advantage of information and communi-
cation technologies to overcome geographical barriers, and
increases access to healthcare services. Implementation of
telemedicine has been considered to be particularly benefi-
cial in improving the user experience and saving the limited
medical resource and cost. Combining the cloud computing
technology, sharing of healthcare data in the telemedicine
system helps doctors make accurate diagnosis in time and
provide better quality care for patients.

Healthcare data in the telemedicine system contains per-
sonal and sensitive information that may be attractive to
cybercriminals. Therefore, a big challenge for telemedicine
system is how to store, share and utilize healthcare data with-
out divulging the privacy. Moreover, the privacy and integrity
of healthcare data must be protected not only from external
attacker, but also from unauthorized access attempt from
inside of the telemedicine system (e.g., authority and CSP).

How to construct the secure telemedicine system to guar-
antee the privacy and integrity of the healthcare data is an
attractive research hotspot. As for privacy, we adopt KP-ABE
protocol to regulate the limit access to the medical resource
and ensure the confidentiality of data. As FIGURE 2 shown,
a protected medical service is labeled with a set of attribute
in the form of tags, such as electrocardiographic examination
is tagged with coronary heart disease, angina pectoris, sinus
arrhythmia and item price etc. The multiple authorities of
the telemedicine system collaborate together to distribute
keys with various access policies to the distinct patients.
For instance, these authorities, who are responsible for user
registration, healthcare subsidies, e-cash payment and so on,
generate a key for Alice to decrypt the protectedMoD service
that her attributes satisfy ((Department of Cardiology) AND
(( Coronary Heart Disease) OR (Angina Pectoris) OR (Sinus
Arrhythmia)) AND (10 Dollars)). Hence, KP-ABE scheme
can provide access control and data confidentiality in this
telemedicine system.

As for integrity, we employ consortium blockchain that
is managed by these multiple authorities in FIGURE 3.
Specifically, after accessing the private key, Alice makes
electrocardiographic examination with either the wearable
medical device by herself in the house or the sophisticated
professional equipment in the nearest community hospital.
After that, these examination results, such as Electrocar-
diograph (ECG), Colour Doppler Ultrasound (CDU) and
Physical Status Video (PSV), are uploaded to the database
provided by CSP, and the indexes of these data containing
the abstracts and keywords of results are stored in one block.
For doctor and specialist, they download the examination
results from cloud and return the medical certificate back to
Alice by CSP. And for MoD services in the different days,
it will generate only one block chronologically to store the
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FIGURE 2. An example of access medical service based on KP-ABE.

FIGURE 3. Blockchain-based MoD service in the telemedicine system.

indexes of the related healthcare data while the correspond-
ing original data is stored in the cloud. These blocks on
MoD services are connected in series into a blockchain that

belonged to Alice. Because of the small size of index, it does
not exceed the limitation of the storage space in every block.
According to this model, any changes about the original
healthcare data in cloud would cause that the corresponding
index in the blockchain is altered, and each entity including
Alice and all authorities will discover these variations. This
technique achieves a global view of Alice’s medical history
in an efficient, verifiable and permanent method. Hence,
the blockchain technique is benefit to providing the integrity
protection on the healthcare data in cloud.

IV. OUR CONSTRUCTION
A. RELATIONSHIP BETWEEN THE PARTICIPANTS
This MoD service in the telemedicine system consists
of four participants as shown in FIGURE 4, namely
Multi-Authority (MA), Cloud Service Provider (CSP), Doc-
tor and Patient. Specifically, the Multi-Authority in this sys-
tem is the different organizations, such as Hospital, Bank,
Medical Insurance Center, etc. They are responsible for
managing the Doctor and Patient, including registration and
revocation, key and parameters distribution. Moreover, these
authorities outsource the MoD services to the CSP. As a
storage platform, CSP is responsible for operating the various
MoD services, storing the EHRs, diagnosis and other related
healthcare data. Doctor accesses the patient’s EHRs from
CSP, and makes accurate diagnosis depending on these data.
After that, it uploads the diagnosis into CSP for Patient’s
consideration.

In the following part, the KP-ABE scheme is designed
to protect a symmetric data encryption key (DEK) between
Patient and Doctor, which is used to access the medical
service by Patient.
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FIGURE 4. Relationship between the participants.

TABLE 1. Notation meaning.

B. PROPOSED SCHEME
In this subsection, some notations are defined in TABLE 1
firstly. To satisfy the requirements of independent-update
ABE scheme with multi-authority, we construct seven algo-
rithms that are provided in detailed as follows.

Global Setup: This algorithm consists of three steps.
Step 1. Given the security parameter 1δ , the telemedicine

system generates a bilinear mapping ê : G × G → GT with
generators g, h of G, where G and GT are additive cyclic
group and multiplicative cyclic group respectively whose
orders are the same prime value p.

Step 2. Generating two default patients with global identity
{GID0,GID1}. Supposing that there is a strong collision-
resistant hash function H : {0, 1}∗ → Z∗p , computing two
default patients U = {u0 = H (GID0), u1 = H (GID1)}.
Randomly choosing 2(|Ã|+1) elements {vi,j}∀i∈U ,j∈{1,2,...,|Ã|},

and {ti}∀i∈U in Z∗p , computing

{Vj = (
∏
∀i∈U

vi,j)g}j∈{1,2,...,|Ã|},

{vi,j =
∏

k 6=i,k∈U

v−1k,j + tivi,j}∀i∈U ,j∈{1,2,...,|Ã|}.

Step 3. The public parameters are the tuple of params =
(ê,G,GT , p, g, h,H , {Vj, {vi,j}∀i∈U }∀j∈{1,2,...,|Ã|},Ver),
where Ver is a version number of these parameters.

Authority Setup: This algorithm consists of four steps.
Step 1. Generating N authorities A1,A2, · · · ,AN . For

each authority Aq, it manages its attribute set Ãq =

{ãq,1, ãq,2 . . . ãq,nq}q∈[1,N ], and picks αq ∈ Z∗p randomly,
computes wq = ê(g, g)αq . For each attribute ãq,m ∈ Ãq,
wherem ∈ [1, nq], selects γq,m ∈ Z∗p randomly and computes
Tq,m = γq,mg,T ′q,m = γq,mh.
Step 2. Two authorities Aq and Al share a value sql ∈ Z∗p

between themselves as a pseudorandom function (PRF) seed
which is transmitted in the two-party key exchange channel
secretly, and it can be found that sql = slq obviously.
Step 3. Aq and Al choose xq, xl ∈ Z∗p respectively, and

take a secure key agreement protocol to define a PRF for two
patients as

PRFq,l(u{0,1}) =
xqxl

sql + u{0,1}
h,

where u{0,1} represents a hash value of GID0 or GID1.
Step 4. Authority Aq outputs his public key as

PKq = (wq, {Tq,m,T ′q,m}m∈[1,nq]),

while its private key is

SKq = (αq, xq, {sql}l∈{1,2,...,N }\{q}, {γq,m}m∈[1,nq]).

KeyGen: Based on the tuple of params, a new Patient i
takes part in the telemedicine system. Let A be an access
policy of Patient i, this algorithm returns a tuple of private
keys that enables this new Patient i to obtain the cipertext CT
only if the attribute of CT satisfies this access policy A. This
algorithm consists of four steps.

Step 1. The authority randomly picks (|Ã| + 1) elements
{ti, {vi,j}∀j∈{1,2,...,|Ã|}} in Z

∗
p .

Step 2. SettingU = U ∪{i}, authority Aq chooses rq ∈ Z∗p .
Step 3. Patient i interacts with every authority Aq in N − 1

times to achieve the anonymous key issuing. Then, it
computes

Dql = αqg+ rqh+ PRFql(i) for q > l,

Dql = αqg+ rqh− PRFql(i) for q < l,

and

Di =
∑

(q,l)∈{1,2,...N }×({1,2,...N }\{q})

Dql

=

N∑
q=1

(N − 1)αqg+
N∑
q=1

(N − 1)rqh,
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{Vj = vi,jVj}∀j∈{1,2,...,|Ã|},

{vi,j =
∏

k 6=i,k∈U

v−1k,j + tivi,j}∀j∈{1,2,...,|Ã|},

{vk,j = (vk,j − tkvk,j)v
−1
i,j + tkvk,j}∀k 6=i,k∈U ,j∈{1,2,...,|Ã|}.

Step 4. Let A be an access policy over the set of attributes
Ã. By using of the linear secret sharing scheme, we can
obtain the share {βj} of the secret s ∈ Z∗p . It denotes the
element corresponding to the share βj as ãj ∈ Ã, where aj
is the attribute underlying ãj. Note that ãj may be negated or
non-negated attribute.

For every j such that ãj is non-negated attribute,

D(1)
i,j = {v

−1
i,j βjαqg}q∈{1,2,...,N },

D(2)
i,j = {

v−1i,j βjrq

1+ ti(
∏
i∈U

vi,j)
h}q∈{1,2,...,N },

D(3)
i,j = {tiβjαqg}q∈{1,2,...,N }, D(4)

j = {βjrqh}q∈{1,2,...,N }.

For every j such that ãj is negated attribute,

D(5)
i,j = {

βj
nq∑
m=1

γq,m

(Di)}q∈{1,2,...,N }, D(6)
j =

βj
nq∑
m=1

γq,m

rqg.

The private key of patient i consists of the above group
elements that

SKi = (D(1)
i,j ,D

(2)
i,j ,D

(3)
i,j ,D

(4)
j ,D

(5)
i,j ,D

(6)
j ).

Revoke: This algorithm is aimed to revoke the private
key of some registered patient u, the authority increases the
version number Ver and updates {Vj, {vi,j}∀i∈U }∀j∈{1,2,...,|Ã|}
in params in the following,

{Vj = v−1u,jVj}∀j∈{1,2,...,|Ã|},

{vk,j = (vk,j − tkvk,j)vu,j + tkvk,j}∀k 6=u,k∈U ,j∈{1,2,...,|Ã|}.

Then, the authority deletes {vu,j}∀j∈{1,2,...,|Ã|}.
Encrypt: This algorithm takes (DEK, Ã,Params, s) as

inputs, where Ã is a set of attribute for the medical service,
and encrypts this service under the DEK. A set of values
{sj}j∈{1,2,...,|Ã|} is randomly selected, which satisfies the equa-

tion
|Ã|∑
j=1

sjβj = s. Then, it outputs the ciphertext of the DEK

as follows.

CT = (Ã, c(0) = DEK · (
N∏
q=1

wq)s,

{c(1)j = sjVj}j∈{1,2,...,|Ã|},

{c(2)j = sjg}j∈{1,2,...,|Ã|},

{c(3)j =
nq∑
m=1

sjTq,m}j∈{1,2,...,|Ã|},q∈{1,2,...,N },

{c(4)j =
nq∑
m=1

sjT ′q,m}j∈{1,2,...,|Ã|},q∈{1,2,...,N },Ver).

ReEncrypt: This algorithm inputs the current parame-
ters params, an exist ciphertext CT , and the correspond-
ing s, it outputs the updated ciphertext CT ∗ which is
accessed by replacing {c(1)j }∀j∈{1,2,...,|Ã|} of CT with {c(1)∗j =

sjV ∗j }∀j∈{1,2,...,|Ã|}, where V
∗
j is the current public parameter.

Decrypt: Patient checks whether A(Ã) = TRUE holds or
not. If not, outputs ⊥. Otherwise, executes the following.

For each non-negated attribute ãj ∈ Ã, patient computes

Fj =

N∏
q=1

[ê(vi,j(D
(1)
i,j + D

(2)
i,j )− D

(3)
i,j , c

(1)
j )]

N∏
q=1

[ê(c(2)j ,D
(4)
j )]

= ê(g, g)
sjβj

N∑
q=1

αq

.

For each negated attribute ãj /∈ Ã, patient computes

Fj =
ê(D(5)

i,j ,
c(3)j
N−1 )

N∏
q=1

[ê(c(4)j ,D
(6)
j )]

= ê(g, g)
sjβj

N∑
q=1

αq

.

Then, patient computes

F =
|Ã|∏
j=1

(Fj) = ê(g, g)
s
N∑
q=1

αq

.

Finally, patient obtains DEK that is uses to access the
medical services by computing

DEK =
c(0)

F
.

V. SECURITY ANALYSIS AND COMPARISONS
A. SECURITY ANALYSIS
A valid protocol must satisfy the property of correctness and
security. In this subsection, it proves that this protocol is
correct and secure in the CCA-DM model.
Theorem 1 (Correctness): Provided that the authority and

patient are honest in the process of executing the specified
algorithms, no matter that the attribute ãj is negated or not,
the patient can obtain the valid symmetric data encryption key
DEK only if A(Ã) = TRUE .

Proof: The correctness of this protocol comes from the
following derivation:

For every non-negated attribute ãj ∈ Ã,

Fj =

N∏
q=1

[ê(vi,j(D
(1)
i,j + D

(2)
i,j )− D

(3)
i,j , c

(1)
j )]

N∏
q=1

[ê(c(2)j ,D
(4)
j )]
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= {

N∏
q=1

[ê((
∏

k 6=i,k∈U

v−1k,j + tivi,j)(v
−1
i,j βjαqg

+
v−1i,j βjrq

1+ ti(
∏
i∈U

vi,j)
h)− tiβjαqg,

sj(
∏
i∈U

vi,j)g)]}/{
N∏
q=1

[ê(sjg, βjrqh)]}

= {

N∏
q=1

[ê((
∏
i∈U

vi,j)−1βjαqg+

(
∏
i∈U

vi,j)−1βjrq

1+ ti(
∏
i∈U

vi,j)
h

+ tiβjαqg+
tiβjrq

1+ ti(
∏
i∈U

vi,j)
h− tiβjαqg,

sj(
∏
i∈U

vi,j)g)]}/{
N∏
q=1

[ê(g, h)sjβjrq ]}

=

N∏
q=1

[ê(g, g)sjβjαq · ê(h, g)

sjβjrq
1+ti(

∏
i∈U

vi,j)
· ê(h, g)

tisjβjrq(
∏
i∈U

vi,j)

1+ti(
∏
i∈U

vi,j)
]

N∏
q=1

[ê(g, h)sjβjrq ]

=

N∏
q=1

[ê(g, g)sjβjαq · ê(h, g)sjβjrq ]

N∏
q=1

[ê(g, h)sjβjrq ]

=

N∏
q=1

[ê(g, g)sjβjαq ] = ê(g, g)
sjβj

N∑
q=1

αq

.

For every negated attribute ãj /∈ Ã,

Fj =
ê(D(5)

i,j ,
c(3)j
N−1 )

N∏
q=1

[ê(c(4)j ,D
(6)
j )]

=

ê(βj(N−1)nq∑
m=1

γq,m

(
N∑
q=1

αqg+
N∑
q=1

rqh),

nq∑
m=1

sjγq,mg

N−1 )

N∏
q=1

[ê(
nq∑
m=1

sjγq,mh,
βj

nq∑
m=1

γq,m

rqg)]

=

ê( βj
nq∑
m=1

γq,m

·

N∑
q=1

αqg+
βj

nq∑
m=1

γq,m

·

N∑
q=1

rqh,
nq∑
m=1

sjγq,mg)

N∏
q=1

[ê(h, g)

(
nq∑
m=1

sjγq,m)·(
βj

nq∑
m=1

γq,m

rq)

]

=
ê(g, g)

sjβj
N∑
q=1

αq

· ê(h, g)
sjβj

N∑
q=1

rq

N∏
q=1

[ê(h, g)sjβjrq ]

=
ê(g, g)

sjβj
N∑
q=1

αq

· ê(h, g)
sjβj

N∑
q=1

rq

ê(h, g)
sjβj

N∑
q=1

rq

= ê(g, g)
sjβj

N∑
q=1

αq

.

Therefore,

F =
|Ã|∏
j=1

(Fj) =
|Ã|∏
j=1

(ê(g, g)
sjβj

N∑
q=1

αq

)

= ê(g, g)
(
N∑
q=1

αq)·(
|Ã|∑
j=1

sjβj)
= ê(g, g)

s
N∑
q=1

αq

.

The symmetric encryption key DEK is achieved by

c(0)

F
=

DEK · (
N∏
q=1

ê(g, g)αq )s

ê(g, g)
s
N∑
q=1

αq

=
DEK · ê(g, g)

s
N∑
q=1

αq

ê(g, g)
s
N∑
q=1

αq

= DEK.

When the authority and patient honestly perform this pro-
posed protocol, the above proof process shows that the sym-
metric data encryption key DEK is valid. The patient will take
use of this key to access the medical service successfully.
Thus, the correctness is proved.
Theorem 2 (Collusion Resistance): This protocol enables

to resist (N−1) corrupted authorities collusion attack at most.
Proof: For any two authorities Aq and Al , they share a

PRF seed sql between themselves and keep this seed secretly.
Therefore, even if there are (N − 2) corrupted authorities
in the system, it still has one seed that is not accessed by
the malicious authority at least. Moreover, in the algorithm
KeyGen, the private key SK of patient contains the private
key αq of every authority. Even if only one authority is honest,
the other (N − 1) malicious authorities still have nothing
yet about SK , which indicates that only all N malicious
authorities could execute the collusion attack successfully in
this system. In order to protecting the patient’s privacy, taking
advantage of the anonymous key issuing protocol, this private
key is generated securely and the identity of patientGID is not
revealed by these authorities directly. Hence, the corrupted
authorities cannot trace GID and eavesdrop the privacy of
patient.
Theorem 3 (CCA-DM Secure): Provided that an adversary

enables to break out this protocol under the advantage ε in
CCA-DM model, there is a simulator to solve the DBDH
problem with advantage at least 1

2 (ε − σ ), where σ is
negligible.

88020 VOLUME 7, 2019



R. Guo et al.: Flexible and Efficient Blockchain-Based ABE Scheme With MA

Proof: Assuming that C is a challenger to simulate the
CCA-DM model for solving the DBDH problem.
Global Setup: Given < G,GT , ê, g, ag, bg, cg,Z > as

a DBDH instance, the challenger C depends on Step 2 in
the algorithm Global Setup in Section 4.2 to generate a
patient set U = {u0 = H (GID0), u1 = H (GID1)}
and {Vj, {vi,j}∀i∈U }∀j∈{1,2,...,|Ã|}. After that, C chooses λ ∈
Z∗p randomly, outputs h = (a + λ)g and publishes the
parameters params = (ê,G,GT , p, g, h,H , {Vj, {vi,j}∀i∈U }

∀j∈{1,2,...,|Ã|},Ver). Adversary A delivered a group of cor-
rupted authorities list LA to challenger C, where |LA| < N .
The challenging access structure is A∗.
Authority Setup: C selects A∗q ∈ {A1,A2, . . . ,AN }\LA at

random.
(a) For Aq ∈ LA, C chooses wq, yq,m ∈ Z∗p at random,

computes Tq,m = yq,mg for ãq,m ∈ Ãq. Then, C picks xq ∈ Z∗p ,
a PRF seed sql ∈ Z∗p from two corrupted authorities Aq and
Al . It gives < wq, yq,m, xq, sql > and < Wq,Tq,m > to A,
where Wq = ê(g, g)wq .

(b) For Aq /∈ LA, C chooses wq, yq,m ∈ Z∗p at random
and computes Tq,m = yq,mg for ãq,m ∈ A∗, and Tq,m =
yq,mh = λyq,mg for ãq,m /∈ A∗. If Aq 6= A∗q, sets Wq =

ê(g, g)bwq . Otherwise, Wq = ê(g, g)ab ·
∏

Aq∈LA
ê(g, g)−wq ·∏

Aq /∈LA,Aq 6=A∗q

ê(g, g)−bwq . Challenger C selects a PRF seed

sql ∈ Z∗p randomly for two honest authorities Aq and Al , and
gives < Wq,Tq,m > to adversary A.

After that, C generates a list LSK , and simulates the oracles
in Phase 1 of the CCA-DM model as follows.
Phase 1:A queries on the following four algorithms for the

private keys,
KeyGen: Inputting the access structure A,
(a) For Aq ∈ LA, C generates the private keys by using of

< wq, yq,m, xq, sql > for the corresponding access structure.
(b) For Aq /∈ LA, C chooses rq ∈ Z∗p and computes Dql in

two distinct situations as below:
i) Aq 6= A∗q: For q > l, setsDql = wq(bg)+rqh+PRFql(i).

Otherwise, sets Dql = wq(bg)+ rqh− PRFql(i).
ii) Aq = A∗q: For q > l, sets Dql = (−λ)(bg) +∑

Aq∈LA
(−wq)g +

∑
Aq /∈LA,Aq 6=A∗q

(−wq)bg + rqh + PRFql(i).

Otherwise, sets Dql = (−λ)(bg) +
∑

Aq∈LA
(−wq)g +∑

Aq /∈LA,Aq 6=A∗q

(−wq)bg+ rqh− PRFql(i).

For the reason that Dql is distributed uniformly and the
condition of q > l is similar to q < l, this proof just describes
the q > l as follows.

Dql = (−λ)(bg)+
∑
Aq∈LA

(−wq)g

+

∑
Aq /∈LA,Aq 6=A∗q

(−wq)bg+ rqh+ PRFql(i)

= abg+ (a+ λ)(rq − b)g

− (
∑
Aq∈LA

wq +
∑

Aq /∈LA,Aq 6=A∗q

bwq)g+ PRFql(i)

= abg+ (rq − b)h

− (
∑
Aq∈LA

wq +
∑

Aq /∈LA,Aq 6=A∗q

bwq)g+ PRFql(i).

Let r ′q = rq − b, we have

Dql=abg+ r ′qh−(
∑
Aq∈LA

wq+
∑

Aq /∈LA,Aq 6=A∗q

bwq)g+ PRFql(i).

Considering that a is a secret value unknown to C,
{βj}j∈{1,2,...,nq} are valid shares of a. Then, C gives the fol-
lowing tuples to adversary A as the private keys.

For every j such that ãj is not-negated attribute, we have

D(1)
i,j = {v

−1
i,j βjwqg}q∈{1,2,...,N },

D(2)
i,j = {

v−1i,j βjrq

1+ ti(
∏
i∈U

vi,j)
h}q∈{1,2,...,N },

D(3)
i,j = {tiβjwqg}q∈{1,2,...,N }, D(4)

j = {βjrqh}q∈{1,2,...,N }.

For every j such that ãj is negated attribute, we have

D(5)
i,j = {

βj
nq∑
m=1

yq,m

(Di)}q∈{1,2,...,N }, D(6)
j =

βj
nq∑
m=1

yq,m

rqg.

At last, all these elements are stored in LSK .
Revoke: C follows the Revoke algorithm and removes the

corresponding private key SKi from LSK .
Update: C runs the above Revoke(i) algorithm and

KeyGen(A′) algorithm in sequence defined in this part.
Decrypt: On receiving the ciphertextCT , C checks whether

that a private key SKi existes in LSK or not, which is used to
decrypt CT correctly. If it does, C decrypts CT depending
on SKi to excute Decrypt algorithm and outputs the result
to the adversary A. Otherwise, C executes the algorithms as
follows to generate a pseudo patient i′ whose access policyA′
satisfies A′(Ã) = TRUE , and then C utilizes the private key
of i′ to decrypt CT .

(a) Randomly picks (|Ã| + 1) elements

{ti′ , {vi′,j}j∈{1,2,...,|Ã|}}

from Z∗p .
(b) Computing c(1)j = vi′,jc

(1)
j , vi′,j =

∏
k∈U

v−1k,j + ti′vi′,j.

(c) Creating the private key SKi′ of pseudo user i′ according
to the algorithm presented in the KeyGen.

(d) Using SKi′ to decrypt CT by running the algorithm of
Decrypt in Section 4.2, it returns the results to adversary A.
Challenge: On receiving (M0,M1, Ã), C chooses a set of |Ã|

value {s′j}j∈{1,2,...,|Ã|} such that c =
∑

j∈{1,2,...,|Ã|}

s′j. And then, C
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TABLE 2. Feature comparisons.

TABLE 3. Notations for performance comparisons.

randomly selects θ ∈ {0, 1} and prepares

CT ′ = (Ã, c(0) = Mθ · Z ,

{c(1)j =
∏
i∈U

vi,jcg}j∈{1,2,...,|Ã|},

{c(2)j = s′jg}j∈{1,2,...,|Ã|},

{c(3)j =
nq∑
m=1

s′jTq,m}j∈{1,2,...,|Ã|},q∈{1,2,...,N },

{c(4)j =
nq∑
m=1

s′jT
′
q,m}j∈{1,2,...,|Ã|},q∈{1,2,...,N },Ver).

Provided that there exists SK ∈ (LSK −SKi′ ) which is used
to decrypt CT ′ correctly, the challenge will abort. At last, C
outputs the ciphertext CT ′ to adversary A.
Phase 2: In this phase, some oracles are simulated as those

in Phase 1. However, the adversary A is not allowed to
make some queries on Decrypt(CT ′) or KeyGen(A′), where
A′(Ã) = TRUE holds.
Guess: A outputs its guess θ ′ ∈ {0, 1} on θ . If θ ′ = θ , C

returns 1 as a result. Otherwise, returns 0.
In probabilistic polynomial time, if the adversary A wins

the CCA-DM game with non-negligible advantage at least
ε, C solves the DBDH problem under the non-negligible
advantage ε′, where ε′ > 1

2 (ε − σ ). This advantage analysis
is given as following.

We define that the event C(g, ag, bg, cg,Z ) = 1 as E1,
C(g, ag, bg, cg,Z ) = 0 as E0, Z = ê(g, g)abc as Z1, the
element Z is selected from GT \{ê(g, g)abc} randomly as Z0.
When Z = ê(g, g)abc, Pr[E1|Z1] = Pr[θ ′ = θ |Z1]
holds, where Pr[θ ′ = θ |Z1] − 1

2 ≥ ε. Otherwise, we get
Pr[E1|Z0] = Pr[θ ′ = θ |Z0]. For the reason of randomness,
|Pr[θ ′ = θ |Z0] − 1

2 | ≤ σ , where σ is negligible. There-
fore, the advantage of the simulator in solving the DBDH

problem is

ε′ = |
1
2
Pr[E1|Z1]−

1
2
Pr[E1|Z0]| ≥

1
2
(ε − σ ).

B. COMPARISONS
In this subsection, some significant features are analyzed,
which affects the flexibility and practicability of this scheme
in the telemedicine system. Additionally, the performance on
computation, storage and communication are also analyzed.

(a) Independent-Update: This property includes updat-
ing and revoking that have been defined in Definition 3.
An ABE scheme with independent-update should permit
users to update or revoke their access policies. Moreover,
when the access policy updating or revoking occurs, the
other users in system should not be affected. In the algo-
rithm of Revoke, when the user leaving or joining in the
system, the authority increases the version number Ver and
updates parameter {Vj, {vi,j}∀i∈U }∀j∈{1,2,...,|Ã|}. At last, it will
delete {vu,j}∀j∈{1,2,...,|Ã|} of patient u. According to this model,
the revoked patient cannot access the service any more and
other patients are not affected. Therefore, this protocol meets
these two requirements.

(b) Multiple Authorities: Every different authority is
responsible for managing the different type data in MoD
services, which supports both of the features of distributed
network structure and non-concentrated power. Our scheme
provides mechanism to handle multi-authority management.

(c) Traceability and Integrity: In this protocol, it combines
the technologies of blockchain and cloud storage. The orig-
inal medical data is stored in the cloud while the index of it
is encapsulated in the blockchain. According to this storage
model, it prevents the medical data (including diagnosis)
from being distorted, which reduces the medical accident and
medical dispute.

We make a comparison on the supported feature between
this work and other related schemes [17], [22], [23], [33],
[35], [36], [38], and the results are demonstrated in TABLE
2. From this table, it can be concluded that only this protocol
satisfies independent-update including updating and revok-
ing, traceability and integrity of data, and multi-authority co-
management.

In TABLE 4 and 5, it also compares the computation,
storage and communication cost, where the big O notation
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FIGURE 5. The computation cost in encrypt.

TABLE 4. Performance comparisons: Computation cost.

TABLE 5. Performance comparisons: Storage and communication cost.

means the computation and communication cost, and the
other used symbols are defined in TABLE 3. Specifically,
in TABLE 4, we evaluate the computation cost of encryp-
tion and decryption. The cost of the proposal increases with
the number of authority linearly. In TABLE 5, it demon-
strates the size of private key, ciphertext and system public
parameters. Furthermore, we investigate the necessary com-
putation and communication cost of the authority in dealing
with dynamic membership. Considering the management of
dynamic membership, there are multiple authorities to gen-
erate the corresponding private key for a registered patient.
When the patient unsubscribes or updates his access policy,
these authorities must revoke this patient’s existing private
key by updating the public parameters. In other schemes,
which has no algorithm aiming to deal with patient’s revok-
ing and access policy updating by interacting with multi-
ple authorities, all of the unrevoked patients are necessary

to connect the multi-authority and renew their private keys
except the references [23] and [35]. In this system, when
revoking and updating occurs, the unrevoked patients need
not to update their private keys. Moreover, in the background
of multi-authority co-management, only our system provides
the traceability and integrity of all the medical data stored in
cloud by the blockchain technology.

At last, in order to evaluate the costs of this proposal
in encryption and decryption, we simulate our scheme with
Pairing-Based Cryptography (PBC) library in C language
(pbc-0.5.14) [43]. The elliptic curve parameter is chosen in
Type-A, and the order of group is 160 bits. Our experiments
are implemented on a laptop with 64-bit Windows 10 opera-
tion system, 2.20GHz Intel Core i5-5200U CPU, with 4 GB
RAM. Supposing that every authority has 10 attributes (i.e.,
nq = 10), FIGURE 5 and FIGURE 6 demonstrate the costs
of encryption and decryption algorithms spent in this scheme
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FIGURE 6. The computation cost in decrypt.

respectively, wheremC ,mU andN are listed in TABLE 3.We
can conclude that the running time is increased linearly with
the number of authority and attribute involved in this system.

VI. CONCLUSIONS
In this paper, based on blockchain technology, we put forward
an independent-update ABE scheme with multiple authori-
ties, which is applied in the MoD service of the telemedicine
system. The patient in this protocol is allowed to enroll and
leave freely, and he/she can also change their access policies
on-demand, while any other unrelated patients are unnec-
essary to renew his private key in registration and updat-
ing. In addition, by employing the blockchain technique, the
EHRs of the patient are stored in the chain to avoid being
tampered by unauthorized user or authority. All the advan-
tages make this proposal more efficient and flexible for MoD
services in telemedicine system. Finally, we have concluded
that this scheme enables to resist collusion attack in (N − 1)
malicious authorities and also is given the formally proof on
the security of this scheme in the CCA-DM model. In the
comparisons, it analyzes the performance with other related
works in different phases and simulates the cost of encryption
and decryption.
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