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ABSTRACT In this paper, we investigate the secrecy outage performance of a typical cooperative downlink
non-orthogonal multiple access (NOMA) system over Nakagami-m fading channel, in which the base station
transmits a superimposed signal to two users via a relay. First, the secrecy outage behavior of the considered
system over Nakagami-m fading channel under three wiretapping cases, e.g., one eavesdropper (Eve),
non-colluding and colluding eavesdroppers, are studied, and both analytical and asymptotic expressions
for the secrecy outage probability are derived. Next, by considering the availability of Eves’ channel state
information, we adopt the two-stage relay selection (RS) strategy to improve the system’s secrecy outage
performance. Finally, simulation results are provided to corroborate the accuracy of our derived expressions.
The results show that: 1) there exists secrecy performance floor for cooperative NOMA system, and it was
determined by the weak user’s secrecy requirement and the channel conditions of the Eves; 2) the two-stage
RS scheme can increase the secrecy outage performance significantly under three wiretapping cases; 3) the
secrecy performance of cooperative NOMAnetwork is superior to that of orthogonal multiple access network
on the condition of low and medium signal-to-noise ratio regions.

INDEX TERMS Physical layer security, non-orthogonal multiple access, cooperative communication, relay
selection.

I. INTRODUCTION
With the rapid growth of the demand for wireless com-
munications, non-orthogonal multiple access (NOMA) has
been recognized as a potential multiple access technique
in the fifth generation (5G) wireless networks due to its
band-efficient [1]–[3]. Different from the traditional orthog-
onal multiple access (OMA), the NOMA solution multi-
plex additional users’ information at the transmitter in the
power-domain. Specifically, the transmitter adopts super-
position coding scheme to send mixture signal to multi-
ple users, while each user applies successive interference
cancellation (SIC) technology to extract its own message.
By allocating different transmission power to the signals
for different users, the communication from transmitter to
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multiple users can share the same resource block, e.g., fre-
quency/time/code. The authors of [4] analyzed the outage
probability and ergodic sum rate of NOMA system with
random deployed users, and demonstrated that the NOMA
system is superior to the OMA system. The works in [5]
investigated the impact of different user pairing schemes
in NOMA and demonstrated that the performance gain
achieved by NOMA can be further enlarged by pairing the
users whose channel conditions have more difference. The
combination of multiple-input-multiple-output (MIMO) and
NOMAwas investigated in [6]. The results show that NOMA
also outperforms traditional OMA in the multiple-antenna
scenario.

Adopting cooperative communication technique into
NOMA has also received significant attention, since it can
form a virtual MIMO system. The authors of [7] first studied
cooperative communication in NOMA system. In this work,
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the strong users were act as relays to forward signals for users
who are in poor channel conditions. The outage probability
and ergodic sum rate capacity of cooperative NOMA with
full-duplex (FD) and half-duplex (HD) technique was studied
in [8]. The results indicate that the FD-based NOMA outper-
forms HD-based NOMA on the condition of low SNR region
due to the impact of self-interference. In [9], the achievable
average rate of cooperative NOMA system was analyzed.
The work in [10] has proposed a more effective relay selec-
tion (RS) scheme to improve the outage probability for coop-
erative NOMA. The aim of this RS strategy is to maximize
the strong user’s channel capacity under the condition that
the poor user could satisfy its quality of service (QoS). The
authors of [11] further investigated a pair of RS schemes
for cooperative FD-based NOMA network with randomly
deployed relays.

The broadcast nature of wireless transmissions makes it
easy for any receiver to obtain the transmitted information,
which makes the information security a major concern in
the 5G wireless network. The concept of physical layer
security (PLS) has received remarkable attention since it
exploits the randomness of wireless fading channel rather
than cryptography techniques to secure the communication
link. As a result, the secure communications can still be
guaranteed even if the eavesdroppers in the network are
equipped with powerful computational devices [12]–[16].
The authors in [17]–[19] have investigated the secure commu-
nication in relaying system. In [17], a link selection scheme
was proposed for a buffer-aided relaying network. In [18],
secrecy outage performance and achievable secrecy rate were
analyzed for a vehicular relay network by exploiting coop-
erative jamming and superposition coding schemes. In [19],
a distributed secure switch-and-stay combining scheme was
proposed to safeguard the communications. Adopting PLS in
NOMA system has also received increasing research inter-
ests. The work in [20] first study the secure transmission in
NOMA system. Optimal power allocation policy is proposed
for the secrecy sum rate maximization. The work in [21]
derived the analytical expressions of secrecy outage prob-
ability (SOP) for NOMA system under single-antenna and
multiple-antenna scenarios. In [22], a new secure beamform-
ing scheme that based on the application of artificial noise
technique was proposed. In [23], the secrecy issues in a
NOMA-based network with mixed multicast and unicast traf-
fic was studied. In [24]–[26], some transmit antenna selection
(TAS) schemes were proposed to enhance the secrecy of
NOMA system. In [24], several TAS schemes were proposed
to enhance the secrecy outage performance of NOMA users.
In [25], a max-min TAS scheme was proposed to further
improve the overall secrecy performance of NOMA system.
The authors of [26] analyzed the impact of TAS scheme over
Nakagami-m fading channel, while the case that the near user
should satisfy both the secrecy and QoS requirements was
considered.

Although there are many literatures that studied the secu-
rity issues in NOMA system, the secrecy performance

analysis in cooperative NOMA system is limited. In [27],
the secrecy performance of a simple cooperative NOMA
system was analyzed. The results show that there is no differ-
ence in secrecy performance between amplify-and-forward
(AF) and decode-and-forward (DF) protocol. The authors
of [28] employed the artificial noise (AN) technique in a
full-duplex NOMA-based two-way relay network. In [29], a
two-stage RS scheme was proposed to enhance the secrecy
performance of the cooperative NOMA system. The afore-
mentioned literatures suggest that the cooperative NOMA
system has a wide range of application scenarios in 5G net-
work. First, NOMA can improve the spectral efficiency and
provide massive connectivity in order to support the 5G net-
work, which connecting billions of Internet of Things (IoT)
devices with diversified QoS [30]. Second, relaying technol-
ogy can increase the coverage of a base station, improve the
topology of the cellular network, magnify the connectivity
strength through diversity techniques, and support tremen-
dous access [31]. Therefore, the combination of NOMA and
relaying technology can gain more benefits for supporting
5G wireless network, and it is important to study the secrecy
issues for the wide used NOMA relaying system. Basically,
the existing works on secrecy issues of cooperative NOMA
are assumed that the channel has Rayleigh fading. It is well
known that Nakagami-m fading covers a wide range of fad-
ing scenarios, and can model the empirical data better than
Rayleigh, or Rician fading.

In this paper, we provide a thorough study for the secrecy
outage performance of cooperative NOMA system over
Nakagami-m fading. The main contributions are summarized
as follows:
• We consider the secrecy performance for coopera-
tive NOMA system over Nakagami-m fading chan-
nel. We first derive the closed-form expressions of
secrecy outage probability (SOP) for three wiretapping
cases, i.e., one eavesdropper, non-colluding eavesdrop-
pers and colluding eavesdroppers. To gainmore insights,
the asymptotic SOP is also provided.

• In addition, the two-stage RS scheme that focus on
enhancing the secrecy performance is considered. The
expressions of SOP under two-stage RS scheme are also
provided.

The rest of this paper is organized as follows. In Section II,
the system model and signal model are presented. The SOP
analysis of the cooperative NOMA with random RS scheme
is provided in Section III. In Section IV, two-stage RS scheme
is considered, and exact and asymptotic expressions of SOP
are derived. Simulation results are presented in Section V.
Section VI concludes this paper.

II. SYSTEM MODEL
A. SYSTEM MODEL DESCRIPTION
Let us consider a typical downlink HD NOMA relaying
system, which includes one BS, K half-duplex relays, a pair
of users (D1 and D2) and L eavesdroppers (Eve), as shown
in Fig. 1. This cooperative NOMA model can be easily
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extended to multiple users’ case by adopting a hybrid mul-
tiple access scheme, where users are divided into multiple
orthogonal groups and the NOMA protocol is implemented
within each group. Each node in the network is equipped with
a single antenna. In this system, the users and Eves are close
to the cell edge,1 so the transmission from BS to user needs
the help of a relay, and the information leakage only exists in
the transmission between the relay and users [27], [29]. Note
that AF-relaying and DF-relaying achieve the similar SOP for
cooperative NOMA system [27], for simplifying the analysis,
we assume that DF-protocol is employed at each relay. All
the channels in the system are assumed undergo quasi-static
independent and identically Nakagami-m fading and addi-
tive Gaussian white noise (AWGN). The channel coefficient
between BS and relay k , 1 ≤k≤K , is denoted by hSRk with
integer fading severity parametermR and channelmean power
�R = E

(∣∣hSRk ∣∣2), the channel coefficient between relay
k and user Di, (i = 1, 2) is denoted by hRkDi with fading
parametermD and channel mean power�RD = E

(∣∣hRkDi ∣∣2),
and the channel coefficient pertaining to the link relay-Eve is
denoted by hRkEl , 1 ≤ l ≤ L, with fading parameter mE and
�RE = E

(∣∣hRkEl ∣∣2). According to [10], two NOMA users
are classified as weak user and strong user based on their
QoS requirements, where the weak user’s QoS requirements
should be given a higher priority. This classification is practi-
cal, since some users in the network need quickly connected
to receive some critical control message while other users
could be served in an opportunistic manner for its purpose
of high data rate download requirement.

FIGURE 1. A cooperative half-duplex NOMA network includes one base
station, K relays, multiple eavesdroppers and a pair of NOMA users.

B. SIGNAL MODEL
During the first time slot, the BS sends a superimposed
mixture,

√
α1Psx1+

√
α2Psx2, where xi (i = 1, 2) denotes the

united power signal for Di, i.e. E
(
|xi|2

)
= 1, Ps denotes the

transmit power and αi denotes the power allocation coeffi-
cient. Without loss of generality, we set α1 ≥ α2 with α1 +

1We would like to point out that a more general model is that the Eves are
not close to the cell edge, and can receive the signal from both BS and relay
[18] [28]. This model can lead to a more complicated analysis, and we would
like to consider this model in our future work.

α2 = 1 in order to meetD1’s QoS. Therefore, the observation
at relay k can be expressed as

yRk = hSRk
(√
α1Psx1 +

√
α2Psx2

)
+ nSRk , (1)

where nSRk denotes the Gaussian noise at relay k .
Similar to [10], by following the principle of SIC,2

the relays first decode the signal x1 which has a higher
power level, and then remove it from their received signal.
Then, the relays decode the signal x2 without interference.
Therefore, the signal-to-interference-plus-noise ratio (SINR)
for relay to detect both messages are given by

γD1→Rk =
ρRα1

∣∣hSRk ∣∣2
ρRα2

∣∣hSRk ∣∣2+1 , (2)

and

γD2→Rk = ρRα2
∣∣hSRk ∣∣2 , (3)

respectively, where ρR =
Ps
NSRk

is the transmit signal-to-noise
ratio (SNR), and NSRk is the variance of the AWGN at relay
k .
During the second time slot, assuming that the relay

k is capable of decoding both users’ information from a
secrecy perspective, i.e. satisfying the following conditions,
1) 1

2 log
(
1+γD1→Rk
1+γE1

)
≥ R1; and 2) 1

2 log
(
1+γD2→Rk
1+γE2

)
≥ R2,

where γEi denotes the SNR at Eve to decode the message for
Di and will be introduced later, and Ri is the target secrecy
rate. Then the relay k is selected to send

√
α1Psx1+

√
α2Psx2

to the NOMA user Therefore, the received signal at Di and
l-th Eve can be expressed as

yi = hRkDi
(√
α1Psx1 +

√
α2Psx2

)
+ nRkDi , (4)

and

yEl = hRkEl
(√
α1Psx1 +

√
α2Psx2

)
+ nEl , (5)

respectively, where nA denotes the Gaussian noise at node A,
(A = Di,El).

In similar, assuming perfect SIC can be employed at D2 to
detect the message for D1 which has a higher transmit power.
Therefore, the SINR for D2 to detect x1 is given by

γD1→D2 =
ρDα1

∣∣hRkD2

∣∣2
ρDα2

∣∣hRkD2

∣∣2+1 , (6)

where ρD =
Ps
NDi

is the transmit SNR with NDi being the
variance of the AWGN at Di. For simplicity, we assume
ρD = ρR = ρR.
Then, the received SINR at D2 to detect its own message

is given by

γD2 = ρα2
∣∣hRkD2

∣∣2 , (7)

2There are some literatures [33] [34] investigate the effect of imperfect
SIC. We assume perfect SIC for providing an intuitive view of the secrecy
performance of cooperative NOMA system, and we will relax this assump-
tion in our future work.
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Meanwhile, D1 decode its own message by treating x2 as
noise, and the SINR can be expressed as

γD1 =
ρα1

∣∣hRkD1

∣∣2
ρα2

∣∣hRkD1

∣∣2+1 , (8)

We now consider the SNR for eavesdropper to decode x1
and x2. In this work, we consider three wiretapping cases,
i.e., 1) one eavesdropper case; 2) non-colluding case, which
indicates that each eavesdropper works independently with-
out cooperation to decode the messages; 3) colluding case,
which means that all the eavesdroppers’ received signals can
be processed by a central node. Like [16], [17] and [20],
we also consider the worst-case scenario that the Eves are
assumed to have powerful detection capabilities. Under this
assumption, the Eves can distinguish multiuser data stream,
which can detect x1 (or x2) without being interfered by x2
(or x1). Since the capabilities of Eves are often unknown,
it is reasonable to adopt this assumption to overestimate the
Eves’ decodability and to offer a lower bound of actual cases.
Then, the instantaneous SNR at Eve to wiretap the signal for
legitimate user Di is given by

γOEi = ρEαi
∣∣hRkE ∣∣2 , (9)

where ρE =
Ps
NEl

is the transmit SNR with NEl being the
variance of the AWGN at Eves.

For the non-colluding case, the most detrimental Eve is
considered. That means

γ NEi = ρEαi max
1≤l≤L

{∣∣hRkEl ∣∣2} . (10)

For the colluding case, all the Eves’ received signals are
assumed to be combined at a central node, that means

γ YEi = ρEαi

L∑
l=1

{∣∣hRkEl ∣∣2} . (11)

Since the relays adopt the DF protocol, the channel capac-
ity of BS-D1, BS-D2 and relay-Eve links can be expressed
as

CD1 =
1
2
log

(
1+min

{
γD1→Rk , γD1→D2 , γD1

})
(12)

CD2 =
1
2
log

(
1+min

{
γD2→Rk , γD2

})
, (13)

and

CEi =
1
2
log

(
1+ γEi

)
, (14)

respectively, where the use of the coefficient 1
2 is because

that two time slots are needed during each transmission under
half-duplex relaying model.

III. SECRECY OUTAGE PERFORMANCE WITH RANDOM
RELAY SELECTION SCHEME
In this section, we analyze the SOP for the cooperative
NOMA system under three wiretapping cases with random
RS scheme in order to provide a basic secrecy performance

analysis. It is noted that randomly selecting a relay to forward
the signal from the BS to user is the same case as only one
relay exists in the relaying system.

A. PRELIMINARY
First, we present the definition of SOP in cooperative NOMA
system. According to [6], The SOP is defined as the likeli-
hood of achieving a non-negative target secrecy rate, and can
be formulated as

Pout = Pr
(⌈
CDi − CEi

⌉+
< RS

)
, (15)

where dxe+ = max {0,x}, i = {1, 2}, and RS denotes the
target secrecy rate.

Therefore, in the cooperative NOMA scenario, the SOP
can be expressed as

SOP = Pr
(⌈
CD1 − CE1

⌉+
< RS1or

⌈
CD2 − CE2

⌉+
< RS2

)
= 1− Pr

(
1+ γ1
1+ γE1

> ε1,
1+ γ2
1+ γE2

> ε2

)
︸ ︷︷ ︸

P1

, (16)

where εi = 22Rsi , γ1= min
{
γD1→Rk , γD1→D2 , γD1

}
,

γ2= min
{
γD2→Rk , γD2

}
, γEi =

{
γOEi , γ

N
Ei , γ

Y
Ei

}
for three

wiretapping cases. It is noted that the two events in P1
are correlated, which makes it mathematically intractable
to obtain an exact analysis of (16). To overcome this
intractability, we focus on the analysis of high SNR region,
and an upper bound of SINR for γ1 can be obtain as
γD1→R≈γD1→D2

≈γD1≈
α1
α2
. Therefore, P1 can be approxi-

mated as

P1 < Pr
(
α1

α2
> ε1

(
1+ γE1

)
− 1,

1+ γ2
1+ γE2

> ε2

)
. (17)

Then, we derive several channel statistics in order to obtain
the analysis result of (17). Since all the channels are assumed
to experience Nakagami-m fading, each channel power gain
follows gamma distribution, and its probability density func-
tion (PDF) and cumulative distribution function (CDF) are
given by

fX (x) =
βmxm−1

0 (m)
exp (−βx) , (18)

FX (x) = 1−
m−1∑
i=1

β ix i

i!
exp (−βx), (19)

where 0 (x) is the gamma function defined in [14,
eq. 8.339.1], β = m

�
, andm and� are defined in Section II-A.

Based on (3), (7) and (17), the CDF of γ2 can be obtained
as

Fγ2 (x) = Pr
(
min

{
γD2→Rk , γD2

}
< x

)
= 1− Pr

(
γD2→Rk>x, γD2 > x

)
= 1−

(
1− Pr

(
γD2→Rk < x

)) (
1− Pr

(
γD2 < x

))
= 1−

(
1−F∣∣hSRk ∣∣2

(
x
ρα2

))(
1−F∣∣hRkD2 ∣∣2

(
x
ρα2

))
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= 1− e−
(βR+βD)x

ρα2

mR−1∑
i=0

mD−1∑
j=0

β iRβ
j
Dx

i+j

i!j! (ρα2)i+j
. (20)

For simplifying the analysis of (17), We set γ̄OE =

ρE
∣∣hRkE ∣∣2. Therefore, the CDF and PDF of γ̄OE can be

obtained as

Fγ̄OE (x) = Pr
(
ρE
∣∣hRkE ∣∣2 < x

)
= F∣∣hRkE ∣∣2

(
x
ρE

)
= 1−

mE−1∑
i=0

β iEx
i

ρiE i!
exp

(
−
βEx
ρE

)
, (21)

and

fγ̄OE (x) =
β
mE
E xmE−1

ρ
mE
E 0 (mE )

exp
(
−
βEx
ρE

)
, (22)

respectively.
For non-colluding case, we set γ̄ NE = ρE max

1≤l≤L

{∣∣hRkEl ∣∣2},
and its CDF can be expressed as

Fγ̄ NE (x) = Pr
(
ρE max

1≤l≤L

{∣∣hRkEl ∣∣2} < x
)

=

(
F∣∣hRkE ∣∣2

(
x
ρE

))L
=

(
1−

mE−1∑
i=0

β iEx
i

ρiE i!
exp

(
−
βEx
ρE

))L
. (23)

Based on (23), by using multinomial theorem [17],
we derive the PDF of γ̄ NE as

fγ̄ NE (x)

= L
(
F∣∣hRkE ∣∣2

(
x
ρE

))L−1
f∣∣hRkE ∣∣2

(
x
ρE

)
·
1
ρE

= L

(
1−e−

βE x
ρE

mE−1∑
i=0

β iEx
i

ρiE i!

)L−1
β
mE
E xmE−1

ρ
mE
E 0 (mE )

exp
(
−
βEx
ρE

)
=

β
mE
E L

ρ
mE
E 0 (mE )

∑
8E

AExDE+mE−1exp
(
−
BEβEx
ρE

)
, (24)

where8E =

{(
n1, . . . ,nmE+1

)
∈ Z≥0|

∑mE+1
p=1 np = L − 1

}
,

AE =
(L−1)!∏mE+1
p=1 np!

∏mE
p=1

(
−

1
(p−1)!

(
βE
ρE

)p−1)np
, BE = L −

nmE+1, and DE =
∑mE

p=1 np (p− 1).

For colluding case, we also set γ̄ YE = ρE
L∑
l=1

∣∣hRkEl ∣∣2 .
Utilizing the summation and scaling properties of gamma
distribution, the CDF and PDF of γ̄ YEi are given by

Fγ̄ YE (x) = 1−
L·mE−1∑
i=0

β iEx
i

ρiE i!
exp

(
−
βEx
ρE

)
, (25)

and

fγ̄ YE (x) =
β
L·mE
E xL·mE−1

ρ
L·mE
E 0 (L · mE )

exp
(
−
βEx
ρE

)
, (26)

respectively.

B. SECRECY OUTAGE PERFORMANCE ANALYSIS
In this subsection, the SOP of three wiretapping cases without
RS scheme are derived as Theorem 1.
Theorem 1:Under Nakagami-m fading, the SOP of cooper-

ativeNOMA system under threewiretapping case are approx-
imately expressed as

SOPO = 1−
$β

mE
E

ρ
mE
E 0 (mE )

mR−1∑
i=0

mD−1∑
j=0

β iRβ
j
D

i!j! (ρα2)i+j

×

i+j∑
q=0

1qµ
−n1−1
1 γ (n1 + 1, µ1τ) , (27)

SOPN = 1−
$LβmEE
ρ
mE
E 0 (mE )

mR−1∑
i=0

mD−1∑
j=0

∑
8E

AEβ iRβ
j
D

i!j! (ρα2)i+j

×

i+j∑
q=0

1qµ
−n2−1
2 γ (n2 + 1, µ2τ) , (28)

and

SOPY = 1−
$β

L·mE
E

ρ
L·mE
E 0 (L · mE )

mR−1∑
i=0

mD−1∑
j=0

β iRβ
j
D

i!j! (ρα2)i+j

×

i+j∑
q=0

1qµ
−n3−1
1 γ (n3 + 1, µ1τ) , (29)

respectively, where µ1 =
(βR+βD)ε2ρE+βEρ

ρρE
, µ2 =

(βR+βD)ε2ρE+BEβEρ
ρρE

, n1 = mE + q − 1, n2 = DE + n1, n3 =

L·mE+q−1, τ =
1−α2ε1
α1α2ε1

,1q =

(
i+j
q

)
(ε2 − 1)i+j−q (ε2α2)q,

$ = e−
(βR+βD)(ε2−1)

ρα2 , and γ (a, x) denotes the lower incom-
plete gamma function [14, eq. 8.350.1].

Proof: Based on (16) and (17), the SOP of one Eve case
can be rewritten as

SOP = 1− Pr
(
γ̄E <

1− α2ε1
α1α2ε1

, γ2 > ε2 (1+ α2γ̄E )− 1
)

= 1−
∫ τ

0

(
1− Fγ2 (ε2 (1+ α2x)− 1)

)
fγ E (x)dx︸ ︷︷ ︸

J1

,

(30)

where γ̄E =
{
γ̄OE , γ̄

N
E , γ̄

Y
E

}
.

Substituting (20) and (22) into (28), and utilizing binomial
theorem and [14, eq. 3.351.1], J1 can be derived as

J1 =
∫ τ

0
e−

(βR+βD)(ε2(1+α2x)−1)
ρα2

mR−1∑
i=0

mD−1∑
j=0

β iRβ
j
D

i!j! (ρα2)i+j
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× (ε2 (1+ α2x)− 1)i+j
β
mE
E xmE−1

ρ
mE
E 0 (mE )

exp
(
−
βEx
ρE

)
dx

=
β
mE
E

ρ
mE
E 0 (mE )

e−
(βR+βD)(ε2−1)

ρα2

mR−1∑
i=0

mD−1∑
j=0

β iRβ
j
D

i!j! (ρα2)i+j

×

i+j∑
q=0

(
i+ j
q

)
(ε2 − 1)i+j−q (ε2α2)q

×

∫ τ

0
xmE+q−1e−

(βR+βD)ε2ρE+βE ρ
ρρE

xdx

=
$β

mE
E

ρ
mE
E 0 (mE )

mR−1∑
i=0

mD−1∑
j=0

β iRβ
j
D

i!j! (ρα2)i+j

×

i+j∑
q=0

1qµ
−n1−1
1 γ (n1 + 1, µ1τ) . (31)

Substituting (31) into (30), we can obtain the SOP of the
cooperative NOMA system in the presence of one eavesdrop-
per case as (27).

Then, substituting (20), (24) and (20), (26) into (28),
respectively, and following a procedure similar to that used to
obtain (31), we can derive the SOP of the cooperative NOMA
system under non-colluding and colluding wiretapping cases
as (28) and (29), respectively. The proof is complete. �

C. ASYMPTOTIC SECRECY OUTAGE PROBABILITY
ANALYSIS
To investigate the asymptotical secrecy outage probability
of cooperative NOMA over Nakagami-m fading, we derive
closed-form expressions for the SOP under three wiretapping
cases in the high SNR region and present the asymptotic SOP
in the following Theorem.
Theorem 2:When ρ→∞, the asymptotic SOP of the coop-

erative NOMA system over Nakagami-m fading under three
wiretapping cases are derived as

ASOPO =
mE−1∑
i=0

β iEτ
i

ρiE i!
exp

(
−
βEτ

ρE

)
, (32)

ASOPN = 1−

(
1−

mE−1∑
i=0

β iEτ
i

ρiE i!
exp

(
−
βEτ

ρE

))L
, (33)

and

ASOPY =
L·mE−1∑
i=0

β iEτ
i

ρiE i!
exp

(
−
βEτ

ρE

)
, (34)

respectively.
Proof: As ρ→∞, it is obvious that the SOP of the

cooperative NOMA system under each wiretapping case was
determined by legitimate user D1, since γ2→∞. Therefore,
the Asymptotical SOP of cooperative NOMA is given by

ASOP = Pr
(⌈
CD1−CE1

⌉+
<RS1or

⌈
CD2 − CE2

⌉+
<RS2

)
≈ Pr

(⌈
CD1 − CE1

⌉+
< RS1

)

≈ Pr
(
γ̄E >

1− α2ε1
α1α2ε1

)
= 1− Fγ̄E (τ ) . (35)

Substituting (21), (23), and (25) into (35), respectively,
we can obtain the asymptotic SOP expressions for three
wiretapping cases as (32), (33) and (34), respectively. The
proof is complete. �
Remark 1: From the asymptotic expressions of SOP,

we can see that there exists a secrecy performance floor
in cooperative NOMA system, which was determined by
the power allocation coefficients, the secrecy requirement of
legitimate user D1, and the channel condition at Eve. The
reason for this phenomenon is because that the achievable
data rate of D1 is limited by the ratio of the power allocation
coefficients, α1

α2
, while the Eve has no such limitation on the

achievable data rate.

IV. SECRECY OUTAGE PERFORMANCE WITH
TWO-STAGE RELAY SELECTION
In this section, we consider the case that all the channel
state information (CSI) are available. This assumption is valid
when the Eve works in an active way [36], [37]. In this case,
the Eve may act as a legitimate user by registering in the
network, so the legitimate node could estimate the Eve’s CSI.
Furthermore, even for the passive Eve, there has amethod that
allows the legitimate nodes to estimate the Eve’s CSI from the
local oscillator power that unwittingly leaked from the Eve’s
RF front end [38]. Under this assumption, the two-stage RS
strategy can be used to improve the secrecy performance of
the cooperative NOMA system [5], [29], and the analytical
and asymptotic expressions for the SOP are derived.

A. RELAY SELECTION SCHEME
The aim of the two-stage RS strategy is mainly focused on
maximizing the strong user’s data rate under the condition
that the QoS of the weak user is satisfied [5]. From the secrecy
perspective, the two-stage RS can be described as: 1) Build
a subset of the relays that could satisfy weak user’s secrecy
requirement; 2) Select the best relay from the subset that
can maximizing the strong user’s secrecy capacity. Hence,
the first stage is to build a relay set that satisfy the following
condition

SR =
{
k : 1 ≤ k ≤ K ,

1
2
log

(
1+ γ1
1+ γE1

)
≥ RS1

}
. (36)

Then, the second stage selects a relay from SR that can
maximize the secrecy capacity ofD2, and can be expressed as

i∗ = arg
i
max

{
1
2
log

(
1+ γ2
1+ γE2

)
, i ∈ SR

}
. (37)

B. SECRECY OUTAGE PERFORMANCE ANALYSIS
From the above explanations, the SOP of the cooperative
NOMA based on two-stage RS scheme can be expressed as

SOPTS= Pr (O1)+ Pr (O2) , (38)
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where event O1 denotes that x1 cannot be securely decoded
by all the relays or either of the two legitimate users, and
event O2 denotes that the secrecy transmission of x2 cannot
be guaranteed, given that x1 can be securely decoded by
relay and two users. Based on the first stage of the selection
scheme, Pr (O1) can be expressed as

Pr (O1) = Pr (|SR| = 0)

=

K∏
k=1

[
1− Pr

(
1+ γD1→Rk

1+ γE1
> ε1,

1+ γD1→D2

1+ γE1
> ε1,

1+ γD1

1+ γE1
> ε1

)]
, (39)

where |SR| denotes the size of SR. Based on the analytical
results in Section III, we also focus on the high SNR region,
and (39) can be approximately expressed as

Pr (O1) =

K∏
k=1

[
1− Pr

(
γ̄E <

1− α2ε1
α1α2ε1

)]
=
(
1− Fγ̄E (τ )

)K
. (40)

Consider the description of the second stage, Pr (O2) is
given by

Pr (O2) =

K∑
k=1

Pr
(

1+ γ2
1+ γE2

< ε2||SR| = k
)

︸ ︷︷ ︸
Q1

Pr (|SR| = k)︸ ︷︷ ︸
Q2

.

(41)

According to the analysis in Section III-A, we focus on
the high SNR region due to the mathematical intractability of
(16). Then, the term Q1 can be derived as

Q1 = 1− Pr
(

1+ γ2
1+ γE2

> ε2||SR| = k
)

=

1−Pr
(

1+γ2
1+α2γ̄E

> ε2,
α1
α2
> ε1 (1+ α1γ̄E )− 1

)
Pr
(
α1
α2
> ε1 (1+ α1γ̄E )− 1

)
k

=

1− Pr
(
γ̄E <

1−α2ε1
α1α2ε1

, γ2 > ε2 (1+ α2γ̄E )− 1
)

Pr
(
γ̄E <

1−α2ε1
α1α2ε1

)
k

=

[
1−

J1
Fγ̄E (τ )

]k
. (42)

The term Q2 can be calculated as follow

Q2 =

(
K
k

)(
Pr
(
γ̄E <

1− α2ε1
α1α2ε1

))k
×

(
1− Pr

(
γ̄E <

1− α2ε1
α1α2ε1

))K−k
=

(
K
k

) (
1− Fγ̄E (τ )

)K−k (Fγ̄E (τ ))k . (43)

Substituting (40), (41), (42) and (43) into (38), the SOP
achieved by the two-stage RS scheme can be obtained as in
the following theorem.

Theorem 3: The SOP of the cooperative NOMA system
with two-stage RS scheme can be expressed as

SOPTS=
K∑
k=0

(
K
k

) (
1−Fγ̄E (τ )

)K−k (Fγ̄E (τ )−J1)k , (44)

where J1 is defined by (31).
Therefore, by substituting (21), (22) and (30) into (44), the

SOP for the one eavesdropper case is given by (45), as shown
at the bottom of the next page.

In similar, the SOP for the non-colluding and colluding
case are given by (46) and (47), respectively, as shown at the
bottom of the next page.

C. ASYMPTOTIC SECRECY OUTAGE PROBABILITY
ANALYSIS
In this subsection, to gain more insight into secrecy perfor-
mance enhancement of adopting the two-stage RS scheme,
we analyze the asymptotic SOP of the two-stage relay selec-
tion strategy under three wiretapping cases, where the trans-
mit power at the BS and the relay approaches infinity. The
following theorem presented the asymptotic SOP of the pro-
posed system under three wiretapping cases.
Theorem 4: The asymptotical SOP of the cooperative

NOMA system over Nakagami-m fading under three wire-
tapping cases can be expressed as

ASOPOTS =

(mE−1∑
i=0

β iEτ
i

i!
exp

(
−
βEτ

ρE

))K
, (48)

ASOPNTS =

1−

(
1−

mE−1∑
i=0

β iEτ
i

i!
exp

(
−
βEτ

ρE

))LK

,

(49)

and

ASOPYTS =

(L·mE−1∑
i=0

β iEτ
i

i!
exp

(
−
βEτ

ρE

))K
, (50)

respectively.
Proof:Based on (39) and (40), we find that Pr (O1) tends

to a constant value as ρ→∞. Moreover, consider the second
RS stage, it is noted that γ2 →∞ as ρ→∞. Then, the term
Q1 in (41) tends to zero since γ2 →∞. Thus, we can obtain
that Pr (O2) = 0.Through the above analysis, the asymptotic
SOP under two-stage RS scheme is given by

ASOPTS =
(
1− Fγ̄E (τ )

)K
. (51)

Considering the analysis of the asymptotic SOP in
Section III-C, and substituting (32), (33) and (34) into (51),
respectively, we can obtain the closed-form expressions of
asymptotic SOP for three wiretapping cases. The proof is
complete. �
Remark 2: Comparing theorem 4 to theorem 2, we can find

that the secrecy outage performance can gain a remarkable
improvement if the two-stage RS scheme is adopted, and the
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FIGURE 2. SOP of one eavesdropper case under random RS scheme for
different parameters. α1 = 0.85, α2 = 0.15.

secrecy performance can be further improved by increasing
the number of relays. We could also see that both the random
RS and the two-stage RS schemes achieve zero secrecy diver-
sity order. This is because that the weak user’s achievable data
rate is limited due to the application of NOMA protocol.

V. SIMULATION RESULTS
In this section, simulation results are presented to validate the
derived analytical expressions of the SOP for the cooperative
NOMA over Nakagami-m fading channel. The main adopted
parameters are set as mR = mD = mE = 2, �R = �RE =

�RD = 1, and BPCU is short for bit per channel use.
Fig. 2 plots the SOP of cooperative NOMA in the presence

of one eavesdropper under random RS scheme for different
parameters. Conventional orthogonal multiple access (OMA)
scheme is adopted as a benchmark. For OMA scheme, four

FIGURE 3. SOP of non-colluding and colluding cases under random RS
scheme. α1 = 0.85, α2 = 0.15, RS1

= 0.3 BPCU, RS2
= 2 BPCU, and

ρE = 0 dB.

time slots are needed. We can see from Fig. 2 that the SOP of
the NOMA system increases as the target secrecy rate or the
SNR at the Eve increases. We can also see that the SOPs are
saturated in the high SNR region, and the performance floors
were determined by the target secrecy rate of the legitimate
user D1 and the SNR at the Eve. The main reason for this
phenomenon is that the achievable data rate of the weak user
D1 was limited due to the NOMA protocol, and the larger
value of ρE leads to higher channel capacity at Eve. The
simulation results also reveal that the secrecy requirement of
the strong user D2 has no impact on the secrecy performance
floor, which verifies the analysis of the asymptotic SOP in
Section III-C. It is also noted that the NOMA scheme is
superior to the OMA scheme on the condition of low and
medium SNR region. This is because that the NOMA scheme

SOPOTS =
K∑
k=0

(
K
k

)(mE−1∑
i=0

β iEτ
i

i!
exp

(
−
βEτ

ρE

))K−k (
1−

mE−1∑
i=0

β iEτ
i

i!
exp

(
−
βEτ

ρE

)

−
β
mE
E

ρ
mE
E 0 (mE )

$

mR−1∑
i=0

mD−1∑
j=0

β iRβ
j
D

i!j! (ρα2)i+j

i+j∑
q=0

1qµ
−n1−1
1 γ (n1 + 1, µ1τ)

k

(45)

SOPNTS =
K∑
k=0

(
K
k

)1−

(
1−

mE−1∑
i=0

β iEτ
i

i!
exp

(
−
βEτ

ρE

))LK−k (1− mE−1∑
i=0

β iEτ
i

i!
exp

(
−
βEτ

ρE

))L

−
LβmEE

ρ
mE
E 0 (mE )

$

mR−1∑
i=0

mD−1∑
j=0

∑
8E

AE
β iRβ

j
D

i!j! (ρα2)i+j

i+j∑
q=0

1qµ
−n2−1
2 γ (n2 + 1, µ2τ)

k

(46)

SOPYTS =
K∑
k=0

(
K
k

)(L·mE−1∑
i=0

β iEτ
i

i!
exp

(
−
βEτ

ρE

))K−k (
1−

L·mE−1∑
i=0

β iEτ
i

i!
exp

(
−
βEτ

ρE

)

−
β
L·mE
E

ρ
L·mE
E 0 (L · mE )

$

mR−1∑
i=0

mD−1∑
j=0

β iRβ
j
D

i!j! (ρα2)i+j

i+j∑
q=0

1qµ
−n3−1
1 γ (n3 + 1, µ1τ)

k

. (47)
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FIGURE 4. SOP of one eavesdropper cases under two-stage RS scheme.
α1 = 0.85, α2 = 0.15, K = 2, and ρE = 0 dB.

provides a higher spectrum efficiency. However, the OMA
scheme outperforms the NOMA scheme in the high SNR
region, since the limitation of the achievable data rate of D1
in the NOMA scheme is not exist in the OMA scheme.

In Fig. 3, the SOP curves for non-colluding and colluding
cases are presented. It is obvious that the secrecy performance
degrades as the number of Eves increases. Specifically, in the
non-colluding case, increasing the number of Eves does not
have much negative impact on the secrecy outage perfor-
mance of the system. However, in the colluding case, the SOP
for cooperative NOMA degrades significantly as the number
of Eves increases. We can also see that the colluding case
is more detrimental to the system secrecy performance than
the non-colluding case. This is because that the multi Eves’
case can be actually modelled as a single eavesdropper with
multiple antennas. The non-colluding case can be explained
as the case that receive antenna selection scheme is used,
while the colluding case can be explained as the maximum
ratio combining is adopted at the multi-antenna eavesdrop-
per. As a result, increasing the number of Eves leads more
improvement of the eavesdropping ability in colluding case
than that of non-colluding case. We could also see that the
secrecy performance saturated as ρ → ∞, which is proved
in Section IV-C. Again, the NOMA scheme outperforms the
OMA scheme in the medium SNR region under both non-
colluding and colluding wiretapping cases.

In Fig. 4 and 5, we compared the secrecy outage perfor-
mance for two-stage RS scheme with that for random RS
scheme. It is obvious that the secrecy performance can be
improved in each wiretapping case by adopting two-stage RS
scheme. Again, there also exists secrecy performance floor
even though the effective RS scheme is implemented. This
is because that the application of two-stage RS scheme can-
not remove the limitation, α1

α2
, which caused by the NOMA

protocol. From Fig. 2, 3, 4 and 5, we can observe that our
derived analytical expressions for the SOPs in each wire-
tapping case under two RS schemes accurately match the
simulation results, which confirms the correctness of our

FIGURE 5. SOP of non-colluding and colluding cases under two-stage RS
scheme. α1 = 0.85, α2 = 0.15, RS1

= 0.3 BPCU, RS2
= 1 BPCU, K = 2, and

L = 3.

approximate analysis. It is also noted that the exact analytical
and simulation results for each scenario tends to the asymp-
totical ones as ρ →∞, which demonstrates the accuracy of
our asymptotic analysis.

FIGURE 6. SOP of non-colluding and colluding cases versus K . α1 = 0.85,
α2 = 0.15, RS1

= 0.5 BPCU, RS2
= 1 BPCU, ρ = 35dB, ρE = 0dB, and L = 3.

Fig. 6 shows the SOP of non-colluding case and collud-
ing case under two-stage relay selection with respect to the
number of relays K . We can observe that the SOPs of both
multiple Eves’ cases decrease as the number of relays K
increases. This improvement is cause by the implementation
of the effective RS scheme, which exploit the diversity of
relaying network.

As we can see from the asymptotic analysis, the power
allocation coefficients have a great impact on secrecy perfor-
mance of cooperative NOMA system. In Fig. 7, we plot the
SOP curves with respect to α1 in order to clarify the effect of
different power allocation scheme on the SOP of the system,
where α1 > α2 and α2= 1−α1. As we can see from the
figure, there exists optimal values of α1 and α2 for both mul-
tiple Eves wiretapping scenarios, denoted by α∗1 and α∗2 , that
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FIGURE 7. SOP of non-colluding and colluding cases versus α1.
RS1

= 0.5 BPCU, RS2
= 1 BPCU, ρE = 0dB, K= 1, and L = 3.

minimize the secrecy outage performance. The main reason
for this phenomenon is that when α1 increases within α1 <
α∗1 , the secrecy performance of theweak user increases signif-
icantly since more power is allocated to transmit the message
forD1. Therefore, the overall secrecy outage performance can
be improved. However, within the range

(
α∗1 , 1

)
, the overall

secrecy outage performance degrades with the increase of α1.
This is because that the secrecy performance of legitimate
user D2 decreases remarkably due to the reduction of α2,
while the improvement of weak user D1 is limited. From
the figure, we can observe that the optimal power allocation
coefficients

(
α∗1 , α

∗

2

)
are roughly equal to (0.92, 0.08) for

non-colluding case and (0.94, 0.06) for colluding case.

VI. CONCLUSION
In this paper, the secrecy outage performance of cooperative
NOMA over Nakagami-m fading under three wiretapping
cases is investigated. Furthermore, the effective RS scheme
is considered to enhance the secrecy performance of the
system. Both the analytical and asymptotic expressions of
SOPs for each wiretapping case are obtained in closed-form.
Simulation results are provided to verify the accuracy of our
analysis. It is noted that there exists secrecy performance
floor for each wiretapping case due to the application of
NOMA scheme, and it cannot be removed through either
RS scheme or power allocation scheme. The results also
show that the SOP of NOMA system is superior to that of
OMA system in the low and medium regimes. We noted
that our analysis is based on the assumptions that perfect
CSI can be obtained and perfect SIC is implemented. Our
future works will relax these assumptions for more practical
implementations. Moreover, our system model is focused on
the case that the Eves just wiretap the relay-user link. The case
that the Eves can wiretap both the source-relay and relay-user
links (device-to-device aided NOMA scheme [18]) may be
a promising research direction. The outcomes of this work
can be used as guidelines for the design of secure cooperative
NOMA network in 5G communication system.
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