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ABSTRACT In this paper, a color image encryption is proposed based on the dynamic DNA and the 4-D
memristive hyper-chaos. First, chaotic matrices are generated from the 4-D memristive hyper-chaos by using
the plain image, the salt key, and control parameters. Second, the dynamic encoding process is performed on
three components of the plain image to obtain three DNA matrices. Third, to enhance both the security and
robustness of encrypted image, dynamic confusion and diffusion are applied to the encoded DNA matrices.
Finally, the encrypted image is generated by DNA decoding and components combining. The main feature of
our proposed algorithm is that dynamic DNA mechanism based on hyper-chaos is performed on the processes
of encoding, confusion, and diffusion. Simulation results and security analysis further demonstrate that it has

a strong resistance against various attacks and outperforms other methods in the literature.

INDEX TERMS Dynamic DNA, color image, encryption, memristive hyper-chaos.

I. INTRODUCTION

Currently, we are in a brilliant era of digital communication,
where millions of digital images are transmitted and stored
on the internet. It is imperative that the security of digital
images with tremendous quantities of information should be
guaranteed by reliable algorithms. The intrinsic features of
digital images such as bulky data capacity, strong correla-
tion among adjacent pixels and high redundancy make tra-
ditional encryption methods ineffective [1]. Moreover, there
are many new issues in image encryption such as fast encryp-
tion in real-time system [2], [3], secure mechanism to gener-
ate one-time key [4], [5] and strong ability to resist various
attacks [6], [7], etc. In image encryptions, the chaotic sys-
tem is known as an ideal pseudo-random generator due to
its various features such as high sensitivity to initial states,
pseudo-randomness, ergodicity and non-periodicity [8]-[10].
Meanwhile, the DNA-based encryption method has aroused
increasing attention owing to its excellent performance on
confusion and diffusion [11]-[14]. The combination of DNA
and chaos has aroused wide interest among scholars in image
encryption [2], [15], [16].

The associate editor coordinating the review of this manuscript and
approving it for publication was Abdullah Iliyasu.

However, the attacks against image encryption turn out to
be various, including attacks based on statistical analysis,
attacks based on cryptography analysis, attacks based on
brute-force, attacks based on noise, occlusion or compres-
sion, etc. Few encryption methods can simultaneously satisfy
the security and robustness to resist various attacks [17]-[20].
Designing an encryption algorithm with excellent security
and robustness performance is a rewarding work nowadays.

Recently, many researchers proposed various image
encryption algorithms based on chaos. Y. C. Zhou et al.
proposed an effective chaotic system using a combination
of two existing 1-D chaotic maps [21]. X. J. Wu et al.
used three improved 1-D chaotic systems( LTS, LSS and
TSS) in image encryption [14]. T. F. Zhang et al. proposed
an encryption scheme based on three different 1-D chaotic
maps in parallel-then-cascade fashion [22]. Moreover, Logis-
tic map [23]-[25], Lorenz Chaos [23], [26], [27] and NCA
map [28], [29] as three typical chaos are also widely used
in image encryption. Since a color image encryption is our
target, the high-dimensional chaos is concerned because it
can provide us with complex and effective chaotic sequences
for components, confusion and diffusion operations. Chen’s
system [24], [26], [30] is a classic hype-chaos wildly used
in image encryption. According to its generation, chaotic
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system can be divided into aerodynamic chaos [23], [27],
spatiotemporal chaos [31]-[33], optical chaos [5], [34], [35]
and memristive chaos [36]-[39]. Due to the characteristic
of the memristor including non-volatility, nano-size and low
power consumption, it is appropriate for designing chaotic
circuits as a nonlinear circuit element. In 2015, J. Ma. et al.
proposed a new 4-D memristive hyper-chaos based on a three-
dimensional autonomous chaotic system by adding a smooth
flux-controlled memristor and a cross-product item [40].
X. L. Chai et al. combined the 4-D memiristive hyper-chaos
with gene recombination [37] in an image encryption algo-
rithm. The 4-D memristive hyper-chaos is quite appropriate
for color image encryption due to its sensitivity to the initial
key and complex dynamical behavior.

Nevertheless, the chaotic system is just an excellent
pseudo-random number generator that establishes foun-
dations for subsequent encryption steps. The combina-
tion of chaos and DNA operation for image encryption
aroused widespread interest among scholars [12], [15], [16],
[41]-[43] since DNA has massive parallelism, huge stor-
age and ultra-low power consumption [11]. DNA encod-
ing is the initial step that transforms a pixel matrix into a
DNA encoded matrix for the subsequent DNA operation.
The traditional DNA encoding is static since the mapping
between ‘00°,°01°,711°,710” and ‘AGCT’ is fixed and linear
[11], [13],[45]-[48], which is vulnerable to chosen-plaintext
attack [17], [18]. One significant feature of such static encod-
ing is that the distribution of encoded ‘AGCT" is not uniform.
Some researchers put forward some improvements based on
pseudo dynamic encoding. X. J. Wu. er al. presented an
encryption method where random numbers are used to choose
the DNA encoding rules for three components [14]. In X.
Q. Fu. et al’s encryption scheme [34], the plain image was
divided into 12 DNA planes where different encoding rules
were adopted. X. Zhang. et al. proposed a DNA encoding
method that the encoding rule of each pixel relies on the
pixel’s position [49]. However, such improvements are not
really dynamic encoding method because the DNA encod-
ing rule is still regular and static for different plain images.
A really dynamic encoding method is a challenging and
valuable work.

DNA operation involves DNA confusion and diffu-
sion. DNA confusion will only change the value of every
DNA unit, the position of which remains stable. Typi-
cal DNA confusion operation includes DNA Exclusive-
OR [30], [50], addition [51], [52], subtraction [53] and
complementary [50], [54], [55]. The security is not guaran-
teed if only using DNA confusion. Therefore, DNA confusion
is usually combined with DNA diffusion. DNA diffusion
will change the position of DNA units, which can easily
lead to proliferation. It is proliferation that decreases the
robustness though the diffusion is necessary and can enhance
the security. Therefore, it is necessary and a challenge to
develop an appropriate algorithm to simultaneously meet
the security and robustness of the system based on dynamic
DNA.
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In this paper, a novel and efficient algorithm is pro-
posed to realize secure and robust encryption. The proposed
encryption algorithm is made of three parts: generation of
the initial key and chaotic matrix, dynamic DNA encod-
ing and dynamic DNA operation. Firstly, in order to guar-
antee the security of key communication, the idea of salt
key is introduced, which is used to generate and process
the chaotic matrix by the 4-D memristive hype-chaos. Sec-
ondly, considering the uneven AGCT distribution of tradi-
tional encoding method, the original RGB image is encoded
to the DNA matrix using the dynamic DNA encoding rule.
Thirdly, the dynamic DNA operation including DNA confu-
sion and DNA diffusion is performed on the encoded DNA
matrix. During the process of DNA operation, DNA confu-
sion based on DNA XOR rule enhances the security, and
DNA diffusion based on dynamic blocking method inten-
sifies the robustness. Eventually, the encrypted images are
obtained after DNA decoding and components combining.
It is verified by simulation results and security analysis
that the proposed encryption scheme has both high security
and strong robustness, which can resist different kinds of
attacks.

The sections of the paper are as follows. Some prelimi-
nary work and mathematical model are given in Section 2.
In Section 3, the process of our encryption methods is pre-
sented. In Section 4, simulations and security analysis are
made. Finally, the conclusion is given in Section 5.

Il. PRELIMINARY WORKS

A. 4-D MEMRISTIVE HYPE-CHAOS

Employing a flux-controlled memristor, a 4-D memristive
hype-chaos was proposed by J. Ma [40], which can be
described as follow:

X =ax + byz
y=cy+dxz—kyW(u) 0
Z=ez+fxy+ gxu
u=-y
where a = 0.35,b = —10,¢c = —0.6,d = 03,e =

—1.6,f =2, Wu) = m + 3nu?, and k, m, n, g are positive
control parameters. The simulation results of the 4-D mem-
ristive hype-chaos are shown in Fig. 1.

Bifurcations and Lyapunov exponents are two impor-
tant factors to measure the dynamic behaviors of a chaotic
system [56]. The simulation results are shown in Fig. 2, which
indicates that the 4-D memristive chaotic system is ergodicity
for encryptions.

B. DYNAMIC DNA ENCODING

The DNA molecule is two twisted strands which are com-
posed of four bases, including adenine (A), guanine (G),
cytosine(C), and thymine (T). As the Watson-Crick base
pairing principle, A and T are complementary, and C and G
are complementary. Essentially, the nucleotides sequence is
a symbolic representation of biomolecular. Inspired by this,
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FIGURE 1. Simulation results. Projection on (a) x-y plane, (b) x-z plane,
(c) x-u plane, (d) y-z plane, (e) z-u plane, and (f) x-y-z plane.

(a) (b) (c)

FIGURE 2. Bifurcations and Lyapunov exponents analysis. Two methods
(a) QR decomposition-based method (when g = 0.8 and k increases from
0 to 40) and (b) Wolf method (when g = 0.8 and k increases from 0 to
2.5) are used to calculate Lyapunov exponents versus parameter k of the
chaotic system. (c) Bifurcation diagram for increasing parameter k (from
0 to 40 with a step size 0.2).

we can represent A, T, C, and G as two binary numbers such
as 00, 01, 10, 11. Basically, there are 24 DNA encoding rules.
Nevertheless, due to the Watson-Crick base pairing principle,
only 8 rules have been maintained. These 8 encoding rules are
listed in Table. 1.

For a color image, the value of each pixel in one
component can be represented by an 8-bit binary number
which is encoded into four bases. After DNA encoding,
the method of DNA confusion and DNA diffusion will be
used in encryption steps. With the characteristics of mas-
sive parallelism, huge storage and ultra-low power con-
sumption, DNA method has excellent performance in image
encryption.

Traditionally, the DNA encoding scheme is fixed, which
means that the same encoding rule is applied to all pix-
els in one image. Although some improvements have been
made [14], [34], [49], these algorithms fail to show high
security. Hence, a real dynamic encoding algorithm, in which
the encoding rules depends on the chaotic matrix, could be a
promising solution. We will discuss the algorithm in details
in section 3.

Ill. PROPOSED ENCRYPTION ALGORITHM

The proposed encryption algorithm is made of three parts:
A. generation of the initial key and the chaotic matrix, B.
dynamic DNA encoding and decoding, C. DNA confusion
and diffusion. The flow chart of the encryption algorithm is
shown in Fig. 3. Similarly, the decryption algorithm is exactly
the inverse of the encryption algorithm, which leads to a
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TABLE 1. The DNA encoding rule.

1 2 3 4 5 6 7 8
00 A A C G C G T T
01 C G A A T T C G
10 G C T T A A G C
11 T T G C G C A A

lossless recovery of the original color image. We will discuss
the specific encryption parts as follows

A. GENERATION OF THE INITIAL KEY AND THE CHAOTIC
MATRIX

The 4-D memristive hype-chaos is used to generate the DNA
confusion and diffusion matrix. The security of the 4-D mem-
ristive hype-chaos relies on the key space of the initial key,
hence the generation of the initial key is considered to be very
important. The steps are as follows:

Step1: We use the hash algorithm of SHA-512 to generate
the original key. M,, represents the pixel matrix of the original
image. Hashing by SHA-512, we can get K,. What needs to
be emphasized is that K|, is a one-time key because K|, varies
with different images

K, :fSha—SIZ(Mo) )

Step2: Then the salt key K is added, and the value range
of Ky is (0, 2°'2-1). We combine K, and K, to hash by
SHA-512 again. The output is the initial key K; to generate
the chaotic sequence. To be more intuitive, an example of the
initial key generation is shown in Fig. 4.

Ki = fsna—512(Ko||Ks) 3)

Step3: With the generation of the initial key, we can use it
to obtain get the initial parameters for the chaotic system.
Firstly, every 8 bits of the 512-bit K; are combined into one
block and we can get 64 blocks by, b, ..., bes. Then every
4 blocks are grouped together, hence there will be 16 groups
g1, 82, ..., &16- The process will be shown in Fig. 5.

8 = {baj—3,baj2,baj_1, bsj} (1 <j <16) 4

Step4: Random seeds s1, 53, ..
are calculated as follows:

., 816 for our chaotic system

3

b4'—m .
s=[] 5 a<i<16 )

m=0

Step5: Now we can use the random seeds to generate the
initial parameters xo, yo, zo and ug for our chaotic system as
follows:

Xo =1+ 52+ 83+ 54 (6)
Yo = 55+ 56 + 57 + 58 N
20 = S9 + §10 + 811 + 512 3
ug = S13 + S14 + 515 + s16 )
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FIGURE 3. The flow chart of the proposed algorithm.

FIGURE 4. An example of the initial key generation.

Step6: When the initial parameters are generated, we can
use them to generate the chaotic matrix. We need two types
of chaotic matrix in our encryption algorithm. One is con-
fusion chaotic matrix (X, Y., Z., U.) used for DNA con-
fusion operation and the other is diffusion chaotic matrix
(Xq4, Ya,Z4, Uy) used for DNA diffusion operation. If there
is an image matrix of m rows and n columns, the size of
confusion chaotic the matrix is m*n and the size of the
diffusion chaotic matrix is 1*n.

Step7: We sort the chaotic matrices X., Y¢, Z., U, X4,
Y4, Z4, Uy and get the index of each element. Subsequently,
based on the sorting and indexing, we get two groups of
indexing matrices X, Yci, Z¢i, Uqi and Ry, Gg, By, Ug;.
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FIGURE 5. The generation of initial parameters.

Step 8: For each element (X, Vi, Zcis Uciys Ugi) 1N Xeiy Yeis
Z¢i, Ugi, Ugi, we calculate by the following formula to get X Lf s

Y, 7!, De, Dq.
x,; = mod(x, 4) (10)
Yei = mod(yei, 4) (11)
2o = mod(zei, 4) (12)
d, = mod(uci, 8) + 1 (13)
d; = mod(ug;, 3) (14)

Subsequently, we use DNA encoding rule (1) in Table 1 to
encode each element in X/, Y/, Z’.. so that we can get R,
G, B..
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FIGURE 6. The flow chart of chaos operation.

FIGURE 7. An example of dynamic DNA encoding.

Step9: By Step 7~8, eventually, we get the ultimate R., G,
B¢, D, and Ry, G4, B4, Dy. In the following steps, D, will be
used in the dynamic DNA encoding, R., G, B, will be used
in the DNA confusion and R;, G4, Bz, D4 will be used in the
DNA diffusion. Fig.6 is the flow chart of chaos operation.

B. THE DYNAMIC DNA ENCODING
Stepl: We decompose the original image (mxn) into three
components R, G and B.

Step2: Every pixel of the RGB matrix is transformed into
8-bit binary number and hence we can get three different
matrices Rp Gp and Bp, the size of which is mx8n.

Step3: Every binary number of the Rp, Gp, Bp is encoded
dynamically according to Table 1 and the results are Rp, Gp,
Bp. The dynamic encoding rule matrix is D, generated in
Section III. A. Step 7~8. An Example of dynamic encoding
is shown in Fig. 7.
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TABLE 2. DNA XOR rule.

XOR A C G T
A A C G T
C C G T A
G G T A C
T T A C G
(a) ) © @
©) ® ©® (h)
Q) 0) ®) (1)

FIGURE 8. Results of (a) Baboon, (b) Pepper, (c) House, and (d) Black.
(e)-(h) and (i)-(I) are encrypted and decrypted images, respectively.

C. DYNAMIC DNA CONFUSION AND DIFFUSION
Stepl: We use the DNA XOR rule to realize DNA confusion
according to Table 2.

Step2: To intensify the robustness of our encryption sys-
tem, the process of DNA diffusion is performed in groups.
However, if the DNA diffusion rule is definite, the complexity
of encryption can’t be guaranteed. Therefore, we use another
kind of chaotic matrices to make the DNA diffusion process
complicated. According to Fig. 6, the diffusion chaotic matri-
ces are Xy, Yq, Z4, Uy, Ry, G4, By represents three different
DNA diffusion rules. Which rule we use to diffuse each row
is determined by D,;. Assume that i represents the i-th row of
the DNA matrix, the rules are as follows:

if D4[i]= 0, then use rule R;;

if D4[i]= 1, then use rule Gg;

if D;[i]= 2, then use rule By.

Step3: Use the dynamic DNA decoding rule to get the
binary matrix. Then transform the binary matrix into the pixel
matrix of R, G, B components.

Step4: Eventually, we combine the three components into
the encrypted image.

IV. EXPERIMENT AND SECURITY ANALYSIS

A. RESULTS OF ENCRYPTION AND DECRYPTION

We use four RGB color images of size 256 x 256 to simulate
the encryption and decryption: Baboon, Pepper, Lake and
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TABLE 3. Parameters of our simulation.

Item Value
dOe19fb4cel149233a02436addb9dbd19f56€99a0
Salt Key 8bd47¢325¢d60461b0bc298744e9af5e682984491fbd
38e0b77ed2e5b5a5e585d9b03e8dablec8fbc26bfe
. a=0.35,b=-10,c=-0.6,
Initial Parameter
d=03,e=-1.6,f=2
Control
r=0.1,s=0.01,k=02,g=0.1
Parameter

Black. Some initial parameters and control parameters are
shown in Table 3.

The simulation environment is Windows 10, 8.00GB
RAM, i7-7500U CPU and the development tool is Python 3.6.
The simulation results are shown in Fig. 8.

B. KEY ANALYSIS

1) KEY SPACE ANALYSIS

The key space of an encrypted algorithm is the size of the
encryption key. The ability of an encryption system to resist
the brute force attack relies on the size of key space. The
key space of the proposed algorithms depends on the initial
parameters and the control parameters of the 4-D memris-
tive hype-chaos, which are xg, yo, 20, ug, etc. If the accu-
racy of the computer is 10714, the key space of our system
will be 10'!2, which indicates that the proposed algorithm
has a strong ability to resist the brute force attack. The
secret key’s space in this paper is much larger than that
in [28], [37], [44], [47], [57]. Additionally, the generation of
keys depends on the combination of the one-time pad and the
salt key, which makes it rather difficult for attackers to predict
the encryption key.

2) KEY SENSITIVITY ANALYSIS

Key sensitivity is another important feature for an encryption
system to defend against brute force attack. For an ideal
encryption system, a slight change in the initial key will lead
to a totally different decryption image. In our experiment,
we make a tiny difference (only change the least-significant
bit of the initial key’s 512-bit hash value) in four RGB color
images respectively. The decryption results and the significant
differences between the original images (256 x 256) and the
decrypted images are shown in Fig. 9.

C. STATISTICAL ANALYSIS

We use various statistical analysis to test the complexity of
our encryption algorithm, including the analysis of informa-
tion entropy, histogram, and correlation coefficient.

1) INFORMATION ENTROPY
Information entropy is a very useful statistical indicator
to measure how stochastic a system is, which was firstly
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FIGURE 9. The key sensitivity test results of (a) Baboon, (b) Birds,
(c) Fruits and (d) Lake. (e)-(h) are corresponding decrypted images.

TABLE 4. The results of entropy analysis.

Original Image Encrypted Image
R G B R G B
Lena 72531 69686 7.5952 7.9992 7.9993 7.9994
Peppers | 7.3282  7.0912 7.5415 7.9992 79993 7.9991
Baboon 7.7326  7.7591  7.4557 79993 79993 7.9993
Birds 74711  7.2205 7.6080 7.9992 7.9992  7.9993
House 7.4156  7.4354 72295 7.9992 7.9992 7.9992
Lake 7.3074 72747 7.6369  7.9992  7.9989  7.9990
Fruits 47681 43149 38754 79991 7.9985 7.9988
Black 0 0 0 7.9965 7.9948 7.9955
‘White 0 0 0 79914 79942 7.9856

introduced by Claude Shannon in 1948. It can be described
in Eq. (15), where p(m;) denotes the probability that the
symbol m; appears, and K is the total number of image
pixels. In image encryption, it can effectively measure the
complexity of encryption algorithms. For an ordinary image,
its information entropy ranges from O to 8. For an encrypted
image, its information entropy is always above 7.9. The closer
the information entropy of an encrypted image is, the more
brilliant the entropy algorithm is.

K
H(m) = = p(m;) log, p(m;) (15)
i=0

We choose 7 typical color images and all white/black
images to measure the information entropy of original and
encrypted images in three components. The size of these
images are all 256 x 256. the entropy results are shown
in Table 4. Table 5 shows that the proposed encryption algo-
rithm outperforms the others in the literature.

2) THE HISTOGRAM ANALYSIS

The histogram analysis is a very useful tool to measure
the distribution of an image. Ordinary images usually have
uneven distributions, while encrypted images have uniform
distributions. A more uniform histogram can resist statistic
attacks better. Mathematically, the variances of histograms
can be used to quantitatively measure how uniform the
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TABLE 5. Comparison with other algorithms in entropy analysis.

TABLE 7. The results of correlation analysis.

R G B
Lena 72531 6.9686 7.5952
Proposed 7.9992 7.9993 7.9994
Ref. [14] 7.9893 7.9896 7.9903
Ref. [28] 7.9892 7.9898 7.9899
Ref. [47] 7.9903 7.9890 7.9893
Ref. [58] 7.9973 7.9969 7.9971
Ref. [59] 7.9874 7.9872 7.9866
Ref. [60] 7.9896 7.9893 7.9896
Ref. [61] 7.9901 7.9912 7.9921
(a) (b) (©
(d) (e ®

FIGURE 10. Histograms of Baboon in red, green, and blue. Histograms of
original and corresponding encrypted images in row 1 and 2, respectively.

TABLE 6. The Histogram variances analysis of original images (256 x 256)
and encrypted images (256 x 256).

Original Image Encrypted Image

R G B R G B

H| 0.9225 0.8810 0.9283 0.0012 -0.0018 -0.0042
Baboon V| 0.8497 0.7860 0.8799 -0.0036 0.0038  0.0022
D| 0.8377 0.7609 0.8535 0.0002 0.0053  0.0011

H| 09651 0.9567 0.9653 0.0015 -0.0009 0.0012

Birds V([ 0.9680 0.9474 0.9570 0.0026 -0.0047 -0.0011
D 09542 0.9300 0.9414 -0.0014 -0.0006 -0.0033

H| NA NA NA 0.0013  -0.0008 -0.0014

Black V| NA NA NA  -0.0003 0.0005 0.0023
D| NA NA NA  -0.0031 -0.0015 -0.0008

H| 09739 0.9604 0.9667 -0.0007 -0.0019 0.0023

Fruits V| 09775 0.9697 0.9758 0.0015 -0.0021 -0.0022
D| 09710 09602 0.9649 0.0031 0.0020 -0.0023

H| 0.9534 09429 0.9707 0.0006 0.0031 0.0031
House V| 0.9571 09154 0.9672 -0.0020 -0.0014 0.0009
D] 09169 0.8699 0.9424 0.0045 -0.0039 0.0004

H| 0.9549 09745 0.9785 0.0009 0.0067 0.0017

Lake V| 09435 0.9745 0.9767 -0.0021 -0.0024 0.0020
D] 0.9246 09585 0.9618 0.0001 0.0001  0.0003

H| 0.9758 0.9657 0.9330 0.0008 0.0031 0.0018

Lena V| 09876 0.9829 0.9573 0.0009 -0.0018 -0.0039
D] 0.9632 09538 09173 -0.0036 -0.0033 -0.0058

H| 09754 09847 0.9745 0.0045 -0.0005 0.0017
Peppers V| 09769 09853 0.9752 -0.0022 0.0003 -0.0004
D] 0.9663 09735 0.9599 0.0010 -0.0002 -0.0022

H| NA NA NA  -0.0017 -0.0015 0.0003
White V| NA NA NA 0.0000  0.0005 -0.0013
D[ NA NA NA  -0.0036 0.0028 -0.0013

Original Image Encrypted Image
R G B R G B
Baboon | 3.07x10° 5.85x10° 3.11x10° 1.08x10° 9.54x10° 1.04x10°
Bird 1.03x10° 527x10° 1.61x10° 1.18x10° 1.00x10° 1.20x10°
Fruits | 1.77x107 2.27x107 3.13x107 1.31x10° 1.70x10° 2.21x10°
House |[7.68x10° 1.33x10° 9.92x10° 1.22x10° 1.23x10° 1.15x10°
Lake |8.00x10° 5.37x10° 1.22x10° 1.14x10° 1.46x10° 1.53x10°
Lena 1.02x10° 4.54x10° 1.38x10° 1.11x10° 9.18x10*> 1.05x10°
Peppers| 8.69x10° 9.33x10° 1.69x10° 1.13x10° 1.27x10° 1.06x10°
White |2.67x10% 2.67x10* 2.67x10° 1.29x10* 2.17x10* 8.53x10°
Black [2.67x10° 2.67x10° 2.67x10° 5.17x10° 1.10x10* 7.78x10°

histogram is, which is defined as follows:

var(X) = anz Z Z ()Ci—xj)2

i=1 j=1

(16)

where x1, X7, ..., X255 are 255 different histogram values and
x; and x; are the numbers of pixels whose values equal to i
and j.

The histogram results of the original and encrypted images
of Baboon (256 x 256) in three components are shown
in Fig. 10 and the histogram variance analysis results are
shown in Table 6. Significant differences are shown between
original and encrypted images.

3) CORRELATION COEFFICIENT ANALYSIS

For digital images, the correlation between adjacent pixels
tends to be very large. Attackers can take advantage of such
a feature to achieve decipher. Therefore, algorithm design
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should make the correlation of adjacent as negligible as pos-
sible. We can calculate the correlation coefficient by

P cov(x, y) (17
P YDEDG)
1 K
E() = 2D i (18)
1 & )
D) = = > (xi — EQ) (19)
i=1
1 K
covx,y) = = ) (i —E@)i —E)  (20)
i=1

where x, y refer to the grayscale values of two adjacent pixels
in the image, and K is the total number of pixels randomly
selected from the image. In our experiment, we randomly
select 100000 pairs of adjacent pixels to test the correla-
tion coefficient of 9 original images (256 x 256) and their
corresponding encrypted images horizontally, vertically and
diagonally. The results are shown in Table 7.

We also make correlation analysis with the grayscale image
of Lena (256 x 256) to make comparisons with other algo-
rithms, and the results are shown in Table 8. Moreover,
the distribution of adjacent pixels of Peppers and its encrypted
image is shown in Fig. 11. It is clear that most points in
the plain image have strong correlation while points in the
encrypted image are in random distribution.
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TABLE 8. Comparison with other algorithms in correlation analysis.

Horizontal Vertical Diagonal
Lena 0.9770 0.9874 0.9686
Proposed 0.0011 —0.0013 —-0.0019
Ref. [7] 0.0024 —0.0006 0.0012
Ref. [15] 0.0020 —0.0007 —0.0014
Ref. [14] —0.0082 —0.0128 —0.0012
Ref. [24] 0.0022 0.0001 —-0.0017
Ref. [42] 0.0058 0.0022 0.0031
Ref. [58] —0.0027 0.0033 —0.0035
Ref. [62] 0.0080 0.0035 0.0024
Ref. [63] 0.0214 0.0465 —0.0090
Ref. [64] 0.0373 0.0228 —0.0221
Ref. [65] —0.0001 0.0089 0.0091
Ref. [66] 0.0017 0.0016 0.0014
Ref. [67] —0.0152 0.0014 0.0218
(a) (b) (c)
(d) (e) ¢

FIGURE 11. Distribution of adjacent pixels in three components.
(a) horizontal, (b) vertical and (c) diagonal direction of Baboon.
(d) horizontal, (e) vertical and (f) diagonal direction of encrypted Baboon.

D. ROBUSTNESS ANALYSIS

Robustness is another indicator to evaluate image encryption
algorithms. There are three important elements of informa-
tion security: confidentiality, integrity and availability. The
statistical randomness can guarantee confidentiality, while
the robustness can guarantee integrity and availability. Some
typical robustness analysis such as the noise and the occlusion
attacks will be discussed as follows.

1) NOISE ATTACK

In reality, when transmitted in the communication channel,
the encrypted image may be affected by various noises. The
image distortion caused by various noises makes it very
difficult to recover the original image. Thus, the robustness
resisting noise attack is of great significance to evaluate the
performance of the encryption algorithm. We added three
typical noises (Gaussian, speckle and salt-and-pepper noises)
to the encrypted images and then decrypted them. The results
are shown in Figs. 12-14.

2) OCCLUSION ATTACK

Due to the instability of the network, the encrypted image
may lose some information when transmitted in the net-
work. Occlusion attack is used to test the capacity of recov-
ering original images from cipher images that have lost
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(a) (b) (©) (d)

FIGURE 12. Salt-and-pepper noise attack of Baboon (256 x 256).
Decrypted images with density value (a) 0.1, (b) 0.2, (c) 0.3, (d) 0.5.

(a) (b) © (d)

FIGURE 13. Speckle noise attack of encrypted Baboon (256 x 256).
Decrypted images with variance value (a) 0.05, (b) 0.1, (c) 0.2, (d) 0.3.

(a) (b) © (d)

FIGURE 14. Gaussian noise attack of encrypted Baboon (256 x 256).
Decrypted images with variance value (a) 0.01, (b) 0.1, (c) 0.2, (d) 0.3.

some information. Baboon and House (256 x 256) are used
in occlusion attack, and the results are shown in Fig. 15.

3) JPEG COMPRESSION

JPEG is a common compression standard. In the quanti-
zation process of JPEG algorithm, a lot of information of
the encrypted image will be lost, which makes it difficult
to recover. In this simulation, we compress the encrypted
images by JPEG with the compression rate of 1:2.5 and then
decrypt them. We use four images (256 x 256) to evaluate the
robustness against JPEG compression attacks. The results are
shown in Fig. 16.

E. CLASSIC CRYPTOGRAPHY ATTACK

In this subsection, we analyze the ability of our encryp-
tion algorithms to resist some typical cryptography attacks,
including differential attack, chosen-plaintext attack and
communication attack.

1) DIFFERENTIAL ATTACK

Differential attack is a very typical attack in image encryp-
tion. The attackers usually repeatedly change some different
pixels in the original images and then encrypted it. By doing
so, they may find the association between two different cipher
images. Therefore, for an ideal encryption algorithm, a slight
change in an original image can lead to entirely different
encrypted image. There are two criteria called the number of
pixel change rate (NPCR) and the unified average changing
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(a) (d) (8 G
(b) (e (h) (k)
(c) ® ) )

FIGURE 15. Results of occlusion attack: (a)-(c) three different occlusion
attack of encrypted Baboon. (d)-(e) decrypted images of (a)-(c),
respectively. (g)-(i) three different occlusion attack of encrypted House.
(§)-(I) decrypted images of (g)-(i), respectively.

@) (b) © (d)

FIGURE 16. Results of JPEG compression attack. Decrypted images of
(a) Baboon, (b) Lena, (c) Peppers, and (d) Lake.

intensity (UACI) to test the ability of an encryption algorithm
to resist the differential attack, which can be calculated as
follows:

M—1N-—1
Y Y D)
NPCR = =220 x 100% @1)
M x N
.. 1 if PG, j)#CG,J)
pij=]" ¢ PEDECCT 22)
0 else
M—1N-1
o
Z(:) ;) | (11)255 (3]
UACI = == x 100% (23)
M x N

where P(i, j) and C(i, j) are pixel values of the original image
and its corresponding encrypted image, respectively.

For encryption algorithms of great performance, NPCR is
always above 99% and UACI is always 25%, And For original
images of different characteristic, the value of NPCR and
UACI varies. In our experiment, we use different pairs of
original and encrypted images to test NPCR and UACI. The
results are shown in Table 9.

2) CHOSEN-PAINTEXT ATTACK
According to Kerkhoff’s principle, when cryptanalyzing
a cryptosystem, the attacker knows everything about the
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TABLE 9. The results of differential attack.

NPCR UACI

R G B R G B
Lena 0.9960  0.9959 0.9964 0.3306 03059 0.2760
Peppers | 0.9961 0.9962 09962 0.2892 03383  0.3384
Baboon | 0.9962 09962 0.9962 02988 0.2844 0.3104
Birds 0.9963 09960 09961 03140 03002 0.3479
House 0991 0991 0993 03022 03128 0.3123
Lake 0.9961 09961 0.9961 0.2799 0.3415 0.3428
Fruits [ 0.9960 09961 0.9961 0.3282 0.3417 0.3296
Black | 0.9958 0.9961 0.9963 0.5014  0.5000  0.4996
White | 0.9959 0.9962 0.9963  0.4999  0.4997  0.5002

TABLE 10. The comparisons of four typical attacks.

Attack Known Unknown
. Only string of ciphertext (its Plaintext,
Ciphertext-only corresponding plaintext is unknown) Secret key
Known-plaintext 3;;&%2}{:11) hertext and corresponding Secret key

. Choose some specific ciphertext and Secret k
Chosen-ciphertextl. ¢ jts corresponding plaintext ceret key

. Choose some specific plaintext and Secret k
Chosen-plaintext o\ ot jts corresponding ciphertext ceret key

cryptosystem except the secret key. There are four typi-
cal cryptography attacks including ciphertext-only attack,
known-plaintext attack, chosen-plaintext attack and chosen-
ciphertext attack [68]. The comparisons of these attacks are
shown in Table 10.

According to Table 10, chosen-plaintext attack is the most
effective and powerful. If one encryption algorithm can
defend against chosen-plaintext attack, it can also resist other
cryptography attacks. In our algorithm, a slight change in
the original image can lead to significant differences in the
chaotic matrix, which indicates that the chaotic matrix is
very sensitive to original images. Moreover, the proposed
algorithm is sensitive to the control parameters k, m, n, g
and the salt key. For different plain images, the original
keys are different and subsequently generate various control
parameters. And for different users, the salt keys are also
different. Additionally, the process of DNA diffusion in our
algorithm makes the encrypted value of each pixel influenced
by other encrypted pixels.

For traditional static DNA encoding, the mapping between
pixel value and DNA value is fixed, linear and simple, which
makes it easy for attackers to find such mapping. We find
that the distribution of ‘AGCT’ can measure how complex the
mapping is. In traditional encoding methods, the distribution
of ‘AGCT’ in DNA-encoded matrix tends to be uneven. For
instance, if there are more ‘11’ in an original image, there
will be more ‘T’ by static encoding. In order to avoid such
a risk of chosen-plaintext attack, we choose dynamic DNA
encoding to make ‘AGCT’ distribution as uniform as possible.
In Fig. 17, we compare the distribution of ‘AGCT’ between
static DNA encoding and dynamic DNA encoding.
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FIGURE 17. The distribution of ‘AGCT’ of (a) Lena, (b)Baboon, (c) Peppers
and (d) Blank. Results in blue and yellow bars are dynamic and static
DNA encoding, respectively.

(a)

(b)

FIGURE 18. The difference of key exchange between (a) traditional
method and (b) our method.

Therefore, based on the discussion above, the mechanism
of key generation, DNA encoding, DNA confusion and DNA
diffusion can guarantee that our encryption algorithm can
well resist the chosen-plaintext attack and other cryptography
attacks

3) COMMUNICATION ATTACK

In this subsection, we will focus on the security analysis of
communication. In digital communications, attackers may
intercept and capture the one-time pad of the encrypted
image. Although the one-time pad can be encrypted before
sending, it is not a wise idea that the security of the image
transformation system only relies on whether the one-time
pad will be deciphered. To avoid the risk of such an attack,
we introduce another two security mechanisms compared
with the traditional methods.
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Firstly, the salt key is introduced into our encryption sys-
tem. After generating the one-time pad by hashing the orig-
inal image, we combine it with a 512-bit salt key to hash
them together in order to generate the initial key. Even if the
one-time pad is intercepted and deciphered by attackers dur-
ing communication, it is impossible for attackers to generate
the initial key without the salt key. Additionally, the key of
control parameters in the chaotic system also guaranteed the
security of the encryption system. Even if attackers somehow
get the salt key to generate the initial key, they can’t generate
the correct chaotic sequence without the control parameters.
Based on what we have discussed, we can conclude that the
proposed algorithm can better defend against the communi-
cation attack. The comparison between traditional methods
and our method is shown in Fig. 18.

V. CONCLUSION

In this paper, a novel encryption method is proposed by
using the dynamic DNA and the 4-D memristive hype-chaos.
Firstly, the one-time pad and the salt key are combined to
generate the initial parameters of the memristive chaotic
system of which the chaotic matrix relies on. Secondly,
the dynamic encoding method based on the chaotic matrix is
introduced for the process of DNA encoding. Then, dynamic
DNA confusion and diffusion are used to enhance the secu-
rity of the encryption algorithm. Meanwhile, the process of
dynamic DNA diffusion is calculated by blocks, which can
guarantee the robustness of the proposed encryption. After
DNA decoding and combining of three components, the ulti-
mate encrypted image is obtained. Simulation results verify
both the security and robustness of the proposed encryption
algorithm. Additionally, our encryption algorithm can defend
against varieties of typical attacks. Therefore, our encryption
algorithm is quite suitable for image encryption.
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