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ABSTRACT Recently, software defined networks (SDNs) and cloud computing have been widely adopted
by researchers and industry. However, widespread acceptance of these novel networking paradigms has been
hampered by the security threats. Advances in the processing technologies have helped attackers in increasing
the attacks too, for instance, the development of Denial of Service (DoS) attacks to distributed DoS (DDoS)
attacks which are seldom identified by conventional firewalls. In this paper, we present the state of art of the
DDoS attacks in SDN and cloud computing scenarios. Especially, we focus on the analysis of SDN and cloud
computing architecture. Besides, we also overview the research works and open problems in identifying and
tackling the DDoS attacks.

INDEX TERMS Software defined network, cloud computing, distributed denial of service attacks (DDoS),
DDoS attack and detection, experimental setup, survey.

I. INTRODUCTION
Recently, Software Defined Networks (SDN) and cloud com-
puting have gained significant attention in both, the academia
and the industry. SDN decouples the network control plane
from the data plane. The control plane is coherently syn-
chronized. SDN plans to simplify the networks and empower
the developments through the programmability of networks.
Centralization helps disentangling the usage of system strate-
gies by programming, not like customary systems which
makes utilization of low-level device configuration. A control
program can set up the high-level state approaches and
rapidly distinguish the real-time network state. Centralization
of the controller streamlines the advancement of network
functions. Network programmability can adequately con-
trol the fundamental data plane in SDN. SDN architecture
decouples the network control and forwarding capacities
empowering the network control to be programmable and
the fundamental framework to be preoccupied for applications
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and network services. SDN has helped a great deal
towards the accomplishment of cloud computing networking
paradigm. Cloud computing has significant points of interest
contrastedwith conventional computingmodels, for example,
lessened CAPEX and OPEX [1], [67], and give dynamic and
extensible virtualization assets [4]–[7], [13], [14], [52], [109].
SDN and cloud computing has developed fundamentally in
both scholarly community and industry because of their basic
attributes. While two innovations are creating numerous new
open doors in both research and industry, security has been
a significant concern for the development of the two tech-
nologies. As of late, security issues in SDN and cloud com-
puting have attracted the attention of numerous researchers.
Research works have shown that different security attacks
can be directed against SDN and cloud computing through
various network components. Security has been viewed as the
predominant hindrance to the improvement of SDN and cloud
computing [104]. It is also found that virtualization tech-
nology is commonly utilized in cloud computing to oblige
the immense number of client requests. However, DDoS
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FIGURE 1. SDN architecture.

attack is a significant risk for the virtualized environment and
accessibility of the assets [53], [94], [104].

In this paper, we conducted a broad survey on DDoS
attacks in SDN and cloud computing environments. We think
about the DDoS attacks in the scenario of SDN and cloud
computing as far as their belongings and examine the new pat-
terns and attributes of DDoS attacks in SDN and distributed
computing. We at that point give a far-reaching review on
defense mechanism against such attacks. Rest of the paper is
organized as pursues- section 2 gives an introduction to SDN
and cloud computing advances. Also, section 2 outlines the
order of DDoS attacks. In section 3, we talk about the new
patterns in DDoS attacks in SDN. In section 4 we overview
the distinctive works done in the field of DDoS attacks from
a cloud computing point of view. Section 5 talks about open
issues which should be addressed to moderate the DDoS
attacks. Section 6 depicts test condition in SDN and dis-
tributed computing situations for DDoS attack reproductions.
At last, we concluded the paper in Section 7.

II. SOFTWARE-DEFINED NETWORKS, CLOUD
COMPUTING, AND DDoS ATTACKS: A PRIMER
A. SOFTWARE DEFINED NETWORKS (SDN)
SDN is as of now drawing into consideration in both, schol-
arly world and also industry, which provides centralized,
decoupled and programmable network switching mecha-
nisms. Customary networking devices opt how an incoming
packet ought to be dealt with dependent on its IP destination
address, while SDN pursues a flow-based forwarding scheme
where numerous header fields choose how the approaching
bundle ought to be taken care of. SDN adopts the idea of cen-
tralized network control plane and introduces programmabil-
ity, which can streamline network management and enables
run-time organization of security strategies. In this way, SDN

can rapidly react to network anomalies and malicious traffic.
To all the more likely comprehend the SDN architecture,
the three primary functional layers or SDN planes are exhib-
ited in Figure. 1 and talked about beneath.
• Application Plane: It is the highest layer of the SDN
design. It establishes different SDN applications includ-
ing different functionalities, for example, policy execu-
tion, network management, and security services. The
northbound interface is utilized as an interface between
the application plane and control plane.

• Control Plane: It is a logically unified control structure
and has a global perspective of the network. Control
plane deals with the SDN switch through the commands
and provides hardware abstractions to SDN applications.
The control plane functionalities incorporate the system
configuration, management, and exchange of routing
table information. By decoupling the control plane from
the network hardware and running it as software rather,
the controller encourages automated network manage-
ment and programmability of the systems [105].

• Data Plane: Data plane is in charge of sending the traffic
flows dependent on flow rules modified by the control
plane. Some network devices, such as switches lie in
the data plane. Here, a switch is just utilized for packet
forwarding and coordinate in fast packet matching. The
southbound interface is an interface between the control
between the control plane and data plane.

B. CLOUD COMPUTING
Cloud computing is a developing field that helps the IT infras-
tructure, network services, and applications. Formally cloud
computing can be defined as ‘‘a model for enabling conve-
nient, on-demand network access to a shared pool of config-
urable computing resources (for example, networks, servers,
storage, applications, and services) that can be rapidly

80814 VOLUME 7, 2019



S. Dong et al.: Survey on DDoS Attacks

TABLE 1. Type of cloud computing.

provisioned and released with minimal management effort or
service provider interaction’’ [114]. Clouds can be partitioned
into three noteworthy sorts, which are: public cloud, private
cloud, and hybrid cloud, as appeared in Table 1. Private cloud
will be cloud framework which is worked for a single client
alone and in this manner gives the best command over infor-
mation, security, and nature of service. The private cloud can
be deployed either in big business server farms or in a coloca-
tion office and is claimed or rented by a single organization.
Public cloud is an infrastructure which is possessed by an
organization giving cloud services. Cloud computing services
are commonly sold to common users or organizations. Hybrid
cloud is a framework which is made out of at least two cloud
platforms (private, Hybrid, or public), and each cloud stays
independent. However, standard or restrictive technologies
join them with information and application portability which
can be utilized to deal with the unexpected load.

While public and a private association utilize public cloud
and private cloud, respectively, the hybrid cloud is a combina-
tion of public and private cloud infrastructure. Subsequently,
the hybrid cloud keeps the properties of both public and
private cloud. Hybrid cloud enables organizations to keep
their basic applications and information in private while out-
sourcing others to the public. Henceforth, we center around
breaking down the effect of hybrid cloud on DDoS attack
guard.

Cloud computing framework can be partitioned into two
areas: the front end and the back end [45]. They both are
associated with one another through a network, for the most
part, the web. The front end is the thing that the customer
(client) sees while the back end is computing resources such
as services, storage, etc. The front end is commonly the user’s
PC and the application required to get to the cloud, and the
back has the cloud computing administrations like differ-
ent PCs, servers, and information storage. A central server
manages user’s requests, client demands and watching the
network performance. It pursues certain guidelines, i.e., con-
ventions and utilizations exceptional programming called the
middleware [45].Middleware permits organized PCs to speak
with one another. Figure 2 demonstrates the diverse layers of
cloud computing design [6]. Cloud application layer provides
the service as ‘‘software as a service (SaaS)’’ through the
Internet. Clients don’t have to install the application to their
local terminals [57]. Likewise, the SaaSmodel enables clients
to access these applications through Internet-based remote
access and industrially accessible from network management
software [75]. SaaS is the most widely utilized services by
Google applications. Another service offered by the cloud,

FIGURE 2. Cloud computing infrastructure.

FIGURE 3. Cloud computing architecture.

is referred to as ‘‘Platform as a service (PaaS)’’. PaaS is a
cloud computing model that provides a platform, which can
be utilized for real application development by the end users,
over the Internet. It liberates clients from installing in-house
hardware and software to create or run new applications.
Clients can get the opportunity to keep all the system and
software lifecycle condition required by the service engineer,
regardless of whether it is creating, testing, deploying and
hosting Web applications.

For example, GAE, Microsoft’s Azure are the real models
giving PaaS benefit [75]. The following service offered by
the cloud is called ‘‘Infrastructure as a Service (IaaS)’’ which
gives the required framework as a service. The customers
need not to buy the required servers, data centers or the
network resources. Additionally, the key preferred standpoint
here is that users need to pay just for the time duration
they utilize the service. Subsequently, clients can accomplish
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FIGURE 4. Classification of DDoS attack.

a lot quicker services conveyance at less expense. GoGrid,
Flexiscale, Layered Technologies, and Rackspace are typical
examples of IaaS administrations [75]. In Figure.3 we present
the typical cloud architecture which includes three parts, that
is, Application, Platform, and Infrastructure.

C. DDOS ATTACKS
In this segment, we present the state-of-the-art for DDoS
attacks and its category. In the general terms, DDoS attack
is an attack which is targeted by multiple compromised com-
puters called as bots or zombies focusing on a single system.
Its motivation is to make the objective system or network
resource depletion, with the goal that the service is inciden-
tally hindered or stopped, leading to service unavailability.
DDoS attack is separated into seven noteworthy classes which
are: flood attack, amplification attack, coremelt attack, land
attack, TCP SYN attack, CGI request attack, and authenti-
cation server attack also depicted in Figure.4. Classification
of DDoS attack and conceivable countermeasures are talked
about in detail in [86]. Beneathwe quickly examine these sub-
kinds of the DDoS attack.

Flood attack: A flood attack sends an expansive number
of traffic to an objective system through zombies. In this
way, the objective framework’s network data transfer usage
is significantly expanded with IP traffic. UDP, ICMP, HTTP,
and SIP packets may likewise run the flood attack, bringing
about UDP flood, ICMP flood, HTTP surge, and SIP surge

attacks. The injured individual is attacked by sending UDP
(User Datagram Protocol) bundles persistently to an explicit
or arbitrary port.

ICMP flood attack: In this substantial number of ICMP
requests for packets are sent to the person of the subject.
When the sent bundles surpass 65535 bytes, the host com-
puter of the victim stops working.

HTTP Flood: The web server is overwhelmed with HTTP
requests. It is a volumetric attack, and it is different from
spoofing techniques.

SIP flood attack:Voice over IP (VoIP) utilizes SIP for call
signaling when it is used for communication. SIP telephone
can be effectively overflowed with messages, so it is unable
to serve authentic requests.

Amplification attack: This attack is controlled by an
attacker or the zombies by sending messages using a
broadcast IP address, which compels all nodes in the subnet
network to send an answer to the victim user’s system. Ampli-
fication attack is additionally partitioned into Smurf attack,
Fraggle attack, and SNMP enhancement attack.

Smurf attack: Reflection or amplification attack is
focused against switches and servers where the ICMP packets
are redirected to these amplifiers with a duplicate source IP
address. The duplicate address will be used as victim user’s
host IP address. UDP and ICMP flood attack sources can be
adequately recognized. Anyway it is difficult to pursue the
Smurf attack.
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FIGURE 5. The DDoS attack in SDN.

Fraggle attack: This attack is like Smurf attack, yet uti-
lizes UDP packet rather than ICMP packet. Here addition-
ally the victim individual client’s IP address is utilized as a
spoofed source IP address in the malicious data packet.

SNMP amplification attack: SNMP (Simple Network
Management Protocol) is utilized to monitor the devices in
the network, for example, routers, printers and firewalls and
so on. SNMP retrieves configuration information in the net-
work using default communication channel. To achieve this
SNMP sends bulk requests to retrieve information. Attackers
send this request using spoofed source IP address. In this way,
the victim computer flooded with responses.

Coremelt attack: In a Coremelt attack, the attacker uti-
lizes an accumulation of subverted machines sending infor-
mation to one another to surge and disable network link.
With subverted machines sending information to one another,
an attacker can escape capacity and filtering based DoS
defenses since the receiver requests all traffic. At the point
when the subverted machines are scattered over multiple
networks, the attacker has a more prominent possibility of
closing down a backbone link, without devastating minimal
tributary connections [89], [116].

Land attack: A LAND (Local Area Network Denial)
attack is a DoS (Denial of Service) attack that comprises of
sending an expansive quantity ofmocked poisoned packet to a
targeted computer, making it cease its functioning. Expansive
quantities of parcels are sent to a similar host and goal IP
address and port number that crashes the framework.

TCP SYN attack: In this attack, an attacker uses the cor-
respondence protocol of the Internet, TCP/IP, to overwhelm
the target computer with SYN requests. The server answers
to the demand by sending SYN + ACK bundle and waits for

the ACK packet from the client. However, if the aggressor
doesn’t send ACK packet deliberately, the server waits for
the ACK for an inconclusive measure of time. Support line of
the server turns out to be full and CPU time and memory are
depleted. Finally, incoming legitimate requests are likewise
rejected.

CGI Request attack: The attacker sends an ample amount
of CGI requests that consume CPU cycles of the victim
computer, and in consequence, the victim computer ceases
to take requests.

Authentication Server attack: The confirmation server
checks the fake signature sent by the attacker which expends
a larger number of computing resources than generating the
signature.

III. DDOS ATTACKS AND DETECTION IN SOFTWARE
DEFINED NETWORKS
In the section, we review the basics of DDoS attacks and
DDoS detection scheme in SDN paradigm. SDN is as a
novel networking architecture which might be an objective
of DDoS attacks. SDN is categorized into three fundamental
functional planes, which are: application plane, control plane
and information plane as appeared in Figure 1. Potential
DDoS attacks can be executed in these three planes of SDN
architecture. Based on the possible targets, the DDoS attacks
also are divided into three categories in SDN which are
application-layer DDoS attacks, control layer DDoS attacks,
and data layer DDoS attacks as shown in Figure 5. Some
work has just been done in the research community for DDoS
attack detection and ID in SDN. VizvÃąry and Vykopal [98]
investigate SDN with OpenFlow convention from DDoS.
Rt et al. [47] break down the SVM classifier and contrast
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FIGURE 6. DDoS attack in cloud.

it and different classifiers for DDoS identification in SDN
condition. Furthermore, DDoS attack detection mechanism
and methods [22], [59] have been broadly proposed in the
traditional networks, e.g., [29] and [30]. Such strategies can
be received in SDN as proposed in [58]. We talk about the
three classes for DDoS attack in SDN as follows.

A. APPLICATION LAYER DDoS ATTACKS
There are two different ways to implement the application
layer DDoS attacks. One is the attacks focusing on some
SDN applications; the other is the attack focusing on SDN
northbound API. Since the separation of applications is hard
to acknowledge [49], an application layer DDoS attack may
influence another application which is not the objectives.
Such compromised applications may cause genuine secu-
rity breaches in SDN. Braga et al. [11] propose a self-
organizing map (SOM) strategy [73] to distinguish DDoS
based attacks utilizing machine learning techniques. In this
strategy, the SOM model is trained by gathering factual
information from OpenFlow switches. SOM training features
are average packets per flow, normal bytes per stream, aver-
age duration per flow, the percentage of bidirectional flows,
growth of single flow, and growth of single ports.

B. CONTROL LAYER DDoS ATTACKS
Control layer is center of SDN and furthermore the weakest
connection in the entire SDN security because of a single
point of failure. Control plane DDoS attacks might be con-
trolled by three strategies which are attacking controller,
attacking northbound APIs and attacking southbound APIs.
Distinctive applications can make many clashing flow rules
which may cause DDoS attacks in the control layer. Since
controller makes decisions to forward the flows according

to flow rules, when the network device finds a new network
packet in the data plane, and there are no flow rules to match
the existing flow information in the flow table for new pack-
ets. Either the complete packet or part of the packet header is
sent to the controller, in order to resolve the query [78]. With
a huge volume of network traffic, sending a total packet to the
controller may expend high-data bandwidth [78]. Mousavi
and St-Hilaire [62] propose to utilize the centralized control
of SDN for DDoS attacks discovery and presents a solution
that is successful and lightweight as far as the assets required.
Dao et al. [18] introduce an achievable technique to secure
the system against DDoS attacks all the more effective —
Gde Dharma et al. [25] present the potential vulnerabilities
in SDN controller that can be exploited for DDoS attack. Lee
and Choi [31] and Lee and Choi [31] acquaint incorporated
centralized monitoring Snort with identifying DDoS attacks.

C. DATA LAYER DDoS ATTACKS
Data plane should not be allowed to any pernicious applica-
tions which can install, change or adjust stream rules as the
DDoS attack is launched when the routers are attacked, and
southbound API is attacked. Shin et al. [82] propose that a
if we add some minimal insight into the data plane device
then some of the problems can be alleviated. Researchers in
proposed in [81] to show the plausibility of DDoS attacks,
another SDN arrange checking model device (named SDN
scanner) to remotely fingerprint networks that convey SDN.
This strategy can be effortlessly worked by modifying exist-
ing network examining instruments (e.g., ICMP checking and
TCP SYN filtering). The attack can be led on the SDN net-
work by a remote attacker, and it can fundamentally corrupt
the execution of a SDN arrange without requiring superior or
high capacity devices.

80818 VOLUME 7, 2019



S. Dong et al.: Survey on DDoS Attacks

TABLE 2. DDOS attacks in SDN.

It is demonstrated that a DDoS attack can overpower the
controller in SDN architecture [61]. One genuine situation of
DDoS attack that can specifically influence the controller is
overwhelming the controller with packets. Any new packet
that does not have a match in the stream table will be sent
to the controller for processing. Most DDoS attacks utilize
spoofed source address, which switches into new incoming
packets. For the centralized and separated control, this is con-
sidered as beneficial for SDNmanagement, while it is a note-
worthy disadvantage when the quantity of new approaching
packet is bigger than that the secure channel bandwidth and
processing power of controller. In a DDoS attack, an exten-
sive number of parcels are sent to the host groups in the
network. In the event that incoming packet’s source address
is produced, the switch, for the most part, can’t discover
a match, and information parcel is sent to the controller.
Genuine packets and DDoS forged packets both combined
may exhaust the resource of the controller. This keeps the
controller from handling the recently arrived data packets
and can prompt loss of information including reinforcement
controller, which faces a similar test [61]. Writers in [72]
bring up that OpenFlow applications may compete/conflict,
covering one another, including the vulnerability or proba-
bility changed and written by rivals. In the most pessimistic
scenario, the attacker can utilize deterministic OpenFlow
applications to control the province of OpenFlow switch
at the point when OpenFlow rules empower or cripple the
system traffic prohibited(or permitted) contrarily through
existing rules, then a conflict of standards increases. Program-
mers can exploit the standards struggle to run DDoS attacks
— Wang et al. [101] propose an entropy-based lightweight
DDoS flooding attack recognition demonstrate running in
the OpenFlow edge switch. This accomplishes a dissemi-
nated inconsistency identification in SDN and decreases the
stream gathering over-burden of the controller. Besides, Kan-
doi and Antikainen [43] talk about two kinds of Denial-of-
Service (DoS) attacks explicit to OpenFlow SDN systems.

The first sort is attacking the control plane bandwidth,
and the second kind is attacking the switch flow table.
Diverse DDoS attacks technique in SDN can appear
in Table 2.

IV. DDoS ATTACKS AND DETECTION IN CLOUD
COMPUTING
Handling DDoS attacks in cloud computing has been a
challenge in the network security field, particularly with
the appearances of SDN and cloud computing perspective.
Because of the tremendous measure of information stored
over clouds, cloud computing is susceptible to DDoS attacks.
In the time of cloud computing and huge information,
the measure of information is developing quickly [114]. The
current safety efforts cannot meet the security requirements
of distributed computing. Gartner predicts the application-
layer DDoS attacks to grow three times each year in the
distributed computing situations. According to the forecast-
ing, DDoS attacks will represent 25% of the majority of
the application-layer attacks. Customary defense components
confront numerous difficulties in identifying DDoS attacks
in cloud computing context. An ongoing Cloud Security
Alliance (CSA) study demonstrates that DDoS attacks are
basic dangers to cloud security [94], [74]. Distinctive scientist
works, for example, works introduced in [7]–[9], [15], [48],
[54], [56], [76], [80], and [96], are concentrating on making
an increasingly differing stage to counter the DDoS attacks.
In spite of the expanding research to recognize and antic-
ipate DDoS attacks, the security breaks have additionally
been expanding at a disturbing rate, both in the undertak-
ings and distributed computing environments. In this seg-
ment, we talk about the explanations for the development
of DDoS attacks in cloud computing conditions. We sur-
vey the fundamental qualities of cloud computing, includ-
ing on-demand self-service, broad network access, resource
pooling, rapid elasticity, and measured service. Besides,
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we survey the DDoS attacks and discovery plots in cloud
computing.

A. BOTNETS OUTBREAK
Botnet comprises an enormous number of PCs linked over
the Internet and communicating with one other, known as
zombies. They are not people just commanded program or
robots. The master arranges the activities of zombies by
passingmessages or directions. Vast scale botnets (e.g. Srizbi,
Kraken/Bobax, and Rustock) have been intended to perform
pernicious tasks, for example, performing DDoS attacks [84].
It can taint countless in a brief time frame in the custom-
ary systems. Likewise, distributed computing condition gives
computational forces to make ground-breaking botnets [50].
With the progress in the cloud computing, Malware-as-a-
benefit is broadly utilized for spamming and propelling for
swearing of-benefit attacks. To different rival providers, costs
of malware-as-a-benefit are getting lower than previously.
Today, one can purchase a 10000-PC botnet for $1,000 [90].
So with the botnets, DDoS attacks are likewise getting pro-
gressed and winding up increasingly visit in the distributed
computing situations.

B. BROAD NETWORK ACCESS
Nowadays, attackers use botnets and other advanced pro-
grams to attack their victim’s network structure, which
may cause DDoS attacks. The quantity of DDoS attack is
expanding each year. Spamhaus, an association that keeps
up arrangements of spammers, went under an extensive
DNS testing on DDoS attack in March 2013. Researchers
reported [5] that attack volume was supposedly as high as
300 Gbps. At the same time, mobile terminal devices, for
example, cell phones and tablets, have turned into a stage to
dispatch DDoS attacks in a distributed computing context.
Researcher in [60] brings up that Android malware could
be utilized to run DDoS attacks. It is anything but difficult
to make an attack for pernicious attackers, which requires
nominal abilities. Since clients from the cell phone may join
a DDoS attack network, therefore such attacks may spread
quickly in the following couple of years. DDoS attacks are
winding up increasingly visit, as well as being effective in
recognizing explicit applications to attack (for instance, DNS,
HTTP or VoIP) [12]. Sophisticated low-bandwidth capacity
DDoS attacks utilize less traffic, and increment its viability
against a weak point in the victim’s system. In spite of the fact
that this requires all the more comprehension of the complex
attack frameworks, contrasted with high bandwidth capacity
attack, low-transfer speed DDoS attacks have three points of
interest: 1) bring down expense - as it utilizes less traffic;
2) little space - so it is hard to distinguish; 3) can harm by
the flow control system protection [10].

C. RESOURCE POOLING
Cloud computing architecture gives processing resources
including hardware and programming utilizing a multi-
occupant model for various users. Diverse physical and

virtual resources are designated randomly and reallocated
according to users request [28]. Anyway, cloud computing
likewise helps the attacker by giving dispersed processing sit-
uations. Virtualization innovation may likewise help aggres-
sor by showing some attacking techniques and recreating the
genuine attacks. In the cloud computing context, attackers
may exploit virtualization technology to set up an association
with at least one gathering focuses [88]. For this reason, a vir-
tual machine (VM) will be enhanced to utilize very memory
or disk space. Thus, an attacker can streamline costs and even
launch more virtual machines [88]. In a DoS attack, the effi-
ciency of the Web server running on a virtual machine may
reduce by 23%, while the execution of a non-virtualized has
with similar equipment may diminish by 8% just [79]. The
reason is that cloud computing infrastructure is a multi-tenant
framework, where the attack on a single inhabitant can with-
out much of a stretch be disseminated to all other tenants. The
tenants share public network architecture, as well as the com-
putational resources such as memory and storage space [2].
At the point when DDoS attack happens, a virtual machine
can involve all accessible physical resources [95] starving
another tenant. Even though the manager alots restricted
physical assets for each VM, side diverts have been utilized
in ongoing attack to bypass the virtual machine isolation [27].

1) NEW SERVICE MODEL
Cloud Service Providers (CSPs) charge expenses to their
users dependent on server and system resources on pay-per-
use premise. This model empowers the customary DDoS
attacks to advance to another type of attacks focusing on
monetary assets of the CSPs, called Economic Denial of
Sustainability attack(EDOS) [87], [97]. EDOS attack is a
kind of deceitful asset utilization (FRC) attacks. It is unique
in relation to application-layer DDoS attacks which are devel-
oped for the utilization of resources and focus on the acces-
sibility as transient objectives. While FRC does not attempt
to attack by long-term financial feasibility of open cloud
estimating over expanded times of time, web content hosted
under a CSP’s utility model empowers an attacker to play
out a FRC attack by essentially making protocol consistent
requests [40]. The attacker utilizes a huge measure of net-
work resources (through botnets) to attack the victim users
undertaking false charges. In cloud computing, a focus of
FRC attack is the exploited user (i.e., periodic Cloud Client)
from users for their long hosted web items which is openly
available.

In other words, the attacker, who is served as a legal cloud
customer, ceaselessly sends requests to devour transmission
capacity from the web server facilitating cloud, which is
hard to distinguish authentic traffic [104]. Numerous DDoS
attacks are completed in this manner. DDoS can be led by uti-
lizing traded off vulnerable nodes on the internet(also known
as zombie computers) [65]. The DDoS attack architecture is
shown in Figure 6.

Ficco and Rak [23] has proposed a system to organize
stealthy attack designs, which display a gradually expanding
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force drift intended to deliver the greatest monetary expense
to the cloud user, while regarding the activity measure and
the administration entry rate forced by the recognition mech-
anisms. The low rate DDoS attack influences the evalu-
ating model of cloud by sidestepping early identification.
Gupta and Kumar [30] give another heading in which a
similar dimension of security capacities for the system can
be gotten with insignificant costs of assets which is the prime
necessity for any plan for being pertinent in a cloud comput-
ing environment. It is a lightweight attack design discovery
plot dependent on VM profile enhancement and is an entire
plan for principle-based DDoS arrange interruption location
in Clouds. Ficco and Palmieri [1] propose a DDoS attack
discovery framework in an adaptable and powerful way,
which can work over different system limits. Choi et al. [17]
propose a strategy for the combination between HTTP GET
flooding among DDoS attacks and MapReduce handling for
a quick attack discovery in distributed computing scenario.
This strategy guarantees the accessibility of the objective
framework for precise and solid discovery dependent on
HTTP GET flooding. Palmieri et al. [69] contend that the
DDoS attack will cause electrical blackouts because of inten-
sity spending weariness. Palmieri et al. [68] present another
age of eDoS attacks described by increasingly unpreten-
tious and less obvious conduct, yet whose potential ought
not to be thought little of. Such threats, mainly relying on
application-benefit level defects may remotely influence the
cloud resource utilization of expansive scale cloud server
farm frameworks by presenting important financial harms
without influencing the general system network and the
accessibility of the administrations offered by the people
in question. Deshmukh and Devadkar [19] provide a short
overview on DDoS attacks, at that point scientific classifi-
cation of attacks, its sorts and different countermeasures to
relieve the DDoS attacks. This review gives DDoS detection,
prevention, and tolerance techniques. The paper closes by
giving a few points to be considered while choosing DDoS
protection systems to be actualized. Diverse DDoS attacks
and recognition technique under distributed computing con-
dition can be found in Table 3 and Table 4. Wahab et al. [123]
propose a trust-based maximin game between DDoS attack-
ers trying tominimize the cloud system’s detection and hyper-
visor trying to maximize this minimization under limited
budget of resources. Vetha and Devi [124] proposes a new
solution that allows the hypervisor to establish trust - based
relationships towards the guest Virtual Machines (VMs).

V. OPEN PROBLEMS
Notwithstanding the bounteous research on DDoS attacks in
the SDN and cloud computing environments, there are as
yet many research issues which are not very much exam-
ined and request future work from the examination network.
Relieving DDoS attacks in conventional systems has been
examined for quite a while.Works displayed in [71] and [113]
have included the majority of these work, while we need to
readdress the issue from SDN and cloud computing context

because of their extraordinary architecture. In this section,
we examine probably the most critical issues which should
be routed to discussed to mitigate DDoS attacks in SDN and
cloud computing scenarios.

A. MITIGATING DDoS ATTACK IN SDN
Naous et al. [64] first proposed a novel NetFPGA stage
architecture based on an OpenFlow Switch to mitigate DDoS
attacks. The architecture has shown a decent execution with
stream processing and insertion rate. The proposed model
catches the packets, which contain the substance name,
extracts the asked for substance from the parcel fields, and
afterward, it associates them. Finally, DDoS attacks flows
are obstructed by confining the arriving rate of requests.
Application-level DDoS flooding attacks are another critical
DDoS attacks, which for the most part expend less data
transmission than volumetric attacks. They are fundamen-
tally the same as considerate traffic [113]. Notwithstanding,
application-level DDoS flooding attacks ordinarily have a
similar effect to the administrations since they make utiliza-
tion of explicit qualities and conventions of uses, for example,
HTTP, DNS, or SIP [113]. As per the examination by Gartner,
there will be a striking increment in the application-level
DDoS attacks [3]. Henceforth, it is pivotal to get to the
payload data for application-level DDoS attacks alleviation.
Also, this data should be acquired at significantly decreased
latencies so as to react immediately. Be that as it may, neither
controller nor Switches have L4-7 application awareness.
SDNmodels, by design, provide the permeability and control
which is just required to execute security at the lower layer
stacks of the network [77]. For instance, in its present form,
OpenFlow generally handles layer 2/3 arrange traffic data,
and the whole bundle might be sent to the controller just in
some exceptional cases (on account of non-accessibility of
the cushions in the switch or the principal parcel of a given
obscure flow) [41]. In this way, applications that need get to
and to control information packets payload can’t profit by the
current OpenFlow implementation as both profound packet
examination, and forceful surveying of the information plane
can quickly cause debasement of the performance [41].

At the point when SDN is connected to layer 4-7 network-
ing, it needs to defy critical challenges, since these layers
suit a various arrangement of profoundly specialized appli-
cations that are hard to consolidate and centralize. In addi-
tion, a particular device is frequently required to superior
output performance for layer 4-7 services [39]. SDN can
offer progressively adaptable, simple to-oversee and more
affordable programming based usefulness contrasted with
conventional layer 4-7 apparatuses. Applications at these
layers need to enhance the usefulness by incorporating with
SDN technologies [39] for the ideal execution. L4-7 meta-
data and DPI motor can furnish controller and its applica-
tions with metadata and App IDs to settle on more astute
choices [24]. Execution and security have likewise turned into
the real research targets, and critical endeavors are required
to create arrangements with great harmony among execution
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TABLE 3. DDOS attacks in cloud computing environment.

and security. Klöti et al. [46] propose to utilize STRIDE [37]
and information streamgraphs to relieve the security issues in
OpenFlow systems. Wang et al. [99] introduce an adaptable,
effective and lightweight system (OF-GUARD) for SDN net-
works, which can keep immersion attack from information
plane to control plane by utilizing packet relocation and
information storing.

Hong et al. [38] propose two SDN-explicit attack vectors
including Host Location Hijacking Attack and Link Fabrica-
tion Attack, which truly challenge the center preferred stand-
point of SDN, broad visibility, and present another security
threats to the OpenFlow controllers(TopoGuard). It gives pro-
grammed and continuous identification of Network Topology
Poisoning Attacks and mitigates the DDoS attacks between
the control plane and data plane. Wang et al. [102] propose
another DDoS anticipation show dependent on [38], called
as FloodGuard, which contains two new strategies: packet
movement and proactive stream rule analyzer. So as to guar-
antee to organize strategy usage, proactive stream rule ana-
lyzer progressively creates proactive stream rules as indicated
by the runtime rationale of the SDN controller and its appli-
cations. To avoid over-burden to the controller, packet move-
ment strategy can briefly reserve the flooding packets which

are sent to the OpenFlow controller utilizing round-robin
and rate limit planning. Mowla et al. [63] propose a multi-
protection component to moderate DDoS attack in intercon-
nected CDNs which are additionally checked and controlled
through ALTO server and SDN controller. The method would
alleviate the impact of the DDoS attack on the weak point
and trace back to the bots utilized by the attacker to run the
attack however the personality of the first attack may, in any
case, stay hidden. Saif Saad Mohammed et al. [117] create a
model for DDoS detection in SDN using NSL-KDD dataset
and train the model. Results show the proposed the model can
improve the performance and accuracy for DDoS detection.
Kalkan et al. [118] give out the survey about several meth-
ods against DDoS attacks in SDN. After that, he proposed
a hybrid mechanism, namely SDNScore [119] and a joint
entropy-based security scheme (JESS) [120] to enhance the
SDN security with the aim of a reinforced SDN architecture
against DDoS.

B. MITIGATING DDoS ATTACK IN CLOUD COMPUTING
Work introduced in [100] proposes an exceedingly incor-
porated programmable network observing, monitoring the
location and adaptable control structure that permits quick
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TABLE 4. DDOS attack and detection.

information gathering and explicit attack reaction in cloud
computing situations. It develops an attack recognition frame-
work based on the graphical model, which can deal with
the change issues in DDoS alleviating framework. Creators
in [55] propose another way to deal with alleviate DDoS
attack utilizing an intelligent fast-flux swarm network that
adjusts the Intelligent Water Drop calculation for conveyed
and parallel improvement. The quick motion system can keep
availability among swarm nodes, clients and servers. Fast-
flux service networks also enable us to conveniently build a
transparent service and keep minimal modifications for exist-
ing cloud services. Researchers in [107] proposes a channel
strategy named Cloud-channel to alleviate DDoS attack in
cloud computing condition. The strategy is utilized to detect
the source of DDoS attack in cloud computing. Tests demon-
strate the defense framework which is a blend of SOA-Based
Traceback Approach(SBTA) and Cloud-channel technique is
found to be effective in Cloud Computing. Paper [20] pro-
poses a technique called Confidence-Based Filtering, which
decides if to dispose of a packet or not by computing the score
of a specific bundle in the attack period. Yu et al. [110] pro-
pose a dynamic resource allocation methodology to alleviate
DDoS attack for individual cloud users and set up a queuing
theory model for the proposed procedure in a cloud domain.
The primary thought is, when DDoS attack happens, the inert
resources of the cloud are used to copy adequate interrup-
tion anticipation servers for the victim. Meanwhile, some
attacking packets are immediately identified and QoS level of
benign users are guaranteed all the while. Osanaiye et al. [65]
propose a Host-Based Operating System that coordinates
the working arrangement of the incoming packet from its
database through both dynamic and inactive strategy. The
proposed strategy can identify IP spoofing by verifying

the genuine source of an approaching parcel amid DDoS
attack in cloud computing condition. In addition, Osanaiye
et al. [66] also examine existing research on DDoS attack
and defense method in cloud computing and propose a rea-
sonable cloud DDoS alleviation framework dependent on the
change-point location. Pillutla and Arjunan [122] presents
a Fuzzy self organizing maps-based DDoS mitigation
(FSOMDM) technique that is ideally and suitably designed
in cloud computing. Meanwhile, there are many research
works [11], [26], [32], [34], [42], [58], [70], [71], [83],
[91]–[93], [103], [106], [108], [111], [112], [121], [122] on
moderating DDoS attack utilizing SDN. These techniques
may give some assistance in future research on relieving
DDos attack in cloud computing. Table 5 demonstrates the
DDoS attacks relief in SDN and cloud computing lately.

VI. EXPERIMENTAL SETUP
In this section, we discuss tools to set up the experimental
environment to perform the DDoS attacks in the simulated
SDN and cloud computing environments. Tools for experi-
mental setup for DDoS attack simulation in SDN and cloud
computing environments are shown in Table 6.

A. EXPERIMENTAL ENVIRONMENT FOR SDN
Mininet [33], [51] has fundamentally lead the state-of-the-art
for creating and testing new controller applications. Some sci-
entists adopt Mininet as simulation devices for the laboratory
test. Kandoiet al. have utilized Mininet to run their analyses.
InMininet, each arranges hub (switch, have, controller) keeps
running as a lightweight virtual machine. The virtual machine
keeps running in its own Linux portion namespace with the
goal that it approaches just to the assets inside its names-
pace [43]. It has been widely accepted by the analysts, as it
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TABLE 5. DDOS attacks mitigation in sdn and cloud computing.

offers great authenticity and consistent change from develop-
ment to deployment. Gupta et al. [29] portray a simulation-
based method called fs-sdn that supplements and develops
these existing methodologies. fs-sdn depends on the fs [85]
recreation stage. Researchers in [47] receives DARPA inter-
ruption discovery situation explicit data-set given by MIT
Lincoln lab to evaluation [36].

B. EXPERIMENTAL ENVIRONMENT FOR CLOUD
COMPUTING
Simulation models exhibited in [16] are written in C++ and
present the simulation conditions including the data source,
the parameter selection for themodel and diverse attack types.

TABLE 6. DDOS attack simulation tools in SDN and cloud computing.

Paper [88] recovers the dataset from York University’s Com-
puter Science and Engineering (CSE) office and recreations
are executed on a PC with Intel i7 processor and 8GB of
RAM. The experiments were led utilizing the default Xen
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4.2 hypervisor, where researchers have separated the reserve
into 2, 4, 8, or 16 allotments. The experiments run on the IBM
contexts [27]. Paper [44] utilizes Cloudsim and Eucalyptus
as tools to finish the analysis. Paper [4] uses OMNeT++
to mimic a three-tier data server framework including racks
holding servers associated with a best of rack (TOR) switch.

VII. CONCLUSIONS AND FUTURE RESEARCH
DDoS attacks are growing in SDN and cloud computing
environments. In this paper, we initially talk about the design
of SDN and cloud computing standards and further arrange
the DDoS attacks. At that point, we outline DDoS attack
situations and their recognition instruments in SDN and cloud
computing conditions. In addition, since SDN might be a
victim of DDoS attack, we survey the research work on
introducing the DDoS attacks on SDN and how to solve this
issue. We likewise talk about how to fabricate exploratory
condition and use simulation instruments in SDN and cloud
computing condition for DDoS attacks and identification.

At last, we investigate some open research problems in this
direction, for example, how to alleviate DDoS attacks in SDN
and cloud computing environment. In spite of bottomless
research in this field, there are still some problems to be
solved. That should be addressed in future research. We pro-
pose some future research as pursues:

A. DDoS ATTACK IN SDN
Albeit unified control is the real preferred advantage of SDN,
it is additionally a solitary cause of failure also if it is targeted
by Distributed Denial of Service(DDoS) attack. With the
expansion in the DDoS attacks, traditional anomaly detection
strategies face numerous troubles in alleviating the DDoS
attacks. Hence, big information examination and location
advancements for DDoS attacks is a noteworthy region of
research in SDN. SDN and NFV(Network Function Virtual-
ization) are mutually useful, yet are not subject to each other.
SDN is an empowering influence for NFV. SDN contributes
towards network automation that empowers approach based
choices to coordinate system traffic flows, which is an engag-
ing platform for network virtualization since control logic
runs on a controller instead of on physical switches [21].
We forecast some DDoS attacks that will be propelled utiliz-
ing virtualization innovation later on. Hence, how to identify
and alleviate DDoS attacks in virtualized SDN arrange is a
critical research problem.

B. DDoS ATTACK IN CLOUD COMPUTING
Since application level and framework level DDoS attack
can target distinctive cloud components, more investigation
about DDoS attack is required to address this issue in cloud
environments. Some marked dataset ought to be worked with
optimal feature selection in current DDoS attack detection.
This will enhance the precision of discovery for DDoS attack
in cloud computing. In addition, different ISPs and cloud
server providers ought to receive a common standard deploy-
ment approach for better co-operation.
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