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ABSTRACT The security energy efficiency (SEE) is investigated in a two way-full duplex (TW-FD) relay
assisted cognitive radio non-orthogonal multiple access (CR-NOMA) networks. In order to improve system
energy efficiency, the self-interference (SI) of FD can be regarded as a potential source for relay to harvest
energy. Our objective is to maximize security energy efficiency of the secondary user (SU) system subject to
harvested energy and the quality of service (QoS) of the users. Specifically, the multi-objective optimization
problem is decomposed into three subproblems, i.e., the optimization of transmitting covariance matrix,
power allocation, and power splitting ratio. The problem with optimizing transmit covariance matrix is non-
convex, hence the semi-determined relaxation algorithm based on the first-order Taylor series expansion
function is proposed to solve it. Besides, the multi-objective iterative algorithm (MOIA) is further proposed
to achieve the joint optimal solution. The simulation results show that under the same constrains of power
allocation and energy harvested, the proposed scheme of two way-full duplex self-interference harvest has
significant performance gain on security energy efficiency over the self-interference cancellation.

INDEX TERMS Cognitive radio, NOMA, security energy efficiency, self-interference, two-way relay.

I. INTRODUCTION
Non-orthogonal multiple access (NOMA) has been con-
sidered as a promising technology to improve spec-
trum efficiency, provide massive connectivity and reduce
latency [1], [2]. Difference from the traditional orthogonal
multiple access (OMA), NOMA services multi-users with
the same resource, in which users are distinguished by dif-
ferent power levels. The successive interference cancella-
tion (SIC) is installed at the receiver to mitigate the mutual
interference imposed by other users [3], [4]. Cognitive radio
(CR), as another technology to improve spectrum utilization,
has also received extensive attention. Integrating the NOMA
technology into CR networks will have great potential to
improve spectrum efficiency and increase the number of users
of services [5], [6]. Recently, some authors have shown that
the CR-NOMA system can significantly improve spectral
efficiency compared to CR or NOMA technology [7], [8].
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However, the interference constraint in CR-NOMA can
severely limit the achievable rate of the secondary users
(SUs). Note that full-duplex (FD) technique adopted in
CR-NOMA network has the potential to achieve higher
spectrum efficiency, which allow wireless devices to trans-
mit and receive simultaneously on the same channel [9].
In order to improve the throughput of the NOMA network.
Reference [10] proposed a cooperative NOMA scheme,
where low-priority users act as full-duplex relays to assist
the high-priority users. Moreover, the relay selection method
was considered, in which weak users with better perfor-
mance were selected to help the strong users. In [11], the FD
relay was applied to assist far NOMA users transmission,
which indicated that the FD NOMA was superior to the
half duplex (HF) NOMA in terms of outage probability and
ergodic sum rate in low signal to noise ratio (SNR) region.
Reference [12] analyzed rate region in the FD aided coopera-
tive NOMA system, the developed algorithms were proposed
to maximize achievable rate.
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Note that all the aforementioned works focus on the
one-way-relay (OWR) cooperative transmission, which sig-
nificantly improves the quality of service (QoS) of users.
However, the spectrum utilization is low at a certain level.
For this problem, many papers have proved that two-way-
relay (TWR) is promising in improving spectrum utilization
and QoS of users. Reference [13] studied the spectrum shar-
ing in cognitive networks, the SU with two-way full-duplex
(TW-FD) was used to assist the communication between two
primary users. When the self-interference was small enough,
the proposed TW-FD spectrum sharing protocol can signifi-
cantly improve the outage performance. Based on [13], [14]
investigated the performance of TW-FD for CR networks,
where the classic Hungarian method was proposed to max-
imize data rate. The authors of [15] and [16] conceived
the TWR relay selection schemes to assist SUs to transmit,
which demonstrated that the relay selection schemes were
indeed capable of improving the outage probability. In [17],
the closed-form outage probability expressions for fixed-gain
and variable-gain of two-way amplify-and-forward relay net-
works was given. The authors of [18] studied the relay beam-
forming of imperfect channel state information in cognitive
two-way network. References [19] and [20] extended the
application of TWR toNOMA system. In [19], a NOMA two-
way relay network model based on physical layer security
performance optimization was proposed. According to the
transmission signal model, a closed expression of traversal
security rate was given. The decoding capability of each user
was enhanced by rate allocation and continuous group decod-
ing. Reference [20] studied two-way relay non-orthogonal
multiple access (TWR-NOMA) system, where two groups of
NOMA users exchanged messages with the aid of two-way
relay.

Compared to the conventional one way-half duplex (OW-
HD) relay, TW-FD has an obvious advantage in improving
system transmission rate [14], [19], [20] and outage perfor-
mance [13], [15], [16], [18]. However, the main limitation
in FD operation is self-interference (SI) caused by the signal
leakage from the transceiver output to the input [21]. Based
on the characteristics of radio frequency (RF) signals, the SI
can be regarded as a viable new potential source for energy
harvesting (EH), which can expand energy sources [22]. [23]
studied the energy harvesting for full-duplex simultaneous
wireless information and power transfer (SWIPT) with power
splitting. The energy was mainly derived from the received
signal and SI, which demonstrated that the energy efficiency
can be significantly improved by self-interference cancel-
lation harvesting (SIH). In order to improve the perfor-
mance of the two-way relay networks, the authors of [24]
studied the self-energy recycling. Specifically, FD harvested
energy not only from the energy signal, but also from
the self-interference of the loopback channel. [25] stud-
ied the efficient transmission solutions for wiretap channels
with SWIPT, addressed the energy harvesting maximization
problem under the constraints of secrecy rate and transmit
power.

In addition, due to the broadcast nature of NOMA as well
as CR and the dual function of RF signals [26], [27], NOMA
CRNs relying on FD-TWR is vulnerable to be eavesdropped.
In [28], the cell-edge user as the potential eavesdropper
to receive the signal transmitted to central user. Moreover,
the secure beamforming and power allocation were designed
to maximize the achievable sum secrecy rate of central users.
In [29], the transmit antenna selection strategy was proposed
to improve the security of legitimate users. Reference [30]
investigated the secure of NOMA systems. Considered the
practical passive eavesdropping scenario, where the instan-
taneous channel state of the eavesdropper was unknown.
Moreover, the secrecy outage probability was analyzed. Ref-
erence [31] studied the secrecy sum rate optimization for
downlink multiple-input multiple-output (MIMO) NOMA,
the objective was to maximize achievable secrecy sum rate
subject to the constraints of successful successive interfer-
ence cancellation and transmit power. Reference [32] studied
the reliability and security performance of cooperative CR-
NOMA, in order to limit the interference of the cognitive base
station to the primary user, a mobile association scheme was
introduced. In [33], a downlink cascaded transmitting zero-
forcing-beamforming (ZFBF) technique was proposed to
achieve secure communications in a two-cell multiple-input
multiple-output CR-NOMA. In [34], a downlink security-
aware resource allocation problem with delay constraint was
investigated. In order to improve the physical layer security
of CR-NOMAsystem, [35] proposed an artificial-noise-aided
cooperative jamming scheme.

A. MOTIVATION AND CONTRIBUTIONS
While the previous research has considered the FD to assist
SU transmit in CR-NOMA, but the relay is only the OWR,
the rate and the spectrum utilization are low. TWR as a
cooperative relay, which can significantly improve spectrum
efficiency. Obviously, the application of TWR to CR-NOMA
is a promising approach to improve the spectral efficiency
and sum rate. To the best of our knowledge, there is no
contribution to investigate the performance of OWR in the
CR-NOMA. Moreover, it seems that there is no contribution
to study the security of CR-NOMA system based on TWR.
However, due to the broadcast nature of NOMA as well as
CR and the dual function of RF signals, CR-NOMA with
cooperative relay is vulnerable to be eavesdropped. Consider
the relay nodes may have limited battery reserves and charac-
teristics of radio frequency (RF) signals, the SI of FD can be
regarded as a viable new potential source for relay to harvest
energy.Motivated by these, we investigate the performance of
TWR CR-NOMA network with self-interference harvesting.

Due to the large capacity and excessively high complex-
ity, the previous joint optimization algorithm is not suited
to cognitive NOMA network with TWR, whose security
energy efficiency problem is generally more complicated
than the traditional CR systems. Note that the security energy
efficiency (SEE) maximization problem has been investi-
gated in [5] and [36]. Specifically, in order to maximize the
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secure energy efficiency, [5] proposed an iterative algorithm
to optimize the transmission power and intensity. However,
it is the suboptimal optimization without considering the
interference constraint and the power allocation. In addition,
although the secure energy efficiency maximization prob-
lem has also been studied in [36], it greatly differs from
problem considered in this paper. While [36] studied the
physical-layer security in CR system without relay assisted
transmission. The proposed algorithm was only carried out
in two-stage, which not considered the joint optimization.
In this paper, in order to obtain optimal solution of security
energy efficiency, an alternate iteration algorithm is proposed
to jointly optimize transmit covariance matrix, power alloca-
tion and power splitting coefficient. Moreover, the problem
with optimizing transmit covariance matrix is non-convex,
hence the semi-determined relaxation algorithm based on the
first-order Taylor series expansion function is proposed to
solve it.

The main contributions are summarized as follows:
• The self-interference harvesting scheme is proposed for

CR-NOMA with TW-FD in order to improve the security
energy efficiency of the secondary network. By using this
scheme, the TW-FD is applied to exchange information of
two pair of NOMA users. Taking the SI harvesting and the
PLS into account, the power splitting (PS) ratios and trans-
mission covariances are jointly designed to maximize the
SEE, which make a tradeoff between the security rate and
energy efficiency.
• Under the constrains of the QoS of users and the min-

imum energy harvested, a closed expression of the SEE is
formulated with the physical layer security rate and actual
energy consumption. Fractional programming is introduced
to convert the original fraction optimization into tractable
integral expression.
• The objective function is a non-convex and complex

multi-objective optimization problem. To tackle the prob-
lem, transformed it into three single-objective problem. The
semi-determined relaxation algorithm based on the first-order
Taylor series expansion function is proposed to convert the
problem into convex function. In order to get the optimal
solution of SEE, an alternative iterative algorithm is proposed
to solve it.
• Simulation results show that compared with the

traditional SIC system, the proposed scheme not only
improves the spectrum utilization, but also increase the secu-
rity energy efficiency of the SUs. Finally, we demonstrate that
the proposed algorithms can rapidly convergence within few
iterations

B. ORGANIZATION
The remainder of this paper is organized as follows. The
system model is presented in Section II. We formulate the
optimization problem in detail and describe its solutions in
Section III and Section IV, respectively. Simulation results
are presented in Section V. Finally, we draw our conclusions
in Section VI.

FIGURE 1. The system model of two-way relay CR-NOMA.

II. SYSTEM MODEL
The CR-NOMA system model based on two-way full-duplex
relay as shown in Figure 1, which consists of a pair of PU,
a two-way relay and two pairs of SUs C1 C2 and C3 C4.
As show in Fig.1, C1 and C3 are the nearby users, C2 and C4
are the distant users. We assume the primary transmitter (PT)
and primary receiver (PR) have a single antenna, the TWR
and SUs are equipped with M and N antennas, respectively,
all links are modeled by Rayleigh fading. It assumes that
there is no direct link between two pair of SUs due to the
fact of high path loss. The exchange of information between
two pair of SUs is facilitated via the TWR. Specifically,
in the cognitive network, SUs transmits the signals to TWR
with the uplink NOMA. After the information is decoded by
TWR, which is sent to the paired secondary user. To facili-
tate analysis, the idealize DF protocol is considered, where
TWR is capable of decoding the users’ information correctly.
To elaborate, the transmission is divided into two time slots,
the multiple access time slot and broadcast time slot. It is
worth noting that in order to better distinguish the symbols
in the paper, we have tabulated the notations used throughout
the manuscript. Please refer to Appendix A.

Multiple-Access Slot: SUs transmits the signals to TWR
just as the uplink NOMA. In order to reduce the energy
limitation of the TWR, simultaneous wireless information
and power transmission (SWIPT) is adopted. It is assumed
that the power splitting receivers are used to receive the
information and harvest energy at the TWR,

√
ρ0 is used for

information detection, while
√
1− ρ0 for energy harvesting.

The relay received information and harvested energy at the
TWR are respectively given by

yR =
√
ρ0(

4∑
i=1

Hi
√
aipsxi +HPR

√
ptsn)+ nR (1)

ER1 = η(1− ρ0)(
4∑
i=1

aips ‖Hi‖
2
+ ‖HPR‖

2 pt ) (2)

where Hi ∈ CM×N denotes the channel between the Ci
and TWR. Without loss of generality, it is assumed that
‖H2‖

2 < ‖H1‖
2, ‖H4‖

2 < ‖H3‖
2. HPR ∈ CM×1 is the
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channel between PT and TWR, xi is the signal for TWR. ps
and pt are the transmit power of SUs and PU, respectively.
ai(i = 1, 2, 3, 4) denotes the power allocation factor of SUs
with a1 < a2, a3 < a4. η is the energy conversion efficiency,
nR ∼ CN (0, δ2I) is the Gaussian noise at TWR. For the
received signal, the TWR first decodes x2, the rate of which
is given by

RS2 =
1
2
log(1+

ρ0a2ps ‖H2‖
2

τ1 + ρ0pt
∥∥H2

PR

∥∥+ δ2R2 ) (3)

where τ1 =
∑4

i=1,i 6=2 ρ0aips ‖Hi‖
2, δ2R2 is the noise power

at the TWR. TWR clears x2 signal by serial interference
cancellation (SIC), and then decodes the x1 signal. The rate
at TWR to decode x2 is given by

RS1 =
1
2
log(1+

ρ0a1ps ‖H1‖
2

τ2 + ρ0pt
∥∥H2

PR

∥∥+ δ1R2 ) (4)

where τ2 =
∑4

i=3 ρ0aips ‖Hi‖
2.

Similarly, the signals x3 and x4 can be decoded in the
same way. Considering the decoding efficiency of TWR, Rm
denotes the minimum decoding rate of TWR, which should
satisfy as follows.

min(RS1,RS2) ≥ Rm (5)

Broadcast Slot: the information is exchanged between the
C1 C2 and C3 C4 by the virtue of TWR. Therefore, just
like the downlink NOMA, TWR transmits the superposed
signals

√
γ1x1 +

√
γ2x2 and

√
γ3x3 +

√
γ4x4 to C1 C2 and

C3 C4, respectively. Where γi(i = 1, 2, 3, 4) denotes the
power allocation of TWR with γ1 + γ2 = 1, γ3 + γ4 = 1.
xi(i = 1, 2, 3, 4) is the transmit signal of the TWR, which is
expressed as

xi = siwi (6)

where si = [si1, si2, . . . . ..siM ]T (i = 1, 2, 3, 4) is the data
stream of signal xi, wi = [wi1,wi2, . . . . . .wim] is the trans-
mit beamforming vector corresponding to the transmit data
stream. The signals received at the C1 and C2 can be written
as.

y1 = HR1(
√
γ1x1 +

√
γ2x2)+ n1 (7)

y2 = HR2(
√
γ1x1 +

√
γ2x2)+ n2 (8)

where HRi ∈ CN×M (i = 1, 2, 3, 4) is the channel between
TWR and SUs with ‖HR2w2‖

2 < ‖HR1w1‖
2, ni is the noise

at SUs, ni ∼ CN (0, Iδ2).
According to NOMA protocal, the rate of C1 and C2 are

respectively given as

R1 =
1
2
log

∣∣∣I+ ξHR1Q1HH
R1γ1

∣∣∣ (9)

R2 =
1
2
log

∣∣∣∣∣I+ ξHR2Q2HH
R2γ2

I+ ξHR2Q1HH
R2γ1

∣∣∣∣∣ (10)

where ξ = 1
‖n1‖2

=
1
‖n2‖2

, Q1 ∈ CM×M and Q2 ∈ CM×M

are the covariances of signals x1 and x2.

In order to guarantee the ability of C1 to decode the mas-
sage of C2, it is necessary to satisfy

R1→2 =
1
2
log

∣∣∣∣∣I+ ξHR1Q2HH
R1γ2

I+ ξHR1Q1HH
R1γ1

∣∣∣∣∣ ≥ Rth (11)

where R1→2 denotes the rate of C1 to decode the message of
C2, Rth is a target rate to achieve efficient SIC at C1.
Since TWR adopts FD, the main challenge of the FD

is self-interference. Usually, self-interference cancellation is
used to reduce its impact. In this paper, from the aspect of
system energy efficiency, the SI of FD is used for energy
harvest, which reduce the actual energy consumption of the
TWR. Since the two-side users have the same transmis-
sion mechanism, for convenience, we only consider the self-
interference generated by the signal

√
γ1x1+

√
γ2x2. So that

the SI received by the TWR is given by yS1 = HO1(
√
γ1x1+

√
γ2x2). In order to reduce the SI of TWR, the perfect self-

interference cancellation technique is considered. And then
the energy harvesting by the TWR from SI can be formulated
as

ER = η(1− ρ0)(
2∑
i=1

γitr(HO1QiHH
O1)) (12)

where HO1 ∈ CM×M is the loopback channel gain from
transmitter to receiver of TWR.

Meanwhile, due to the broadcast nature of wireless chan-
nels, the signal transmitted by TWR will be overheard by
E1 and E2. For the convenience, only one-sided users are
considered. Thus, the signal received of the E1 can be given
by

ye = He1(
√
γ1x1 +

√
γ2x2)+ ne (13)

where He1 denotes the channel gain from TWR to E1.
In order to ensure the secure transmission of secondary
users. We assumed that the channel condition satisfies
‖He1we1‖

2 < ‖HR2w2‖
2 < ‖HR1w1‖

2. According to the
NOMA protocol, the rate of E1 to overhear C1 and C2 are
respectively given by

R1e =
1
2
log

∣∣∣I+ ξHe1Q1HH
e1γ1

∣∣∣ (14)

R2e =
1
2
log

∣∣∣∣∣I+ ξHe1Q2HH
e1γ2

I+ ξHe1Q1HH
e1γ1

∣∣∣∣∣ (15)

Therefore the sum rate of the eavesdroppers is expressed
as Re = R1e + R

2
e .

In underlay CRN, SUs can share PUs spectrum as long as
the interference inflicted on the PU can not affect the quality
of service of the primary user. Without loss of generality,
in the second time the transmission rate at the PU is given
by

RP =
1
2
log2

(
1+

pt
∥∥hpp∥∥2

2hRP(Q1 +Q2)hHRP + δ
2
P

)
(16)
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where hRP and hPP denote the channel from TWR to PR and
PT to PR, respectively. The sum rate of C1 and C2 can be
written as

Rtot = R1 + R2 (17)

The actual energy consumption of SUs system is obtained
by

Ptot = tr (Q1 +Q2)+ Pl + Pr (18)

where Pr is the transmission power of TWR, Pl is the link
power consumption. Based on (2) and (12), the total energy
harvested of TWR is given by

Etot = ER1 + ER (19)

III. PROBLEM FORMULATION
In this section, we proposed to analyze the security rate
of SUs. Then, the security energy efficiency can be further
deduced, which is defined as the ratio of security rate to
the actual energy consumption. Assume that two pairs of
SUs have the same transmission performance, for the conve-
nience, only usersC1 andC2 are considered. Thus the security
rate of SUs can be formulated as

Rs = Rtot − Re =
1
2
log2

∣∣∣I+ ξHR1Q1HH
R1γ1

∣∣∣
+

1
2
log2

∣∣∣∣∣I+ ξHR2Q2HH
R2γ2

I+ ξHR2Q1HH
R2γ1

∣∣∣∣∣
−

1
2
log2

∣∣∣I+ ξHe1Q1HH
e1γ1

∣∣∣
−

1
2
log2

∣∣∣∣∣I+ ξHe1Q2HH
e1γ2

I+ ξHe1Q1HH
e1γ1

∣∣∣∣∣ (20)

Consequently, our goal is to maximize the security energy
efficiency of SUs system by optimizing the transmission
covariance and power allocation coefficients. To the end,
the optimization problem p0 is formulated as

max
Q1,γ1,ρ0

ηEE =
Rs

Ptot − Etot
(21)

s.t. RP ≥ R0 (21a)
min(RS1,RS2) ≥ Rm (21b)

R1→2 ≥ Rth (21c)
Etot ≥ Eth (21d)
0 ≤ γ1 ≤ 1 (21e)
0 ≤ ρ0 ≤ 1 (21f)

where R0 and Rm are the thresholds of the minimum trans-
mission rate and decoding rate of PU and TWR, respectively.
The constraint (21b) is given to guarantee the efficient SIC
in the S1, Rth is the rate requirement for successful decoding
of the NOMA user. Eth denotes minimum energy harvested
threshold of the relay.

A. OPTIMIZATION OF THE COVARIANCE MATRIX Q1
It is difficult to find the optimal solution of the problem due
to the fractional form of the objective function, for which
the close-form solution of the security energy efficiency can

hardly be derived. In order to reduce the computational com-
plexity, the objective function can be transformed into a max-
imize problem with parameter λ by fractional programming,
which can be obtained by F(4, λ) = R∗s − λ(Ptot − Etot ),
and4 is the collection of variableQ1, γ1 and ρ0. We regulate
another function as g(λ) = max(4, λ), and the root of equa-
tion g(λ) = 0 is the maximum value of the spectral efficiency.
For the givenQ1, γ1 and ρ0, we exploit the following theorem
to find the optimal value λ∗.
Theorem 1: g(λ) is convex, continuous and decreasing

function of λ, and the optimal solution of problem p0 exists
at F(4, λ) = 0.

Proof: Please refer to Appendix B.
Assume that λ∗, relay power allocation γ1 and secondary

user received power splitting ρ0 are given, then the optimal
problem can be expressed as p1.

max
Q1

ηEE (λ) = Rs − λ(Ptot − Etot ) (22)

s.t. RP ≥ R0 (22a)
R1→2 ≥ Rth (22b)
Etot ≥ Eth (22c)

The problem of p1 is non-convex due to the existing of
security rate and the constraints of (22a) and (22b). In the
section, the convex approximation based Taylor series expan-
sion is proposed to approximate problem p1.
Proposition 1: Based on the Taylor series expansion, Rs,

RP, and R1→2 are approximated as

R∗s =
1
2
log

∣∣∣I+HR1Q1HH
R1γ1

∣∣∣ (23)

+
1

2ln2
tr(HH

R22
−1
1 χ1HR2Q1)

−
1

2ln2
tr(HH

e12
−1
2 χ2He1Q1)

−
ξγ1

2ln2
tr(HH

e1(I+ ξHe1Q10HH
e1γ1)

−1He1Q1)+ ϕ

R∗P =
1
2
log2(2hRP(Q1 +Q2)hHRP + δ

2
+ pt + ptHpp)

−
hRPhHRPQ1

ln2(2hRP(Q10 +Q2)hHRP + δ
2
P)
+ ϕ1 (24)

R∗1→2=

tr
(
HR1

ξ2HR1Q2HH
R1γ2γ1

(I+ξHR1Q10HH
R1γ1)

2HR1Q1

)
2ln2

+ϕ2 (25)

2i (i = 1, 2) and χi (i = 1, 2) are respectively given by

21 = (I+
ξHR2Q2HH

R2γ2

I+ ξHR2Q10HH
R2γ1

)

22 = (I+
ξHe1Q2HH

e1γ2

I+ ξHe1Q10HH
e1γ1

)

χ1 =
ξ2γ1γ2HR2Q2HH

R2

(I+ ξHR2Q10HH
R2γ1)

2

χ2 =
ξ2γ1γ2He1Q2HH

e1

(I+ ξHe1Q10HH
e1γ1)

2

(26)

where ϕ, ϕ1 and ϕ2 are the constants for the given Q10.
Proof: Please refer to Appendix C.
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Based on the above approximation, the problem of p1 can
be reformulated as

min
Q1
ηEE = λ(Ptot − Etot )− R∗s (27)

s.t. R∗P ≥ R0 (27a)

R∗1→2 ≥ Rth (27b)

Etot ≥ Eth (27c)

rank(Q2) = 1 qquad (27d)

Optimization problem p1 is still non-convex problem due
to the existence of the non-convex rank 1 constraint and
the coupling between the optimization variables. Therefore,
the semi-definite relaxation (SDR) algorithm is proposed to
solve it, the optimization problem can be formulated as p10

min
Q1
ηEE = λ(Ptot − Etot )− R∗s (28)

s.t. 41Q1 −
1
2
log(2hRPQ1hHRP + 01) 6 ϕ1 − R0 (28a)

tr
(
HH
R1

ξ2HR1Q2HH
R1γ2γ1

(I+ξHR1Q10HH
R1γ1)

2HR1Q1

)
2ln2

≥ Rth − ϕ2 (28b)

η(1− ρ0)
(
γ1tr

(
HO1Q1HH

O1

)
+ 02

)
≥ Eth − ϕ2

(28c)

41 = hRPhHRP/ln2
(
2hRP(Q10 +Q2)hHRP + δ

2
P

)
42 = η(1− ρ0)

(
4∑
i=1

aips ‖Hi‖
2
+ ‖HRP‖

2 pt

)
01 = 2hRPQ2hHRP + ptHPP + δ

2
P

02 = γ2tr(HO1Q2HH
O1)

The optimization problem is transformed into a convex
problem by Taylor formula approximation and SDR. There-
fore the convex optimization toolkit can be taken to solve it.

The closed-form expression of the optimal Q∗1 is obtained
through the following theorem 3.2
Theorem 2: For the given γ1 and ρ0, the optimal solution

to p10 is obtained by

Q∗1 = 9
−

1
2

1 V11VH
1 9
−

1
2

1 (29)

where 1 = diag(p1, . . . , pt ), pm =

(
v
ln2 −

σ 2

ϑm

)
,

m = 1, 2, . . . , 4, v denotes the water level, t = min {N ,M}.

HR19
−

1
2

1 = U13VH
1 (30)

where V1 ∈ CN×t is the right singular vector,
3 = diag(ϑ1, . . . , ϑt ), t = min {N ,M}, ϑ1, . . . , ϑt are the
eigenvalues of HH

R1HR1.
Proof: Please refer to Appendix D.

B. OPTIMIZATION OF RECEIVED POWER SPLITTING
In this section, we consider the subproblem p2, which
optimizes the power splitting of TWR when transmission
covariance and power allocation are fixed. As ρ0 is mainly

limited by the decoding rate and energy harvesting, the opti-
mization function p2 can be written as

max
ρ0

ηEE =
Rs

Ptot − Etot
(31)

s.t. min(RS1,RS2) ≥ Rm (31a)

Etot ≥ Eth (31a)

0 ≤ ρ0 ≤ 1 (31a)

The security energy efficiency is derived with ρ0, which
can be obtained by

dη(EE)
dρ0

=
−Rs(X1 + X2)
(Ptot − Etot )2

(32)

where X1 = η
(∑4

i=1 aips ‖Hi‖
2
+ ‖HPR‖

2 pt
)
,

X2 = η
(∑2

i=1 γitr(HO1QiHH
O1)
)
, t1 = ξ ‖HO1x1‖2,

t2 = ξ ‖HO1x2‖2. Because the power allocation satisfies
γi ≥ 0(i = 1, 2), Xi(i = 1, 2) > 0, it can be obtained by

dηEE
dρ0

≤ 0 (33)

From (33), one can observe that the security energy
efficiency is a subtractive function about ρ0. Based on the
constraint terms (31a), (31b), (31c), the range of ρ0 is
obtained by.

max(ρ01, ρ02) ≤ ρ0 ≤ ρ3
ρ01 = RMσ 2

R2/(a2ps ‖H2‖
2
− RM11)

ρ02 = RMσ 2
R1/(a2ps ‖H1‖

2
− RM12)

ρ03 = 1− Eth/η [
2∑
i=1

γitr(HO1QiHH
O1)+13]

(34)

where 11 =
∑4

i=1,i 6=2 aips ‖Hi‖
2
+ pt ‖HPR‖

2, 12 =∑4
i=3 aips ‖Hi‖

2
+ pt ‖HPR‖

2, 13 = (
∑4

i=1 aips ‖Hi‖
2
+

‖HPR‖
2).

Consequently, for the given γ ∗1 and Q∗1, the closed-form
expression of the optimal power splitting can be obtained by

ρ∗0 = max(ρ01, ρ02) (35)

C. OPTIMIZATION OF POWER ALLOCATION
In this section, we focus on the case where the relay transmit
covariance matrix Q∗1 and power splitting ρ∗0 are given to
optimize power allocation, which is formulated as.

max
γ1
ηEE =

Rs
Ptot − Etot

(36)

ξ ‖HR1x2‖2 γ2
1+ ξ ‖HR1x1‖2 γ1

≥ 22Rth − 1 (36a)

η(1− ρ0)

(
2∑
i=1

γitr(HO1Q1HH
O1)

)
≥ Eth − ER1 (36b)

0 ≤ γ1 ≤ 1 (36c)

According to constraints (36a), (36b) and (36c), the range
of γ1 can be formulated as

max(0, (D1 − D2)/D3) ≤ γ1 ≤ min(D4/D5, 1) (37)
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D1 = (Eth − ER1)/η(1 − ρ0), D2 = γ2tr(HO1Q2HH
O1),

D3 = tr(HO1Q1HH
O1), D4 = ξ ‖HR1x2‖2 − (22Rth − 1),

D5 = (22Rth − 1)ξ ‖HR1x1‖2 + ξ ‖HR1x2‖2.
Algorithm 1 is proposed to solve the optimal power

allocation in TABLE 1.

TABLE 1. Algorithm 1 bisection search based power allocation.

D. ALTERNATE ITERATION ALGORITHM FOR JOINT
OPTIMIZATION
In order to maximize the security energy efficiency with
transmission signal covarianceQ1, TWR power allocation ρ0
and γ1. For this part, an multi-objective iterative Algorithm 2
is proposed as shown in TABLE 2.

TABLE 2. Algorithm 2 multi-objective iterative algorithm (MOIA).

IV. NUMERICAL RESULTS
In this section, simulation results are given to evaluate the
system performance and investigate the impact levels of
FD-TWR on security energy efficiency for CR-NOMA. Sim-
ulation parameters used are summarized in TABLE 4. With-
out loss of generality, we employ the Rayleigh fading channel
gi ∈ CM×N (i = 1, 2, 3, 4), the channels from TWR to SUs
aremodeled asHRi = d−a/2i gi(i = 1, 2, 3, 4), a is the average
path loss [20].

Fig.2 represents the security energy efficiency versus the
iteration number for different initializations of (ρ0,Q1, γ1)

TABLE 3. Table of parameters for numerical results.

FIGURE 2. The security energy efficiency versus the iteration number for
different initializations of (ρ0,Q1, γ1) with algorithm 2.

FIGURE 3. Security energy efficiency vs. transmit power allocation of
TWR.

with Algorithm 2. It can be seen that the proposed algorithm
has fast convergence after 7-9 iterations.

Fig.3 illustrates the security energy efficiency versus the
receive power allocation of TWR with different energy con-
version efficiency, when Emin = 50µW , Rm = 0.2bit/s,
ρ0 = 0.2, Pr = 38dBm. It can be observed that when
0.035 ≤ γ1 ≤ 0.5, security energy efficiency increases
with the γ1. This can be well understood that in order to
meet the minimum energy harvested threshold, the power
allocation cannot be reduced indefinitely. Additionally, one
can observed that under the same power allocation factor and
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FIGURE 4. Security energy efficiency vs. power splitting.

FIGURE 5. Security energy efficiency vs. the relay transmit power.

energy conversion coefficient, the security energy efficiency
of self-interference energy harvesting (SIH) is higher than
SIC. The season can be explain that SIH reduces the actual
energy consumption of cognitive system, which lead to the
improvement of security energy efficiency.

Fig.4 shows the security energy efficiency versus the power
splitting of TWR with different relay, when Rm = 0.2bit/s,
η = 0.8,M = 5, Emin = 50µW . As can be observed from the
figure, the security energy efficiency of the cognitive system
is 0 in low power splitting. It is not difficult to understand
in order to meet the minimum decoding rate and energy
harvest of the relay node, ρ0 must be within a certain range.
Moreover, when 0.19 ≤ ρ0 < 0.68, with the impact level of
ρ0 increasing, the security energy efficiency degrades. This
is due to the fact that with the increase of ρ0, more received
power of TWR is required to meet the decoding rate. So that,
less power is allocated to harvest energy, which lead to a lower
security energy efficiency. In addition, the security energy
efficiency of TWR is superior to the OWR. This is due to
the fact that TWR is able to achieve higher rates and harvest
more energy values compared to OWR at the same time.

Fig. 5 shows security energy efficiency versus the relay
transmit power with different decoding rate of relay, when

FIGURE 6. Security energy efficiency vs. number of transmit antennas at
the TWR.

FIGURE 7. Security energy efficiency vs. decoding rate of relay.

ρ0 = 0.2, Emin = 50µW , η = 0.5, M = 5. It can be seen
from the figure, the security energy efficiency decreases with
the transmission power of TWR. It can be readily explained
by the fact increasing the transmission power of the SUs
will increase the actual energy consumption of the system.
In addition, as the decoding rate Rm increases, the security
energy efficiency degrades.

Fig.6 depicts the security energy efficiency against the
number of transmit antennas at the TWR with various power
splitting ρ0, when Rm = 0.2bit/s, η = 0.8, Pr = 38dBm,
Emin = 50µW . As can be seen, along with the number of
the transmit antenna increases, the security energy efficiency
firstly increases and then decreases, which is explained by
the fact that sufficient transmit antennas can increase the
throughput of SUs. It is visible that a higher security energy
efficiency is achievedwith TWR transmit antennaN = 6 than
N>6, sincemore transmit antennas result in increasing circuit
power consumption and then degrade the energy efficiency
value. Furthermore, we also observed that the security energy
efficiency performance decreases with the ρ0 increase, which
verifies the analysis in Fig.4.

Fig.7 shows the security energy efficiency versus decoding
rate of relay with different relay when M = 5, η = 0.8,
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Pr = 38dBm, Emin = 50µW . As can be seen that, along with
the decoding rate increases, the security energy efficiency
decreases. This can be explained as follows, since the relay
node can simultaneously receive signal and harvest energy by
power allocation. When Rm is large, more received power is
required to meet the constraint of decoding rate. Accordingly,
less power is allocated to harvest energy, which result in the
decrease of security energy efficiency.

V. CONCLUSION
This paper has investigated the application of TW-FD relay
to CR-NOMA system, in which two pairs of users can
exchange their information between each other by the TWR.
The performance of the CR-NOMA system has been char-
acterized in term of security energy efficiency. In order to
enhance the energy efficiency of cognitive system, the self-
interference of FD can be regarded as potential source for
relay to harvest energy. The semi-determined relaxation algo-
rithm is proposed to solve the non-convex problem. To max-
imize security energy efficiency, the multi-objective iterative
algorithm (MOIA) is proposed to jointly optimize the trans-
mit covariance matrix, power allocation and power splitting
ratio. Based on the analytical results, it was shown that the
performance of TW-FDwith self-interference harvesting out-
performs the self-interference cancellation. It also shows that
the security energy efficiency of FD-TWR is superior to that
of FD-OWR. Moreover, our proposed algorithms can rapidly
convergence within few iterations. Next, the physical layer
security issue of artificial noise based CR-NOMA system is
also the focus of future research.

APPENDIX A
In order to better distinguish the symbols in the paper,
we have tabulated the notations used throughout the
manuscript. Please refer to TABLE 4.

APPENDIX B
PROOF OF THEOREM 1
Step one: For the given F(4, λ) = 0, one has

∂F(4, λ)
∂λ

= Etot − Ptot < 0 (38)

where 4 denotes the collection of variable Q1, γ1 and ρ0.
Thus, F(4, λ) is a decreasing function of λ for any 4. For

any 4>0, we have

F(4, λ) > F(4, λu4) (39)

Since we have an inequation

g (λ) = max
4

F(4, λ)≥F(4, λ)>F(4, λu4), ∀4 (40)

it is obtained that

g (λ)>F(4, λu4) = g (λu4) (41)

Therefore, g (λ) is a decreasing function of λ.
Step two: According to equation (22), one has

F(4, f (4)) = 0 (42)

where f (4) = Rss/(Ptot − Etot ).

TABLE 4. Table of parameters for the paper.

Let 4opt be the optimal value of the problem pro0. Since
f
(
4opt

)
denotes the maximum of the SEE, λ = f

(
4opt

)
is

themaximumvalue of λ that meets the constraints ofF(4, λ).
Defining λ∗ as the root of g (λ) = 0, then we have

g (λ∗) = 0 and 4∗ that can satisfy F (4, λ∗) = 0. According
to the conclusion of Step one, we have

g(λ0) = max
4

F(4, λ0)<0 (43)

where λ0>λ∗.
Since the inequality in (43), the root λ∗ is the largest

value of F (4, λ) = 0. And we can get λ∗ = f
(
4opt

)
and

4opt = 4∗. Therefore, the root λ∗ of g(λ) = 0 denotes the
maximum of the SEE.

APPENDIX C
PROOF OF PROPOSITION 1
The objective function is a non-convex due to the existing
of the security rate.The Taylor series expansion is proposed
to transform the second third and forth items of Rs into the
approximate affine function, which is given by

1
2
log2

∣∣∣∣∣I+ ξHR2Q2HH
R2γ2

I+ ξHR2Q1HH
R2γ1

∣∣∣∣∣
=

1
2
log2

∣∣∣∣∣I+ ξHR2Q2HH
R2γ2

I+ ξHR2Q1HH
R2γ1

∣∣∣∣∣
+

1
2ln2

tr(HH
R22

−1
1 χ1HR2(Q1 −Q10)) (44)
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1
2
log2

∣∣∣I+ ξHe1Q1HH
e1γ1

∣∣∣
=

1
2
log2

∣∣∣I+ ξHe1Q10HH
e1γ1

∣∣∣
+
ξγ1ρ0

2ln2
tr(HH

e1(I+ ξHe1Q10HH
e1γ1)

−1He1(Q1 −Q10))

(45)

1
2
log2

∣∣∣∣∣I+ ξHe1Q2HH
e1γ2

I+ ξHe1Q1HH
e1γ1

∣∣∣∣∣
=

1
2
log2

∣∣∣∣∣I+ ξHe1Q2HH
e1γ2

I+ ξHe1Q10HH
e1γ1

∣∣∣∣∣
+

1
2ln2

tr(HH
e12
−1
2 χ2He1(Q1 −Q10)) (46)

each parameter represents 21 = (I + ξHR2Q2HH
R2γ2

I+ξHR2Q10HH
R2γ1

),

22 = (I + ξHe1Q2HH
e1γ2

I+ξHe1Q10HH
e1γ1

), χ1 =
ξ2γ1γ2HR2Q2HH

R2
(I+ξHR2Q10HH

R2γ1)
2 ,

χ1 =
ξ2γ1γ2He1Q2HH

e1
(I+ξHe1Q10HH

e1γ1)
2 .

Accordingly, the approximate function of the security rate
Rss is obtained by

R∗s =
1
2
log

∣∣∣I+HR1Q1HH
R1γ1

∣∣∣
+

1
2ln2

tr(HH
R22

−1
1 χ1HR2Q1)

−
1

2ln2
tr(HH

e12
−1
2 χ2He1Q1)

−
ξγ1

2ln2
tr(HH

e1(I+ ξHe1Q10HH
e1γ1)

−1He1Q1)+ ϕ

(47)

where ϕ = X1 + X2 + X3, each variable in the formula is
represented as

X1 =
1
2
log2

∣∣∣∣∣I+ ξHR2Q2HH
R2γ2

I+ ξHR2Q10HH
R2γ1

∣∣∣∣∣
−

1
2ln2

tr(HH
R22

−1
1 χ1HR2Q10)

X2 =
ξγ1

2ln2
tr(HH

e1(I+ ξHe1Q10HH
e1γ1)

−1He1Q10)

−
1
2
log2

∣∣∣I+ ξHe1Q10HH
e1γ1

∣∣∣
X3 =

1
2ln2

tr(HH
e12
−1
1 χ2He1Q10)

−
1
2
log2

∣∣∣∣∣I+ ξHe1Q2HH
e1γ2

I+ ξHe1Q10HH
e1γ1

∣∣∣∣∣
where ϕ is a constant for the given Q10.
In accordance with (47), the constraints RP and R1→2 can

be rewritten by.

R∗P =
1
2
log2(2hRP(Q1 +Q2)hHRP + δ

2
+ pt + ptHpp)

−
hRPhHRPQ1

ln2(2hRP(Q10 +Q2)hHRP + δ
2
P)
+ ϕ1 (48)

R∗1→2 =

tr
(
HR1

ξ2HR1Q2HH
R1γ2γ1

(I+ξHR1Q10HH
R1γ1)

2HR1Q1

)
2ln2

+ ϕ2 (49)

where

ϕ1 =
hRPhHRPQ10

ln2
(
2hRP (Q10 +Q2)hHRP + σ

2
P

)
−

1
2
log2(2hRP(Q10 +Q2)hHRP + σ

2
P + ptHPP)

ϕ2 =
1
2
log2

∣∣∣∣∣I+ ξHR1Q2HH
R2γ2

I+ ξHR1Q10HH
R1γ2

∣∣∣∣∣
−

1
2ln2

tr

(
HH
R1

ξ2HR1Q2HH
R1γ2γ1

(I+ ξHR1Q10HH
R1γ1)

2
HR1Q10

)
where, ϕ1 and ϕ2 are constants for the given Q10.

APPENDIX D
PROOF OF THEOREM 2
According to the performance of trace operation that
tr(CD) = tr(DC), we can get tr(9Q) = tr(9

1
2Q9

1
2 ). Then,

a new auxiliary variable is defined as

Qr
= 9

1
2Q9

1
2 (50)

Plugging the (50) into (28), we have

λ(Ptot − Etot )− [
1
2
log

∣∣∣∣I+ (HR19
−

1
2

1 )Qr
1(HR19

−
1
2

1 )Hγ1

∣∣∣∣
+

1
2ln2

tr(HH
R22

−1
1 χ1HR2Qr

1)

−
1

2ln2
tr(HH

e12
−1
2 χ2He1Qr

1)

−
ξγ1

2ln2
tr(HH

e1(I+ξHe1Q10HH
e1γ1)

−1He1Qr
1)+ϕ] (51)

The right singular vectors V1 is given by the SVD of
the HR19

−
1
2 .

HR19
−

1
2

1 = U13VH
1 (52)

The optimum solution to the transmit covariance are
obtained through the Hadamard inequality, and the closed-
form expression are given by

Qr∗
1 = V11VH

1 (53)

According to the equation (50), the optimum of the trans-
mission covariance are reformulated as

Q∗1 = 9
−

1
2

1 V11VH
1 9
−

1
2

1 (54)
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