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ABSTRACT Fuzzy authentication uses non-deterministic or noisy data, like biometrics, as an authentication
factor. Although the data is extracted from the same individual or source, it can be different for each
measurement. As a result, one of the main issues in fuzzy authentication is the effective processing of
the fuzziness, while guaranteeing the privacy of the fuzzy data. Biometric data is a typical user-generated
fuzzy data and the fuzzy extractor is one of the most promising primitives for biometric authentication
these days. In 2016, Canetti et al. proposed the reusable fuzzy extractor, in which multiple keys can be
generated with the same biometric data. It can also handle some outliers which occur unexpectedly (owing
to an external interference when acquiring the fuzzy data, for example, the presence of dust on a fingerprint
image). However, the size of the user’s helper data in the reusable fuzzy extractor is quite large. This makes
the network bandwidth usage required in the online authentication phase (or the storage required on the
user side) considerable, which inconveniences the user. In this paper, we present a new primitive for fuzzy
authentication, called a fuzzy vector signature (FVS) scheme, which significantly alleviates the burden on
the user side. This means that the network bandwidth usage (or the amount of storage required on the user
side) is significantly reduced. The proposed FVS scheme is reusable and robust to outliers as well. Finally,

we provide a privacy-preserving fuzzy authentication protocol based on the FVS scheme.

INDEX TERMS Biometric authentication, fuzzy vector signature, outlier, privacy, reusability.

I. INTRODUCTION

User authentication is an essential element that must be
preceded for secure communication over a network. In the
transport layer security (TLS) protocol, the public key infras-
tructure (PKI) enables authentication between users and
secure session key sharing. Each user generates a public key
and a private key pair, and to provide the robustness of the
authentication system, the user must securely store his/her
private key. Moreover, this private key should be a bit string of
sufficient length chosen uniformly at random. However, it is
challenging for a user to memorize such a long and random
private key. Therefore, the user is required to use additional
means to store and protect it. The user can activate a private
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key using a password that is easy to memorize, or carry a
secure hardware device such as a security token or smart
card that can store information securely. Either way, it may
inconvenience the user to memorize or carry something.
Occasionally, the loss of the security token or exposure of
the password can fundamentally compromise the security of
the private key.

Recently, tremendous research has been conducted to
authenticate a user using his/her characteristics, i.e., fea-
tures to characterize the user. This could alleviate the above
inconveniences and significantly improve usability, since it
relies solely on the user’s unique features (i.e., who you are).
The most popular features of the user are biometrics, such
as fingerprint, iris, keystroke dynamics, and gait. Biometric
information is unique to the individual, and therefore, is suit-
able for use in authentication of a user.
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The state—of-the—art technology of biometric-based
authentication is a fuzzy extractor. Recently, a reusable
fuzzy extractor, which better reflects real-life applications,
has been proposed [1]. However, in many ICT applications,
user devices are resource-constrained in terms of memory
and computing power to deploy reusable fuzzy extractors.
In (reusable) fuzzy extractors, a public helper data is essential
in that it enables two similar biometric readings to generate
the same cryptographic key, but its size is large enough for
user devices, such as biometric sensors in access control
systems, wearable devices in IoT environments, and smart
cards in Fintech services, to handle.

A. RESUABLE FUZZY EXTRACTORS

A so-called fuzzy extractor [2] is considered as one of the
representative primitives for biometric-based authentication.
It generates a private key using a user’s noisy biometric data
with the aid of public helper data. The key can be used
for cryptographic functions such as encrypting and signing
a message. More precisely, the fuzzy extractor consists of
two algorithms, Gen and Rep. The Gen algorithm takes the
user’s fuzzy data as input and outputs a key along with helper
data. The Rep algorithm takes the user’s fresh fuzzy data and
the helper data as input and outputs a key. If the two pieces of
user’s fuzzy data are sufficiently similar in some underlying
metric space, the Rep algorithm extracts the same key from
the helper data.

Since the initial construction [2], a fuzzy extractor has
been enhanced in terms of security and usability. A ‘robust’
fuzzy extractor has been studied to protect against malicious
alteration of a helper data [3]. The notion of robustness is
important in secure remote authentication using biometric
data. A user needs to receive helper data for each authen-
tication attempt from a server over a public channel, that
is, in the presence of an active adversary who may modify
arbitrary messages sent between the server and the user.
Recently, Canetti et al. proposed a ‘reusable’ fuzzy extrac-
tor [1], in which multiple keys can be generated with the
same biometric data and registered for numerous independent
application servers. It can support all biometric sources of a
sufficiently high minentropy and also many sources with an
entropy rate much lower than the error rate. In addition, it can
be easily made robust by the random-oracle-based transform
of [3].

However, a fuzzy extractor is still limited because huge
helper data is required for the user. This implies that the
network bandwidth usage in the online authentication phase
or the storage on the user side would be considerable
(see Table 2).

Figure 1 shows a typical biometric-based authentication
protocol using the reusable fuzzy extractor [1] and a stan-
dard public-key signature scheme. It works in a challenge-
response manner, where R in Figure 1 stands for a random
challenge. In the protocol, the key K;p generated by the fuzzy
extractor is assumed to be used as a secret signing key. In the
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FIGURE 1. Authentication with the fuzzy extractor.

enrollment phase, the user &/ and the server S proceed as
follows:

[E1] Given biometric data, bio, Gen is run to generate a
secret key, Kjp and a helper data Ap;

[E2] U generates a public verification key, pk;p by using
Kjp and transmits a tuple (ID, pkip, hjp) to S;

In the authentication phase, ¢/ and S interact as follows:

[A1] U gives his/her identity ID to S and takes a tuple
(hip, R) as aresponse;

[A2] U runs Rep to generate a secret key Kjp by using
his/her biometric data bio’ and hjp. Note that Gen
and Rep generate the same keys Kjp with the aid of
hyp if bio and bio’ are within a threshold bound;

[A3] U generates a signature ojp of R by using K;p and
gives it to S;

[A4] S verifies ojp by using pkjp and R. If the verifica-
tion succeeds, S authenticates U and completes the
authentication process.

In the reusable fuzzy extractor, Rep runs d key recon-
struction subroutines internally by decrypting digital lockers,
i.e., ciphertexts that hide K;p. Consequently, the helper data,
hjp must include at least d digital lockers. In other words,
the size of the helper data, hjp increases proportionally to d.

In step [A1], the user needs to receive a;p from the server
in each authentication session. An increase in the size of
helper data leads to an increase in network bandwidth usage
in the online authentication phase. In addition, in step [A2],
the user runs Rep to generate the secret key K;p, where d
key reconstruction subroutines are repeated. This also would
consume a considerable amount of computation on the user
side.

B. OUR CONTRIBUTIONS

In this paper, we propose a new primitive for biometric-based
authentication, called fuzzy vector signature (FVS), which
significantly alleviates the burden on the user side. In our
FVS scheme, the user’s fuzzy data such as biometric data can
be used as a signing key. A signer is not required to mem-
orize or carry anything on a regular basis, and only his/her
fuzzy data is considered as secret information. A signature
is generated directly from the measurement of the user’s
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FIGURE 2. Authentication with the fuzzy vector signature.

fuzzy data.! We formally prove that the proposed scheme
achieves the anonymity of the signer and the unforgeability
of the signature, as well as the privacy of the verification key.
These properties enable our scheme to guarantee user privacy
and be secure against impersonation.

Compared to the reusable fuzzy extractor [1], our scheme
considerably improves efficiency on the user side. In the
proposed FVS scheme, the user requires a signing key or
parameter, which is public information similar to helper data,
but its size is much smaller than helper data in [1]. This
implies that the network bandwidth usage (or the amount of
storage required on the user side) is significantly reduced.
A detailed analysis is presented in Section V-C. Note that,
since the application server has much better resources than the
user’s device, reduction of cost on the user side is a significant
achievement.

Since we use fuzzy data as a private key, our scheme
supports a threshold predicate, which means that a signer can
control a threshold bound to validate a signature arbitrarily
according to an acceptance policy. In addition, our construc-
tion exhibits tolerance to outliers. Even if the user’s fuzzy
data contains a few outliers, the user can generate a valid
signature if it satisfies a threshold predicate. Furthermore, our
FVS scheme is reusable, such that public verification keys
can be generated multiple times with the same fuzzy data and
registered for numerous independent application services.

To illustrate the high efficiency of our scheme, we present
experimental results using bilinear map parameters. For a
d224 curve parameter which can guarantee 1344-bit RSA
security, a signature can be generated within a second on the
signer’s side.

1) COMPARISON WITH THE FUZZY EXTRACTOR
In order to show the advantages of our scheme, we consider an
authentication protocol using our FVS in Figure 2. Our pro-
tocol is also designed based on a challenge-response mecha-
nism, where R stands for a random challenge in Figure 2.

In Figure 2, a signing parameter skjp serves the same
function as the helper data h;p in Figure 1. That is, in the

IThe fuzzy signature in [11], [12] is the closest notion to the newly
proposed fuzzy vector signature (FVS), but there are differences in definition
and security requirements.
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authentication phase, sk;p is used to generate a signature,
along with the user’s biometric data. In a FVS, the signing
parameter is public (unlike in a typical public-key signature),
and only the user’s biometric data is kept secret. In the enroll-
ment phase, the user I/ and the server S interact as follows:

[E1] U runs Setup algorithm to generate a signing key
skip and a verification key vkjp;
[E2] U gives a tuple (ID, skip, vkip) to S;
In the authentication phase, I/ and S interact as follows:

[A1] U gives his/her identity ID to S and takes a tuple
(skip, R) as a response;

[A2] U runs Sign algorithm to generate a signature ojp
of R by using his/her biometric data bio’ and skp,
and gives it to S;

[A3] S runs Verify algorithm by using vk;p and R. If the
verification succeeds, S authenticates I/ and com-
pletes the authentication process.

In the fuzzy vector signature, d iterative subroutines are
also deployed to deal with outliers. However, unlike in the
reusable fuzzy extractor, these iterative subroutines are part
of the Verify algorithm, which is run by the server. That is,
the Verify algorithm internally runs the d iterative verification
subroutines, and thus, the size of the verification key vkjp
increases proportionally to d. On the other hand, the size of
the signing key sk;p (transmitted to the user in the online
authentication phase) and the computational cost of the Sign
algorithm are independent of d. In the proposed FVS scheme,
these are affordable at the user level, which mitigates incon-
veniences of the user when compared to the reusable fuzzy
extractor.

There is, of course, a trade-off between the user and the
server. In other words, the server is required to increase the
amount of resources for authentication, while the burden
on the user side is considerably alleviated. However, FVS
serves the purpose of reducing network bandwidth usage and
computational cost on the user side, which is more important
when deployed in the real world.

In the proposed FVS scheme, the size of the user’s helper
data is significantly reduced (compared with that in [1]),
which decreases the network bandwidth usage (or the amount
of storage on the user side) required for authentication. For
example, if the user input is a vector of length 128 and the
error occurs by 15.6% between measurements, the user’s
helper data requires approximately 712,704 KB of storage
in [1], whereas only 24 KB is required in our FVS scheme
(for more details, see Section V-C).

2) TECHNICAL OVERVIEW

Intuitively, our FVS scheme is constructed by combining
the so-called hidden vector encryption (HVE) [4]-[6] and
one-time ElGamal-type signature using DL parameters.’
A signature, o = (o7q, ..., o) of FVSis akind of a ciphertext

2In the paper we present an example using a Schnorr signature scheme.
However, the resulting scheme can be easily extended by replacing the
Schnorr signature with any kind of ElGamal-type signature.
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FIGURE 3. Overview.

of HVE, which is generated from a vector w' = (W}, ..., w)).
A one-time ElGamal-type signature is additionally included
in the signature, to prevent a forgery by an attacker who is not
aware of the legitimate biometric data. A verification key of
FVS is defined by a set of tokens of HVE, which is generated
from subvectors of an initial fuzzy vector, w = (wq, ..., wp).
In the Verify algorithm, the signature succeeds in verification
if the two vectors w and w’, which are used to generate the
signature and the verification key, respectively, have a pre-
defined number of common subvectors.

FVS is constructed with a subset-based design principle.
More precisely, we first generate a set [; C {1,...,n}
of size £(< n) uniformly at random for j € [1,d]. And
then, we set d subvectors of w’, ({W;}ielp e {w;}ield), and
generate d verification keys, (v, ..., vky,), from them.
In the Verify algorithm of FVS scheme, d sub-signatures,
({oiien - - - . {oi}ier, ), are generated and each sub-signature
{oi}ic i is verified with the verification key vk,j. If no error has
occurred at all positions in /;, that is, if {Wi}ielj and {W;-}ielj
are the same, the verification succeeds. A server or a verifier
proceeds the verification for each pair ({ai},-elj, vklj). If the
verification succeeds at least ¢’ times in d times, the signature
o is regarded as a valid one.

C. ORGANIZATION

The remainder of this paper is organized as follows: In
Section II, we review related work in the area. In Section III,
we introduce the basic notations and the definition of crypto-
graphic assumptions. In Section IV, we define the fuzzy vec-
tor signature (FVS) and its security model. We describe our
proposed FVS scheme in Section V. In Section VI, we present
a fuzzy authentication protocol as an application of the FVS
scheme. Conclusions are given in Section VII.

Il. RELATED WORK

In the early stages of research on biometric authentication,
biometric templates were developed and used as such. That
is, a template extracted from a user’s biometrics would be
stored intact on the server in the enrollment phase, and in the
authentication phase, a newly extracted template would then
be compared with the stored one. But biometric templates
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TABLE 1. Comparison with biometric cryptosystems.

No Malicious User
Decryption Key Server Privacy
Reusable Fuzzy Extractor (6] (6] (6]
Anonymous Fuzzy IBE (6] X (6]
Fuzzy Signature (0] X X
Homomorphic Encryption X (6] (6]
Functional Encryption (6] X (6]
Fuzzy Vector Signature | o (0] o

stored in the server (in facsimile) have resulted in a number
of privacy issues. Once a biometric template is stored in the
server or database, the raw biometric data can be recovered,
compromising user privacy [7], [8]. Also, if a particular piece
of biometric data has been compromised, it cannot be used
again for authentication; however, as a wide array of biomet-
rics is not available for authentication, it cannot continually
be replaced.

With the threat of compromise and limited biometric
resources for use (for authentication), recent research has
focused on how to authenticate users while protecting bio-
metric templates, which is called a biometric cryptosystem.
The main challenge in biometric cryptosystems is to address
the fuzziness of the biometric data. As biometric data are
noisy, biometric readings may differ from time to time,
although they are derived from the same individual. Never-
theless, the authentication must be successful if the difference
between two pieces of fuzzy biometric data is within a certain
minimal threshold (i.e., two close versions of biometric data
will be regarded as the same user’s biometric data). Biometric
cryptosystems are designed in different ways to deal with this
problem:

o Fuzzy extractor: The fuzzy extractor, first introduced
by Dodis et al. in 2004, generates a cryptographically
secure key using the user’s biometric data [2]. Although
the fuzzy extractor is a useful cryptographic primitive,
since it operates on the basis of error-correcting codes,
there is a limit to the range of noise processing. What
this indicates is that although only one outlier occurs in
the measurement of biometric data, the Rep algorithm
recognizes it as another user; thus, it cannot generate the
same key.

In 2016, Canetti et al. proposed a reusable fuzzy extrac-
tor, which can relieve the above difficulties [1]. That
is, even if a few outliers are measured from the user’s
biometric reading, they may be permissible within a
threshold range. But this scheme requires large helper
data, which inconveniences the user. For example, if the
user input is a vector of length 128, and the error occurs
by 15.6% between measurements, the user’s helper
data requires approximately 696 MB of storage. If the
probability of occurrence of an error is increased to
19.5%, the size of the helper data increases to approx-
imately 34,600 MB, which is significantly large. The
user can store his/her helper data in the server during
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enrollment phase and receive it when executing authen-
tication online. However, even in this case, a tremendous
network bandwidth is used online. In reality, when a
large number of users participate in the system, such
large bandwidth usage overloads the system traffic.

o Fuzzy identity-based encryption: In fuzzy identity-
based encryption (IBE), an identity is represented as
a set of attributes. The ciphertext with an identity w is
decrypted with the secret key with an identity w' if w
and w' overlap more than a threshold [9]. This error-
tolerance property of fuzzy IBE allows it to be used
for biometric authentication. An anonymous fuzzy IBE
scheme [10] enables biometric data (i.e., identity) to be
hidden from a ciphertext, which protects user privacy,
but not from a secret key, which allows a malicious
server to compromise the user’s biometric data.

o Fuzzy signature: Fuzzy signature is a notion proposed
by Takahashi ef al. [11], which uses the user’s fuzzy
data (such as biometric data) as a signing key. Unlike the
fuzzy extractor, this scheme does not require additional
auxiliary information. Matsuda er al. have improved
the fuzzy signature proposed in [11] by relaxing the
requirements for construction and by increasing the effi-
ciency [12]. However, the fuzzy signature is not robust
when outliers are included in the user’s fuzzy data. That
is, a valid signature cannot be generated even if there is
only one outlier in the user’s fuzzy data when measured
during the authentication phase. Moreover, the fuzzy
signature scheme proposed in [11], [12] does not guaran-
tee the privacy of the user. The user’s biometric data can
be directly recovered from the public verification key or
signature, as shown in [13].

o Homomorphic encryption: Homomorphic encryption
enables an evaluator to compute on encrypted data with-
out decrypting, thereby preserving the confidentiality of
the underlying data. This property has promoted a vari-
ety of research on biometric-based authentication using
homomorphic encryption schemes [14]-[17]. However,
with this type of encryption, the result of the computa-
tion is provided in an encrypted form, so a decryption
key is essential at the end of authentication. Since the
decryption key discloses biometric information from the
ciphertext, the user must keep this securely. This means
that the user must store additional secrets in addition
to his/her biometric information. A method proposing
trusted third party management of decryption keys alle-
viates this inconvenience to the user, but this is a strong
assumption. In this paper, we seek a method that does
not require any additional secrets other than biometric
information for user authentication.

o Functional encryption: Functional encryption, like
homomorphic encryption, can perform operations on
encrypted data, but there is a big difference in that
the result of the operation is provided in plaintext.
There have been a number of attempts to apply efficient
functional encryption schemes for inner products to
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biometric authentication since the inner product can
induce several kinds of distance metrics [18]-[21]. How-
ever, the inner product has inherent vulnerability: if the
functional key (stored in the server) is compromised,
the corresponding biometric information can be easily
revealed. Anyone (including the attacker) can generate
a ciphertext for the data of his/her own choice, and for
example, if an attacker generates a ciphertext for the
vector (1,0, ..., 0) and decrypts it with a compromised
key, then he/she can find out the first component of the
legitimate user’s biometric information (corresponding
to the compromised key).

Ill. PRELIMINARIES

In this section, we briefly review the background knowledge
for our construction and describe the complexity assumption
required for our construction.

A. NOTATIONS

Let poly(X) denote a polynomial in variable . We define that
v(1) is a negligible function if v(1) < 1/poly(x) for any
poly(i) and sufficiently large A. We denote the concatena-
tion operation on strings by ‘||’. |A| implies the cardinality
of a set A, i.e., the number of elements of the set A. Let
x=(x1,...,x,)andy = (y1, ..., yn) be vectors of length n.
The hamming distance d(x, y) is defined as the number of
places at which x and y differ. That is, d(x, y) = |{i € [1,n]
| x; # yi}| €0, ..., n}.

B. BILINEAR MAPS
Let G1, G2, and Gr be multiplicative cyclic groups of prime
order p. We say that e: G; x Gy — Gr is an admissible
bilinear map (or a pairing) if the following properties are
satisfied:
1) Bilinearity: e(gf,glz’) = e(g1, g2)% for all g; € Gy,
g2 €Gy,anda, b e Z,p.
2) Non-degeneracy: e(g1, g2) # 1.
3) Computability: There exists an efficient algorithm to
compute e(g{, gg) for all g{ € Gy and glz’ € Go.

Bilinear maps can be classified in three types. Type I pairings
have G| = Gg, called ‘symmetric’. Type Il pairings have
an efficiently computable isomorphism only in one direction,
i.e., from G to G, or from G, to G; and none in the reverse
direction. Type III pairings have no efficiently computable
isomorphism between G and G,. Type II and III pairings
are called ‘asymmetric’. For more details, refer to [22].

C. DISCRETE LOGARITHM ASSUMPTION

Let g be a prime such that glp — 1 for a prime p with
2=1 < p < 2¥ (pis k bits long), and G, be a subgroup of Z*
of order g. Let g be a generator of G,. For any polynomial-
time algorithm A, we define the advantage of A, denoted

3We rule out the symmetric-key setting since the user must have a secret
key for encryption apart from his/her biometric information.
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by AdelLOG(X), as follows:
AdVB‘LOG =Pr{a < AGy. q,8.8"): a <r Zg]

We say that the DLOG assumption holds if, for all prob-
abilistic polynomial time (PPT) algorithms A and any secu-
rity parameter X, AdVB\LOG(k) < €()) for some negligible
function €.

D. DECISIONAL DIFFIE-HELLMAN ASSUMPTION
Let G| and G be groups of order p; and g, & be generators of
G and Gy, respectively. The security of our construction is
proven based on the decisional Diffie-Hellman assumptions
in groups G or G, called DDH1 or DDH2, respectively.
Assume that a, b € Z;f and T € Gy are selected randomly.
To define Decisional Diffie-Hellman 1 (DDH1) problem,
we consider the following two distributions:

« Dy := (g, 8% g% h.g") € G} x Gy x Gy

e Dp:=(g.8%.8". 1. T) € G} x Gy x G,

For any polynomial-time algorithm A, we define the
advantage of A, denoted by AdvaDH1(A), in distinguishing
these two distributions:

AdVJDL‘DH1()L) = ‘Pr [A(l)‘,N) N 1] —Pr [./4(1)‘, R) — 1])

where A is sampled from Dy and R is sampled from Dg.

We say that the DDH1 assumption holds for a bilin-
ear group generator G if, for all probabilistic polynomial
time (PPT) algorithms A and any security parameter A,
AdVB‘Dm(A) < €()) for some negligible function €. The
DDH2 assumption also holds for the analogous distribu-
tions obtained from switching the roles of G| and G
(ie. Dy = (b, h* K, g h") € G3 x Gy x G, and
Dg = (h,h*, 1, g, T) € G5 x Gy x Gy).

IV. DEFINITIONS
In this Section, we introduce a new definition called a fuzzy
vector signature (FVS) and its security model.

A. FUZZY VECTOR SIGNATURE

Definition 3.1 (Fuzzy Vector Signature): A fuzzy vector sig-
nature(FVS) scheme is defined by the following three PPT
algorithms: Setup, Sign, and Verify.

- Setup(1*, n, X, 1): The setup algorithm takes the fol-
lowing as input: the security parameter 1%, a positive
integer n (indicating a vector length that is a polynomial
in 1), a vector X of length n, and a threshold value 7.
It outputs a signing key sk and a verification key vk+ ,
corresponding to the vector X and threshold value 7.

- Sign(sk, v, m): The sign algorithm takes the follow-
ing as input: a signing key sk, vector _y) € Z;’
and message m. Then, it outputs a corresponding
signature o .

- Verify (vky, oy, m): The verify algorithm takes the
following as input: a verification key vk~ , correspond-
ing to the vector X and the threshold value 7, signature

o corresponding to the vector Y, and message m.
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Iff(X,5) = 1and o+ is a valid signature on m
w.r.t. the verification key vk~ ,, it outputs 1. Other-
wise, it outputs 0.

Correctness: We guarantee the correctness of a FVS scheme
if the following condition holds:
Forall ¥,y € Z! such that f;(X,y) = landm € M,

Pr[(sk, vk ;) <& Setup(1*,n, X, 1); 05 <
Sign(sk, y . m) : Verify(vk+ ;. o05.m) = 1] > 1 —e(1)

where € is a negligible function.

Threshold predicate: In the FVS scheme, for two attribute
vectors X and y of a verification key and a signature,
respectively, and for a threshold value ¢, a function f; is
defined as follows:

FE T = {1, itd(X,7) <t

0, otherwise. M
B. SECURITY MODEL OF FVS

For the security of FVS, we consider three security games
to capture i) VK privacy, ii) anonymity, and iii) existential
unforgeability. Note that we implicitly assume that a certifi-
cate exists on sk and vk so that users know who they belong
to.

1) VK PRIVACY

An adversary (semi-honest server) should not be able to
obtain any information, beyond the absolute minimum
necessary, about an input vector corresponding to a given
verification key. We allow VK-private adversaries to make
a polynomial number of queries to the real-or-random VK-
privacy oracle (RoR'F) if the input distributions of the ora-
cle have a certain amount of min-entropy. We assume that
the queries an adversary can make are (7 k)-block-source,
as in [23].

Definition 3.2 (VK-private adversary): A (Tk)-block-
source VK-private adversary A is an algorithm that is
given as input a security parameter 1* and oracle access to
RoR"P(mode, -) for some mode € {real, rand}, and each of
its queries to RoR"" is a random variable X = X1, ..., X7.
Note that X represents a joint distribution over X" and, in our
HVS scheme, X = Z;- For every i € [T] and x1, ..., xi—_1,
it holds that Hoo (X;| X1 = X1, ..., Xi—1 = xi—1) > k.

Definition 3.3 (Real-or-random VK-privacy oracle): The
real-or-random VK-privacy oracle RoR"” takes as input
tuples of the form (mode, X), where mode € {real, rand}

and X = Xi,...,Xr) is a (T,k)— block — source.
If mode = real then the oracle samples (x1, ..., xr) < xT,
and if mode = rand then the oracle samples (xp, ..., x7) <

XT uniformly. It then invokes the algorithm Setup on each of
X1, ..., xr and outputs a tuple of pairs ((vkxl yskp), o, (W,
SkT )) .

The experiments in real and random mode, Exptg’g’dlfh A()‘)*
are defined by the following game between an adversary A

and a simulator S:
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- Setup: S selects a mode, real or random, in which it
simulates the game.

- Query: A issues a polynomial number of queries to the
oracle RoR'?.

- Guess: A outputs a bit b € {0, 1} that represents a
mode, real or random, selected by S.

Definition 3.4 (VK Privacy): A fuzzy vector signature
scheme Ily = (Setup, Sign, Vify) is (T, k)-block-source
VK-private if for any probabilistic polynomial-time (T , k)-
block-source VK-private adversary A, there exists a negligi-
ble function v(A) such that

Adv‘lff;’ A=

Pr[Exprifg'y, () = 1]

— Pr[Eprd 400 = 1]’ v @
2) ANONYMITY

An adversary (malicious external attacker) should not be able
to obtain any information about an input vector corresponding
to a given signature. The security notion of anonymity is
defined by the following game between an adversary A and

a challenger C:
- Init: A commits to two target vectors wj, wi € W.

- Setup: C selects a vector w # w} fori e {0, 1}
randomly, and runs Setup algorithm on w. It outputs
a key pair (vk,,, sk) and gives them to A.

- Challenge: A sends a challenge message m., € M to
C.C picks arandom b € {0, 1} and runs Sign algorithm
on a vector wj. It outputs a signature O and gives it
to A.

- Guess: A outputs its guess b’ € {0, 1} for b and wins
the game if b’ = b.

Definition 3.5 (Anonymity): A fuzzy vector signature
scheme Iy = (Setup, Sign, Vrfy) is anonymous if for any
probabilistic polynomial-time adversary A, there exists a
negligible function v(X) such that

A / !
b0 £ [Prb=b] - 5[ <vi) G)

3) STRONG EXISTENTIAL UNFORGEABILITY

An adversary (malicious external attacker) who does not
know an input vector of either a verification key or a signature
should not be able to forge a signature. That is, a forged signa-
ture output by an adversary should be incorrectly accepted as
valid. The security notion of strong existential unforgeability
under chosen message attacks is defined by the following
game between an adversary .4 and a challenger C:

- Setup: C gives a key pair (vk,+, sk) < Setup(1*, n,
w* 1), for a target vector w* of length n and a
threshold 7, to A.

- Signing Query: .4 adaptively issues at most g signature
queries my, ..., my. C answers each query by returning
oi(w*) < Sign(sk, w*, m;).

- Output: A outputs a message-signature pair (m*, o*)
and wins the game if Verify(vk,«, o*, m*) = 1 and if
(m*, o) # (m;, 0p) Vi € [1, q].
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Definition 3.6 (Strong Existential Unforgeability): A fuzzy
vector signature scheme Il = (Setup, Sign, Verify) is
strongly existentially unforgeable under chosen message
attacks if for any probabilistic polynomial-time adversary A
making at most q signature queries, the advantage that A
wins this game, denoted by AdvﬁgiCMA, is negligible in A.
V. PROPOSED FVS SCHEME
In this section, we describe a fuzzy vector signature (FVS)
scheme. In the FVS scheme, notwithstanding the presence of
error between the fuzzy data corresponding to the verification
key and the signature, the signature can be successfully veri-
fied if the error occurs below the threshold. More importantly,
our FVS scheme is capable of addressing outliers, as we apply
the concept of subsets to provide the threshold functionality.
Another feature is that, in the FVS scheme, the signing key
is also public information, and assuming the adversary has
knowledge of the signing key, he/she can not generate a valid
signature unless he/she has valid fuzzy data.

Assumptions: Throughout this paper, our FVS scheme

assumes the following statements:
1) The user-generated data (i.e., biometrics, WiFi signal)

can be represented in vector form [20], [24].

2) The user-generated data has sufficient entropy to pro-
vide ““good enough" security. For example, in biomet-
rics, two or more features can be used in combination,

which is called multimodal biometric system [25]-[27].
Let ¢ be the permissible threshold of error. When generat-

ing the verification key, select d subvectors of length £(< n)
for an input vector of length n. The selected d subvectors
are used to generate d verification keys, and the set of d
verification keys are output as the verification key of the
FVS scheme.* If the number of errors is less than ¢, most
of the subvectors will not contain components with errors.
Thus, most of the d verification attempts will succeed. The
correlation of each variable is represented in (4) of the scheme
below, and a detailed explanation will be described later.

A. CONSTRUCTION

Let Gy, Go, G be groups of prime order p, and let ¢ : G| x

G, — Gr be an asymmetric bilinear map. We assume that

the user’s fuzzy data is a vector of length n.

1) Setup(1*,n, W,1): Let W = (wi,...,wy) € Z and

a hash function H : {0, 1}* — Z,. Generate a signing
key sk and a verification key vk+; capable of handling
up to ¢ random errors, through the following steps:

1) Determine the number of subsets d and the accep-
tance rate ¢’ from the following formula:

n—f0 n—+£¢—1

n—L—t+1 ¢
« _
n n—1

Xoeee X mmm ———— — —
n—t+1 d

“

4Note that an attacker needs 2¢ attempts to get the user’s fuzzy data that
matches each verification key. For impersonation, the attacker should guess
the user’s fuzzy data that matches with more than ¢’ verification keys, so we
have to set £ and ¢’ to be fairly difficult for an attacker to guess a valid data.
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where ¢ is the number of elements included in
each subset (parameterized by a security param-
eter A) and ¢ is a threshold value implying a
tolerable error rate of an input vector.
2) Specify d subsets of an input vector W in the
following ways:
« Randomly select a set I; C {1,...,n} where
lIj| = £ forj € [1,d];
o Setasubset W; = {w;|i € I;} of a vector W for
Jjell.dl;
3) Select random generators g € G| and go € Gy
and random elements x;, y;, z; € Zp fori € [1, n].
4) Setu; = ghi,vi = g = g% € (G for
iell,n].
5) Select random elements r;, rj’ € Zyforje[1,d].
The signing key sk and the verification key vk; are
given by

sk = (g, H, {ui, vi, hi}ie[1,nm)-

vkyy = (e,g,H, Wkw,, ....vkw, }, (I, ..., 14}, t')
iTWiyi\Tj i\
where vkw; = ((nieljé’; T (Hz‘eljé’g)rjf
ri r./
£ gz") € Gj.
2) Sign(sk, W',m): Let W' = w],....w,) € Zn

Generate a signature o+, through the following steps:
1) Compute [{0'(1,,'), 0'(2,,')},@[1,,1], 0‘3] as follows:
o Select a random element s € Z;,“;
o O(1,)) = (u,- . (Vi)w;)s fori € [1, n];
o 0@, =h; forie[l,n];
e o3 =g".
2) Compute o4 and o5 as follows:
o Select a random element k € Z[’;;
o 04 = H({o(1.i), 00, }ici1,n1, 031185, m);
e 05=k +0y4-s.
The signature o, is given by

o7 = ({001, 02,0 Yier1.n1, 03, (04, 05)).

3) Verify(vks;, 05/, m): Parse the signature o3 as
[{oa.h,  o@.ilielln): 03, (04, 05)]. To verify the
given signature with a verification key vky; =
({vkw,, ..., vkw,}, {L,...,1q},1"), compute the
following steps:

1) Setvkw, = (kij, ka,j, k3 ;) forj € [1,d].
2) Set count = 0. Whilej < d:
o Compute Ay = [[;; 01,i), A2 = l_[ielj 0.0
o If e(03, k1)) = e(A1,ka)) - e(Ag, k3.), set the
result R; = 1.
Otherwise, set R; = 0;
o Compute count = count + Rj;
3) Compute gk/ = g% . 037%;
4) Check if o4 = H ({0019 0.0 }icl1.01. 031185 m):
5) If count > t', output 1. Otherwise, output 0.
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Remark 1: Equation (4) presents the method to calculate the
probability that + components with errors (out of n) are not
included in the subset W; for j € [1,d]. In order for a
verification key of a subset with ¢ elements to be success-
fully authenticated, ¢ errored elements should belong to the
remaining (n — £) elements excluding the ¢ selected elements,
from all the n elements. Moreover, this implies that at least
one of the verification keys can be successfully authenticated
with the probability in (4).

Remark 2: Note that (04, 05) in a signature are in the form
of the Schnorr signature [28]. One can use any one-time
signature scheme, in place, in which the random s is used as
a secret key.

Remark 3: Both a signing key sk and a verification key vk
are public, and only the vectors W and W' are private.

Correctness: To verify that correctness holds, observe that

for any signature o5, = ((0(1,1'), U(z»i))ie[l,n]’ 03, (04, 05))

and verification key vk = {k1, k2, k3»j}je[1,d]’ we have
> Al,j = l_[o‘(l‘,,')
iel;
_ 1_[ (gx,-+w;y,~)s _ gS‘Eielj(xi“‘W,/-Yi)
i€l
>Ayj = HGQ’")
i€l
Iy -
i€l
> e(03, ki j) = e(gs, (ng)zcieri)Yi)r . (]_[gé")’/)
i€l; i€l;
(e (1) ol (TT55)
i€l i€l

s I Zier(itwiyi) s Tienzi
=¢84 "e\8.8
e(gs-zielj(xi"rwi}’i), gé) -e(g‘y'ziel-fZi, g;)

If {wilie, = {wilict;, the equation e(o3, k1) =
e(A1j, kaj) - e(Aaj, k3 j) holds for j € [1, d].

k+h-s . (gS)fh — k

> =g% 03 =g g

B. SECURITY PROOF
To prove the security of our FVS scheme, we demonstrate it
in three respects, as described in Section IV-B.

Lemma 4.1:For (T, k)-block-sources where T = poly()
andk > d -logp+2 log(%), the FVS scheme is (statistically)
VK private.

Proof: Let A be a computationally unbounded (7 k)-
block-source VK-private adversary that makes a polynomial
number T = poly(A) of queries to the RoR'F oracle.
We prove that A’s view in the experiment Expt‘rfﬁlFVS’ e
denoted by View,,;, is statistically indistinguishable from the

. . . d X
view in the experiment Expt",?.@’f,:vs’ e denoted by View,qu4.

69899



IEEE Access

M. Seo et al.: FVS and Its Application to Privacy-Preserving Authentication

Let W = (Wy,...,Wr) € WT be the random variable
corresponding to the (T,k)-block-source with which A queries
to the RoR"" oracle. Then, we can assume that for i € [1, T],
Viewmode = [(S1, V1), ..., (S7, Vr)], where

= ({gxi’f, g, g% jen ,n]),

Vi= ({( 1_[ gZXi"j+Wiv-f}'i,_j)r,(k)

(k)
JEl;

. 7§k) (k)
(]] &™) }ken,d]’{li }ke[l’d])

. (k)
JEL;

If mode = real, (Wi1,...,win) < W; and if mode =
rand, (Wi 1, ..., W;,) is uniformly distributed over W, for
i € [1,T]. We prove that the distribution View,,yq. is sta-
tistically indistinguishable from the uniform distribution for
mode € {real, rand}.

First, we prove that the collection of functions F = {fs :
W — Gg } is universal. In our HVS scheme, WV is set to Z”,
and a function fg(w) is defined as follows:

w) = xl/+wl/}l/ le }
Js(w) { (]] & (J] & —

(k) k)
JEII‘ ]GIi

F = {fs} is universal if for any wi, wy € W (w1 # wa),
it holds that Py, [fS(Wl) = fs(W2)] = |(Gd For fs(wy)
and fs(w2),

>fs(w1) = fs(w2)
< e Yicpto (i + w1 iyi) + 7
® S (5 + woiye) + 7
Liet0W1,iYi = ity W2,iYi
Yictiowr; —w2,)yi =0 mod p)
forall k € [1,d]

Thus, it holds that Pr [fs(w1) = fs(w2)] = 7 = 7.

Secondly, as the range of min-entropy is K’ > d -
logp + Zlog( ), we can derive the following formula:
log|G‘21| < Hoo(W) — 210g( ). Since F is a universal
collection of functions f W — (G‘zl, by the left-
over hash lemma [29], the dlstnbutlon of fs(W) is statis-
tically close to uniform, as proved in Lemma 2.3 of [23].
Therefore, the probability that A distinguishes the dis-
tribution Viewmgge from the uniform distribution is
negligible. U

Lemma 4.2: If the decisional Diffie—Hellman assumption
holds in G, the FVS scheme is anonymous in the random
oracle model.

Overview: We demonstrate that if the decisional
Diffie-Hellman (DDH) assumption holds, the FVS scheme,
described in Section V-A, is selectively secure. In the selec-
tive security model, an adversary commits two vectors,
wy and wj, at the beginning of the game. For wj =
(wal, o wan) andwi = (w’f’l, e, WT,n)’ we define the set
of indexes D = {i | wy; # wy ;i € [1,n]}. For simplicity,

DIV

=r - Bz

<
<
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we assume that D = {1, ..., |D|} where |D| < n. The proof
proceeds by the sequence of games. In the hybrid games, w*
implies the vector used to generate the challenge signature
o*. The vector w* changes as follows from Game 0 to
Game |D|:

* __ * s ok
. GameO.w*—(wo,l,.*..,wo’n)*—w0
e Game 1. w* = (Ry, W05 s WO,n)

o Game 2. w* = (R, Ra, w( 5, ..., w; )

o Game |[D|.w* = (R1,...,Rp, WaIDIH’ e, wg’n)

Note that wj ; = w1 ; fori € [|D] + 1, n]. From the Game
|ID| + 1 to Game 2|D|, the hybrid game proceeds in reverse
order from Game 0 to Game |D]|.

o Game |D|+ 1.w* = (Ry,...,Rp|-1, Wl D)’
wO |D|+1’ e, W(),n)
o Game |D| + 2. w* =(Ry,...,Rp- Z’WI,\D\—I’
k K k
WLipI» o, 1D1+10 -+ Wo.n

o Game 2|D|. w* (wll,...,

_Wl

* *k k
W1 D1 Wo,ip14+17 -+ Won)

We demonstrate the anonymity of the FVS scheme through
hybrid games. We show that the distributions of Game (j — 1)
and Game j are computationally indistinguishable, for
j € [1, |D]], by the following lemma. That is, if there exists
an adversary that distinguishes Game; | and Game;, it is
feasible to solve the decisional Diffie—-Hellman (DDH) prob-
lem with a non-negligible probability in the random oracle
model.

Proof: An adversary A has a non-negligible difference €
between its advantages in Gamej_1 and Game; of the FVS
scheme. An adversary 3 uses A as a subprotocol to solve the
DDH problem. Given a random tuple (g, g2, g%, gb ,T)e Gx
G, x G3, B interacts with A as follows:

> Init: A outputs two vectors wg, wi € W at the beginning
of the game. C internally selects a bit 8 € {0, 1}.
> Setup: C randomly selects a vector w = (wy, ..., wy),
which is not equal to either wjj or wj. Note that in
the security game, the vector w* is set to (w}, ..., w})
= (Ry,..., R}, WS,ij e wan) € ZI’;. C gener-
ates a signing key sk and a verification key vk as
follows:
e Choose random values
{Rj}jet1.d) In Zy
o Compute g% = c gl gl = g% . gl
g = (g9 (Implicitly, x; = —aw} + ri;,
Yi=a+ry,andz; = —ar3;)
o Setsk = {g", g, g%} foralli € [1, n]
« Randomly choose sets I; C [1, n] of length £ and set
W; = {wli € I;} for j e [1,d]
o Compute vk = {vkw,, ..., vkw,, {11, ...,
follows:

{r1,i, 72,i» 13,i}ie[1,n) and

(g™

I3}, 1'} as
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— Setd and ¢’ to satisfy (4)
R;
J
; 1.(wl-7w>.k)
— Compute vj,| = g, A
(Implicitly, for some random values 7; and rj’,

W Fi !
vit = (ITiey &) (Tliey, 85)7)
R; R:

Tiel;3,i
- Compute vj2 = g, > Vi3 = 8

Dier(rLitwire,i)

(Implicitly, vj > = ggj and v;j3 = g;j)
— Set Vij = (vj,1, Vj,2, Vj,3)
> H-query: A gives a message X of any length to C. C
implicitly outputs a random value ~ as an output of
a hash function H, namely, # = H(X). C stores an
input—output pair (X, &) in the H-list. If A queries the
same message stored in H-list, C outputs a correspond-
ing output stored together in H-list. A may perform
H-query at any time during the game.
>> Challenge: A gives C amessage m*. C outputs a challenge
signature oy = ({o(1,i), 02, }ie[1,n], 03, (04, 05)) as
follows:
o o1 = (g o =TT
(tmpicitly, (01,9, 02.) = (g7, g5) )
co3=g
(Implicitly, b is a random value used to generate a
challenge signature.)
e (04, 05) = (h, t) for some random h, t € Z),
Note thatt = k+h-b where h = H({U(l,i)v 02,i)ie[l1,n]s
o3|g, m*) C adds a pair (X*, h) to the H-list, where
X* = H({o,i), 0.0 }iel1,n], 03, 807", m*).
> Guess: A outputs a guess 8 € {0, 1} in response to the
challenge signature. If 8/ = B, C outputs 1; otherwise,
it outputs 0.

If A outputs a correct guess, it implies that
ooy = T3 = (gZi)b = g ni je, T = g%
in the decisional Diffie-Hellman problem. Therefore, A’s
advantage in distinguishing Game;_; and Game; is directly
transferred to the advantage of C in solving the decisional
Diffie—Hellman problem. O

Lemma 4.3: If the discrete logarithm assumption holds
in G, the FVS scheme is strongly existentially unforgeable
under chosen message attacks in the random oracle
model.

Overview: We demonstrate that if the one-time sig-
nature (OTS) is strongly existentially unforgeable in
the multi-user setting against chosen message attacks
(MU-EUF-CMA), the FVS scheme described in Section V-A
is strongly existentially unforgeable. In multi-user unforge-
ability against chosen message attacks [30], N independent
public keys are given to the attacker and the attacker is
said to break the security of the scheme if he is able to
generate (after obtaining ¢ many signatures on public keys
of his choice) a valid forgery that verifies under any of the
public keys. In the notion of strong security, a new signature
on a previously queried message is considered as a fresh
forgery.
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The fuzzy vector signature o = ({01}, {02.i}, 03, 04, 05)
consists of two parts: (1) The first part corresponds to
({o1.i}, {02,i}, 03), which are generated by the user’s fuzzy
data. In order to generate a valid forgery, the attacker should
obtain information about the user’s fuzzy data, which is infea-
sible since we have proved the privacy of the verification key
and the anonymity of the signature in Lemma 4.1 and 4.2,
respectively. It is possible to forge ({01}, {02.i}, 03) due
to its malleability, i.e., ({01”1.}, {azr’i}, o3) for a random
r € Zy, but it is still difficult to generate a valid forgery of
the fuzzy vector signature o, because it requires generating
a forgery of the Schnorr signature, i.e., (04, 05’), on message
({01”1.}, {02’,1.}, 03). (2) The second part is a one-time signa-
ture, (04, 05), and o3 is the corresponding public key. Since
it is difficult to forge the first part of o, an attacker A against
the FVS scheme should generate a forgery for the second part
of the signature to output the forgery of the FVS scheme.
Therefore, if the Schnorr OTS scheme is strongly
MU-EUF-CMA secure, then the proposed FVS scheme
is strongly EUF-CMA secure. An attacker B against the
Schnorr OTS scheme outputs the forgery using the attacker
A as a subroutine. In the multi-user setting, the attacker 15 is
given g independent public keys, and one signing query can
be done for each public key. B can then respond to ¢ signing
queries from 4. Since .4 can not determine the user’s fuzzy
data from the given information, .A should forge one of the
signatures received in response to the signing query, which is
the forgery of the Schnorr OTS scheme.
Since the Schnorr OTS scheme is strongly MU-EUF-CMA
secure under the discrete logarithm assumption in the random
oracle model [30], we can say that the FVS scheme is strongly
EUF-CMA secure if the discrete logarithm assumption holds.
Proof: An attacker B uses an adversary A (which forges
a signature in the FVS scheme with probability €) as a sub-
routine to forge a signature in the Schnorr OTS scheme by
providing answers to .A’s oracle queries. Given g independent
public keys (g, g, ..., gsq) of the Schnorr OTS scheme, B
interacts with A as follows:
> Setup. B picks random values W = Wi, ..., wy) € ZI’;
and positive integers n, t. B runs Setup(l)‘, n, 71/), t) to
set a signing key sk and a verification key vk. B gives
the key pair (sk, vk) to A. Note that the exponents used
to generate the signing key, i.e., (X1, ..., X3), (V1, ---, Yn)s
and (z1, ..., Zy), are selected uniformly at random in Z,.

o> Signing query. Forj € [1, ¢], A queries a message m; and
B responds to the query as follows:

1) Generate 01(/2. = (g% i and oz(jz. = (g¥)
for i € [l,n], and set M; = ({GEZ},’EU,"J,
{Gz({g}ie[l,n], g%, my);

2) Query (j, Mj) to the signing oracle of the Schnorr
OTS scheme, which means a signing query on
message M; under the j-th public key, and receive
(hj, ¢j);

_ () ) i e oo

3) Set &j = ({Gl,i}ie[l,n]’{02,i}ie[1,n]’gsj’hl’c])
and gives X; to A.
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TABLE 2. Comparison of online bandwidth of helper data with reusable fuzzy extractor [1].

The Size of Helper data

n P t ¢ d (online bandwidth)
128 7.8% 10 100 24.7 x 102 288 KB
[ 128 11.7% 15 100 12.3 x 104 14337 KB
128 15.6% 20 100 6.11 x 106 696 MB
128 19.5% 25 100 3.04 x 108 34,600 MB
128 7.8% 10 100 1.73 x 107 (¢ =1) 24 KB
Ours 128 11.7% 15 100 3.53 x 101 (¢ = 1) 24 KB
128 15.6% 20 100 3.85 x 1016 (¢ = 1) 24 KB
128 19.5% 25 100 7.66 x 1022 (¢ = 1) 24 KB
> Output. A outputs (m*, ©*) = (m*, ({Ul*,i}ie[l,n]’ a) Ch(()iose 1 < jit,.-.,jie =< n uniformly at
% % % % . % % ranaom;
{02,i}ie[l,n]’ 03,04, 05))- B checks if (m*, %%) # b) Setvi =wj, ..., Wi,
(m;, %)) for any j € [I,ql, and if FVS.Verify(vk, ¢) Compute ¢; = lock(v;, r);
>*, m*) outputs 1. In that case, BB outputs a forgery of d) Set H; = { Gi . ]
i = l,ly-~'a.]l,5)1cl}'
the Schnorr OTS scheme as follows:
3) SetH = (Hy,...,Hy)

1) Find j* such that 05" = g"";
2) SetM* = ({al*,i}ie[l,ny {Uz*,i}ieu,nr o3, m*);
3) Output (/'*, M*, (o}, 05*)).

Since FVS.Verify(vk, £*,m*) = 1 holds, it means
that (o),0f) is the Schnorr signature on message
({Ul*,i}ie[l,n]’ {UZ*J}ie[l,n]’ o5, m*) under the public key o}.
Therefore, if the Schnorr OTS scheme is strongly existentially
unforgeable in the multi-user setting, the proposed FVS
scheme is strongly existentially unforgeable under chosen
message attack.

In [30], it is proved that the Schnorr OTS scheme is
strongly existentially unforgeable against chosen message
attacks in the multi-user setting under the discrete loga-
rithm assumption in the random oracle model. As a result,
the strong existential unforgeability against chosen message
attacks of our proposed FVS scheme can be proven in the
random oracle model by reduction to the discrete logarithm
problem. [

C. ANALYSIS
In [1], Canetti et al. proposed a reusable fuzzy extractor,’
which can address outliers included in the input vector, sim-
ilar to fuzzy vector signature (FVS). However, the reusable
fuzzy extractor requires a large amount of storage for the
user during online authentication. In order for the user to
extract the cryptographic key for authentication using the
reusable fuzzy extractor, he/she requires his/her own helper
data in addition to his/her fuzzy data. The user’s helper data
consists of sampling sets and digital lockers. For an input
string w = (wy,...,wy) € {0, 1}, the helper data H is
generated as follows:

1) Sample r <5 {0, 1}*

2) Fori=1,...,d

SThis scheme assumes the existence of “digital locker” which is a power-
ful tool. A method to obtain composable digital lockers based on a ¢-strong

vector decisional Diffie-Hellman assumption, which is non-standard, is given
in [31].
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The size of each sampling set (j; 1, ..., ji¢) is £logn and
thus, the size of the entire sampling set included in the
helper data is d - £logn. The size of each digital locker c;
is equal to the size of the output of the lock function, which
is designed using the hash function. If the output size of the
underlying hash function is 4, the size of the entire digital
lockers included in the helper data is d - h. Therefore, the size
of the helper data required in the authentication phase is
(d - (Llogn + h))-bit. Note that the size of each sampling
set, denoted by ¢, should be set to be larger than or equal to
the security parameter A in order to be secure against brute
force attacks on each digital locker. If n = 128, A = 128,
and i = 256, the size of the helper data is approximately
34,600 MB, which is significantly large for the user to store
(assuming that the probability of errors is 19.5%). The num-
ber of sampling sets, denoted by d, can be calculated using
the equation provided in [1], i.e., d =~ —In§ - e% where § is
an allowable error parameter. For simplicity, we assume that
8§ = ¢!, and if 8 becomes smaller, d becomes larger.

In the proposed FVS scheme, an additional user-specific
signing key is used (similar to the helper data of the reusable
fuzzy extractor) in addition to the user’s fuzzy data dur-
ing authentication. The signing key of the FVS scheme is
public information, similar to helper data, and it consists of
(3n + 1) elements in the G| group. Thus, the size of the
signing key is (3n + 1)|G1|. Note that the size of the signing
key depends only on the length of the user’s input vector.
At the 128-bit security level, the size of the element in the
G group (used in the asymmetric bilinear group) is 512-bit,
ie., |G| =512 [33]. If n = 128 and A = 128, the size of the
signing key is approximately 24 KB. In Table 2, we compare
the network bandwidth usage required to transmit the helper
data of the reusable fuzzy extractor [1] and the signing key of
the FVS scheme (which plays the same role as the helper data)
to the user. If the user does not store his/her helper data (or
signing key) in the server and stores it internally, the online
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TABLE 3. Comparison with reusable fuzzy extractor in [32].

| n | p | TheSizeof Helper data
512 3.00 MB
[32] 1024 0.2 1.59 MB
2048 7.80 MB
512 0.031 MB
Ours 1024 0.2 0.063 MB
2048 0.125 MB

TABLE 4. Comparison with reusable fuzzy extractors.

. Handling Standard
‘ Reusability Ourliers Assumptions
Canetti et al. [1] (6] (0] X
Apon et al. [34] o X (6]
Wen et al. [35] (6] X (6]
Cheon et al. [32] (6] (0] X
Wen et al. [36] o X (6]
Ours | o o (0)

bandwidth in Table 2 denotes the storage required on the
user side.

Recently, several reusable fuzzy extractor schemes have
been introduced [32], [34]-[36]. In [34]-[36], the size of
the helper data has been reduced compared to [1], but they
are not capable of handling the outliers in the user’s fuzzy
data. In [32], Cheon et al. have modified the reusable fuzzy
extractor proposed in [1] and reduced the size of helper
data by adopting a threshold scheme. However, this scheme
still requires much more storage space as compared to ours.
In Table 3, we describe the size of each user’s helper data
when the security level is 80 and the error rate is 0.2. At the
80-bit security level, |G| is 171-bit [33], and the size of
helper data in our FVS scheme is (3n 4+ 1)|Gq|. As for the
scheme of [32], the parameters shown in Table 2 of [32] are
used as such.

1) TRADE-OFF WITH THE SIZE OF VERIFICATION KEY

In the proposed FVS scheme, the size of the verification
key is (|G| + d - 3|Gy| + d - £ - logn)-bit, which is size-
able even considering the server storage capacity. At the
128-bit security level, the size of the element in the G
group (used in the asymmetric bilinear group) is 3,072-bit,
ie., |Gy] =3,072[33].1fd = 1.73 x 107, n = 128, and
¢ = 100, the size of the verification key is approximately
20 GB. Nevertheless, FVS is desirable in that it significantly
reduces storage and computational costs on the user side.
And for the server, FVS can be advantageous in shortening
verification time because it uses the threshold concept. The
server only needs to repeat the verification process until there
is one success. This means it does not have to repeat all
d times. In addition, by applying various implementation-
oriented techniques such as the multi-threading method or
by adjusting parameters, the computational cost (of the
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TABLE 5. Experimental result for FVS (time: msec).

‘ Tests (60/80/100 bits) ‘ Sign ‘ Verify

Test1: 60bits, p=1.6% 541 1144

d224-224 Test2: 80bits, p=1.2% 724 1560
Test3: 100bits, p=1% 895 2002

Test1l: 60bits, p=1.6% 1437 2649
Test 3: 100bits, p=1% 2430 4412

d347-337 Test2: 80bits, p=1.2% 1918 3689

server) can be brought down to a reasonable level (as shown
in Section V-D).

D. EXPERIMENTAL RESULT

We give some empirical results regarding computation over-
head. For a private fuzzy data, we can consider binary strings
extracted from biometrics with a reasonably low error rate.
For example, as shown in [37], a sufficiently long bit-string
can be extracted from a fingerprint information with about
1% EER (equal error rate). Our test assumes that the bit-
length of a private fuzzy data is more than 60 bits and its error
rate is about 1% EER. Note that we can extract fuzzy data of
sufficient length (with enough entropy) to provide a high level
of security by combining various features of the user, like the
multimodal biometric system [25]-[27]. In addition, we can
configure the system parameters so that the EER is close
to 1%.

The test of generation of a fuzzy signature (for a client
or a user) was performed on Intel Core(TM) 17-4770K CPU
clocked at 3.50GHz and 16GB RAM on the Windows 10 64bit
OS. The test of verification of a fuzzy signature (for a server)
was performed on Intel Core(TM) i7-6700U CPU clocked
at 3.40GHz and 8GB RAM on the Windows10 64bit OS. It
applied the JAVA multi-threading method (i.e., ExecutorSer-
vice [38]) to improve the processing speed of the verification.
We make use of two d-type curves called d224-224 and d347-
337 from the PBC library [39] and the JPBC library [39], [40]
running on top of Gnu GMP [41]. Refer to the parameters for
d224-224 and d347-337 curve® in Appendix. Every test result
is the average of 100 tests. Table 5 shows the running time
of signature generation and signature verification of our FVS
scheme.

e Testl:n=060,p=1.6%,£=59,t=1,d =60

e Test2:n=80,p=12%,£=79,t=1,d =80

e Test3:n=100,p=1%,£=99,t =1,d = 100

VI. APPLICATION

In this section, we propose a secure fuzzy authentication
protocol using the fuzzy vector signature (FVS) scheme with
a challenge-response mechanism. In fuzzy authentication,
noisy and fuzzy data (for example, biometric information
such as fingerprint or iris) are used as authentication methods,

6d224-224 and d347-337 provide 1344-bits and 2022-bits of security
which are comparable to that provided by 1344-bit and 2022-bit RSA cryp-
tosystems, respectively.
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and therefore, it is important to address errors that occur dur-
ing the authentication process. Recently, fuzzy data in authen-
tication have also resulted in a number of privacy issues [7],
[8], [42]. The proposed fuzzy authentication protocol has the

following advantages:
« Authentication can be performed while handling fine

errors, as well as in the presence of outliers in fuzzy data.

« No information about the fuzzy data can be obtained
from the values stored in the authentication server, thus
ensuring user privacy for malicious servers.

« No information about the fuzzy data associated with the
transmitted value can be obtained from the authentica-
tion process, so that a malicious external attacker can
not compromise the user privacy.

Note that other fuzzy signature schemes can be employed
in the fuzzy authentication protocol in a similar manner.
However, none of them provide VK privacy (introduced in
Section IV-B), and therefore fuzzy authentication protocols
employing them are also vulnerable to malicious servers. On
the other hand, the proposed fuzzy vector signature scheme
provides VK privacy, and thus the fuzzy authentication pro-
tocol based on it is more secure.

The proposed fuzzy authentication protocol consists of two
phases. In the enrollment phase, a user generates a signing
key and a verification key and registers them with an authen-
tication server. In the authentication phase, a user generates a
signature and authenticates himself/herself as an authorized
user (i.e., registered in advance in the enrollment phase) to
the server. Let FVS = (FVS.Setup, FVS.Sign, FVS.Vrfy)
be the underlying FVS scheme. The fuzzy authentication
protocol is described as follows:

» Enrollment Phase
1) User: On the input of a security level 1%, the user

generates a signing key and a verification key, denoted

by skip and vkjp, respectively, as follows:
o Recognize his/her fuzzy data and extracts features

W = Wi, ..., wy) € ZZ from it
o Run FVS.Setup (%, n, W, 1) = (skip, vkip)

Note that the vector length n and the threshold value ¢
are set according to system policies. The user transmits
a key pair (skjp, vkjp) along with his/her identity ID to
the server.

2) Server: The authentication server stores a pair
(ID, skip, vkip) and completes the registration of the
user.

» Authentication Phase

1) User: The user starts an authentication process by trans-
mitting his/her identity, ID, to the server.

2) Server: The server chooses a random value R and
transmits it as a challenge to the user along with the
corresponding signing key skjp.

3) User: The user generates a signature ¢ as follows:

« Recognize his/her fuzzy data and extracts features
W= Wi, ....,w)) € Zj, from it
« Run FVS.Sign (sk;p, W.,R) —> o
The user transmits a signature o to the server.
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4) Server: The server imports the verification key vkjp
corresponding to the user’s identity ID, stored in DB.
The server then verifies the signature o (transmitted
from the user) by using a challenge R and vkpp.

e Run FVS.Vrfy (vkjp, o, R) — 1/0

If the verification succeeds, the server authenticates the
user and completes the authentication process.

VIi. CONCLUSION
In this paper, we propose a new primitive for fuzzy authenti-

cation, which is called fuzzy vector signature (FVS) scheme.
In the FVS scheme, the verification key and signature are
derived from the user’s fuzzy data (such as biometrics). Even
if the fuzzy data is extracted from the same user, subtle
differences are likely to occur each time it is extracted.
If the difference between two fuzzy data used to generate
the verification key and the signature is within the threshold,
the signature is successfully verified with the verification key,
despite the existence of a few outliers. In addition, our FVS
scheme is reusable, which means that multiple verification
keys generated from the same fuzzy data can be registered in
various application services. Compared to the reusable fuzzy
extractor [1], the proposed FVS scheme significantly reduces
network bandwidth usage (or the amount of storage required
on the user side).

We also propose a privacy-preserving fuzzy authentication
protocol based on the FVS scheme. Since our FVS scheme
provides VK privacy, the user can publicly store his/her key
pair in a (potentially malicious) server. That is, the user is

TABLE 6. The d224-224 curve.

15028799613985034465755506450771565229282832217360

q 390155996483840017

n 15028799613985034465755506450771561352583254744125
(=7) | 520639296541195021
18712241636246666318600924391289390599449783471422
a 92177323825642096
97955017233433805471441520067766531493064661380127
30640114125605701
3 6
11522474695025217370062603013790980334538096429455
68911422202491218443231922839320465038366178186480
60762472595563783505416699943448784301362027149457
61488385890619925553457668158504202786580559970945
nk | 93665763685534671359888806751621463485933055463450
57671984158571504793459447217103562740477075361562
96215573412763735135600953865419000398920292535215
75729153930752563967520459793891950480742723873581
1520
5101491593668426560490048719525616084810357 1244274
64885533247566165830450631630100611288717727734501
0864012988 1278296554492564248710245003685979894623
73813062189274150916552689262852603254011248502356
739907870646157347208177913739804037628 15429385139
70473990787064615734720
1197518925825969716625703782522753693 1446707944632
coefo | 470051111859446192
13433042200347934827742738095249546804006687562088
coefi | 554057411901362771
83274645211177912380791051754481220067598636255080
coefa | 43495770887411614
14272136330217603734034693678007035353854159377030
4T 1 1992936740616924

hk
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not required to store any information in a secure manner on
the user side, and only the user’s fuzzy data is the secret
information required during the online authentication. In
addition, since the FVS scheme provides anonymity and
(strong existential) unforgeability, our fuzzy authentication
protocol is secure against malicious external attackers as well
as malicious servers. Therefore, the proposed fuzzy authen-
tication protocol can be used in a variety of environments
where the user’s fuzzy data is used as an authentication means
and also where its privacy needs to be protected.

APPENDIX. CURVE PARAMETERS FOR BILINEAR MAP
We give curve parameters of bilinear maps used for our

experiments. In the tables, nk denotes the order of E (Fqk) and
hk = nk /r* where E (IF4) is the elliptic curve group over the
finite filed IF «. k is the embedding degree of E(IFy) and ngr

TABLE 7. The d347-337 curve.

24972531972773091970047504559154578768290350788822
q 07313959589083032793711645453572215225471727318121
16737
24972531972773091970047504559154578768290350788822
n 07471986586690318530468547625454849612088278649529
0747198
48451780083376519605842930015239476859762811720420
78097022926777358860845826866872683130106669737741
12395295465250377456023370036375109560819670668039
a 41306064336882627730387711389256650368874421934576
18817
82635303101669183040155800242500730405464471120262
b 75373762245884184869251409261711002459162812897174
5878

k 6
24253558466323407031127465350505549100248082976028
20765688850784030905737990488895316046919029172021
50159242077646320887757837851695744694034088415050
41557667161805153916679281645596913492564742229912
61024393828607044943787164840021675390693945752157
81136869457466522465313196572791804438622104663532
nk 51561507601079972486153131873951978711491602059888
40524113006107623899881815734841107492078387718224
14652174675926338859528358392513080135410771757961
19804753492495426543103942557528360207641806362805
20956646751313314093051046599566756971816247756694
35281362517139411681291771868286960884224448963717
259684410245843410820213760
10331324254211998279180554424513794447840337639749
38825313590117775222088956463969092413415461297671
29538180297100787704981808960175703400900330466273
00002811462365766412735865813293864289544687143691
hk 16220142840883324680549443853622542600826299258213
97479799883320200057379843304791587138969847971544
73267924033165551652814770833906625846176149565957
91946792776452676021646474154569175587589996490428
2279304666011994736190376960
87626883427165304829980639356908782703478393995270
coefg | 59703120538057729385517833798680648628509403425868
0019
66352582946254754152695384240647620246216945439531
coefy | 19415328425741738519381739087665169356198075001608
2297
36250842861253315794940433278120223632574792287609
coefy | 29013349276966588677569265059227821848949565571044
4419
11236312148906982711759204113774723717478862153327
nqr 40102665929483229631144617838839600836529504420154
09388
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is a quadratic non-residue, and coef; and coef; are used to
define an irreducible polynomial. The curves are defined over
the finite filed I, with y? = x3 4 ax + b. The bilinear group
G on this curve has order n [39].
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