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ABSTRACT Relationships between terrorists are amorphous, invisible, distributed, and dispersed. The
information on these networks is often incomplete and even erroneous. The key to disrupting the terrorists’
network is to find the critical nodes whose removal will lead to network collapse, and however, most of
the previous studies are based directly on the observed networks while neglecting an important fact that the
observed networks may be incomplete. In this paper, we address the terrorist network disintegration problem
based on link prediction. An effective method is proposed to find the critical nodes by the assistance of a
link prediction algorithm. We make a case study of September 11th hijackers to illustrate our method. Five
different disintegration strategies are applied to validate our method. The result shows that, with no more
than 40% magnitude of missing information, by using the link prediction method to recover partial missing
relationships information, our method can improve the network disintegration performance remarkably.
Besides, we find that when the size of missing information is not too much, our method even outperforms
than the results based on complete information. We refer to this phenomenon as the ‘‘comic effect’’ of link
prediction, which means that the original network has been reshaped through the addition of some links
by link prediction. As a result, the reshaped network is like an exaggerated but characteristic comic of the
original one, where the important parts are emphasized.

INDEX TERMS Terrorist network, network disintegration, link prediction, network analysis.

I. INTRODUCTION
Terrorism is an extreme behavior caused by misunderstand-
ing and ineffective communication between groups, ethnic or
countries, whichmakes serious harm to society [1]–[3]. Since
the start of this century, terrorist activities have occurred
more frequent and rampant around the globe. The 2001 plane
hijackings in the United States that killed some 3000 people,
and the 2004 Madrid train bombings in Spain that killed
190 people and made some 1500 civilians injured. In 2005,
a series of bombing in the most popular tourist destinations
Bali made a huge negative impact on visitors, while the
2008 terrorist attacks in the financial center Mumbai seri-
ously hindered its economic development. We were all shock
by kinds of tragic events. As covert organizations, they are
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amorphous, invisible, distributed and dispersed. It is very
important to attack and disrupt them for making our nation
safer.

The disintegration strategy of terrorist organization
network has been the focus of attention in the academic
community for a long time, which has experienced a tremen-
dous growth since September 11th attack [4]–[7]. With social
network analysis (SNA) introduced [8]–[10], the terrorist
organization can be abstracted into networks according to
the relationship between staffs themselves [11], staffs and
network resources, skills and tasks [3] or staffs and their
locations [12]. SNA introduced both visual and mathemat-
ical analysis to staffs relationships, such as, centrality [13],
betweenness [14], closeness [15], which indicates various
roles of nodes in a network, for example, leaders, gatekeep-
ers, followers and facilitators, etc. These network analysis
measures can help us gain a better view of terrorist networks
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in revealing importance and vulnerabilities of nodes. Many
disintegration strategies and models have been provided
based on staff relationship network model. Husssain [16]
estimate the extent of information damage, the network
function destroy and the technical support loss to evaluate
the attack result. Wiil et al. [18] and Memon et al. [19], [20]
gives the disruption strategy to removing key targets based
on network centrality, location centrality, and network effi-
ciency. Carley [20] estimates the different performance of
network after key staffs deleted. Lefebvre et al. [21] provides
a strategy based on the sequence theory to evaluate the
disintegration extent of terrorist organization.

In the early works on network disintegration, due to the
difficulty in collecting and accessing reliable data, previ-
ous studies of terrorist network usually used unreliable data
sources such as news stories and media-generated incident
databases, or assumed that the decision maker can obtain
the perfect information on the network structure [22]–[26].
However, the perfect information on the network structure
is not always available in many realistic cases, especial in
terrorist networks. As for the terrorist attack, we may catch
many suspects but we have to interrogate them one by one
to get their relationship for capturing the structure of their
organization, which is usually costly and even infeasible.
It inspires us to focus on an important and frequent scenario
of imperfect information, i.e., the information of partial links
is missing which means we get the targets but we do not
know the whole relationships. If we could predict and recover
some missing relationships, it will save the cost of inquiry
and guide us in understanding the link mechanism of terrorist
networks.

As a data mining process, link prediction aims at esti-
mating the likelihood of the existence of a link based on
observed links and the attributes of nodes, which has emerged
as an invaluable tool in many branches of modern infor-
mation science [27]–[32]. Many algorithms have been pro-
posed based on different theory, including Markov chains,
similarity-based indices, statistical models, maximum like-
lihood methods and probabilistic models [28]. Considering
the node attributes are generally hidden in the terrorist net-
work, it may fail for some algorithms which based on node
attributes. Thus, we employ the structural similarity algo-
rithms, which is based solely on the topology structure of
network.

In this article, we introduce link prediction as a guideline
for attackers to improve the effect of network disintegration
when facing the missing information scenario. The rest of
this article is structured as follows. In Sec.II, we will present
the mathematical description of link prediction and then pro-
pose a terrorist network disintegration model with incomplete
link information based on link prediction, then we proved
the validity of the model through numerical simulations in
Sec.III. We firstly compare twenty link prediction algorithms
and choose one suitable for the September 11th hijackers
network, and analyze the impact of link prediction on effect of
network disintegration. Furthermore, we validate our method

in other different disintegration strategies. Finally, conclu-
sions and discussions are presented in Sec.IV.

II. MODEL OF DISINTEGRATION OF TERRORIST
NETWORKS BASED ON LINK PREDICTION
Considering the relationship between staffs, a terrorist net-
work formalized in terms of a simple undirected graph G =
(V ,E), where V is the set of staffs (nodes), and E is the set of
relations between staffs (links). Multiple links and self-loops
are not allowed. Let N = |V | andW = |E| be the number of
nodes and number of links, respectively. Let di be the degree
of node vi, where the degree of a node is the number of links
connected to the node.

Assume that all nodes are known but information of partial
links is missing. Denote by EO the set of links which can
be observed and EM the set of missing links, respectively.
Therefore, GO = (V ,EO) is the observed network. Clearly,
we have EO+EM = E , and we define α = |EM | /W (∈
[0, 1]) as the magnitude of missing link information. Denote
by EU = V × V the universal set which has the whole
N (N − 1)/2 possible links. Obviously, link prediction is a
technique to infer the invisible part based on the knowledge
of observed part, and we employed it to recover the missing
links from EM . Denote by �P = EU − EO the space of
link prediction, and denote by EP ⊆ �P the set of predicted
links. Therefore, through adding predicted links from EP,
GP = (V ,EO ∪ EP) is the improved network. Denote by
the ratio β = |EP| / |EO| as the magnitude of additional
link information. Due to the inaccuracy of link prediction,
EP 6= EM . Denote by E+ = EP ∩ EM the set of links
that are predicted rightly. The mathematical diagram for link
prediction problem in Fig.1 illustrates the description of link
prediction intuitionally.

FIGURE 1. Mathematical diagram for link prediction problem. The
rectangle represents the set of links E , i.e., the complete information,
which is divided into two parts: The triangle is the observed part EO,
the rest of the rectangle is the invisible (missing) part EM . The hexagon
represents the set of predicted links, namely EP . The polygon filled by
stripes represents the set of links that are predicted right, namely E+. The
circle represents the universal set containing all possible links EU .
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Assume that once a target is attacked (i.e., captured or
killed), all relationships of the target are cut off. Thus,
We consider the node attack approaches in this study and
assume that the attached links are removed if the node is
attacked. Denote by V̂ ⊆ V the set of nodes that are attacked
(i.e., targets) and Ê ⊆ E the set of the attached links (i.e.,
relationships). Then we obtain the network Ĝ = (V − V̂ ,
E − Ê) after attacks. Denote by the ratio f =

∣∣∣V̂ ∣∣∣ /N ∈
[0, 1] as the strength coefficient of node attacks. There are
many alternative attack strategies [33]. Here the most com-
mon ‘‘degree centrality strategy’’ was used to identify the
leaders in the September 11th network, i.e., high degree nodes
indicate high levels of activity and wide influence, which
means the hijackers with high degrees are likely to be the
leaders of the network. It will be attacked firstly.

Denote by d̂i be the degree of node vi in GO and denote
by d̃i be the degree of node vi in GP. With the assistance of
link prediction, we remove nodes in the descending order of
the node degree d̃i, and we compare this disintegration effect
with the operation that removes nodes in the descending
order of the node degree d̂i directly based on the observed
network GO. To measure the disintegration effect in detail,
we apply the measure R [24], [34], which evaluates the size
of the largest connected cluster during the malicious attack on
nodes. As the attack strength coefficient f increases, the net-
work will eventually collapse. The smaller the R is, the more
efficient disintegration effect is. The definition of R is

R =
1

N + 1

N∑
Q=0

S (Q) (1)

III. EXPERIMENTAL RESULTS
A. DATA DESCRIPTION
The September 11th incident was a series of coordinated
attacks against the United States and thousands of innocent
people were killed [11]. In this article, we applied our method
on the September 11th hijackers network as a case study of
the terrorist network, which contains 62 nodes and 153 links.
A node represents a terrorist, and a link between two ter-
rorists shows that there is a social relation between the two
terrorists, which includes friendship and co-participating in
training camps or previous attacks. Our visualization provides
an intuitive and clear view of the overall September 11th

hijackers network (See Fig.2). For example, Mohamed Atta
(the largest yellow node), the leader of the central member
clump, had 33 links to other hijackers and ranked the first in
degree.

B. LINK PREDICTION METHODS
The simplest framework for link prediction is the
similarity-based algorithm, where each pair of nodes, x and y,
is assigned a score Sxy, denoting the similarity between them.
All non-observed links are ranked according to their scores,
and the links connecting more similar nodes are assumed to
have higher likelihoods of existing. In this study, in order to

FIGURE 2. September 11th hijackers terrorists network. Each node
represents a terrorist, and link connected by two terrorists means they
have a direct relationship. The size of the nodes is proportional to their
degree value, the color of nodes is proportional to different airplanes
hijacked based on the modularity algorithm provided by Lambiotte [35].

TABLE 1. Algorithmic accuracies of twenty different indices based on the
September 11th hijackers network measured by AUC and precision. The
training set contains 90% of the known links. Each result was obtained by
averaging 100 implementations with independent random divisions into
training and probe sets.

choose a suitable index for September 11th hijackers network,
we evaluated twenty different similarity-based algorithms,
which are classified according to three categories: nine
local similarity indices, three global similarity indices, six
quasi-local indices, and two other similarity-based indices.
More details of these algorithms were given a previous
review [28].

The AUC and precision accuracies of these methods on
September 11th hijackers network are shown in Table 1.
In the experiment, the training set contains 90% of links, and
the remaining 10% of links constitute the probe set. As for
precision, empirical analysis shows that L usually ranges
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FIGURE 3. The critical attack strength coefficient fc versus the magnitude of link prediction information β with various magnitude of
missing link information α. The results are averaged over 100 independent realizations. The light grey lines represent the ‘‘valid prediction
area’’ and the dark grey lines represent the ‘‘excessive prediction area’’. The dash dotted lines are the reference lines, which represent the
case of complete link information α = 0.

from 10 to 100, and the precision tends to decrease with the
increasing of L [36]. Here, we set L = 15, which equals to the
unknown links. Generally speaking, the local indices perform
better than the quasi-local ones, and the global similarity
indices have poor performance. The result shows that RA
performs best among all the common-neighbor-based indices
on the September 11th hijackers network. Thus, we employ
RA to predict missing links in the following experiment.
Resource Allocation (RA) index [37] is motivated by the
resource allocation dynamics on networks. Consider a pair of
nodes, x and y, which are not directly connected. The node x
can send some resource to y, with their common neighbors
being transmitters. The similarity between x and y can be
defined as the amount of resource y received from x. The
mathematical expressions are

SRAxy =
∑

z∈0(x)∩0(y)

1
kz

(2)

C. IMPACT OF LINK PREDICTION ON THE
DISINTEGRATION EFFECT
We applied our method on the terrorists network of Septem-
ber 11th hijackers [11] to analyze the impact of link
prediction. The resource allocation (RA) link prediction
algorithm [37] is chosen to predict the missing links in net-
work, and we present the measure of network damage R on
the magnitude of link prediction information β. For compar-
ison, we also calculate the R0 under the ideal case, i.e., com-
plete information, α = 0.

It is obvious that link prediction has a considerable impact
on the disintegration effect. From Fig. 3(a) to Fig. 3(d),

we can see that R shifts gradually to top-left with the increas-
ing number of missing links. We find that there exists an
optimal magnitude of link prediction β∗, where we can get
the optimal network disintegration effect. For α = 0.1 to
α = 0.4, R first decreases with β and we call the region[
0, β∗

]
‘‘valid prediction’’, shown as the light blue curves.

With the β increasing, then R begin to increase. Obviously,
the region(β∗, βmax) is the ‘‘excessive prediction’’ because
any additional predicted links will bring negative effects on
the performance of network disintegration, shown as the dark
blue curves. It is important to note that, when α is large
enough, for example, α ≥ 0.5, there is no ‘‘valid prediction
area’’, thus β∗ = 0, shown in the Fig. 3(e). It Indicates that,
if more than half links are missing, link prediction will have
a negative effect on the network disintegration performance.
Facing a large amount of missing information, link prediction
cannot capture valid structural similarity information based
on the observation networks in order to make a correct pre-
diction. As a result, the prediction accuracy is very low, any
adding links will bring more noise [38].

Moreover, we observe that, with missing link information
α = 0.1, there exists an area in which the disintegration effect
of our method is even better than the ideal case, R0, shown
as the grey dash dotted lines. We refer to this phenomenon
as the ‘‘comic effect’’ of link prediction. It can be explained
that the link prediction amplifies the heterogeneity of node
importance and reshape the network structure like drawing
an exaggerated and characteristic comic. In fact, in the view
of network disintegration, we concern the structure recover
rather than the links recover. as a tool to capture the network
structural similarity, the links added by link prediction have
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TABLE 2. The precision of top 10 terrorists versus the magnitude of missing link information. The bold name means the accuracy prediction and the italic
name means a new node do not belong to the Top 10. Salem Alhazmi, Fayez Ahmed, Djamal Beghal and Zaoarias Moussaouri have the same degree,
we choose Salem Alhazmi because it has a larger betweenness centrality.

a strong trend to emphasize the network structure which we
have known. the links may be connected to wrong nodes that
wemay not recover every link exactly, however, through these
links added, we capture the structural characteristics which is
really critical in network disintegration. This result implies
that in some cases we can reconstruct the original network to
improve the effect of network disintegration.

In Table. 2, we list the top 10 hijackers based on the degree
centrality strategy as key nodes. We show the precision of
them to see how the link prediction works in recovering their
relationships. We list the recovery of key nodes with the
different ratios of missing information. In the table, the bold
name indicates that link prediction not only helps us find
the correct important nodes, but also accurately predicts the
ordering of nodes. We call it complete accurate recovery; the
unconsolidated text indicates that important nodes are found
through prediction, But the original order of the nodes is
wrong; the italic names indicate that the important characters
given by the link prediction are not among the original ten
important nodes, which we call noise nodes.

We can see that when the ratio of missing information
α < 0.4, half of the key nodes can be completely recovered
through link prediction, and the link prediction can always
make the top three nodes right. For α = 0.1 to α = 0.4,
the number of noise nodes is no more than three, and they
are all ranked at the lower end of the table. This proves that
the introduction of link prediction technology can effectively
find the important nodes to improve the disintegration effect.
When the ratio of missing information α = 0.5, the link
prediction can basically make the top three nodes right. As for
α = 0.6, nine of ten key nodes are not in their right place,
which means adding kinks based on link prediction will
be counterproductive for the network disintegration. These

results show that when the link information is not complete,
adding a proper number of predicted links can efficiently
improve the performance of network disintegration. It is true
that link prediction cannot completely recover all the missing
relationships in September 11th hijackers network. However,
in the process of finding the right links and reconstructing the
network, through calculating the structure similarity, the link
connection mechanism can be better explained and we can
partly put the right ranking of node importance back under the
view of various disintegration strategies (i.e., degree in degree
centrality, betweenness in betweenness centrality), which is
really critical in network disintegration.

To explore the impact of link prediction on the disinte-
gration effect clearly, we show the critical attack strength
coefficient without link prediction R̃, comparing with the
optimal critical attack strength coefficient R∗ in Fig. 3(f).
The difference between R∗ and R̃ indicates the contribution
of the additional links predicted by link prediction algorithm.
We find that our method can improve the effect of network
disintegration even for α ∈ (0, 0.5). It means the contribution
of link prediction is efficient and stable.

D. COMPARISON WITH OTHER DISINTEGRATION
STRATEGIES
As we mentioned, there are also some alternative disintegra-
tion strategies. Most researches about the network disintegra-
tion problem are concerned either with neighborhood-based
centrality disintegration strategies or path-based centrality
disintegration strategies. The basic disintegration strategy is
the neighborhood-based centralities, such as the degree cen-
trality strategy using in this article and local centrality strat-
egy. Besides, some path-based structural centralities making
disintegration strategies more destructive could obtain better
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FIGURE 4. The histograms of disintegration effect with various magnitude
of missing link information α. The yellow bars represent the R∗ value
based on the improved network reconstructed by the optimal
magnitude β∗, with the assistance of link prediction. While the blue bars
represent the R̃ value based on the observed network. Two bars form a
group that calculated by the same disintegration strategy, which is
marked below on the horizontal axis.

disintegration effect, such as betweenness centrality [39], and
closeness centrality [15]. However, they are not convenient to
execute in large networks because of their high computation
complexity.

In the experiment above, we employ most common
‘‘degree centrality strategy’’ to measure the important nodes,
i.e., a terrorist with high degree has the potential to spread
news or views to more partners directly. In fact, considering
the structure of terrorist network are amorphous and dis-
tributed, the meanings of importance are wide from different
aspects, and the criteria of vital nodes are diverse. For exam-
ple, from the viewpoint of information dissemination, the ter-
rorist who has the potential to spread the information faster
and vaster is more vital, which should be largely affected
by the paths of propagation. Therefore, a straightforward
and efficient method is to directly count the distance a node

FIGURE 5. The relative size of the largest connected component (LCC)
versus four different disintegration strategies under 30% missing link
information. The yellow lines represent attacking with optimal link
prediction information, and the blue lines represent attacking without
link prediction. The results are averaged over 100 independent
realizations of link prediction.

from all other nodes, resulting in the closeness centrality.
It inspires us to test the effectiveness of our model under
various disintegration strategies. In the following experiment,
we will evaluate how the efficiency of our model varies
when applying different types of disintegration strategies.
We applied four structural centralities as the node removal
criterion of disintegration strategy as follows: local cen-
trality strategy [40], betweenness centrality, closeness cen-
trality and eigenvector centrality [41]. Nodes are orderly
deleted according to the descending order of these structural
centralities.

In Fig. 4, we show the disintegration effect versus four
different disintegration strategies, with the missing link infor-
mation α from 0.1 to 0.4. As we know, the lower value of
R is corresponding to more destructive disintegration effect,
we can observe that our model has a better destructive effect
in each situation. It is worth to note that, our model is more
effective by using the path-based centrality disintegration
strategies, which may indicates that the recovery of informa-
tion dissemination are more vital for the disintegration of the
terrorist network.

Furthermore, we are also interested in the process of the
network suffers a big damage until completely collapsing.
The relative size of the largest connected component (LCC)
means the fraction of nodes in the giant component after
nodes attacks during the attacking can report this process.
We denote the measure function of network performance
by 0. In detail, 0 stands for the relative size of the largest
connected component (LCC) of the corresponding network.
Denote by V̂ ⊆ V the removed nodes set, and X =

[x1, x2, . . . xN ] be the disintegration strategy, where xi =
1 once vi ∈ V̂ , or xi = 0. Then, the disintegration
effect of disintegration strategy as the degradation of network
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performance after node removal should be 8(X) = 0 (G)−
0
(
Ĝ
)
≥ 0. The Fig.5 shows the relative size of the largest

connected component (LCC) as a function of attack strength
coefficient f with magnitude of missing link information
30%. We find that the yellow curves decrease faster than
blue curves, especially at the beginning of the disintegration,
which makes the LCC fast down below 0.5. In general,
the area between two curves in each subgraph demonstrates
the improvement of the effect of network disintegration due
to link prediction.

IV. CONCLUSION AND DISCUSSION
The network disintegration with incomplete link information
is an important and challenging problem. It is very important
for us to understand the structures and functions of terrorist
networks to fight with terrorism efficiently. Considering the
difficulty in collecting and accessing reliable data, in this
article, we propose a disintegration model based on link
prediction faced the situation of incomplete information.
We use link prediction to manage our strategies by detect-
ing and recovering some missing links. In the case study
of the September 11th hijackers network, we find that link
prediction can improve attack result and save cost. Besides,
we validate ourmethod in other different disintegration strate-
gies, such as local centrality strategy, betweenness central-
ity, closeness centrality and eigenvector centrality. Moreover,
we found with surprise that if the magnitude of missing link
information is not too large, the effect of network disintegra-
tion with the assistance of link prediction even can be better
than the case of complete link information. We called this
phenomenon the ‘‘comic effect’’ of link prediction. Although,
by the assistance of link prediction, our model does not
recover the missing information completely, it reshapes the
network just like an exaggerated but characteristic comic.
As a result, the importance of the key nodes is emphasized
by adding a number of predicted links. This may provide
useful insights into developing effective strategies of terrorist
network disintegration facing incomplete link information.
There are several future research directions to pursue. Dif-
ferent from typical social networks, terrorist organizations
tend to be more cellular and distributed. For real applica-
tions, how to obtain the optimal magnitude of link prediction
information for real networks is still an open and challenging
problem, as we usually do not know the portion of missing
links and thus it is difficult to evaluate the algorithm’s per-
formance. Besides, our model is a particular approach based
on the relationship between staffs. Lacking in this study and
an interesting area for future studies, we should consider the
resources, skills, tasks in network, both structure and nodes
properties. In addition, the comic effect of link predictionmay
exist in many backgrounds, not only in the network disinte-
gration. For example, the link prediction can not only help
to improve the classification accuracy of partially labeled
networks but also be used in recommender systems [42].
We believe this paper may attract extensive interest and create
discussion.

APPENDIX I. THE 62 MENBERS OF THE 9/11 HIJACKERS
NETWORK

TABLE 3. The names of the September 11th hijackers.
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