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ABSTRACT In the VANET systems, the leakage of some sensitive data or communication information will
cause heavy losses for life and property. Then, a higher security level is required in the VANET systems.
Meanwhile, fast computation powers are needed by devices with limited computing resources. Thus, a secure
and lightweight privacy-preserving protocol for VANETs is urgent. In this paper, we first propose an
identity-based signature that achieves unforgeability against chosen-message attack without random oracle.
In order to reduce the computational cost, we design two secure and efficient outsourcing algorithms for
the exponential operations, where a homomorphic mapping based on matrices conjugate operation is used
to achieve the security of both exponent and base numbers. Furthermore, we construct a privacy-preserving
protocol for VANETs by using outsourcing computing and the proposed IBS, where a proxy re-signature
scheme is presented for authentications. In the VANET privacy-preserving protocol, TA authorizes RSU
to act as an agent and RUS converts OBU’s signature into TA’s signature, which effectively hides the real
identity of vehicle OBU.Meanwhile, TA has access to trace the real identity of OBU using its secret keywhen
malicious messages are found. Then, the protocol provides anonymity, traceability, and privacy. In addition,
with respect to the efficiency, our scheme does not need pairing operations and exponential operations. Thus,
the calculation burdens for the VANET system can be significantly reduced.

INDEX TERMS Identity-based signature, VANETs privacy-preserving protocol, outsourcing computing.

I. INTRODUCTION
The Internet of thing (IoT) is a network that realizes overall
interconnection of people and people, people and objects,
objects and objects. The main feature of IoT is to obtain
information from the physical world using radio frequency
identification and sensors, and then transmit information
by Internet and mobile communication networks [2], [11],
[13], [32]. Intelligent computing technologies are adopted to
analyze and process information, so as to enhance the percep-
tion of the material world and achieve intelligent decision-
making and controlling. IoTs can be applied to military,
industrial, power grid and water network, transportation,
logistics, energy saving, environmental protection, medical
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and health, smart home and other fields. However, facing var-
ious attacks [9] in the open environment, to achieve data pri-
vacy is one challenge in the applications of IoTs. For example,
personal hobbies, shopping habits and tourist routes are gen-
erally personal privacy information, and related to the safety
of users’ lives and property. Therefore, users’ data security,
identity privacy and location privacy will directly affect the
development and popularization of IoTs [1], [20], [28], [33].
In this work, we mainly study privacy-preserving issues [10],
[15], [31] for vehicular ad hoc networks (VANET) that is an
important branch of IoTs [3], [30].

VANET is a self-organizing traffic information system that
supports fast mobile communications. Under the background
of intelligent transportations, VANET is convenient for the
communications between any two vehicles. The vehicles can
realize the information sharing and exchanging, where the
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driver uses the emergency alarm to deal with the dangers
in time, and adjust the route based on traffic information
to avoid traffic accidents and congestions. This system con-
tains three parties, Trusted authorities (TA), On Board Unit
(OBU) and Road Side Unit (RSU). The responsibility of
TA is to do identity authentication, certificate distribution,
revocation management and information storage for each
node in VANETs, and TA can be regarded as an author-
ity center; OBU is a vehicle node, which is equivalent to
the mobile terminal in the communication system. RSU is
a roadside infrastructure node, and this node is similar to
the communication base station in communication systems.
For instance, it is often built on the roadside gas stations,
restaurants, shops and other fixed network communication
devices. Some simple RSUs can also be set up in the street
lamps, traffic signs and other existing road infrastructures.
Vehicular ad hoc networks allow communications between
two OBUs or between OBU and RSU by Dedicated Short
Range Communication (DSRC). In VANETs, each vehicle
enables to periodically broadcast its basic vehicle information
and traffic accidents in real time. This fact can make other
vehicles take corresponding measures in time and effectively
improve the traffic conditions. In addition, RSU cannot only
broadcast some related information on restaurants, hotels and
gas stations within its jurisdiction, but also broadcast road
conditions, parking warnings, and traffic information.

However, since the communications of VANETs depend
on a wireless channel within unstability, it will undoubtedly
suffer various malicious ribs and attacks, such as injecting
false information, modifying or replaying previous informa-
tion, etc. For users’ privacy information, these attacks and
threats will become safety hazard in VANET systems. The
main attacks are shown as follows: (1) Forgery information:
the adversary deliberately puts forged false information into
the VANET and gains illegal interests; (2) Illegal controlling:
the adversary illegally manipulates roadside communications
units to obtain privileged vehicles treatments such as free
trial; (3) Replay attacks: the adversary re-sends the infor-
mation recorded in the vehicle communication unit to cheat
other members in VANET systems; (4) Witch attacks: the
malicious vehicle illegally gets or occupies multiple identity
information, then issues false messages to create illusion of
traffic jams; (5) Message delaying: some malicious users
delay sending or broadcasting messages, the legitimate users
cannot handle messages in time and it may cause major life
and property loss; (6) Privacy disclosure: the adversary steals
information stored in vehicles or roadside communication
units, resulting in the disclosure of the users’ privacy infor-
mation; (7) Tampering information: after a traffic accident,
the perpetrators attacks the VANET system and tampers
the location, direction and speed of their vehicles to evade
legal responsibilities. In summary, the security of VANETs
is particularly important, since it is closely related to the
life and property of vehicle drivers. The malicious attacks
will affect the network’s operation and reduce its reliability.
Then, how to ensure the safety and privacy of VANETs

is an urgent problem. Moreover, the number of vehicles is
largely increasing, which will cause huge computational cost
for this system. Therefore, a secure and lightweight privacy-
preserving protocol for VANETs is necessary. In particular,
we can ‘‘borrow’’ the source of cloud servers to cut down the
local computational cost [7], [18], [25].
Contributions: In this work, we first propose an identity-

based signature (IBS) based on the standard RSA assumption.
This signature scheme can be proved to be unforgeable
against chosen-message attack without random oracle. Fur-
thermore, we design two secure and efficient outsourcing
algorithms for the exponential operation–ua mod n. These
outsourcing algorithms are divided into two situations based
on the secure requirements of exponent and base numbers: (1)
a is secret, u is public; (2) Both u and a are secret. Particularly,
we use a homomorphic mapping based on matrices conjugate
operation to achieve the second situation. The security of this
outsourcing algorithm depends on the intractability of integer
factorization for n and it provides verification function.
By using the outsourcing computations and the above

IBS, we construct a privacy-preserving protocol for VANETs,
where a proxy re-signature is designed and introduced for
authentications. TA authorizes RSU to act as an agent, and
RUS runs a proxy re-signature algorithm to convert OBU’s
signature into TA’s signature, which effectively hides the
real identity of OBU. At the same time, TA can quickly
and accurately trace the real identity of the OBU using its
secret key when malicious messages are found. Then the pro-
posed scheme provides anonymity, traceability and privacy.
The security of the VANETs privacy-preserving protocol is
based on the IBS’s security. In addition, with respect to the
efficiency, our scheme does not need pairing operations, and
the above outsourcing algorithms make each party avoid to
execute large exponential operations. Thus, the calculation
burdens for VANET systems can be considerably reduced.

In sum, we have the following contributions:
• We propose an identity-based signature that achieves
unforgeability against chosen-message attack without
random oracle.

• We provide some efficient outsourcing algorithms for
exponentiation computation, especially, the outsourcing
algorithm based on the homomorphic mapping.

• We construct a novel and efficient privacy-preserving
protocol for VANETs based on the above security model
and the outsourcing algorithms.

The rest of this work is organized as follows: In Section II,
the related work is given. In Section III, some basic def-
initions are reviewed and the system models are given.
Section IV presents an identity-based signature and a novel
privacy-preserving protocol. In Section V, the security and
performance analysis are shown. Finally, conclusions are
provided in Section VI.

II. RELATED WORK
For achieving the security of VANETs, the researchers
have proposed various privacy-preserving protocols based
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FIGURE 1. Traffic of VANET.

on the public key cryptographic schemes: In 2005,
Raya and Hubaux [26] proposed aVANETprivacy-preserving
scheme by using a traditional PKI technology, which protects
the real identity of OBU by periodically replacing certifi-
cates. For traceability, TA associates anonymous certificates
with real OBU by finding a maintained table. In 2007,
Lin et al. [23] first introduced group signature into VANET
privacy-preserving algorithm, where OBU does not need to
keep a large number of pseudonym keys and certificates.
In INFOCOM’08, Lu et al. [24] designed a new secure
scheme using group signature technology. The main idea is to
introduce ‘‘on-the-fly’’ short-term group-member certificates
and decrease the scope of RSU’s jurisdiction. The scheme
improves the system efficiency and solves the problem of
key escrowing. In 2010, Wu et al. [29] presented a new
scheme specifically for V2V communications, where they
introduced a threshold to protect the credibility of messages
and proposed a privacy-preserving mechanism with a priori
preserving and a posteriori preserving. In 2013, Horng et al.
[12] described a privacy-preserving scheme, which achieves
message integrity and authentication and resists collusion
attacks. In 2016, Sumreen and Karimulla [27] designed an
agent-based authentication scheme with distributed com-
puting, where the proxy server can verify multiple mes-
sages simultaneously. In 2018, Li et al. [16] constructed an
efficient certificateless public key cryptographic authenti-
cation scheme with anonymous authentication. In addition,
the scheme reduces the replication attacks and it provides a
malicious-node alarm mechanism. The above schemes have
made contributions for the security model of VANETs, we
will pay much attention to construct lightweight authentica-
tion and revocation protocols with verifiable computations
[6], [14], [19]. In the same year, some conditional privacy-
preserving authentication schemes are proposed using hash
functions [8], [17]. Compared with the previous work on
VANET’s privacy-preserving, our work will provide more
efficient algorithms by outsourcing computations and present
higher security model and the corresponding protocol.

III. PRELIMINARIES
We will review some basic secure concepts in this section.

A. DEFINITIONS
Definition 1 (Standard RSA Assumption (SRSA) [4]): Let p
and q be two large primes, and set n = pq. Randomly choose
an element y ∈ Zn and a prime number e < n. It is difficult to
compute x such that xe = y (mod n). We say that the standard
RSA assumption is a (tR, εR)-RSA assumption if for any
tR-time, the advantageAdvA of an attackerA solving the RSA
problem meets AdvA < εR.
The RSA problem provides a natural approach for design-

ing digital signatures, where the public key isN and the secret
key is (p, q, x). Then a signature will consist of (e, y), where
e depends on the given message and y is the signature. Next,
an equivalent RSA hard problem will be derived from the
following Lemma.
Lemma 1 [4]: Given α, β ∈ Z∗n and a, b ∈ Z such

that αa = βb, one can efficiently calculate γ ∈ Z∗n such
that γ = β

gcd(a,b)
a .

Definition 2 (Equivalent RSA problem (ERSA) [4]): Given
y ∈ Zn and a prime e, output α, a such that αe = ya, where
gcd(a, e) = 1.
Solving the ERSA problem is equivalent to solve the SRSA

problem. In fact, on one hand, suppose that one can output
(α, a) such that αe = ya for given y, e, where gcd(a, e) = 1.
Then, based on Lemma 1,

x = α
gcd(e,a)

a = α
1
a

can be computed efficiently. Since

xe = αe
1
a = (αe)

1
a = (ya)

1
a = y,

x is the solution of the SRSA problem. On the other hand,
if one can output x such that xe = y, then (α, a) is one solution
of the equivalent RSA problem, where a is randomly chosen
and α can be derived from αe = ya by the oracle of the SRSA
problem.

B. SECURITY MODEL OF IBS
We now describe the security model for an IBS based on
one challenge-response game between an adversary and a
challenger. In the game, the adversary is allowed to issue a
polynomial number queries of private key extraction for iden-
tities set ID and signatures for challenge identity id∗ /∈ ID.
Then the game for unforgeability against adaptively chosen
identity and message attacks is described as below.
• Setup Phase: The challenger generates and sends the
public key to the adversary.

• Query Phase: The adversary adaptively makes a polyno-
mial number of the following queries:
• It randomly selects u0 identities {idi : i = 1, · · · , u0}.
The challenger answers by running Ext algorithm to
return the private key for each query-identity idi.
• It selects a challenge identity id∗ 6= idi (i = 1, · · · , u0)
and randomly chooses l messages m1, · · · ,ml with
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respect to id∗. The challenger computes the signature
for each message by running Ext algorithm and Sign
algorithm for id∗.

• Forgery Phase: The adversary returns a signature for id∗

and m∗ (m∗ 6= mi).

C. SECURITY REQUIREMENTS FOR VANETS
The object of VANETs is to improve the efficiency of traffic
management, reduce road traffic congestion and protect the
personal safety of drivers and passengers. However, the com-
mon attacks have seriously threatened the VANET system.
A secure protocol for VANETs should satisfy the following
requirements [23], [24], [26].

• Authentication: A basic requirement for secure com-
munications is to verify the source of the transmitted
messages in VANET. Message authentication guaran-
tees that any malicious user cannot send messages in a
false name.

• Non-repudiation: Non-repudiation means that the mes-
sage sender cannot deny its transmitted message. The
false message in VANET often misleads the vehicle
users, so each user needs to be responsible for the
sent message. Non-repudiation can effectively combat
forgery attacks, that is, any malicious user fails to invest
false information into VANET.

• Integrity: Messages have not been tampered in the
course of broadcasting or sending. Integrity ensures the
authenticity and reliability of themessages and improves
the security of the system.

• Privacy: In the VANET system, some information is
related to the privacy of users, which cannot be revealed
to any unauthorized party. The confidentiality of mes-
sages can effectively combat privacy leakage and replay
attacks.

• Anonymity: Any party without permission cannot obtain
the personal information of the vehicle users or track the
vehicle users according to the transmitted information.

• Traceability: Traceability means that TA can trace the
real identity of the vehicle in time after a traffic accident,
and investigate the legal responsibility. In VANETs,
the TA is responsible for monitoring the safety and
identity of vehicles.

• Revocation: TA has access to revoke malicious users
from the VANET system, effectively terminating illegal
infringement and ensuring the safety of vehicle users.

• Real time: Due to the huge network scale and changeable
network topology, replaying the expiration information
not only causes the overload of VANET system, but
destroys the effective order of traffic roads. Therefore,
real-time in VANETs is especially important for system
security.

IV. CONSTRUCTIONS
In this section, we propose an IBS scheme, two outsourc-
ing algorithms, then construct a novel privacy-preserving
protocol.

A. IDENTITY-BASED SIGNATURE
The ISB scheme is designed as follows.
• Setup: Let p and q be two large primes, and n = pq.
Choose a random element g ∈ Zn, secure hash functions
H : Z2

n → Zn and H0: U × Zn → Zn, where U is the
identity set.
The public key is pk = (g, n,U ,H ,H0), the master
secret key is sk = (p, q).

• Ext: The private key for identity id ∈ U is created

as gid = g
1
wid (mod n), where wid = H0(id, vid ) and

vid is randomly chosen for id . Then, id’s private key is
(gid , vid ).

• Sign: For messagem ∈ Zn, the signer id randomly picks
up r and calculates

σ = gH (m,r)
id mod n.

The signature of message m is (vid , r, σ ).
• Ver: A receiver accepts the signature(m, vid , r, σ ) if

gH (m,r)
= σwid mod n

holds, where wid = H0(id, vid ). Otherwise, the receiver
rejects it.

B. SECURITY PROOF
We now prove the security of the IBS scheme with two
chameleon hash functions H and H0.
Theorem 1: Suppose that (tR, εR)-RSA assumption holds,

then the signature scheme is (t, ε)-secure and

ε ≈
e− 1
e

εR, t ≈ tR,

where (e, y, n) is the given RSA challenge and e is a large
prime.
Proof: LetA be an adversary and C be the simulator. Then

a RSA game is constructed between A and C as follows.
• Setup: Let p and q be two primes, and n = pq. Mean-
while, we employ chameleon hash functions H ,H0 and
compute

g = y
∏u0
j=1 wj (mod n)

for wj, where wj is randomly chosen such that
gcd(wj, e) = 1. The adversary is allowed to issue u0-
query of private key for identities. Let w =

∏t
j=1 wj.

The simulator outputs public key (g, n,H ,H0,U ).
• Query of private key: The adversary randomly chooses
u0 identities (denoted by U0 = {idj : j = 1, . . . , u0}).
The simulator sets widj = wj and uses the trapdoor to
derive vidj from widj = H0(idj, vidj ). Then it computes

gidj = yeidj ,

where eidj =
∏

i 6=j,i∈U0
widi . Then the simulator returns

the private key (gidj , vidj ) for identity idj (j = 1, · · · , u0).
• Query of signature: The adversary issues signature-
queries of mi (i = 1, · · · , l) for challenge identity id∗ ∈
U\U0. The simulator selects random number d1, · · · , dl
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and sets wid∗ = e, then computes vid∗ , diwid∗ , where
wid∗ = H (id∗, vid∗ ). After that, the simulator derives
ri from H (mi, ri) = diwid∗ and returns (σi, ri, vid∗ ) as
the signature of message mi, where σi = gdi . Note that,

σi = gdi = g
H (mi,ri)
wid∗ . That is, (σi, ri, vid∗ ) is a valid

signature of message mi.
• Forgery: For the challenge identity id∗, the adversary
outputs a signature (m0, σ, r, vid∗ ) such that σwid∗ =
gH (m0 ,r) mod n. Namely, σ e = ywH (m0 ,r).

Now we analyze the probability of obtaining a RSA solu-
tion for the simulator C. If

gcd(H (m0 , r), e) = 1,

then the simulator computes

x = σ
gcd(wH (m0 ,r),e)

wH (m0 ,r)

based on Lemma 1. The solution of the given RSA chal-
lenge is x. Otherwise, output ⊥. Thus, in the case of
gcd(H (m0 , r), e) = 1, the simulator can construct a solver
of SRSA problem. Note that e is a prime. Then, we have

ε ≈
e− 1
e

εR.

C. OUTSOURCED ALGORITHMS
In this section, we propose two outsourcing algorithms for
exponential operation-ua (mod n) to a cloud server. Accord-
ing to the privacy of u and a, the outsourcing algorithms can
be divided into two situations: (1) a is secret, u is public;
(2) Both u and a are secret. The corresponding algorithms
are given as below. That is, A1(u, ai) = uai for secret ai.
Algorithm 1 (A1). Let u be public, and ai be secret for

i = 1, . . . , n0. The target is to compute uai with the help of a
cloud server (an untrusted third party).
• Setup. The user first computes and keeps u0 = ua0 .
Then the user sends ai − a0 and u to the cloud server.

• Outsourcing computation. The cloud returns uai−a0 to
the user.

• Output. The user outputs uai = ua0 · uai−a0 .
Algorithm 2 (A2). Let u and ai be secret for i = 1, . . . , n0.

The target is to outsource uai without revealing u and ai. That
is, A2(u, ai) = uai for secret ai, u.
• Setup. The user first computes and keeps u0 = ua0 .
Then it randomly chooses a 2 × 2 invertible matrix H ,
and sends ai − a0 and

Ai = H ·
(
u ri
0 ul

)
· H−1

to the cloud server, where ri is randomly selected and
l = 2 (l can be any small integer).

• Outsourcing computation. The cloud server returns
Bi = Aai−a0i to the user.

• Verification and output. The user calculates Ci =
H−1BiH and gets (Ci)11, (Ci)22. It first checks whether

(Ci)211 = (Ci)22 or not. If it holds, then this means
(Ci)11 = uai−a0 . The user outsputs uai = ua0 · uai−a0 .

Correctness: The correctness is obtained immediately.
Since HAH−1 · HBH−1 = HABH−1, then

Bi = Aai−a0i = H ·
(
u ri
0 ul

)ai−a0
· H−1

= H ·
(
uai−a0 r ′i
0 (ul)ai−a0

)
· H−1.

If the cloud server returns a valid Bi, then (Ci)11 = uai−a0 and
(Ci)22 = u2(ai−a0).

Note that, the local user only needs one exponential opera-
tion as a precalculation. In addition, Algorithm 2 can be used
to outsource exponential operations in various situations with
respect to u’s and a’s privacy. In next section, we will adopt
the above outsourcing algorithms to construct a lightweight
VANET privacy-preserving protocol.

D. PRIVACY-PRESERVING PROTOCOL FOR VANETS
The basic idea of the VANET privacy-preserving protocol is
that TA authorizes RSU to act as an agent and run a proxy re-
signature algorithm. RSU converts OBU’s signature into TA’s
signature to protect the identity of OBU. At the same time,
TA can quickly and accurately trace the real identity of the
OBU and revoke this OBU, when any party finds malicious
messages. The protocol is given as below.

• Setup: TA selects two large primes p and q. Then, n =
pq. Choose a random element g ∈ Z∗n , and collision
resistant hash functionsH : Z2

n → Zn,H0:U×Zn→ Zn,
where U is the identity set.
The system master secret key is sk = (p, q) and public
key is pk = (g, n,U ,H ,H0).

• Key Generation: This stage can be divided into three
sub-stages.
- TA picks up e, d such that e · d ≡ 1 (mod ϕ(n)) and
publishes e. Then, d is the secret key for TA.
- OBU randomly chooses xOBU and computes vOBU =
gxOBU . Then OBU selects k , computes w1 = H1(gk‖ID),
w2 = k+w1 ·vOBU and sends (ID,w1,w2, vOBU ) to TA,
where H1 : {0, 1}λ → Zn. If w1 = H1(gw2 · v−w1

OBU‖ID),
then TA can ensure that vOBU and ID are real identi-
fication of the OBU. Finally, TA computes wOBU =
H0(ID, vOBU ) and sends private key gOBU = gw

−1
OBU to

OBU . Here, TA can use the above outsourcing algo-
rithms, then gw

−1
OBU = A1(g,w−1OBU ), g

w2 = A1(g,w2)
and v−w1

OBU = A2(vOBU ,−w1).
- RSU establishes its own public encryption algorithm
EncRSU with public-secret key pair (pkRSU , skRSU ).

• Key Generation for Re-signature: TA randomly
chooses sOBU and computes A1(g, sOBU ) = gsOBU . Then
RUS’s re-signature key for OBU is (ID, gsOBU , yOBU ),
where yOBU = d · wOBU · sOBU . At the same time, TA
adds {ID, gsOBU } into a list T and maintains T for tracing
the OBU’s real identity.
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• OBU Signature: The message sent by the vehicle OBU
contains four domains: message type IDtype, message
load payload PL, time-stamp Time and the signature
for the first three information, where the payload is
composed of vehicle location, direction, speed, traffic
incident and other basic information. Time-stamp iden-
tifies the exact time of message’s generation. Then OBU
runs the following algorithms:
- For message m = IDtype‖PL‖Time, OBU randomly
selects r and runs Algorithm 2 to obtain

σ = gH (m,r)
OBU = A2(gOBU ,H (m, r)).

- OBU uses the public key of RSU to encrypt M =

(ID, vOBU ,m, r, σ ), then OBU sends EncRSU (M ) to the
RSU.

• Re-signature: RSU decrypts EncRSU (M ) to get
M = (ID, vOBU ,m, r, σ ), and checks whether
(σ )H0(ID,vOBU ) = gH (m,r) or not. If the equation holds,
then RSU uses his re-signature key to compute σ ′ =
σ (yOBU )r and broadcasts (m, r, σ ′, (gsOBU )r ), where σ ′ =
A1(σ, (ryOBU ).

• Verification: Any party can verify the validity of
(m, r, σ ′, (gsOBU )r ). If (σ ′)d = (gr ·sOBU )H (m,r)) holds,
then the verifier outputs 1, otherwise, outputs 0.

• Tracing and revocation: The tracing process is done by
TA, and the revocation process is executed by TA and the
RSU.
- Tracing. If (σ ′)d 6= (gr ·sOBU )H (m,r)), TA has access
to trace the real identity of the corresponding OBU.
TA uses its secret key to compute r−1 (mod ϕ(n)) and
A1(gr ·sOBU , r−1) = (gr ·sOBU )r

−1
= gsOBU , then TA finds

the corresponding {ID, gsOBU } in the local list T .
- Revocation. Once TA finds a malicious vehicle OBU,
TA sends gsOBU to the RSU to revoke this OBU. At the
same time, TA and RSU delete ID, gsOBU from list T .

The correctness of the scheme is shown as below.
• Correctness ofOBU’s signature. SinceH0(ID, vOBU )=
wOBU and

σ = gH (m,r)
OBU = (gw

−1
OBU )H (m,r),

then σH0(ID,vOBU ) = σwOBU = gH (m,r).
• Correctness of RSU’s re-signature. Since e · d ≡
1 (mod ϕ(n)) and

σ ′ = σ (yOBU )r

= σ (d ·wOBU ·sOBU )r

= H (yk5k4 , xk5k2α)

= (gw
−1
OBUH (m,r))(d ·wOBU ·sOBU )r

= gdH (m,r)r ·sOBU ,

then (σ ′)e = (gr ·sOBU )H (m,r)).

V. ANALYSIS AND DISCUSSION
In this section, we will present the security and efficiency for
the proposed VANET privacy-preserving protocol.

A. SECURITY ANALYSIS
The security of the VANET protocol includes key security,
non-forgery, message verifiability, privacy, anti-replay attack
and traceability.

• Key security. According to the key generation,
the secret key of OBU is gOBU = gw

−1
OBU . Although

g,wOBU are known to RSU, the RSU fails to compute
w−1OBU due to the intractability for factorizing n into p, q.
In addition, the RSU cannot solve the secret key d from
a system of equations yOBU = d · sOBU · wOBU , since
sOBU is changeable for different OBU. Thus, the secret
key of TA is secure.

• Non-forgery. Based on the non-forgery of the IBS
scheme, the new protocol also provides the non-forgery.

• Verifiability. RSU adopts the public key of OBU to
check the validity of message m. After re-signature,
other users verify the new signature using TA’s pub-
lic key. Due to the non-forgery of the two signatures,
the verifier can ensure the messages’ authenticity.

• Privacy. The privacy includes the identity’s anonymity
of OBU and the security of communication between
OBU and RSU.
- TA authorizes RSU to serve as a semi-trusted agent.
RSU converts OBU’s signature to TA’s signature within
its re-signature key. This converting can hide the real
identity of the vehicle OBU and realize the anonymity
of OBU. That is, no one can track the identity of OBU.
- OBU uses pkRSU to encrypt M and sends the cipher-
text to RSU. Only the RSU can decrypt the encrypted
message. Thus, the public key encryption ensures the
security of communications from OBU to RSU.

• Anti-replay attack. The message generated by OBU
contains four domains: IDtype, payload PL, time-stamp
Time and the signature. Thus, RSU can test the exist-
ing of attacks when adversary modifies the time-stamp
Time. The application of time-stamp cannot only guaran-
tee the freshness of messages, but also effectively resist
replay message attacks.

• Traceability. When the message is a malicious code,
TA uses its secret key to compute gsOBU and finds the
corresponding real identity ID of OBU, then removes
the OBU from themaintained list T . After that, TA sends
(ID, gsOBU ) to RSU, and RSU revokes the qualification
of this malicious vehicle OBU. OBU does not partic-
ipate in the whole process, which effectively ensures
the objectivity of traceability. Malicious vehicles will
no longer be able to participate in VANET legitimate
communications through RSU, thus it cannot continue
to break the system.

B. EFFICIENCY ANALYSIS
The efficiency of the proposal for VANETs directly affects
its practicability. Now we present the efficiency analy-
sis on storage cost, communication cost and computation
cost.

62790 VOLUME 7, 2019



Z. Wei et al.: Lightweight Privacy-Preserving Protocol for VANETs

1) STORAGE COST.
We first present the parameter setting in our scheme. IFP for
public key n = p · q is the underlying hard problem to ensure
the scheme’s security. Then, let the secure parameter be λ =
log n ≈ 1024, where p, q are about 512 bits. Now we discuss
the storage cost based on the three different parties: TA, OBU
and RSU.
• TA’s storage cost: TA keeps p, q, d as its secret key.
Meanwhile, TA needs to maintain a revocation list T =
{ID, gsOBU }, where ID is 32-bit and gsOBU is 1024-bit.
Suppose that the number of OBUs is N . Then, TA keeps
1056N + 2048 bits.

• OBU’s storage cost: OBU only needs to carry its signa-
ture key gOBU , its size is about 1024 bits.

• RSU’s storage cost: Firstly, RSU carries an encryption
secret key skRSU . At the same time, each RSU acts as a
proxy to re-signature and keeps {ID, gsOBU , yOBU } for N
OBUs. Then, RSU needs to keep 1056+2 ·1024 ·N bits.

TABLE 1. Comparison for communication cost.

2) COMMUNICATION COST.
We will discuss the communication cost in the following
situations:
• TA-to-OBU: In the key-generation, TA sends the corre-
sponding secret key gOBU to each OBU, then it needs to
transmit data with 1024N bits.

• TA-to-RSU: There are two rounds communications
from TA to RSU. In the key-generation, TA sends re-
signature key {ID, gsOBU , yOBU } to RSU. In the revoca-
tion phase, TA sends gsOBU to RSU for revoking OBU’s
ID. Thus, TA transmits 3104-bit data.

• OBU-to-RSU: OBU sends the encrypted signature to
RSU. Suppose that the plaintext and ciphertext for
EncRSU have the same size. In the signature phase,
the message m sent by vehicle OBU contains four
domains: message type IDtype, load payload PL, time-
stamp Time and the signature σ (mod n) for the first
three information. The first three elements are set to be

32-bit, and the signature is about 1024-bit. OBU sends
EncRSU (ID‖vOBU‖m‖r‖σ ) to RSU, where r is 160-bit.
Then, OBU needs to transmit 2336-bit data to RSU.

3) COMPUTATION COST.
We analyze the computation cost with respect to different
stages: Key-generation, Signature, Re-signature and Tracing,
where the cost of hash computing can be ignored. To show the
advantage of the proposed outsourcing algorithms, we dis-
cuss non-outsourced protocol and outsourced protocol (note
that, we only describe the outsourced one in Section 3.4).
We first present computation cost of the corresponding

non-outsourced privacy-preserving VANET protocol.

• In the key generation, TA calculates OBU’s secret key
gOBU = gw

−1
OBU and TA needs a multiplication for getting

w−1OBU and an exponential (Exp) operation modulo n.
In addition, TA creates re-signature key for RSU, and
computes gsOBU , yOBU = e · wOBU · sOBU . Then, TA
requires two exponential operations and three multipli-
cations (Mul) in the key-generation stage.

• In the signature phase, OBU only calculates σ = gH (m,r)
OBU

and it needs one exponential operation.
• In the re-signature phase, RSU checks whether
(σ )H0(ID,vOBU ) = gH (m,r) or not. Meanwhile, it computes
re-signature σ ′ = σ (yOBU )r . Thus, RSU needs three
exponential operations.

• In the tracing phase, TA executes one exponential oper-
ation for computing (gr ·sOBU )r

−1
.

Now we analyze the corresponding outsourced scheme.
For each outsourced algorithm, the user needs to do one
exponential operation as pre-calculation. According to appli-
cable circumstances of the proposed outsourced algorithms,
we see that (a) the user only needs one multiplication for
computing one exponential operation in Algorithm 1; (b) the
user requires 17 multiplications for computing one exponen-
tial operation in Algorithm 2. Then we give a comparison
table for the computation cost between the non-outsourced
protocol (NOP) and the outsourced protocol (OP).

Next we present the graphic comparisons for the computa-
tion cost based on four stages, where we don’t depict the pre-
computation for one exponential operation in the outsourced
protocol. In Fig. 2, ‘‘x axis’’ denotes the number of vehicles

FIGURE 2. Comparison between non-outsourced and outsourced protocols.
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FIGURE 3. Comparison for signature and re-signature stages.

(OBU) or the number of signatures (or re-signatures) and ‘‘y
axis’’ denotes the corresponding running time in microsec-
onds (ȩÌs). Besides, since the outsourced scheme only uses
multiplication module n, thus, to explicitly depict the huge
gap between the two schemes, we adopt the logarithmic
scales towards ‘‘y axis’’. Furthermore, in Fig. 3, we provide
two three-dimensional comparison graphs for signature and
re-signature stages, where ‘‘x axis’’ denotes the number of
OBUs and ‘‘y axis’’ indicates the number signatures (or
re-signatures), ‘‘z axis’’ is the running time.
Remark: We test the running time of one multiplication

operation and one exponential operation with 1024-bit by
using C++ on a virtual Linux machine over a computer with
Intel I7 6500U CPU and 16 GB memory. The results show
that one multiplication operation needs 6.0471 µs and one
exponential operation needs 12.384 ms.

VI. CONCLUSION
In this paper, we first propose an identity-based signature
(IBS) that is unforgeable against chosen-message attack with-
out random oracle. Then, to cut down the computational cost,
we present two secure and efficient outsourcing algorithms
for the exponential operations. These outsourcing algorithms
have general applicability for most cryptosystems within
exponential operations. Furthermore, we construct a privacy-
preserving protocol in VANETs based on the outsourcing
computations and the above IBS scheme, where a proxy re-
signature is presented and introduced for authentications. The
proposed VANET protocol provides anonymity, traceability
and privacy. In addition, with respect to the efficiency, our
schemes don’t need pairing operations and exponential oper-
ations. Thus, the calculation burdens for VANET systems
can be significantly reduced. In the future work, we will
design stronger VANETs privacy-preserving protocols based
on homomorphic signature schemes [5], [21], [22].
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