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ABSTRACT Nowadays, more and more new cryptographic protocols are emerging, and the security analysis
of emerging cryptographic protocols is increasingly important. The logic of events is an axiomatic method
based on theorem proving, designed around message automation with actions for possible protocol steps;
it figured out types of information transmitted in the protocols and also presented novel proof rules and
mechanism. However, with the emergence of various cryptographic protocols, the logic of events lacks
corresponding axioms and rules in the process of proving certain cryptographic protocols, so it needs a
further extension. Based on the logical framework of protocol composition logic, this paper presents a refined
theory of the logic of events called LoET-E, in which the novel rules about the freshness of nonces, the event
attributes of messages, and the states of the predicate is presented; the concepts of Fresh, Gen and FirstSend
is introduced; and the definition of has and the honesty axiom of LoET is extended. The refined theory
can guarantee the correctness, integrity, and validity of the original axioms, ensure the consistency of event
classes and basic sequences in the proof process, reduce the complexity and redundancy in the protocol
analysis process, and most importantly, extend the provable range of cryptographic protocols.

INDEX TERMS Cryptographic protocols, logic of events, LOET-E, theorem proving, information security.

I. INTRODUCTION

The security of cryptographic protocols plays a vital role
in the information security field, but most existent crypto-
graphic protocols have vulnerabilities and defects that have
been discovered or not, therefore in some safety-critical areas,
we need a set of cryptographic protocols which is rigorous
and can truly implement the security properties it claims.
Gradually, there is a need for a more rigorous method that is
different from conventional security detection and provides a
means of security to detect objects that need to be verified,
and this more rigorous method is theorem proving.

The initial LOET (Logic of Events) [1], [2] is a logic that
justifies the extraction of correct distributed processes from
constructive proofs that system specifications are achiev-
able [2], and the extraction process in LoET can be imple-
mented in the context of construction type theory [3]. Later,
Dr. Xiao et al [4], [5] described the specific extension and

The associate editor coordinating the review of this manuscript and
approving it for publication was Sedat Akleylek.

VOLUME 7, 2019

mechanism of LoET, and focused on the latest supplement to
the logical framework, which can be used to prove the secu-
rity attributes of the cryptographic protocols [3]. Now LoET
is an axiomatic method based on theorem proving and this
logic is designed around a message automation with actions
for possible protocol steps [3], [6]. Moreover, this theorem
ensures that any well-typed protocol is robustly safe under
attack while reasoning only about the actions of honest prin-
cipals in the protocols [3]. However, due to the continuous
and rapid development of cryptographic protocols nowadays,
the types of cryptographic protocols increases, and as a result,
LoET lacks corresponding axioms and rules in the process
of proving certain cryptographic protocols. In order to verify
the security properties of new cryptographic protocols, LoET
needs further extension.

PCL (Protocol Composition Logic) is a logic for proving
security properties of network protocols [7] and is mainly
used to verify the authentication and secrecy of the protocols
under the public key encryption system. Similar to LoET,
PCL is an axiomatic logic [8] and this logic can prove security
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properties of cryptographic protocols under attack while rea-
soning only about the actions of honest parties [7]. Moreover,
PCL has a longer history of application experience than LOET
and it has done a lot of research on step-by-step automation of
protocol actions. Particularly, the PCL composition theorems
are useful in carrying out larger scale case studies [9]-[11],
until now, there are still people who continue to optimize the
PCL [12].

Although LoET and PCL are not identical in nature, there
are some commonalities to some extent, they all share some
same or different advantages and disadvantages. Starting
from these similarities and differences, this paper extends
LoET with some core ideas of PCL under the premise of
retaining the event attributes of LoET.

The specific works include extending the definition of has
in the flow relation axiom of the LoET, ensuring the correct-
ness, integrity and validity of the original axioms; redefining
the source of the signature accepted by the honest principal
in LoET and extending the honesty axiom used to describe
the behavior of honest principals; introducing the concept of
Fresh and two derivative concepts Gen, FirstSend in LoET,
ensuring the consistency of event classes and basic sequences
in the proof process; according to these three new concepts,
presenting a series of important rules about the freshness of
nonces, the event attributes of messages and the states of
predicate, which can reduce the complexity and redundancy
in the protocol analysis process; and the last but not least,
extending the provable range of cryptographic protocols.

The rest of the paper is organized as follows, section 2
describes the proof system of LoET and section 3 presents
the analysis of LOET and PCL. The specific logical extension
process is described in section 4. Section 5 gives an applica-
tion of LOET-E and section 6 summarizes this paper and gives
a prospect for future work.

Il. PROOF SYSTEM OF LOET

The proof system of LoET consists of three parts, namely
the basic modeling theory, the axiom system and the formal
definition of the protocol. Before giving an introduction,
an explanation of the basic symbols of LoET is first given.

TABLE 1. Explanation of basic symbols.

Symbol Quantity
ID  Generally refers to the principals involved in protocol

Atom Class of secret information
Data All messages and plaintext
X Members in Data
e Event
E Event set
n A challenge number in Nonce
loc(e) A function on e, represents the principal of e
key(e) The secret key of the principal of e
New(e) The challenge number in e
Send(e) Messages sent in e
Rev(e) Messages received in e
bs Basic sequences
< Local finite partial order
bs e occurs before es
59872

A. BASIC MODELING THEORY
Basic modeling theory includes important formal compo-
nents that are required when modeling with event logic.

1) UNGUESSABLE ATOMS

In general, only three different types of values are needed
to construct LoET in the formal analysis of the protocol,
namely B, Id, and Atom [4] classes. Atom is a unguessable
data value, which is generally used to indicate anything we
wish to regard as unguessable, such as nonces, signatures,
ciphertexts or the keys [13], [14]. Use —(info(e)||a) to assert
that the information associated with event e contains the
Atom a, which defines the independence of the information.
(1) indicates that the message x of type T is independent of
Atom a.

x:Tlla (1

2) EVENT ORDERINGS

From any formal model of distributed computing one can
define the runs of a distributed system and can identify, within
a run, those points where information is transferred [13].

By default, e is used to refer to events, info(e) is used to
refer to information transmitted on e, and info(e) is generally
associated with event e. With these preconditions, we can
define the structure of the event orderings [15] as (2).

< E, loc, <, info > 2

3) EVENT CLASSES

By classifying each different event in the protocol authenti-
cation process, it can be found that the events have associated
information, and the types of the information depends on the
event classes [16]. Therefore, the event class can be defined,
and the events are divided into seven categories: send, receive,
new, encrypt, decrypt, sign and verify [17].

The cryptographic protocols exchanges messages contain-
ing data tuples such as nonces, signatures, and principals.
We can define it as a binary tree Data=;.f Tree (Id + Atom),
and this expression is sufficient to represent all the informa-

tion and plaintext we need, and the protocol action types can
be defined as (3).

{new (a) |a € Atom}
{send (x) |x € Data}

{rev (x) |x € Data}
{sign (¢) |t € (Data x Id x Atom)} 3)
{verify (¢) |t € (Data x Id x Atom)}
{encrypt (t) |t € (Data x Id x Atom)}
{decrypt (t) |t € (Data x Id x Atom)}

B. AXIOM SYSTEM
LoET axioms formally define the types of message and
describe the proof rules of cryptographic protocols, which
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is the core of LoET. LoET mainly includes six axioms:
Key axiom, Causal axioms, Disjointness axioms, Honesty
axiom, Flow relation and Nonce axiom.

1) KEY AXIOM

Key axiom is as shown in (4), it means that the matching key
is a symmetric relationship, the symmetric key only matches
itself, and the private key assigned to the principals only
matches the relative public key. Moreover, there are no two
principals with the same private key.

AxiomK : VA, B :Id Nk, k'; Key.Ya : Atom
MatchingKeys(k; k')
< MatchingKeys(k', k)
AMatchingKeys(Symm(a); k)
& k = Symm(a) )
AMatchingKeys(PrivKey(A); k)
& k = A A MatchingKeys(A; k)
& k = PrivKey(A)
APrivKey(A) = PrivKey(B) < A = B

2) CAUSAL AXIOMS

Causal axioms are shown in (5), in which the receive axiom
AxiomR is similar to the verification axiom AxiomV. The
specific content is say that for any receive or verify event
there must be a causally prior send or sign event with the same
associated information [13].

AxiomR : Ve : E(Rcv).3e’ : E(Send).
(¢/ < e) A Rev(e) = Send(e')
AxiomV : Ve : E(Verify).3¢ :

E(Sign).(¢' < e) A Verify(e) = Sign(e)
AxiomD : Ve : E(Decrypt).
3¢’ : E(Encrypt).
¢’ < e A DEMatch(e, €' )=gef
plaintext(e) = plaintext(e’)
Aciphertext(e) = ciphertext(e’)
AMatchingKeys(key(e); key(e'))

&)

AxiomD provides that if the encryption event is the pre-
order of the decryption events and matches each other,
the encryption event will hold and decrypt the same infor-
mation content, and the key can be matched.

3) DISJOINTNESS AXIOMS

Disjointness axioms also contain two parts, one for the seven
event classes and the other for for the challenge number,
private key, signature, and ciphertext. The first disjointness
axiom is shown in (6), it is stipulated that an event in one
of the seven special classes is not in any of the other special
classes [13].

ActionDisjoint : 3f : E — ZNe : E.
(e € E(New) = f(e) = 1)
Ne € E(Send) = f(e) =2) (6)
VAPV
(e € E(Decrypt) = f(e) =1T)
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The second as defined in (7), states that the nonces gen-
erated by a principal disjointness with the private key, signa-
ture, or ciphertext held by the same principal.

NonceCiphersAndDisjoint :

Vn : E(New).Vs : E(Sign).Ne : E(Encrypt).
VA : Id .New(n) # signature(e)
ANew(n) # ciphertext(e)
ANew(n) # Private(A)
Aciphertext(e) # Private(A)

(N

Asignature(s) # Private(A)

Asignature(s) # ciphertext(e)

4) HONESTY AXIOM
Since an honest principal does not release private key, so an
event that uses the honest principal private key must occur
on the same principal when a signature event occurs with
an honest principal, as in (8), honesty axiom are generated
according to this rule.
AxiomS : VA : Id Ns : E(Sign).Ve :
E(Encrypt).¥d : E(Decrypt).
Honest(A) =
signer(s) = A = (loc(s) = A)
Nkey(e) = PrivateKey(A)
= (loc(e) = A)
Nkey(d) = PrivateKey(A)
= (loc(d) = A)

®)

5) FLOW RELATION

The flow relation contains the causal orderings between the
nonce events. Assuming that Afom a flows from e to ey, it can
only occur in limited ways. A detailed description is given in

).

e1—>%er=oc(erhasa N exhasa N e1 <jyc€2)
\

ds : E(Send).3r : E(Rcv).ey <s <r <ep

( ASend(s) = Rev(r) A ej—%% A r—%ep )
v ©))
de : E(Encrypt).3d : E(Decrypt).
e1 <e<d < e ANDEMatch(d, e)N
key(d) # Symma(a)A

el_>ae/\e_)ciphertextd/\d_>a62

6) NONCE AXIOM

Nonce axiom is shown in (10), AxiomF1 is about the nature
of the flow, and the nonces are associated with unique events.
The other two axiom AxiomF2 and AxiomF3 assert a similar
relation between signatures and ciphertexts and events with
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both signatures and ciphertexts [13].

AxiomF7 : Vey : E(New).
Ve : E.ex has New(ep)
= e]_>New(el)62
AxiomF, : Ve : E(Sign).
Ve, : E.ep has signnature(ey)
= 3¢’ : E(Sign).
Sign(e') = Sign(e) A ¢/ —signature(en) g,
AxiomF; : Vey : E(Encrypt).
Ve, : E.ey has ciphertext(ey)
= 3¢’ : E(Encrypt).

Encrypt(¢') = Encrypt(e1)
/\e/_>ciphertext(el)e2

(10)

C. FORMAL DEFINITION OF THE PROTOCOL

After defining seven actions and six axioms, it is necessary to
formally define the authentication attributes that the protocols
needs to satisfy, which will be described by the following
definitions.

1) THREADS
A thread is an ordered list of actions at single location, which
can be defined in (11).

Thread=ge {thr : ActList| Vi : thr[il<jthr[i+ 1]} (11)

Use (12) to define the weak matching relationship between
the threads (the information sent is the same as the informa-
tion received) and the strong matching relationship (exist a
direct causal relationship between send and receive behavior).

s~ r=qers € E(Send) N1 € E(Rcv)
ASend(s) = Rcv(r) (12)
S>> I=gefS ~ T AS<T

2) MATCHING CONVERSATIONS

If thr; and thry both contain n messages at least, and the
first n messages of each thread are paired, then a matching
session of length n is formed. At different event location,
if there is a strong matching conversation between the two
threads of the protocol, then it is said to satisfy the strong
authentication attribute [18]. Similarly, the concept of weak
matching conversations can be obtained.

3) BASIC SEQUENCES

A basic sequence is essentially a parameterized list of pro-
tocol actions [13]. A principal subject to a protocol consists
of any number of threads, each of which is an instance of
the basic sequences. It is generally allowed to define a base
sequence of two or more principals. The basic sequence is a
member of the type (13).

Basic=gor1d — 1d — Thread — P (13)

4) AUTHENTICATION
If there is a principal A executing an instance of the complete
initiator sequence associated with principle B, and assuming
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B is honest and also obeying the same protocol, then there
should be an instance of responder B, some of the messages
in the protocol will form a matching conversation and the
specified message sent by A will be received by B. Similarly,
if B executes an instance of a complete response sequence,
there should be a matching conversation of the same length
as A. In summary, the formal definition formula is obtained
in (14) [18]:

pr = auth(bs, n)=g4e VA, BNthry.
(Honest(A) A Honest(B) N Pr(A) A Pr(B)
AA # B A loc(thry) = A A bs(A, B, thr)) | (19

= thry.loc(thrs) = B A thry ~ thr

Ill. ANALYSIS OF LOET AND PCL

Next, we need to analyze the commonalities and differences
between LoET and PCL, so as to facilitate the subsequent
logical extension of LoET.

A. COMMONALITIES BETWEEN LOET AND PCL

Through the descriptions in the previous chapters, we can
find that the commonality between LoET and PCL is mainly
concentrated in the following aspects:

1) THE BASIC ATTRIBUTES OF BOTH THEORIES

In PCL, knowledge indicates what facts principals may know
in the process of protocol execution [7]. In the concept of
knowledge, formula Has(X, x), Fresh(X, t), Gen(X,t) and
Contains(t1, t2) is defined. The specifically action formulas
described in (15).

0, R = Has(A, m)

O,R = Fresh(A, 1)

O,R E Gen(A, 1)
0, R = Contains(t1, t2)

15)

And the same in temporal ordering, there are two important
logical formulas: Start(X) and FirstSend (P, t, t'), they can be
used to strengthen the authentication properties by imposing
ordering between actions of different participants [7].

And we can realize both LoET and PCL belong to theorem
proving, and both prove the security by proving the authenti-
cation of cryptographic protocols. Moreover, both LoET and
PCL define the same nature of strong authentication and all
based on matching sessions, get the final result through strong
authentication.

2) DEFINITION OF ACTIONS

The proof system of PCL includes syntax and semantics,
in which syntax gives more important formally compo-
nents, and semantics introduce some important predicates and
action formulas. And in protocol system, action formulas is
used to state actions performed by different threads, and can
be divided into seven classes: send, receive, new, encrypt,
decrypt, sign and verify. The specifically action formulas
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described in (16).

O. R |= Send(A, m)
0O, R = Receive(A, m)
O, R = New(A, m)
O, R = Encrypt(A, EN Cg{|ml|}) (16)
Q. R |= Decrypt(A, EN Ck {|ml})
Q. R |= Sign(A, SIGg {|ml})
Q. R = Verify(A, SIGk {|ml|})

Clearly, both LoET and PCL are designed around seven
actions (send, receive, new, encrypt, decrypt, sign and verify)
and provide operations for basic protocol actions. However,
it is classified as event class in LoET and action predicates
in PCL.

3) HONEST PRINCIPALS

In PCL, “honest” is defined as ““follows one or more roles of
the protocol”, and the honesty rule is the most important part
in the framework of PCL, because all the derivation processes
are carried out around honest principals. The specific honesty
rule is shown in (17).

Start(X)[1xdVp € O.VP € BS(p).¢[Plx¢
Honest(X) D ¢

HONy  (17)

It can be seen from the above introduction that both LoET
and PCL use a novel form of induction: “honesty”’, over
basic sequences of actions performed by honest principals
can be used to derive conclusions about arbitrary runs in
the presence of adversary actions. Both of them can prove
security properties of cryptographic protocols under attack
while reason only about the actions of honest parties [7].

4) AXIOM SYSTEM

The proof system of PCL includes a complete axiom system
and proof rules that are closely related to the syntax and
semantics mentioned above. In the following part, we will
introduce three representative axioms, and in which we use a
to denote actions performed by different principals and a to
denote the corresponding action predicates.

The first is about protocol actions, we can divide action
axioms into two parts, the first part is shown in (18), which
mainly describes the change of the protocol state before and
after actions.

AAl : Tlalxa
AA2 : Start(X)[]x—a(X)
AA3 : =Send(X, t)[b]x—Send(X, t) (18)
ifoSend(X, t) # obforallsubstitutionso
AA4 :Tla;...... ;blxa < b

The second part is shown in (19), which mainly focuses on
the ownership and freshness of nonces.

AN1 : New(X,x) ANew(Y,x) DX =Y
AN?2 : T[newx]xHas(Y,x) D (Y = X)
AN3 : T[newx]|xFresh(X, x)

AN4 : Fresh(X, x) D Gen(X, x)

(19)
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Then there is the possession axiom, this axiom analyzes
predicate Has and defines the attribution of knowledge, which
be described as follows.

ORIG : New(X, x)
D Has(X, x)
REC : Receive(X, x)
D Has(X, x)
TUP : Has(X, x) A Has(X, y)
D Has(X, (x,y))

ENC : Has(X,x) A Has(X, K)
D Has(X, ENCk{|x|})
PROJ : Has(X, (x,y))

D Has(X,x) A Has(X, y)

DEC : Has(X, ENCk{|x|})

AHas(X, K) D Has(X, x)

The last one is about encryption and signature, this axiom
is aimed at specifying the unforgeability and uniqueness of
the signature, which is shown in (21).

SEC : Honest(X)A
Decrypt(Y, EN Cg{|x|})
oY =X)
VER : Honest(X)A (21)
Verify(Y, SIGg{|x|) AX # Y
D dX.Send (X, m)
AContains(m, SIGx{|x|})

From the above introduction, we can see that both LoET
and PCL include axiom systems, which assert that after an
action is performed, the indicated thread has performed that
action, or state properties of cryptographic operations [7].

In addition to the above commonalities, there are some log-
ical commonalities between LoET and PCL, such as descrip-
tions of unknown information. It is described as Arom in
LoET and knowledge in PCL, although the description is
different, it is essentially one concept.

(20)

B. DIFFERENCES BETWEEN LOET AND PCL

Analysis of the second chapter, we can find that the differ-
ences between LoET and PCL are mainly concentrated in the
following aspects:

1) THE BASIC ATTRIBUTES OF BOTH THEORIES

In PCL, modal formulas play an important role in protocol
logic, and it usually means that after actions P are executed
in thread X, starting from a state where formula 6 is true,
formula 6 is true about the resulting state of X [7]. The
formula is as follows (22).

O[Plx ¢ (22)

First of all, from the perspective of basic theory, we can
know that LoET is event-based and event-oriented, while
PCL emphasizes changes in state, which also creates a dif-
ference in two logical natures. In other words, PCL uses
a dynamic logic to express properties of protocols, and
LoET express a protocol as one kind of constraint on event
orderings, and an authentication property as another kind of
constraint [13].
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2) COMPARISON OF ADVANTAGES AND DISADVANTAGES
Firstly, in the verification of protocol security attributes, PCL
can only describe part of the cryptographic protocols, and
the cryptographic protocols with the data signatures cannot
be discribed, while LoET can discribe the corresponding
protocol. Similarly, from the perspective of the thread con-
cept, PCL is not rigorous in the protocol interaction action
modeling, and lacks definition of the preceding actions in a
thread [8]. While LoET clearly defines the protocol formal
modeling thread mechanism, and the atomic independence is
used to regulate the event thread.

Moreover, LoET figure out types for the keys, nonces, and
messages of protocols, while PCL lacks the necessary restric-
tions on the data type in the protocol. And PCL method still
lacks the ability to describe the hash function, while LoET
characterizes the hash function when dealing with encryption
actions.

While LoET has many advantages, it uses the flow relation
and the nonce axiom to prove the event orderings, instead of
definition of the freshness of nonces. So the process of proof
is cumbersome and the consistency of event classes and basic
sequences is difficult to define.

On the contrary, PCL has sequencing rule, preservation
axioms and axioms and rules for temporal orderings, which
can make the proof process simple and effective. Among
them sequencing rule gives us a way of sequentially compos-
ing two cords P and P’ when post-condition of P, matches
the pre-condition of P, this is helpful in the reasoning of the
protocols, as shown by (23).

d1[Plxp202[P 1x 3
¢1[PP' 1x $3

Preservation axioms indicates that certain actions have
their state values unchanged after some action predicates are
executed.

(23)

P1 : Persist(X, t)[alx Persist(X, t)
forPersist € {Has, FirstSend, a, Gen}
P2 : Fresh(X, t)[a]x Fresh(X, t)
wheret ¢ a

(24)

Axioms and rules for temporal orderings gives a method
to judge the order of actions in different threads based on the
definitions of Fresh and FirstSend.

FS1: Fresh(X, t)[sendt'|x FirstSend (X, t,t")
wheret C t/
FS2 : FirstSend(X, t,t') Aa(Y,t") (25)
D Send(X,t') < a(Y,t")
whereX # Yandt C t”

3) PROOF PROCESS

In PCL, after the matching session is proved according to the
pre-condition and post-condition, the proof of the protocol
only needs to consider two aspects: the proof of weak authen-
tication property and the proof of strong authentication prop-
erty. However, in addition to weak authentication and strong
authentication property, the basic sequences of authentication
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Formally describe the protocol, determine the
basic sequence, define the strong
authentication property and specify principals'
thread action

Confirm the matching session that needs to be
proved, and prove the authentication of the
initiator or receiver unilaterally..

Exclude the possibility
of the current sequence
and analyze the next
sequence.

s there a matching

. No—|
session?

Yes

v

Matching proof of the
satisfied basic sequence

matching events in the

No No

Weak matching session can
be obtained.

anh prove stroms
authentication
prQperty succeee?

Replay attack
vulnerability exists

satisfy the strong
authentication

Protocol authentication
proved successful

A

N
End

FIGURE 1. Flowchart for using the LoET certification protocol for
authentication.

protocols and bilateral proofs should be considered in LoET,
see Figure 1 in detail.

4) APPLICATION LAYER
PCL has a longer application experience history than LoET,
and it has been continuously improving and perfecting in
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this process, especially for the step-by-step automation of
protocol actions. Although LoET is built on the premise of
absorbing many basic ideas, but it has not yet implemented
step-by-step automation. From this perspective, PCL has a
great advantage over LoET.

In summary, from the above analysis, it can be found that
although essentially one is based on events and the other
emphasizes state, there are still exist accessible in the proof
process of the protocol, so PCL can be used to extend event
logic.

IV. EXTENSION IN LOET-E

In this section, combined with the proof system of LoET
and PCL, LoET-E is completely presented. Although it is
necessary to extend LoET using a series of axiom rules of
PCL based on the above analysis and judgment, it is more
important to note that the original event attributes of LoET
cannot be destroyed when extending.

A. EXTENSION OF HAS
In LoET, the definition of has only appears in the flow rela-
tion, and is not comprehensive, it just describes the ownership
of the overall Atom in a single operation which is shown
in (26). In the following formula, it can be clearly seen that the
definition of has is simply a description of the seven actions,
and does not make a detailed distinction between the contents
of the information.
e has a=ger
(e € E(New) A New(e) has a)

V(e € E(Send) A Send(e) has a)
V(e € E(Receive) N Receive(e) has a)
V(e € E(Encrypt) A Encrypt(e) has a)
V(e € E(Decrypt) A Decrypt(e) has a)

V(e € E(Sign) A Sign(e) has a)
V(e € E(Verify) A Verify(e) has a)

But in PCL, predicate Has is used to model knowledge,
so Has not only has a complete set of definitions in (17)
but also has many corresponding axioms and rules that can
be seen in (24). According to the definition of Has in PCL,
We can add some rules to Has in LOET-E. As shown in (27).

RuleH1 :

Vevent € (E(New) Vv E(Send)
VE(Receive) vV E(Encrypt)
VE(Decrypt)

VE(Sign) v E(Verify)).

((e has a) A (e has b) = e has (a, b))
V(e has (a, b) = (e has a) A (e has b)) 27
RuleH?2 :

VYevent : E(Encrypt) V E(Decrypt).
((e has plaintext(e)) N (e has K)
= e has ciphertext(e))

V((e has ciphertext(e))

A(e has K) = e has plaintext(e))

(26)

In Rule HI, the splitting and combination of groups
are added on the basis of the original concept of has.
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Information items are defined in this rule, in other words,
the concept of the tuple with information added. This rule
aims to split and reconstruct the information itself, which
provides great convenience in the process of sending and
receiving information.

Rule H2 allows encryption and decryption of acquired
information when the key is already held, making the infor-
mation already available clearer.

With the enriched concept of has in LoET-E, not only
the causal relationship between the nonce events in the flow
relation can be verified more effectively, but also ensures the
correctness and rigor of the proof process.

B. EXTENSION OF HONEST PRINCIPALS

There is only one axiom in the description of honest princi-
pals’ behavior in LoET, which is honesty axiom in (8). In this
axiom, the hypothesis of an honest principals is described
as the following behaviors: the private keys of the honest
principals will not be released, and the sign events, encrypt
events, and decrypt events associated with the private keys
must occur on the honest principals.

However, just defining these is not enough, the honest
principal executes the threads in the protocol in strict order,
following the basic sequence of the protocol. The original
axiom only considers the principal of the signature, and there
must be a corresponding verify event for the sign event in
the basic sequence, so the source of the signature in the
verification step is ignored. And it needs to be extended in
more detail in LoET-E.

AxiomS : VA : Id Ns : E(Sign).
Ve : E(Encrypt).
Vd : E(Decrypt).

Vv : E(Verify).Honest(A) =
signer(s) = A = (loc(s) = A)
Nkey(v) = Key(A) A A # loc(v)

= ((loc(s) = A) (28)
A(de : E(Send).loc(e) = A
Aehassignature(e)))
Nkey(e) = PrivateKey(A)
= (loc(e) = A)
Nkey(d) = PrivateKey(A)
= (loc(d) = A)

As shown in (28), on the basis of the original honesty and
axiom, the judgment of the source of the signature of the
honest principal is added. By default, if the key used in the
verify event is the public key of the honest principal A, then
it can be determined that the owner of the current signature is
the honest principal A, and there exist a send event in which
the sender is A, and the information of the send event has the
digital signature of honest principal A.

In addition, in the basic sequence, if an honest principal
has some information in the preorder, then we believe that
in the subsequent behavior, the honest principal always has
this information and vice versa. For example, if in a protocol,
principal A receives the encrypted message containing (a, b),
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then A needs to encrypt b and sends it again. Assuming that
principal A is honest, and A sends the encrypted informa-
tion containing b, it can be inferred that A has received the
encrypted information containing (a, b), so honest rules are
introduced.

This part redefines the ownership of the private key and sig-
nature, extend the honesty axiom that describe the behavior
of honest principals, reduce the complexity and redundancy
in the protocol analysis process.

C. INTRODUCTION OF FRESH AND EXTENSION

OF RELATED RULES

In LoET, there is no definition of the freshness of nonces, but
the flow relation and the Nonce axiom are used to prove the
event orderings. The process of proof is cumbersome and the
consistency of event classes and basic sequences is difficult
to define. So in LoET-E, we need to introduce the concept of
freshness and a series of related axioms to simplify the proof
process and ensure the correctness of the proof process.

1) FRESH OF NONCES

First, we need to introduce the concept of Fresh, suppose
there is an Atom a, Fresh means that no principal other than
the principal itself sees a or any messages containing a, and
in LoET, it will not be introduced in the form of seven event
classes, but define its type as Boolean. Fresh can be used
to refer to any information, but here we only use Fresh to
describe nonces and judge the freshness of nonces. By the
way, when the event does not own a, it also does not have
freshness of a. And we can give the definition of Fresh in (29)

Definition of Fresh :
New(eg) = a = Fresh(eg, a)

VVA : Id.3ey : E(New).Vep : E1.3e3 : E)
loc(e1) = loc(ep) = loc(ez) = A
Nep < ey < e3 A Ey(es) has a
A(—(Send(ey) has a)

V—(ey = E(Send))
= Fresh(e3, a)

(29)

This definition is based on the rules of has, which states
that if the event ¢y generates the nonce a, this event retains
the freshness of the nonce, or if all the send events e; do not
contain nonce after the occurrence of the new event ¢; and
before the event e3 containing the nonce, then we believe that
the e3 retains the freshness of the nonce.

After defining Fresh, two concepts Gen and FirstSend
need to be introduced. Gen means that a principal generates
a message, similar to Fresh, the message mentioned here
usually refers to nonces and its type is also assigned as a
Boolean value. We can use Gen to judge the generator of the
nonce, and Gen can be associated with Fresh. For example,
when a principal A retains the freshness of the nonce, it can
be determined that the nonce is generated by the principal A.
A detailed definition of Gen is given in (30).

Definition of Gen : (30)
if e: E(New) = Gen(e, a)
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In (31), a definition about Gen is given, the freshness of
nonces is used to determine whether the nonce is generated
by the current principal. If there is an event e : E(New), then
Gen(e, a) can be used directly to indicate that a is generated
on event e.

FirstSend means that the principal sends a message for
the first time, and the message has not been sent by this
principal or other principals before. Same as the above two,
although the message mentioned above can represent any
message actually, but it is used to represent nonce here.
FirstSend can be used to determine if a nonce is sent for the
first time. Similarly, the type of FirstSend is also a Boolean
value, and it can also be associated with Fresh and Gen. For
example, if a principal A sends a nonce for the first time,
it can be judged that the nonce is fresh and is generated by
principal A. As shown in (31), it is the definition formula of
Firstsend.

Definition of FirstSend :

VA : Id.3e; : E(New).3e; : E(Send).
loc(ey) = loc(er) =ANep < e
AFresh(ey, a)
A—(ISend(e) hasa N el < e < e))
= FirstSend(ey, a)

€1y

This formula in (31) means that after the principal A gener-
ates a nonce, if one of the subsequent send event e; retains the
fresh value of the nonce, then it can be determined that there is
no other send event containing nonce during the period after
e1 occurs until e> occurs. And based on this definition, we can
extend the previous has rules again.

RuleH3 :
VA : Id.3e; : E(New).3e; : E(Send)
loc(er) = loc(ex) = AN 32)

e1 < ey A —FirstSend(es, a)
= 3B : Id.3e : E(Rcv).e has New(e})

In (32), the third rule about has is given. And the meaning
is when a principal A generates a nonce and finds that there is
a send event on principal A after the new event, and the send
event is judged not the first time to send, it can be inferred
that there is a principal B, and the information in one of his
receive events exists a nonce generated by A.

Then the connection between Fresh and Gen can be defined
in the language of LoET, as shown in (33), a rule about Fresh
is given.

RuleF'1 :
VA :Id Ney ¢ E(New).
loc(e1) = A A Fresh(ey, a) (33)

= dey : E(New).
er < el A Gen(ep, a)

In (33), a rule where Fresh and Gen linked together is
given. If there is an event on principal A that is not New(a),
and this event has freshness of nonce, then it can be inferred
that there must exist a new event before this event to generate
nonce a. Because Gen(e, a) can be directly inferred from
New(a), so New is excluded from the rule RuleF1.
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Next, start making rules based on the relationship
between FreshSend and Fresh, as shown in the following
formula (34).

RuleF?2 :
VA : Id.3e; : E(New).3e; : E(Send)
loc(e1) = loc(er) = A
Ne1 < ey A —Fresh(es, a)
= des : E(Send).loc(e3) = A (34)
Ne|p < ez <ep
Ae3 has a
A—(Jeq : E(Send).loc(eq) = A
Nel < eq4 < e3 A Fresh(es, a))
= T FirstSend(e3, a)

This rule RuleF2 means that after the principal A generates
a nonce, if one of the subsequent send event e; is not send
a for the first time (here does not make assumptions about
whether e, has a, because the results are the same.), it can
be judged that there is a send event e3 on the principal A
to send the nonce for the first time, where e3 occurs not
only before e but also after the event e; that generated the
nonce. Moreover, during this period, there are no other send
event containing freshness of the nonce, that is, the above
mentioned FirstSend.

This part introduces the concept of Fresh, and derives two
definitions of Gen and FirstSend based on the Fresh into
LoET, presents two rules related to this three new concepts.
In addition, the concept of Fresh is used to improve the rules
for has in the previous section.

2) FRESH RELATED RULES
The first two rules related to Fresh have been presented in
(33) and (34), and next we present the remaining rules.

First, we associate Fresh and FirstSend again to get the
third rule, as shown in (35).

RuleF3 :
VA : Id.3e; : E(New).

Yep : E(Send).3e3 : E(Send)
loc(e1) = loc(ep) = loc(ez) = A (35)
Nep < ey < e3
AFresh(ey, a) A Send(e))||a
A—Send(e3)||a
= FirstSend(e3, a)

This rule is similar to RuleF2, but is specified in two
different directions. The rule in RuleF2 is that if there is no
event containing freshness of nonce within the specified time
period, then FirstSend is considered to be established. And
in RuleF3, we take the independence of Arom as the point of
penetration, and stipulates that if all the send events during
this period before send event e3 occurred and after new event
e1 occurred are independent of Atom a, then it is considered
that e is the first time to send Atom a.
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Then we can infer the order between the events based on
the above rules, specifically as shown in the formula (36).

RuleF4 :
VA, B :Id.3e; : E(Send).Ne; = E.
loc(er) = A Aloc(ey) =B (36)
AT FirstSend(e1, a) A ~E(ey)||a
=e<e

In this rule, the event orderings of two principals is spec-
ified. Suppose there is a send event on the principal A, and
there is an arbitrary event on the principal B. If the Arom
a in the send event on principal A is determined to be the
first send, and the event on principal B is not independent
of Atom a, then inferring that the send event on principal A
occurs before the event on principal B occurs. According to
this rule, the process of reasoning strong matching sessions
will become easier.

Finally, the two most important rules are presented. These
two rules are used to justify the continuity of Boolean under
different decision formulas.

The first one of the continuous rules is shown in (37),
which stipulates the continuity of Boolean in Fresh.

RuleF’s :
VA :Id.3ej,e3 : ENe; = E.
loc(er) = loc(ey) = loc(e3) = A 37)
Ne|p < ex < ez
AFresh(ey, a) A E(er)l|a

= TFresh(e3)

As is expressed in the (37), this formula specifies the con-
sistency of the fresh value after an event. Suppose there are
events ej and e3 on principal A, for any event e, independent
of Atom a on principal A, if event e> occurs between event e
and event e3, and event e has freshness of Afom a, then event
e3 is still retains the freshness of Atom a.

Last but the most important, the second one of the continu-
ous rules is shown in (38), and in this last formula, we specify
the continuity of all newly defined expressions.

RuleF6 :

VA :Id.3e; : ENe; = E.
loc(ey) = loc(er) = A
AFirstSend(eq, a)
ANE(er) Nep < ey
= TFreshSend(eq, a)

loc(ey) = loc(er) = A (38)
AGen(ey, a) N\ E(ep)
nNey < ey

= TGen(ey, a)
loc(e1) = loc(ey) = A
A | wedgeerhasa N E(ey) Nep < e
= T(erhasa)
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As shown in (38), all new definitions have been added
to this rule. The first is about the continuity of FreshSend.
Suppose there is event el on principal A, for any event e
on principal A, after the event ey occurs, the judgment of
whether event e is the first to send a is still true. This means
that no matter what happens after the event e, the Boolean
value of FirstSend will not change on event ej. Similarly,
no matter what happens after the event e, the Boolean value
of Gen and has will not change on event e¢;. The continuous
rules give the rules for the judgment of the continuity of
the new definitions, further refining the new definition and
ensuring the correctness, rigor and integrity of the subsequent
proofs.

This part introduces the novel rules about the above three
new concepts, associate three new concepts with indepen-
dence of Atom, event orderings and other original concepts
of LoET. And give enough rules to incorporate new concepts
into LoET, thus the perfection of LoET-E can be shown more
clearly.

V. PROOF OF PROTOCOL

In this section, a simple example is used to verify the usability
of LoET-E and to show a more concise proof process than
LoET. Because this paper mainly focuses on the introduction
of LoET-E, so next we will use LOET-E to formally prove the
security properties of new cryptographic protocols. PUFs is a
new hardware security primitive, and the research on PUFs
is one of the emerging research focuses. For PUFs-based
two-way authentication protocols [19], we can prove its secu-
rity properties by using LoET-E.

First, we need to abstract the functions implemented by
PUF. The realization of PUF security is mainly depends on
the response of PUF and the nonces encoded by XOR, and
then through the response of the authenticated party and the
number of nonces encoded by XOR, the coded nonces is
decoded and XOR is restored to the response of the authenti-
cated party, and the second key is obtained.

The above functions are abstracted by using LoET-E,
as shown in the following formula.

New(noncey),
Encrypt(<< K’ >,K >),
Send(< B, noncey, << K' >, K >>),
Rev(< B, noncey, << K' >, K >>),
Decrypt(<< K’ >, K)
New(noncey)
Encrypt(< < noncey||nonce; >, K’ >)
Send(< < nonces||nonce; >, K’ >)
Rev(< < nonces||nonce; >, K’ >)

Decrypt(< < nonce;||nonce; >, K’ >)

By abstracting the functions of PUF, we can use LoET-E to
describe the two-way authentication protocol based on PUF
according to the abstracted functions. And we should describe
this authentication protocol, and define 11, I», I3, I4, I5 as the
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basic sequences for initiator, Ry, Ry, R3, R4 are defined as the
basic sequences for responder. The protocol description is
shown in Figure 2.

Initiator Responder
1, { Send (A) ———
Rev(4) } R,
New(nonce,)
Encrypt (<< K'>,K,s,>) R,
¢« Send (< B,nonce,.s, >)
1, { Rcv(< B,nonce,,s, >)
Decrypt (<< K'>,K,s,>)
1, New(noncej)
Encrypt(<< nonce, || nonce, >, K',s,>)
Send(s,) N
Rev(s,) } R,

Decrypt(<< nonce, || nonce, >,K's, >)
New(m)mfej)
Encrypt (<< nonce; || nonce, >, K .s; >)
«— Send(<s;>)
1, { Rev(<s;>)

5 {Decrypt( << nonce; || nonce, >, K's;>)

~

FIGURE 2. Description of interactive information in CR protocol.

ﬁ =Send(4) \

1, =Rev( < B nonce;,s; >)

1;=Decrypt(<< K'>K,s; > ), New( nonce, ),

Encrypt( << nonce,
Send('s, )
I;,=Rev(<s;>)
1; = Decrypi( << nonce;
R, =Rev(4d)

R, = New( nonce, ), Enciypf(<< K'>K,s; >)

nonce; >, K5, =),

nonce, =, K's; =)

Send(< B,nonce;, s; =),
R;=Rev(s,)
R, = Decrypi( << nonce,

noncel >,K's, > ),

New( nonce, ),

Encrypf( << nonce;

%I?d{{{ 53>

FIGURE 3. The basic sequence of protocol.

nonce, >, K's; > ),

j

Then, this protocol is sorted through the concept of basic
sequence in LoET-E, as shown in Figure 3.

By analyzing the basic sequences, this protocol is defined
as Protocol([11, I, I, 14, Is, R1, Ry, R3, R4]). It is known that
the strong authentication properties that need to be veri-
fied in the proof of this protocol is Nse = auth(ls,4) A
Nse = auth(R4,3). Here we only certify the authenti-
cation property for the initiator in this protocol, that is
Nse = auth(ls, 4).
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First, we should prove this formula. Suppose Initiator #
Responder (they will be replaced by A and B later), and
both principals follow this protocol. And according to the
definition of the basic sequence, each thread is an instance
of the basic sequence. Let eg<jpce1<ioc - -- <ioc€s be the
events in thry, Because the principal of thr; is A, so the
principal of the event is also A, and for some atoms
s1, 82, 83, K’, K, noncey, noncey, nonces have:

Rev(eg) =< B, nonceyq, s
> ADecrypt(e;) =<< K' >, K, 51
> ANew(ey) =< noncej
> AEncrypt(e3) =< < nonce;||nonce; >, K’, s»
> ASend(eq) =< 5o
> ARcv(es) =< 53
> ADecrypt(eg) =<< nonces||noncey >, K’, s3 >

By AxiomV and the new AxiomsS, there is an event ¢’ such
that:

¢ < eg A DEMatch(ey, €') A loc (e/) =B Vloc (e/) =A

Because B obeys the protocol, action ¢’ must be a member
of the basic sequences of protocol. In the basic sequences,
b, I3, 14, Is, Ry, R3, R4 containing encrypt event, and in order
to ensure the effectiveness of the event, the event class in
which the initiator A and responder B participate must be
bilateral or multiparty, as shown in the following formula
(39).

VA, B : (A # B).
Vei,ey : ((e1 €A,ex € B)A(e] < e))
V(Send(e1) = Rev(er) (39)
V(Sign(er) = Verify(ez)
V(Decrypt(e1) = Encrypt(ez)

Therefore, I, I3, 14, Is can be ruled out, which means that
R>, R3, R4 have a basic sequence that may constitute a match-
ing session with /5.

Assuming ¢’ is an instance of Ry, and for some atoms
nonce’, K, K>, s;’, and location C, there are events
ey, el’, ex, es’ atlocation B such that:

60/<locell<lac‘v’2/<10083/
ARcv(ey)) =< C
> ANew(e|') =< nonce;’
> AEncrypt(er)) =<< Ky >, Ky, st
> ASend(e3’) =< B, noncey’, s;’ >

Through the above formula, we can find that the encrypted
event e’ in Ry does not match the decrypted event eg, so the
possibility that ¢’ is an instance of R; is excluded, and simi-
larly, R3 can be excluded.

Assuming ¢’ is an instance of R4, and for some atoms
52’ 83", noncey’, noncey’, nonces’, K>', and location D, there
are events ey, e1’, ex’, e3’, eq, es', eq, e7’, eg’ at location B
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such that:

€0’ <ioce1' <ioc€2' <ioce3' <ioces' <ioc
es' <ioces' <ioce7' <ioces'
ARcv(eg’) =< D > ANew(e1') =< noncey’
> AEncrypt(er)) =<< Ky >, Ky, 51’
> ASend(e3’) =< B, noncey’, si’
> ARcv(es) =< 5o/
> ADecrypt(es') =< < noncey'||noncey’ >, K>/, 5o’
> ANew(eg') =< nonces’
> AEncrypt(e7’) =<< nonces'||nonce;’ >, Ky, 53’
> ASend(eg') =< s3' >

Through the above formula, the following can be found:

Encrypt(e') =<< nonces||nonce; >, K’, s3 >
=<< nonces'||noncey’ >, Ky', s3' >= Encrypt(e7’)

Then we can see that there are e7” = ¢/, D = A, nonce;’ =
noncesz, K»' = K, nonce,’ = nonces, s3’ = s, and we can
draw:

e’ <ioce1 <ioc€2' <ioces' <ioces' <ioc
es' <ioces' <ioce7' <ioces'
ARcv(eg’) =< A > ANew(e|") =< nonce
> AEncrypt(ey)) =<< K’ >, K, s1
> ASend(ez’) =< B, noncey, 51
> ARcv(es)) =< 5o
> ADecrypt(es') =< < nonces||nonce; >, K’, s»
> ANew(eg') =< nonces
> AEncrypt(e7’) =<< nonces||noncey >, K’, s3
> ASend(eg’) =< 53 >

Similarly, we can prove that there is an event ¢’ as an
instance of I3 satisfies:

¢ < es' A DEMatch(es', ¢") Aloc (¢") = AV ioc (") =B

7

And an event ¢’ as an instance of R, satisfies:

¢ <e3” ADEMatch(e3”, ¢") Aloc (em) =AV loc (e/”) =B
According to the above results, we can get:

Rcv(eg) =< B, noncey, s1 >= Send(e3')
ASend(ey) =< 57 >= Rev(es))
ARcv(es) =< 53 >= Send(eg')

Now we have a weak matching conversation, then we
need to assert temporal ordering between those two prin-
cipals so that we can get a strong matching conversation,
e3 < ey, es < e4 and ey’ < es.

According to the definition of Fresh, the following formula
can be obtained.

New(e") =< nonce;
>=> Fresh(ei’, nonce;)
A:ldNe, : E.
loc(er’) = loc(ey)) = loc(es’) = B
Net' < ey < ez’ A E(e3)hasnonce;
A=(er’ = E(Send))
= Fresh(e3' ,noncer)
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Then it can be proved that nonce| was sent for the first time
in the event e3’.

loc(e1) = loc(e3’)=AN
e1 < ez’ A Fresh(es', noncei)A
—(3Send(e)hasnonce; A
el <e<ep)

= FirstSend(e3’, noncer)

So that nonce; was sent for the first time in event e3’, and
all actions that contain nonce; must happen after event e3’,
including the event Rcv (eg) =< B, noncey,s; >. There-
fore, with the new honesty axiom, we have a new temporal
ordering: e3’ < eo.

Similarly, we can prove that e4 < e4” and eg’ < es, and the
strong authentication property obtained.

With the interaction of PUFs-based authentication proto-
col formally described by LoET-E, the basic sequences are
constructed and the strong authentication property in protocol
interaction process is verified.

If LoET is used to prove this new type protocol, since LOET
does not have the judgment of the freshness of the challenge
number, it cannot get results quickly and effectively in the
process of proving strong authentication property.

VI. FUTURE WORK
Although this paper present LOET-E successfully, there are
still some follow-up work to be completed.

(1) LoET-E is currently only tested on some classic cryp-
tographic protocols and small areas of the emerging cryp-
tographic protocols, it has not been proven on most of the
emerging cryptographic protocols. Subsequent work includes
the use of LoET-E for instance analysis of more new crypto-
graphic protocols.

(2) At present, both LOET-E and PCL can only prove the
authentication attribute of cryptographic protocols, and can-
not prove other attributes of cryptographic protocols. We can
introduce new concepts and ideas to prove different security
properties by learning how other formal methods can prove
security properties. For example, a new formal method called
Witness-Functions [20], [21] has recently emerged. When
using this logic to prove the secrecy of protocols, the concept
of tag is used [22], which we think is valuable for reference.
From this perspective, the extended logic of event can be
further studied to prove more properties of cryptographic
protocols.

VIl. CONCLUSIONS

Based on the logical framework of PCL, this paper extends
LoET from several different aspects and presents LoET-E.
The main work is as follows:

(1) Combine the Possession Axioms to extend the defini-
tion of has in the flow relation axiom of LoET, ensuring the
correctness, integrity and validity of the original axioms.

(2) Redefine the source of the signature accepted by the
honest principal in LoET, take into account all possible situ-
ations in a formulaic manner, and extend the honesty axiom
that describe the behavior of honest principals.
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(3) Introduce the concept of Fresh and two derivative con-
cepts Gen, FirstSend in LoET, ensuring the consistency of
event classes and basic sequences in the proof process.

(4) According to these three new concepts, a series of
important rules are presented to reduce the complexity and
redundancy in the protocol analysis process and expand the
scope of proof of the cryptographic protocols.

(5) By presenting LoET-E, the provable range of
cryptographic protocols was extended.
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