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ABSTRACT This paper investigates secure communication from a wireless-powered transmitter to a
desired receiver with multiple eavesdroppers in the wireless powered communication networks (WPCNss).
Considering the non-linear energy harvesting (EH) model, we propose a secure two-phase communication
protocol with the help of a hybrid base station (HBS). First, in the power transfer (PT) phase, the HBS
transfers wireless power to the transmitter. Then in the subsequent secure information transmission (SIT)
phase, the transmitter sends the secret information using the energy harvested in the PT, under the protection
of artificial noise (AN) generated by the HBS. First, based on this communication protocol, we maximize
the secrecy throughput with perfect channel information state (CSI) under the transmit power constraint at
the HBS. The secrecy throughput maximization (STM) problem is non-convex, and hence we reformulate it
by exploiting the primal decomposition method (PDM) to obtain tractable forms. The PDM-based transmit
scheme (PDM-TS) is proposed for the STM. In addition, considering the imperfect CSI of wiretap channel,
we further design the robust transmit scheme for the worst-case secrecy throughput maximization (wSTM)
problem. Since the wSTM shows high non-convexity, we extend the PDM by combining it with the S-
procedure, and the PDM-based robust transmit scheme (PDM-RTS) is proposed for the wSTM. Finally, the
numerical simulations are provided to show the effectiveness of the proposed transmit schemes.

INDEX TERMS Wireless powered communication networks (WPCNs), non-linear energy harvesting (EH)

model, physical layer security (PLS), secrecy throughput, robust beamforming.

I. INTRODUCTION

A. BACKGROUND

The Internet of Things (IoT) has been recognized as a promis-
ing technique for the 5G communication, which can be
applied in varied fields, e.g., manufacturing [1], precision
agriculture [2] and the smart city [3]. The IoT networks
usually contain large numbers of battery powered wireless
devices for sensing, data processing and communication.
Since these devices need to be replaced or recharged peri-
odically due to the finite-capacity battery [4], the lifetime of
0T is limited.

Fortunately, the notion of energy harvesting (EH) has
aroused an upsurge of interest as a promising resolution for
prolonging the lifetime of IoT [5], [6]. Among the varied
resources available for the EH, the radio-frequency (RF)
wireless power can provide a sustainable power supply and
is easy to be converted. Thus, the RF-EH paradigm has
been shown to enhance the system energy efficiency in

The associate editor coordinating the review of this manuscript and
approving it for publication was Khaled Rabie.

the energy-constraint wireless networks [7]-[9]. Currently,
the RH-EH communication networks can be divided into
two mainstreams: simultaneous wireless information and
power transfer (SWIPT) networks and the wireless powered
communication networks (WPCNs) [10]. For the WPCNs,
the wireless power is first transferred to the EH nodes,
then the EH nodes transmit information using the harvested
energy.

Due to the broadcast nature of wireless medium, the com-
munication security is another problem of serious concern.
As an important supplement of traditional key-based cryp-
tography method, the physical layer security (PLS) is promis-
ing for ensuring communication security [11]. Based on the
information theory, the PLS has been derived by exploiting
the uncertainty of wireless channel [12]. There have been
several techniques for improving the performance of PLS.
In [13] and [14], the secrecy rate was maximized by secure
beamforming for the multiple-input single-output (MISO)
and multiple-input multiple-output (MIMO) systems, respec-
tively. The artificial noise (AN) was introduced to interfere
the wiretap channel in [15], while the joint optimization of
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information signal and the AN was derived in [16] for saving
transmit power. In [17], the assisting relay selection schemes
were studied for enhancing secrecy performance using the
Stackelberg Game.

Recently, employment of the PLS for the RH-EH
wireless communication has attracted much attention.
Assuming that the EH nodes may intercept the secret infor-
mation, the optimal beamforming was designed to minimize
the total transmit power for the SWIPT networks with secrecy
constraints in [18]. In [19], a wireless-powered assisting
jammer was employed to interfere the potential intercept-
ing EH nodes. Reference [20] considered SWIPT relay net-
works and designed the optimal relaying strategies for the
power splitting case and time switching case, respectively.
In the WPCNs, reference [21] optimized the secrecy rate
by using a hybrid access-point. Considering a wireless pow-
ered two-way relay networks, reference [22] maximized the
secrecy rate with different secure relay protocols. With a
hybrid base station (HBS) which can supply RF power and
generate AN, reference [23] maximized the secrecy through-
put of the WPCNs and obtained the closed-form optimal
solution.

Generally, the secure transmit scheme design depends on
the channel state information (CSI), which is not easy to be
estimated perfectly in reality. Many works have managed to
deal with the imperfect CSI. Assuming that the CSI errors
lie in known sets of possible values, the worse-case secrecy
performance was optimized in SWIPT networks [18], [24].
In [25]-[27], considering CSI errors submitting Gaussian
distribution, the robust transmit schemes were investigated
with secrecy outage probability constraints.

In the aforementioned research on secure communication
in RH-EH systems, the linear EH model was taken, where
the harvested power increases linearly with the input power.
However, the recent research found that the linear EH model
may be overly ideal and a new non-linear EH model was
proposed in [28]. Based on this model, reference [29] and [30]
investigated resource allocation schemes to minimize the
transmit power with secrecy constraints. In [31], the energy
efficiency was maximized for SWIPT networks based on
non-linear EH model and it was found that the non-linear EH
model can improve the secrecy performance.

B. RELATED WORK AND MOTIVATION
For secure communication in the WPCNs, the secrecy
throughput was not studied in [21], [22], [30]. However,
the transmission in the WPCNs is divided into two phases
and the information is transferred only in the second phase.
Hence, the research of maximizing secrecy throughput for
the whole transmission slot in the WPCNs is meaningful and
challenging. So far, a few works have concentrated on this
topic for the WPCNs. In order to highlight the novelty of
this paper, it is worthy to emphasize the following differences
between this paper and existing works.

Firstly, the wireless powered transmitter is equipped
with single antenna in [23], [32]-[36], and it will become
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difficult to harvest enough energy for information transmis-
sion when the RF power from the HBS is low. In addition,
the single-antenna transmitter cannot conduct secure beam-
forming, which leads to poor secrecy performance especially
for the case of multiple Eves. In 5G generation, the multi-
antenna transmitter gets easily achievable, hence this paper
investigates the secure transmission in the WPCNs with
multi-antenna wireless powered transmitter.

Secondly, most of the existing works (see e.g.,
[23], [32]-[37]) only studied the secure transmission in the
WPCNs with perfect CSI. However, it is hard to obtain the
exact CSI in reality, especially when the Eves take passive
intercepting method. Although the imperfect CSI was con-
sidered in [38] with single Eve, the AN was not employed
therein. With the transmit scheme in [38], the secrecy perfor-
mance will dramatically degrade when the number of Eves
increases or the wiretap channels become superior to the main
channel. To improve the secrecy performance for these cases,
we employ the AN and design the AN signal in this paper.

Thirdly, although the AN was introduced in
[23], [33]-[36], the AN signal was sub-optimal for the
secure transmission. For instance, with single Eve, the simple
zero-forcing (ZF) AN scheme was taken in [36], and with
multiple Eves, the AN was generated in the null space of
main channel in [23], [33], [34], [36]. As the introduction of
AN may lead to extra power consumption, this paper designs
the AN signal using the semi-definite programming (SDP)
method to improve the secrecy performance and the power
utilization efficiency simultaneously.

Fourthly, in most existing works related to the WPCNss,
the traditional linear EH model was taken, which mismatches
the practical circuit features and may result in misleading
optimization solutions. To avoid the performance loss caused
by the linear model, this paper considers the newly proposed
non-linear EH model. Thus, our work is much closer to
practical systems.

C. CONTRIBUTIONS

In this paper, we design the secure transmit schemes in the
WPCNs which consist of a HBS, a wireless powered trans-
mitter, a desired receiver and multiple passive Eves. Con-
sidering the non-linear EH model, the secrecy throughput is
maximized for both the perfect CSI and imperfect CSI cases.
The main contributions of this paper can be summarized as

follows.
o We investigate the transmission in the WPCNs and

design a secure two-phase communication protocol,
including the power transfer (PT) and the secure infor-
mation transmission (SIT). This protocol enables secure
communication from the wireless powered transmitter to
the receiver with the help the HBS. Especially, the newly
proposed non-linear EH model is taken in this paper and
the simulation results indicate the existence of optimal
power supply of the HBS with this model.

« With the multiple-antenna wireless powered transmitter
and AN generated by the HBS, we maximize the secrecy
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throughput by jointly optimizing the RF signal covari-
ance, the secret signal beamforming, the AN covariance
and the time allocation between PT and SIT. The secure
transmit schemes are designed for both the perfect CSI
and imperfect CSI cases.

« For the perfect CSI case, the secrecy throughput maxi-
mization (STM) is non-convex. Hence, we employ the
primal decomposition method PDM) by divide the orig-
inal problem into two simpler sub-problems, i.e., the
beamforming design sub-problem (BFsP) and the time
allocation sub-problem (TAsP). The PDM based trans-
mit scheme (PDM-TS) is proposed for the STM.

o As an extended work, we study the worst-case secrecy
throughput maximization (wSTM) problem when the
CSI of wiretap channel is imperfect. This problem
is highly non-convex, hence we extend the PDM by
combining it with the S-procedure. The wSTM prob-
lem is divided into another two sub-problems, i.e., the
robust beamforming design sub-problem (RBFsP) and
the robust time allocation sub-problem (RTAsP). The
PDM based robust transmit scheme (PDM-RTS) is pro-

posed for the wSTM.
The organization of this paper is as follows. Section II

introduces the system model and establishes the problem
formulations. We solve the STM problem with perfect CSI in
Section III, while deliver solution of the wSTM problem for
the imperfect CSI case in Section IV. The simulation results
and analysis are shown in Section V and the conclusion is
drawn in Section VI.

The notation of this paper is as follows. Boldface lowercase
and uppercase letters are used to denote vectors and matrices,
respectively. I, denotes the n—by — n identity matrix, and O is
a zero matrix. By X > 0, we mean that X is a Hermitian pos-
itive semidefinite matrix. The operators (-)7, ()%, Tr(-) and
- | represent the transpose, Hermitian, trace and determinant
operations, respectively. R™*" and C"*" stand for the set of
matrices with real- and complex-valued entries. The symbol
E{-} represents the statistical expectation of the argument and
[x]IT = max(0, x). The Euclidean norm is denoted by ||-|| and
Re{-} represents the real part of a complex value. Diag(A, B)
represents a block diagonal matrix with the diagonal blocks
with A and B.

Il. SYSTEM MODEL AND PROBLEM FORMULATIONS

A. SYSTEM MODEL

We investigate the secure communication in the WPCNs
including a HBS, a transmitter, a desired receiver and K
passive eavesdroppers (Eves). The antenna numbers of HBS
and transmitter are N, and N;, respectively. Meanwhile the
receiver and Eves are both single-antenna. It is assumed that
the HBS provides constant power supply, while the trans-
mitter utilizes the RF power harvested from HBS to transfer
secret information.! The system model is shown in Fig.1.

UIn this paper, we consider a simple scenario where the desired receiver
and the Eves are located adjacently, hence these nodes can be clustered
together referred as the receiving nodes.
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FIGURE 1. Illustration of the secure two-phase communication protocol
in the WPCNs.

In this paper, the secure two-phase communication pro-
tocol is proposed for the WPCNs. The time for a whole
transmission slot is assumed as 7. Denote « as the time
division ratio with 0 < « < 1. During the PT lasting for
(1 — a)Typ, the HBS transmits RF power to the transmitter.
Let Hp € CN*Ni represents the channel from the HBS to
transmitter. The signal received at transmitter in the PT is

y: = Hpvp + 1 (D

where vp ~CN (0, Qp) denotes the RF signal from the HBS
and n; ~ CN(0, 5,2I) denotes the independent and identical
distributed (i.i.d.) circular symmetric complex additive white
Gaussian (AWGN) noises. Assuming the power supply of the
HBS is P, it should be satisfied that 7r(Qp) < P. Let P,
denote the received RF power from the HBS and Py denote
the harvested power at transmitter. Most the existing works
take the linear EH model, i.e.,

Ppst = p1Prey )

where 0 < p; < 1 is the power conversion efficiency. However,
this model is too ideal. A more practical non-linear EH model
was proposed in [28], which was verified by measurement
data. According to this model, the harvested power can be
denoted as

Vg — MgQg
Py = ——— 3
hst 1—Qp (3a)
W = M 3b
E= 1+ e—aE(Prev—bE) (3b)
1
Qr = e e (3¢)

In (3b), 0 < n < 1 denotes the division ratio of received power
for information transmission.> M is a constant denoting the
maximum harvested power at the transmitter when the EH
circuit is saturated, ar and bg are parameters related to the
detailed circuit specifications.

2In this paper, we assume that the transmitter also conducts information
sensing and data processing, which requires (1—7)P.. of the received power.
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During the subsequent SIT lasting for o7}, the transmit-
ter sends secret information to the desired receiver in the
presence of K passive Eves. The channel from transmitter to
receiver is h, € CNi ! while the channel from transmitter to
Eve k is hy € CN*! k e {1, ..., K}. In this phase, the HBS
generates AN to interfere the Eves for improving the secrecy
performance. The channels from the HBS to receiver and
Eve k are g, € CMv*! and g € CV*!, respectively. Then,
the received signals at receiver and Eve k can be denoted as

vy = hAws + g v, +n, (4a)
v = W ws + gy + i (4b)

where s represents the secret information from the transmitter
with E{|s|?} = 1, and w is the corresponding beamforming
vector. v; ~ CN(0, Qy) represents the AN generated by the
HBS which satisfies 7r(Qy) < P. n, € C and ny € C represent
the corresponding i.i.d. AWGN with variances o, and o}

Considering the existence of K passive Eves without col-
lusion, the secrecy rate can be calculated as [39]

h,?ww'h,

R; = [log(l + ———
’ ngQl gr+ Grz

thWWH hy
2" Qg + oi?
Assume slow fading channels which remain constant in the
SIT. The secrecy throughput for a whole transmission slot can
be represented as

- log(1 TG
max og(l + )] Q)

T, = aTyR, (6)

B. PROBLEM FORMULATIONS

In this paper, we investigate the secrecy throughput in the
WPCNs, i.e., the STM problem for the perfect CSI case
and the wSTM problem for the imperfect CSI case. With
perfect CSI, the STM is to maximize the secrecy throughput
by jointly optimizing the RF signal covariance Qp in PT,
the secret signal beamforming w, the AN covariance Qy in
SIT and the time division ratio «. That is

O ol 7
s.t. Tr(ww') < %, 0O<a<1 (7b)

Tr(Qp) < P, TV%QJ) <P (7¢)

Qr>0, Q; =0 (7d)

The constraints (7b) insures that the transmit power of the
transmitter does not exceed its previously harvested power.
The constraints (7c¢) implies the power supply of the HBS
remains constant for the PT and SIT.

In practice, the CSI of wiretap channels is usually imper-
fect as the Eves take the passive intercepting method. In this
paper, we take the deterministic model [18], [24] to describe
the CSI errors. For Eve k, it is defined that

hy = hy + 8
g = & + Sk (®)
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ﬁk and gy, are the estimated channels, while 8y and § ok denote
the response CSI errors. It is set | |8y ||> < €k, ||8gk||2 < &g,
where g, €61 are known constants.

In this way, we design the robust transmit scheme to
maximize worst-case secrecy throughput. The wSTM can be
summarized as

ORT :

max min T (9a)

Qp,W Snk»Sgk

Q/.«

1 —a)P
st Trowwily < L= 9Pt oy (9b)
o
Tr(Qp) <P, Tr(Qy) <P (9¢)
ISl * < enk,  Nekll* < ek, kefl,...,K}
(9d)

Qpr>0, Q>0 (%e)

In what follows, we first derive the solution of the STM
with perfect CSI, then extend the work to exploit the wSTM
with imperfect CSI.

Ill. TRANSMIT SCHEME DESIGN WITH PERFECT CSI

In this section, we design the PDM-TS for the STM by
solving the problem Q7. To deal with the Qr, we first derive
the optimal RF signal covariance Qp, then further design the
secret signal beamforming w, the AN covariance Q; and the
time division ratio « using the PDM.

A. RF SIGNAL DESIGN

It can be found the harvested power Pjg is only involved
in (7b). Hence, we first design the RF signal to maximize
the harvested power Py of the transmitter in this part. With
the RF signal covariance Qp, the received RF power of the
transmitter can be calculated as

Prev = Tr(QpHp" Hp) + N;0/” (10)

According to (3), Py increases monotonously with Py,.
Hence, the problem of maximizing Py, is equivalent to max-
imizing the received RF power P,., with the optimal Qp, that
is

Qrrp :  max Tr(QpHp Hp) + Nior*  (11a)
P

s.t. Tr(Qp) < P (11b)

Q>0 (11c)

To solve problem Qgrp, we first introduce the following
lemma.

Lemma 1 ( [40]): Let A and B be two N x N positive
semidefinite matrices, with eigenvalues 1 > --- > ay and
B1 > --- = B, respectively. Then,

N N
> aiBy-it1 < Tr(AB) < Y aif;
i=1 i=1

Since HpH Hp is positive semidefinite, we can per-
form the eigenvalue decomposition and obtain the result as
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HPHHP = UHPAHPUHPH~ It is defined that Agp =
diag(Ay1, -+, An,), where A;,i € {1,..., Ny} is the eigen-
value with A1 > > Ay, and Ugp is the orthogonal
matrix combined by corresponding eigenvectors. Assuming
the eigenvalue of Qpis w,,i € {1,..., N} with pug > -+ >
Ni
un, and > wi < P, according to Lemma 1, we can get
i=1
Nj,
Tr(QpHp Hp) + Nyoi> <> dipi + Nioy*  (12)
i=1
where the equality holds when the eigenvalue decomposition
of Qp can be represented as Qp = UHPAQPUHPH with
Agp = diag(uy, - -+, un,). To maximize the received RF
power P, we set Agp = Agp n = diag(P,0,---,0).
In this way, the maximum P, can be obtained as

Prev m = Py + Nioy? (13)

and the corresponding RF signal covariance Qp,, =
UHpAQp_mUHpH . The corresponding maximum harvested
power Pps m can be obtained using (3).

Proposition 1: When the HBS transmits the RF signal
with covariance Qp = Qp s, the harvested power of the
transmitter is maximized as Ppg_», and the maximum secrecy
throughput can be achieved under this condition.

Proof: Suppose the RF signal covariance Qp . # Qp
with the corresponding harvested power P ., then it is sat-
isfied 0 < Ppg o < Ppg_m according to Lemma 1. Applying
Prst_m and Ppg . into (7b), we can get the feasible domains of
Qr as ¢, and ., respectively. Since Prs o < Ppgt_m, it can
be obtained &, C P,,. So the solution of Q7 with Py  is
suboptimal and the Proposition 1 is proved.

With Proposition 1, the problem Qr is transferred as

or: : max Ty (14a)
W,Qj,ol
1—a)P
s.t. Tr(wwH) < M, O<a<l1
o
(14b)
r@QH =P, Q=0 (14¢c)

Actually, O is still non-convex due to the objective func-
tion in (14a). Hence, we further employ the PDM to deal with
it. The PDM is based on decomposing the original compli-
cated problem into several simple sub-problems controlled
by a master problem and taking an iterative way to find the
solution [41], [42]. In this paper, Q7 is decomposed into two
sub-problems, i.e., the BFsP and the TAsP. In the following,
we will solve them respectively.

B. SOLUTION OF THE BFSP

In this part, the BFsP is involved, i.e., jointly optimizing
the signal beamforming w and the AN covariance Q; with
a fixed time division ratio « = «g. The main obstacles of
solving Q7 lie in (14a), which is non-convex. To deal with
it, the sequential parametric convex approximation (SPCA)
method [43] is employed.
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The secrecy rate in (5) can be rewritten as

R; = [R;, — max Rek]+ (15)
I<k<K
where

R, = log(ngQJgr + 0r2 + herth,)

— log(g," Qg + 0% (16a)
_ H 2 H H
Rer = log(gr” Qygr + ox” +h" ww’hy)
— log(g" Qg + or?) (16b)

It can be found that the second term on the right hand
side (RHS) of (16a) is convex and the first term on RHS
of (16b) concave, which causes the (15) is non-convex and
non-concave. To proceed, we exploit the first-order Taylor
expansion and get the approximations of (16a) and (16b) as

Rm = log(ngngr +Ur2+hrHWhr)
—log(g," Qg +0,°)—Tr

grng
————(Qy—Qyo)] (17a)
g-7Qjogr+0,?
Rer = log(giQrogi + ox® + i Wohy)
H
Sk 8k
+Tr[ Qs —Qyo)l
21 Qrogk + %2 + i Wohy
T heh W = W)l
2 - 0
21 Qrogk + ok + i Wohy
— log(gr" Qg + or?) (17b)

where W = ww!’ and W, Qo are constant matrices. Then,
the tractable approximation of problem Q7 with @ = «( can
be represented as

max (R, — max Re) (18a)
W.Q, 1<k<K
1 — ag)P
st TrWy < LT 0Phtm o g (1gp)
(e4)
Ir@Q) <P, Q;>=0 (18¢c)
rank(W) = 1 (18d)

Introduce a slack variable ¢, which denotes the upper
bound of wiretapping rate with perfect CSI. Neglecting the
rank constraint in (18d) by using the semidefinite relaxation
(SDR), (18) can be re-expressed as

Ori—ap: _max R,—¢ (19a)
W.Q,.¢
st. Ry <¢, kef{l,...,K} (19b)

(18b), (18¢) (19¢)

The problem Q7i_ap is convex and can be solved effi-
ciently (e.g. with CVX software [44]). Although neglecting
the rank constraint, the following proposition implies that the
accurate solution of (18) can still be obtained.

Proposition 2: If the SDR problem Qrj_ap is feasible,
the optimal solution W* yields rank(W*) = 1.

The proof is shown in Appendix A.

Based on the SPCA method by iteratively solving the
sequence of Or1_4p, the algorithm for solving the BFsP is
summarized in Algorithm 1.
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Algorithm 1 SPCA Procedure for the BFsP

1: Initialize Wq, Qjo.
2: repeat
3:  Solve Qri—_ap, get the optimal solution W,* and Q.

4: Set Wy =W,*,Q]0 = Q];(
5. until R,, — ¢ in (19a) converges.
Output:
6: The optimal solution W*, Qj and corresponding secrecy
throughput.

C. SOLUTION OF THE TASP

In this part, we derive the solution of the TAsP, i.e., the
optimal time division ratio « for maximizing the secrecy
throughput with the flxed W, Q* 7. We first normalize the

* _ w* _ QJ
w ’_Qf with W = T Q = Q)
Tr(W)=1 and Tr(Qy;) = 1. Then the secrecy throughput can

be represented as

such that

1—a)P
Ts:a{log[l—f-crm]
o

l—a)P *
— max log[l—i—CkM]} . O<a<1 (20)
1<k<K o
where
_ h/"Wh,
' ngQch"i‘arz
h” Why,

Cp = — =~ K
T e Qi + o

According to (20), the T is a function of «, which is shown
non-concave. It is hard to derive the optimal value of (20)
directly, hence we design an iterative approach to achieve an
approximate optimal solution.

For Eve k, define the function

Tik(a) =a {log[l + Cr(l_oi#]
—log[1 + ck%]} 1)

With function (21), we define the set &y = {o € R|Ts k(o) >
K
t,t>0}and = N . Actually, Py is the feasible region of

« to ensure available secrecy throughput for Eve k. To solve
Ts k() > t is equal to solving the following inequality of o

1+, =2p :
r—q L hst > on (22)
1+ G TPhsz
Setg = é with g > 1, (22) can be transferred as
14+CPsyg—Crg—e /(14 CiPrsig— Ck Ps) =0 (23)

To deal with (23), we give the following lemma.
Lemma 2: Let fi(q) =14+C,Ppsg—Crq—e"1(14+Ci Phsrq—
CiPrst), fr(q) is concave w.r.t. g for g > 1.
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The proof is shown in Appendix B.

According to Lemma 2, the set &, is convex. Hence, for the
given secrecy throughput ¢, we can calculate the correspond-
ing &;,k € {1,...,K} (e.g., using numerical calculation
method) as well as the set ®. If & = (, is implies the value
of ¢ is too large. Otherwise, we should increase 7.

The algorithm for solving the TAsP is summarized in
Algorithm 2.

Algorithm 2 Procedure of Solving the TAsP
Initialize #,,, tjo. -
2: repeat
Sett = (tup + tlow)/z-

K
4:  Getthe sets ,Vkand ® = N Dy.
k=1

If ® =0, ty, =t; else, tipy = .
6: until |t,, — 0| converges.
Output:
The optimal solution a*= 1/g*
secrecy throughput.

and corresponding

As mentioned above, we can obtain the PDM-TS for the
STM by jointly optimizing the RF signal covariance Qp,
the signal beamforming w, the AN covariance Q; and the
time division ratio «. By iteratively solving the BFsP and the
TAsP, the procedure of the PDM-TS design is summarized in
Algorithm 3.

Algorithm 3 Procedure of the PDM-TS Design

Initialize .

Calculate the maximum harvested power Pjg ,; with (13)

and the corresponding Qp .

3: repeat

Solve the BFsP by Algorithm 1, obtain the optimal
W, Qj, calculate the maximum secrecy throughput
T;.

SetW = W' -
© T(W*) nd Qs = Tr(Q*)

6:  Solve the TAsP by Algorithm 2, 'obtain the optimal ¢&*
and the corresponding T.

Set ag = a*.
until 7 converges.
Output:

9: The Qp_, the optimal solution W*, Q;*, a*, as well as
the corresponding 7.

Converge analysis: With Algorithm 3, we obtain the opti-
mal solution of problem Qrr. We can prove it as following.
Suppose in iteration i, the secrecy throughput obtained using
Algorithm 1 and Algorithm 2 is Ty ; and Ty _;, respectively.
It is satisfied that Ty; ; < Tso_;. For the next iteration i + 1,
it is satisfied that Tsp ; < Ty1_j+1. In this way it is obtained
that Tsl_l = Ts2_1 = Ts1_2 = = Tsl_i = Ts2_i» besides,
the problem Qg7 is bounded. Hence, the Algorithm 3 will
converge to the optimal solution.
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IV. TRANSMIT SCHEME DESIGN WITH IMPERFECT CSI

In this section, we design the PDM-RTS for the wSTM by
solving the problem Qgr. Considering the Eves take passive
intercepting method, we consider that the CSI of the wiretap
channel is imperfect. In this case, the design of RF signal
covariance Qp is still the same with the derivation process
in III. A. Hence, the wSTM can be represented as

: max min 7, 24a
ORT1 Jhax s T (24a)
1—a)P
s.t. Tr(ww') < —( ) h‘“—m, O<a<1
o
(24b)
Tr(Q;) <P, Q=0 (24¢)
U8 l1* < enic, 18gx|1* < egk,  ke{l,....K}
(244d)

The problem Qg7 is highly non-convex due to the objec-
tive function in (24a) and CSI errors constraint in (24d).
Combined with the S-procedure, the PDM is extended for
the robust transmit scheme design, and Qgr is divided into
RBFsP and RTAsP. In the following, we will solve the two
sub-problems, respectively.

A. SOLUTION OF THE RBFSP

In this part, the RBFsP is involved, i.e., jointly optimizing the
w, Q; with fixed @ = «( for the imperfect CSI. Introducing
a slack variable ¢ which denotes the upper bound of wiretap-
ping rate with imperfect CSI, the optimization problem can
be represented as

Orr1s :

in log(l + h,” Wh,
max min 10, — 5
£ g7Qugr + o)

-9
w.Qy.a SnksSgk

(25a)
~ H ~
(hi + 3p) W(hy + Spic)
s.t. log[l + — TR ,
(& + 8g1)" Qu (& + 8g) + k2
kefl,...,K} (25b)
1 — ag)P
rw) < L2000 em gy g (25¢)
0
r@Qy) =P, Q=0 (25d)
18k I* < ene. 18gk|1* < ek, k€ {1,.... K}
(25¢e)
rank(W) = 1 (25%)
with W = wwf. Due to the errors constraint in (25e¢),

the method in III. B cannot be applied for the problem Qgrr1s
directly. To proceed, we design a bilevel quick search (BQS)
method [45]. Taking a nested manner, the BQS can be divided
into the inner problem and outer problem. For the inner
problem, we fix the variable ¢ = ¢ (i.e., guaranteeing the
worst-case wiretapping rate no more than ¢r) and solve the
corresponding Qrr1s. Let H(¢r) denote the optimal solution
of the inner problem. Then the outer problem is to find the
optimal ¢y for maximizing the objective function of Qgrris,
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which can be equivalently solved by

max H(gr) (26)
¥

In the following, we will derive the inner problem first.
With ¢ = ¢, (25b) can be rewritten as
Sk Wi — 8o (e — 1)Qy g
+ 2Re(bf W — & (¢ — DQy8y)
+ 0 Why — g (¢ — DQs& — (¢ — Doy* <0
(27)

Setting & =[S, 81, E = diag[W, —(e” — 1)Qy]
and e; = [h¥, gk 19, (27) can be re-expressed as

8 28 +2Refer T ESi )l +erT Zer—(e” — Do’ <0 (28)

To deal with (28), we introduce the following lemma.
Lemma 3 (S-Procedure [46] ): Let fr(x),k = 1,2 be
defined as

fi(x) = x Apx + 2Re(brx} + ci

where Ay=A;" € C™" b, € C" and ¢4 € R. Then,
the implication f1(x) < 0 = f2(x) < 0 hold if and only if
there exist i > 0 such that

Al by Ay b,
ot O] 2]

Provided there exists a point X with f; (X) > 0.
According to (25e), it can be obtained

exex = S S +8gk™ Sk < ek +egk (29)

Based on Lemma 3, (28) holds with (29) is equal to Juy > 0
and it is satisfied

y I 0
“lo —Enk — Egk

g ey
12 el Bep — (¥ — Doy?

i| >0 (30)

Using the procedure above, (25b) and (25e) are transferred
into (30), which is tractable Linear Matrix Inequalities
(LMIs).

For (25a) which is non-convex, we employ the first-order
Taylor expansion and get

Rr = IOg(ngQJgr +Gr2 +hrHWhr) —QF
_IOg(ngQJOgr +Gr2)—TI"
grng
—————(Q;—Qy0)] (31)
ngQJOgr +0,2
where Qjq is a constant matrix. Notice that (31) is concave

w.r.t. W and Qy. Then the tractable approximation of inner
problem is represented as

ORT1S_qi©  max R, (32a)
W.Q,

s.t.30),kef{l,....,K}  (32b)

(25¢), (25d) (32c¢)

59483



IEEE Access

X. Liu et al.: Secrecy Throughput Optimization for the WPCNs With Non-Linear EH Model

In the problem Qrr1s_4i, wWe relax the rank constraint in (25f).
Yet, the following proposition shows the rank-one property of
the optimal solution.

Proposition 3: If the SDR problem Qrris 4 is feasible,
the optimal solution W* yields rank(W*) = 1.

The proof is shown in Appendix A.

Then the inner problem can be solved using the SPCA
method by iteratively solving the sequence of problem
Orr1s_ai- For the outer problem, we can solve it using
one dimensional search (e.g., golden research ) to find the
optimal ¢r.

The algorithm for solving the RBFsP is summarized in
Algorithm 4.

Algorithm 4 BQS Procedure for the RBFsP

low

Initialize ¢
repeat
Set @1 = 0.382(¢p"? — '), 93 = 0.618(p"? — loW).
4. fori=1,2do
Initialization Qjq.
repeat
Calculate the optimal solution of Qrr1s 4 With
@r=j;, get the optimal solution W} and Q7.
8: SetQJO = Qj;k
until R, in (32a) converges.
Get the response maximum secrecy rate f(’;“ PR

and ¢"P

{1, 2}.
end for
12: Iij‘ > R 5> set "7 = @y; else set Pl = @
until [P — [— Y| converges.
Output:

The optimal solution V~V;§, Q;R and secrecy rate R* =
(RY |+ R} ))/2.

B. SOLUTION OF THE RTASP
In this part, we derive the solution of the RTASP, i.e., the
optimal time division ratio o with the glven Wi, Q* g for

— QJR
Qe = 7G5

the imperfect CSI. Setting Wz = Tr(w*
the secrecy throughput can be represented as

N - (1—a)P,
T, = a{log[1+Cr—( “()X hst_m |

(I—a)Ppss_m

—lg}ca<x 10g[1+C T‘]}, O<a<1 (33)
where
& — M Weh,
g1Qrgr + 0,
e = (hy + 5hk)HWR(ﬁk + Snk)

(@& + 890" Qur(Ex + 8ek) + %2

We aim to maximize the worst-case secrecy throughput.
According to (33), the worst case happens when the achiev-
able rate of wiretap channel is maximized, which means the
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corresponding Cy of Eve k is maximized. Since Cy and « are
uncoupled, we calculate the maximum Cj first.
Proposmon 4: Considering the CSI errors w1th 8m |12 <

Ehk ||8gk|| < &gk, it holds that Ck < Ck max = 2%, where
A
Chk = max Tr(Lne Q1ik) (34a)
hk
s.t. Tr(Lpg Qon) < enk (34b)
Tr(Lpe Qzp) = 1 (34c)
L >0, Ly € C(Ns+l)><(Ns+1) (34d)
and
A
Cgk = mMin Tr(Lgr Qugr) (35a)
gk
s.t. Tr(Lgk Qag) < gk (35b)
Tr(Lng3g) =1 (35¢)
Lg > 0, Ly € CNFDxMNitD(354)

with the expressions of

Qi = Wk Wihy
T REW B Wehy

diag(Oy,, 1) and Qg = [

dlag(INh ’ 0)7 Q3g = dlag(ONh I 1)
The proof is shown in Appendix C.

} , Qop = diag(y,, 0), Q3 =

Q]R QJng } Qs =
HQur 81Qurek |7 ¢

For Eve k, build the function with Cy = Ci max as
T =~ (1 — )Py
T, 1(@) = aflogl1 + C’%]

ol 1- Pv m
—log[1+ckmax%]} (36)

Define the sets ®; = {a € R|Tsx(a@) > t,¢t > 0} and

K -
® = N . Similar to the analysis in III. C, it can be

k=1
verified that the set ék is convex. Hence, we can calculate
the corresponding &,k € {1,...,K} and the ® using the
similar method in III. C. The algorithm for solving the RTAsP
is summarized in Algorithm 5.

Algorithm 5 Procedure of Solving the RTAsP
Initialize ¢, #/o..
repeat
Sett = (tup + tiow)/2.
Get the sets Ci)k, Vk and ® = kﬂl &)k.
50 @ =0, 1, =t;else, tipy = 1.
until |#,, — t;,,| converges.
Output:
The optimal solution a*=1/g*
secrecy throughput.

=

and corresponding

As mentioned above, we can obtain the PDM-RTS for the
wSTM. By iteratively solving the RBFsP and the RTASsP,
the procedure of the PDM-RTS design is summarized in
Algorithm 6.
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Algorithm 6 Procedure of the PDM-RTS Design

Initialize «.

Calculate the maximum harvested power Pjg;_, with (13)

and the corresponding Qp .

repeat
Solve the RBFsP by Algorithm 4, obtain the optimal
V~V;‘}, Q}; ;- calculate the maximum secrecy throughput
T. i i

- W _ o
Set Wi = r‘% and Qjr = Tr(él;R)
6:  Solve the RTAsP by Algorithm 5, obtain the optimal

a* and the corresponding T.

Set ag = a*.
until 7 converges.
Output:

The Qp_p, the optimal solution Wr*, Qg ™, a*, as well
as the corresponding T.

It should be noticed that the Algorithm 4 for solving the
RBFsP is actually suboptimal using the BQS, hence the
Algorithm 6 will converge to a suboptimal solution.

V. SIMULATION RESULTS AND ANALYSIS

In this section, the numerical simulation results are provided
to validate the proposed transmit schemes. It is assumed that
the transmitter is located on the line connecting the HBS
and the receiving nodes. The distances from the HBS to
transmitter, from transmitter to the receiving nodes and from
HBS to receiving nodes are di, d» and D, respectively. It is
satisfied that D = d| +d;. The far-field WPCNs is considered
withd; > 1,d, > 1 and D = 10m [6].

The simplified distance-dependent path loss model is taken
in this paper [21], [32]. All the entries of the channels are
assumed as i.i.d. complex Gaussian random variables with
zero mean and variances d ", where d denotes the distance
between the two nodes and n = 2. Without loss of generality,
the following setting is assumed, unless specified. Eves num-
ber K = 3, normalized transmission slot 7y = 1, the noise
power 02 = 0,2 = 032 = —30dBm, k € {1, 2, 3} [30].
The secrecy throughput is calculated for a whole transmission
slot. The parameters of the non-linear EH model are ag =
150, bg = 0.0014, Mg = 24mW and n = 0.5 [30]. For the
CSI errors in (8), we define e = up|lhi ||, ok = ugl|8x ||
for k € {1, 2, 3}, in which the parameters u; and u, denote
the uncertainty of wiretap channel estimation [10], [25]. For
comparison, we introduce the following schemes.

o AN in the null space of main channel (null-AN): The
AN generated by HBS in the SIT lies in the null space
of main channel h, [23], [33], [34], [36].

o Transmit scheme without AN (no-AN): In the SIT,
the HBS generate no AN [38].

o Transmit scheme with antenna selection (AS): In the
SIT, the transmitter selects an optimal antenna to send
secret information [37].
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FIGURE 2. Secrecy throughput Ts versus the power supply at HBS P with
perfect CSI.

o Fixed time division ratio scheme (FR): Set the time

division ratio « as fixed.
We first exploit the secrecy performance with perfect CSL.

The distance from transmitter to the receiving nodes is fixed
as di = 5m with N, = N; = 4. Fig. 2 illustrates the secrecy
throughput 7§ as a function of the power supply at HBS P
for different transmit schemes. Overall, the higher P leads to
better secrecy performance. Compared with null-AN scheme,
the PDM-TS almost shows no superiority when P is high.
This is because with sufficient power supply, the advantage
of well-designed AN using Algorithm 1 is not obvious. But
the PDM-TS shows impressive advantage over the no-AN
scheme, e.g., the gap is 0.5 nat/Hz when P = 1dBm and
increases to about 1.4 nat/Hz when P = 28dBm. The
antenna selection is a sub-optimal diversity method, hence
the AS scheme shows worse secrecy performance compared
to the proposed PDM-TS with the gap about 0.9 nat/Hz.
It also demonstrates that the FR scheme leads to secrecy
performance degradation for both the low time division ratio
o = 0.5 and high ratio « = 0.95. In fact, the optimal «
is a function of CSI and power supply P, hence the fixed «
cannot guarantee the optimum. We also illustrate the secrecy
performance of transmit scheme with the linear EH model,
where the energy conversation efficiency is set as p; = 0.5.
It can be found that the secrecy throughput 7y with linear
EH model increases almost linearly, while T with non-linear
EH model becomes saturated for high power supply P. This
difference coincides with the RF harvesting characteristics of
these two models shown in [28].

Fig. 3 shows the secrecy throughput 7 versus the distance
d; for different antenna numbers of the HBS and the trans-
mitter with P = 10dBm. It can be found that the T first
decreases with dp, for the reason that the RF power harvested
by the transmitter becomes less. When the transmitter moves
towards the receiving nodes with d; > 5, the Ty increases
with dj. This indicates that the influence of reducing path
loss of information transmission in the SIT becomes more
obvious. In addition we can find that increasing the antenna
numbers of the HBS and transmitter is helpful for increasing
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FIGURE 4. Secrecy throughput Ts versus the power supply at HBS P with
imperfect CSI.

the secrecy throughput. This is because that more transmit
antennas provide more spatial degrees of freedom for beam-
forming design.

When the CSI of wiretap channel is imperfect, Fig. 4 ver-
ifies the secrecy performance of the proposed PDM-RTS,
where u, = u;, = 0.1 and Ny = N; = 4. It can be
found that the imperfect CSI degrades the secrecy perfor-
mance. Different from the perfect CSI case, the PDM-RTS
outperforms the null-AN scheme for high P, e. g., when P >
19dBm, the gap is larger than 1.1 nat/Hz. It implies that with
imperfect CSI, the AN in null space of main channel obvi-
ously distinguishes from the optimal AN. The no-AN scheme
shows worse performance which verifies the importance of
AN for the imperfect CSI case. It should be noticed that
the null-AN scheme is shown worse compared to the no-AN
and FR schemes when P is low, because the sub-optimal
AN signal leads to the reduction of beamforming power at
transmitter. As P increases, the transmitter can harvest more
power, hence the advantage of AN is enhanced, even it is sub-
optimal. For the AS scheme, the performance gap caused by
the sub-optimal diversity method is more obvious when the P
is low. When the power supply for the transmitter is enough,
the performance of AS scheme is much better.

59486

4.5

—A Nh=Nl=4

B

Secrecy throughput, T_(nat/Hz)

FIGURE 5. Secrecy throughput Ts versus the distance d; with imperfect
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FIGURE 6. Secrecy throughput Ts versus channel uncertainty u.

Fig. 5 shows the secrecy throughput 7 versus the
distance d; with imperfect CSI, where P = 10dBm and
ug = up = 0.1. Similar to the perfect CSI case, the secrecy
throughput 7 decreases first to the minimum and then
increases as the distance d; grows. However, the turning point
becomes larger compared with the perfect CSI case. This
is because that the transmitter requires more harvested RF
energy for the robust transmit scheme design with imperfect
CSI, hence it is more difficult to overcome the decrease
of harvested power in the PT. In addition, it can also be
found that the imperfect CSI degrades secrecy performance
compared with the results in Fig. 3.

Next, the influence of channel uncertainty is investigated
in Fig. 6 with uy = up, = u,d;y = Smand N, = N; = 4.
For the deterministic model in (8), the larger channel uncer-
tainty u extends feasible domain of CSI errors, which can
enhance the intercepting capability of Eves for the worst case.
Hence, the secrecy throughput 7 monotonically decreases as
the channel uncertainty u grows using the PDM-RTS. The
performance of the PDM-TS with perfect CSI is shown as a
benchmark. It can be found that due to the CSI errors, when
u = 0.16 the secrecy performance decreases by 53.1% and
18.8% for P = 10dBm and P = 30dBm, respectively. How-
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H
g8
Inax log(g," Qsgr+0,°+h, Wh,)—log a, — Tr| ——(Q Q)¢ (37a)
s &J r
g’ heh,” H 2
s.t. logbr+Tr[ by Qs —Quo)l+Tr[ b (W—Wy)]—log(gr" Qg +or”) = ¢, Kefl, ..., K} (37b)
1 —a)P
rrw) < L= Oin g < p (37¢)
o
W=0, Q=0 (37d)
ever, considering the CSI errors, the PDM-TS leads to per- The corresponding KKT conditions are
formance degradation, e.g., the secrecy throughput decreases oL
by 17.3% and 7.4% for P = 10dBm and P = 30dBm when BW]* =0 (40a)
u = 0.16 compared to the PDM-RTS. AW = 0 (40b)
VI. CONCLUSION According to (40a), it can be obtained
In this paper, we have studied the secure communica-
tion in the WPCNs based on the practical non-linear EH A i)\ hih ol hih A
. . . = Vil—

model. To guarantee.the.commumcanon security, the secure ! P k by 1 2.7Q,g,+0,2+h, T Wrh,
two-phase communication protocol has been proposed. @1

Based on this protocol, we designed the PDM-TS for the
STM with perfect CSI and the PDM-RTS for the wSTM with
imperfect CSI, respectively. Simulation results have been
provided to demonstrate the effectiveness of the proposed
transmit schemes. In addition, it was also shown that different
from the linear EH model, the secrecy performance would
reach a bottleneck for high power supply with the non-linear
EH model, which indicates the existence of optimal power

supply.

APPENDIX A
PROOF OF PROPOSITION 2 AND 3
Proof of Proposition 2: We rewrite (19) for detail (see(37)),
as shown at the top of this page, where a, =g, Qyog, +0,>
and by =g Qogx +01> +h Wohy.

The Lagrange dual function of (37) is

L = lOg(ngQJgr + Ur2 + hrHVVhr) —loga,

H
- Tr[g’f’ Qs — Q)] — ¢
K H 2
= D Ml log( Qugr + or?) + log by
+Tr[g"f’“ (Q) — Q)]+ T~ (W —Wo)]— )
k by

1 - P st_m
— i [Tr(W) — %1 — 1 [Tr(Qy) — P]
+Tr(A{W) + Tr(B;1Qy) (38)

where A, > 0,k € {1,...,K}, vy > 0,9 > 0,A; =0,
B; > 0 are the dual variables associated (37b), (37c) and
(37d), respectively. The derivative w.r.t. W is

dL; hkth

oW~ g,1Qsg, + 0,2 +h,'Wh,

Kxh"h"H I+A;, (39
— 2 My il AL (39)
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Hence, we can get rank(Aj) > N; — 1. According to (40b),
we can get rank(W*) = N; — rank(A1), which implies
rank(W*) < 1. Since W* = 0 is not a feasible solution
to (19), we can conclude that rank(W*) = 1. The proof is
completed.

Proof of Proposition 3: We firstly transfer (30) into

Er=[In, Oyt | W [Ty, Oystyen, |

H A
Iy O+ | W[ONSX(N;.H) hk]

. H
+| On, <V +1) hk] WLy, Onx,+1) |

+

. H .
[0N5x<NS+Nh) hk] W[ONsX(Ns+Nh) hk]
H
+H[ 0w+ 15N, It | Ok [ O+ 1yxn, Injs1 =0
(42)

. Q Qg ) )
th ® = A A . Combined th (42),
e k LngJ 2.Qsgr ombined with (42)

the Lagrange dual function of (32) can be written as

L, = log(ngQJgr + Urz + hrHWhr) — logay,

H
-1 B - Qi -9 - 3, TrGiE
1 — P st_m
— [TrH(W) — (‘)‘%1 — %[Tr(Qy) — P]
+ Tr(AoW) + Tr(B2Qy) 43)

where C;, > 0,k € {1,...,K}, v, > 0,9 > 0,Ay > 0,
B, > 0 are the corresponding dual variables. Besides,

Ly hih
oW ngQJgr + arz + hrHVVhr
K
=D Wl + Ay (44)
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with
H
Wi = [y, 01, | Cr [Iny Oqv+1yx, ]
H ~
+ [ Iy, Owyr1yxn, | CkI:ONSx(Nh+1) hk]

. qH
+|:0NX><(N;1+1) hk] Ci [Ty, Onyxvyt1) |

+ [ONXX(NX+N;L) h; ]Hck I:ONXX(N3+N;,) hy ]
Based on the KKT conditions, we get
hih?
g-1Qg +0,2+h,""W+h,

Since W; > 0, it can be obtained rank(As) > N; — 1. Using
the similar method in the proof of Proposition 2, it can be
verified that rank(W*) = 1. Proposition 3 is proved.

K
Ar= +Zk=1 Wt (45)

APPENDIX B
PROOF OF LEMMA 2
For the function

fi(@=14CPpyqg—Crq—e"9(14+CPpsrg— Ck Prgt)  (46)

The first derivative can be expressed as

dfi(q)
dg CyPpst — " 1t(1+ Cx Phsyqg— C Ppst) — €1 Cy Py
= —1CiPpsrqe"? +(t Cx Phsy —t — Ck Phsy )e'? + C Prg
47)
The second derivative is calculated as
d’fi(q)
dq?
= —1CyPhsr€"! —1*CPps €™ +(t Cy Ppgy —t — Ci Pygr )t €
= (t Ck Phst — 1 Ck Phsrg—1 —2Cy Pyt )t €' (48)

Duotog > 1, > 0,Cy > 0, Ppsy > 0, it can be obtained
that

d*fi(q)
d—c]2 <0, ¢g>1 49)
Hence, Lemma 2 is proved.
APPENDIX C
PROOF OF PROPOSITION 4 o
(h+8pr)  Wrhg +8pk)

It can be found in the C‘k = — — >
. (8 +3gr)" Qur(Ek +Sgk )+0%
the molecule and denominator are uncoupled. Hence, for
calculating the maximum value of Cy, we can derive the
maximum value of molecule and the minimum value of
denominator, respectively.
Maximizing the molecule can be expressed

max Sn " Wrdii 4 2Re{ht Wrsi} +h Wghy  (50a)
hk

s.t. Sth(Shk < &nk (50b)

(50) is an inhomogeneous quadratic problem, which is actu-
ally NP-hard. We exploit the SDR to obtain the optimal
solution.
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Setting I = [w, 1% with + = 1, (50) can be

re-expressed as

max 7 AXVF Ayfh’i I (51a)
Sk h;” Wr h;” Wrhy
s.t. Sl ome < e (51b)
t=1 (51c)
. Wiz  Wih
With Lie = LL?, Quu = R R Qu =

BEW Wb,
diag(Iy,, 0) and Q3;, = diag(Oy,, 1), it can be obtained that

1! ﬁgvv@,g hgvv’é,';’;lk I = Tr(LwQua) (52)
S S < enk & Tr(LgrQog) < gk
(52b)
t=1< Tr(Lyu Qs =1
(52¢)

Since Ly > 0, then, (51) can be transferred into (34).
It can be proved that the optimal solution of (34) satisfies
rank(Lp*) = 1, hence the SDR solution of (34) is tight
for (51).

Similarly, it can be derived that the problem of minimizing
the denominator is equal to (35). Then, proof of Proposi-
tion 4 is complete.
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