
Received April 1, 2019, accepted April 27, 2019, date of publication April 30, 2019, date of current version May 13, 2019.

Digital Object Identifier 10.1109/ACCESS.2019.2914184

Quantum Block Image Encryption Based on Arnold
Transform and Sine Chaotification Model
XINGBIN LIU 1,2, DI XIAO1, WEI HUANG 2, AND CONG LIU3
1College of Computer Science, Chongqing University, Chongqing 400044, China
2Science and Technology on Security Communication Laboratory, Institute of Southwestern Communication, Chengdu 610041, China
3Southwest Technology and Engineering Research Institute, Chongqing 40039, China

Corresponding author: Xingbin Liu (xbliu6@163.com)

This work was supported in part by the National Natural Science Foundation of China under Grant 61802037, Grant 61702061, Grant
61572089, Grant 61771439, and Grant 61702469, in part by the China Postdoctoral Science Foundation under Grant 2018m640899, in part
by the Chongqing Special Postdoctoral Science Foundation under Grant XmT2018032, in part by the Chongqing Research Program of
Basic Research and Frontier Technology under Grant cstc2017jcyjBX0008, in part by the Chongqing Postgraduate Education Reform
Project under Grant yjg183018, in part by the Chongqing University Postgraduate Education Reform Project under Grant cquyjg18219,
in part by the Fundamental Research Funds for the Central Universities under Grant 106112017CDJQJ188830 and Grant
106112017CDJXY180005, and in part by the National Cryptography Development Fund under Grant MMJJ20170120.

ABSTRACT Quantum image encryption is an emerging technology for efficiently protecting visual
information. A quantum block image encryption scheme is designed based on quantum Arnold trans-
form (QArT) and lately proposed sine chaotification model (SCM) in this paper. First, in order to flexibly
manipulate image blocks, a quantum block image representation (QBIR) model for block image is proposed,
which encodes pixel gray values and position information of image blocks into two entangled qubit
sequences. Then, QArT is applied to scramble the positions of image blocks. The final ciphertext image
is obtained by quantum xor operations, which is completed with a pseudorandom sequence generated from
SCM. The introduction of SCM dramatically enlarges the key space to resist brute-force attack. Moreover,
the generated sequence is dependent on the original image to resist the chosen-plaintext attack. The main
quantum circuits are given and the numerical simulation results demonstrate that the proposed quantum
image encryption scheme is valid and reliable for quantum image protection in terms of security and
computational complexity.

INDEX TERMS Quantum image representation, quantum image encryption, quantum Arnold transform,
sine chaotification model, XOR operation.

I. INTRODUCTION
Due to the rapid development of information and multime-
dia technologies, guaranteeing the security of data storage
and transmission has become increasingly important [1]–[3].
As the digital image is an important carrier of informa-
tion, traditional cryptographic algorithms for protecting dig-
ital images have been intensively studied [4]–[6]. Among
the proposed novel image encryption algorithms, various
chaotic systems are widely used. Chai et al. used the mem-
ristive hyperchaotic system and a four-wing hyperchaotic
system to encrypt images and obtained good encryption
results [7]–[9]. Wang et al. proposed several novel image
encryption algorithms based on one-time keys [10], bit-
level permutation [11], DNA complementary rule [12] and

The associate editor coordinating the review of this manuscript and
approving it for publication was Ludovico Minati.

perceptron model [13] by combining with the chaotic maps,
which are robust and can resist known attacks. In addition,
compressive sensing and sparse representation are also intro-
duced in the field of traditional image encryption and they
improve the efficiency of cryptographic algorithms [14], [15].
Although the mentioned traditional algorithms performance
good in the protection of vital data, the efficiency and security
of which are less than quantum image encryption algorithms.
At present, little research has been done in the promising area
of quantum image encryption as it is a burgeoning research
direction [16]–[19].

The parallel computation methods generally improve the
efficiency when the data volume to be processed is large.
For example, Wang et al. proposed a fast image encryption
algorithm by using parallel diffusion method [20], which
greatly improves the encryption efficiency. Quantum compu-
tation exploits superposition and entanglement principles of
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quantum mechanics to perform parallel computation, which
is more efficient for solving large scale and real-time problem
than its classical counterpart. Quantum image processing
attracts much attention of researchers since the pioneer works
done by Shor on factorization of large numbers [21] and
Grover on searching algorithm [22].

The initial task of storing and processing digital images
in quantum computers is to construct a suitable represen-
tation model. To date, several quantum image representa-
tion methods have been proposed to efficiently complete
different quantum image processing applications [23]–[27],
among which the flexible representation for quantum images
model (FRQI) [26] and the novel enhanced quantum rep-
resentation model (NEQR) [27] are widely applied. The
FRQI model utilizes a normalized superposition state to
represent gray scale information and position information,
while the NEQR model improves the representation of
gray information by using basis state of qubits sequences.
Although the NEQR needs more qubits to represent the same
image, the original information can be accurately and easily
recovered.

With the help of multiple quantum image representa-
tion models, several image encryption algorithms aimed to
secure quantum information have been proposed [28]–[30].
Li and Zhao devised a simple quantum color image encryp-
tion algorithm by using controlled rotation gates to trans-
form basic state into balanced superposition state [31].
Yang et al. realized quantum image encryption in quantum
Fourier domain by using double random phase encoding
technique [32]. Song et al. used restricted geometric and
color transformations to realize permutation and diffusion
of quantum images [33]. In quantum discrete cosine trans-
form domain, an image compression-encryption scheme is
proposed, which has high security and large key space [34].
Li et al. proposed a quantum image encryption scheme by
devising normal arbitrary superposition state model [35].
In addition, chaotic systems are widely used in quantum
image encryption schemes as they have high efficiency
and the keys are easy to distribute. For instance, Ran et al.
proposed a quantum image encryption method by gener-
ating chaotic sequences through injecting three impulse
into coupled hyper-chaotic Lorenz system [36]. Based on
quantum 3D Arnold transform and Zhongtang chaotic sys-
tem, Zhou et al. suggested a multiple image encryption
scheme [37]. Zhou et al. also proposed a quantum image
encryption algorithm based on a 5D hyper-chaotic system
and quantum cross-exchange operation, which improves effi-
ciency and security [38].

Generally, to against unauthorized attacks and enhance
security, image scrambling methods are adopted in quan-
tum image encryption algorithms to transform a meaningful
image into a disordered one. Jiang et al. extended popular
traditional image scrambling techniques, such as Arnold,
Fibonacci and Hilbert transforms [39], [40], to the quan-
tum image processing field based on FRQI. Zhou et al.
investigated a gray-code scrambling method to disorder

pixels under the representation model of NEQR [41].
Recently, Heidari et al. proposed a dual quantum image
scrambling method, which includes a bit-plane scrambler and
a pixel-plane scrambler [42].

These quantum image encryption schemes mentioned
above process the image by the least unit of one pixel
or one bit. However, if the images to be encrypted are
processed with sub-blocks, the efficiency and security will
be improved. With consideration of this point, a quantum
block image encryption algorithm is proposed in this paper.
First of all, a block based quantum image representation
model (QBIR) derived from NEQR is proposed, and the
images to be encrypted are divided to sub-blocks. Next the
quantum Arnold transform (QArT) is applied to the obtained
sub-blocks, which scrambles the order of sub-blocks. Then
a key image is generated by using recently proposed sine
chaotification model (SCM). Finally, the encrypted quan-
tum image is obtained by XOR operation between the key
image and scrambled blocks. The decryption is exactly the
inverse process of encryption. The original images can be
accurately retrieved with correct keys and quantum measure-
ment. Through introducing SCM into the field of quantum
image encryption, not only the burden of keys transmission
is reduced but also the security is improved dramatically as
it is sensitive to initial values and has a large value range.
Moreover, the generated key image is dependent on the orig-
inal image to resist the chosen-plaintext attack. Numerical
simulation results show that the proposed method is effective
in protecting quantum images and the security is guaranteed
by statistical analysis, key space analysis and robustness
analysis.

The rest of this paper is organized as follows. In next
section, some relative fundamental theories are briefly intro-
duced, such as NEQR model, QArT, and SCM. The pro-
posed block quantum image encryption scheme is described
in Sec. III in detail, including the preparation of QBIR,
encryption scheme and decryption scheme. The Sec. IV gives
the numerical results and the theoretical security analysis is
reported. Finally, conclusion is drawn in Sec. V.

II. PRELIMINARY KNOWLEDGE
A. NEQR MODEL FOR QUANTUM IMAGE
REPRESENTATION
The NEQRmodel [27] is proposed by Zhang et al. in 2013 to
represent the digital image with quantum state, which is
developed from FRQI model and adopts basic state to store
pixel values. For a 2n × 2n digital image, the quantum repre-
sentation using NEQR model can be expressed as follows:

|I 〉 =
1
2n

2k−1∑
y=0

2k−1∑
k=0

|C(y, x)〉 ⊗ |yx〉 (1)

where |yx〉 denotes the vertical position and horizontal posi-
tion of the corresponding pixel and the binary sequence
|c(y, x)〉 =

∣∣∣cq−1yx cq−2yx · · · c1yxc
0
yx

〉
represents the gray value

of the pixel in position (y, x) and the range of gray value
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FIGURE 1. The NEQR representation of a 4 × 4 image.

is
[
0, 2q−1

]
. Thus, a digital image I is stored into a normalized

superposition state |I 〉 with 2n + q qubits. An example of
4× 4 image is shown in Fig. 1 and the corresponding NEQR
representation is written as follows:

|I 〉 =
1
4
(|01101111〉 ⊗ |0000〉 + |00010100〉 ⊗ |0001〉

+ |10000000〉 ⊗ |0010〉 + |01001100〉 ⊗ |0011〉

+ |10111110〉 ⊗ |0100〉 + |00100100〉 ⊗ |0101〉

+ |00000001〉 ⊗ |0110〉 + |00110111〉 ⊗ |0111〉

+ |01100111〉 ⊗ |1000〉 + |0011011〉 ⊗ |1001〉

+ |1111111〉〉 ⊗ |1010〉 + |10100111〉 ⊗ |1011〉

+ |10001010〉 ⊗ |1100〉 + |1101010〉 ⊗ |1101〉

+ |01100011〉 ⊗ |1110〉 + |00110101〉 ⊗ |1111〉) (2)

B. QUANTUM ARNOLD TRANSFORM (QArT)
The classical Arnold transform is a two dimensional inverse
transform, which is defined as follows:(

x ′

y′

)
= A

(
x
y

)
(mod N ), x, y = 0, 1, . . . ,N , (3)

where N denotes the size of image to be scrambled. The
symbol A is a scrambling matrix and generally it is set to(
1 1
1 2

)
. The coordinate information before and after trans-

form is denoted as (x, y) and
(
x ′, y′

)
, respectively.

Therefore, the transform can be rewritten as:{
x ′ = (x + y) mod N
y′ = (x + 2y) mod N .

(4)

It is easy to derive the inverse Arnold transform, which is
deduced as follows:(

x
y

)
=

(
1 1
1 2

)−1 ( x ′
y′

)
(modN )

=

(
2 −1
−1 1

)(
x ′

y′

)
(modN ) , (5)

i.e., {
x =

(
2x ′ − y′

)
mod N

y =
(
−x ′ + y′

)
mod N .

(6)

The Arnold transform utilizes scrambling matrix and
modulo operation to scramble image. Recently, Jiang et al.
extended the classical Arnold transform into the field of
quantum image processing. The quantum version of Arnold
transform is constructed with quantum plain adder network
and adder modulo N network, the detailed information of
which is presented in [40]. For quantum image |I 〉, the scram-
bled image

∣∣∣I ′〉 can be expressed as:

|I ′〉 = QArT(|I 〉) =
1
2n

2n−1∑
y=0

2n−1∑
x=0

|C(y, x)〉QArT(|yx〉) (7)

where QArT (|yx〉)=QArT (|y〉)QArT (|x〉). The scrambled
coordinates can be written as:{∣∣x1〉 = QArT (|x〉) = |x + y〉 mod N∣∣y1〉 = QArT (|y〉) = |x + 2y〉 mod N .

(8)

C. SINE CHAOTIFICATION MODEL (SCM)
As the chaotic systems have the characteristics of ergodicity,
sensitive to control parameters and initial conditions, they are
suitable for designing encryption systems. The common used
chaotic systems include logistic map, sine map, tent map,
higher order chaotic system and so on, and they are widely
used in the applications to protect the security of images.
The recently proposed SCM can further enhance the chaos
performance of existing chaotic systems through applying a
nonlinear sine function to transform the outputs of classical
chaotic map into a more complex chaos sequence [43].

The SCM can be expressed as follows:

dk+1 = sin (π f (p, dk)) , (9)

where f (p, dk) denotes an existing chaotic map and p is the
control parameter. The input of SCM is dk and then the is
nonlinear transformed with sine function. The advantage of
this model is that it can significantly enlarge the parameter
range, therefore it can be applied in encryption system to
increase key space.

In this paper, the logistic map defined as follows is selected
as the input chaotic map, which can be expressed as:

f (p, dk) = pdk (1− dk) , dk ∈ (0, 1) . (10)

For original logistic map, the generated sequence is in
chaos only if the control parameter p is within the range
[3.5699456, 4]. The enhanced logistic map with SCM can be
written as:

dk+1 = sin (πpdk (1− dk)) , (11)

where the control parameter p is in the range (0,+∞). It can
be seen that the range of control parameter p is extremely
enlarged if fed the logistic map into SCM. The bifurcation
diagrams of logistic map and the enhanced logistic map are
shown in Fig. 2. The bifurcation diagram of logistic map with
parameter p ∈ [1, 4] is shown in Fig. 2(a) and the bifurcation
diagram of logistic map with parameter p ∈ (0, 2000) is
shown in Fig. 2(b).
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FIGURE 2. Bifurcation diagrams of (a) logistic map and (b) enhanced
logistic map.

III. QUANTUM BLOCK IMAGE ENCRYPTION
AND DECRYPTION SCHEME
The flowchart of proposed quantum block image encryption
scheme is shown in Fig. 3. The original image is first repre-
sented with QBIR model and then the sub-blocks of original
image are shuffled by the QArT. The final encrypted image is
obtained after quantum XOR operations. The decryption pro-
cess is the inverse of encryption process. More details of the
proposed quantum image encryption scheme are presented in
the following subsections.

FIGURE 3. The flowchart of proposed quantum block image encryption
scheme.

A. QUANTUM BLOCK IMAGE REPRESENTATION
AND PREPARATION
The existing quantum image representation models can store
the digital image into a quantum computer pixel by pixel effi-
ciently. However, there is still no appropriate model for quan-
tum block image representation. In this subsection, a quantum
block image representation model QBIR is proposed and the
details of representation and preparation are given.

By referring to the representation method using in NEQR,
quantum superposition and basic state are utilized during the
design of QBIR. Assume the image to be divided into blocks
is denoted as |I 〉, the size of which is 2n× 2n and the number
of blocks are set to 2w×2w. Then the QBIR for image |I 〉 can
be expressed as:

|I 〉 =
1
2n

1
2n

2w−1∑
j=0

2w−1∑
t=0

n−w∑
y=0

n−w∑
x=0

|C(j, t, y, x)〉 ⊗ |jtyx〉

=
1
2n

2w−1∑
j=0

2w−1∑
t=0

2−w∑
y=0

n−w∑
x=0

| c
jtyx
q− 1 · · · c0jtyx〉 ⊗ |jt〉 ⊗ |yx〉

(12)

where |jtyx〉 denotes position information. The |jt〉 represents
the position of blocks and |yx〉 represents the position of
pixels in each block. There are 2n + q qubits are required
to represent an image with size of 2n × 2n.

FIGURE 4. The QBIR representation of a 4×4 image with 4 blocks.

Take the image shown in Fig. 1 for example, the divided
blocks are shown in Fig. 4 and the corresponding QBIR
expression is written as follows.

|I 〉 =
1
4
(|01101111〉 ⊗ |0000〉 + |00010100〉 ⊗ |0001〉

+ |10111110〉 ⊗ |0010〉 + |00100100〉 ⊗ |0011〉

+ |10000000〉 ⊗ |0100〉 + |01001100〉 ⊗ |0101〉

+ |00000001〉 ⊗ |0110〉 + |00110111〉 ⊗ |0111〉

+ |01100111〉 ⊗ |1000〉 + |00111011〉 ⊗ |1001〉

+ |10001010〉 ⊗ |1010〉 + |1101010〉 ⊗ |1011〉

+ |11111111〉 ⊗ |1100〉 + |10100111〉 ⊗ |1101〉

+ |01100011〉 ⊗ |1110〉 + |00110101〉 ⊗ |1111〉).

(13)

The preparation of QBIR is similar to the preparation
process of NEQR, and it includes two steps. The first step
is to store the position information of blocks and pixels. The

identity gate I =
[
1 0
0 1

]
and two dimensional Hadamard gate

H = 1
√
2

[
1 1
1 −1

]
are used to transform the initial quantum

state |0〉⊗2n+q into a superposition state. After the transform
composed with I⊗qH⊗2n, the intermediate state |M〉 can be
expressed as follows.

|M〉 = I⊗qH⊗2n
(
|0〉⊗2n+q

)
=

1
2n

2w−1∑
j=0

2w−1∑
t=0

2n−w−1∑
y=0

2n−w−1∑
x=0

|0〉⊗q⊗|jt〉⊗|yx〉. (14)

The second step is to set gray information for each pixel.
For pixel (Y ,X) in (J ,T ) block, the gray information change
operation RJTYX can be defined as follows.

RJTYX = I⊗
2w−1∑
j=0

2w−1∑
t=0

2n−w−1∑
y=0

2n−w−1∑
x=0,jtyx 6=JTYX

|jtyx〉 〈jtyx|

+8JTYX ⊗ |jtyx〉 〈JTYX | . (15)
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where the operator8JTYX defined as follows is used to change
values of qubits.

8JTYX
(
|0〉⊗q

)
= |0〉⊗q ⊕ |C(J ,T ,Y ,X )〉 (16)

By utilizing the operation RJTYX , the gray value of pixel
(Y ,X) in (J ,T ) block can be changed, the realization process
can be described as follows.

RITTX(|M〉)

= RJTYX

 1
2n

2w−1∑
j=0

2w−1∑
t=0

nn−w−12∑
y=0

|0〉⊗q|jt〉|yx〉


=

1
2n

2w−1∑
j=0

2w−1∑
t=0

2n−w−1∑
y=0

2n−w−1∑
x=0,j tyx 6=JTYX

|0〉⊗q|jtyx〉

+ (|0〉⊗q ⊕ |C(J ,T ,Y ,X )〉)|JTYX〉


=

1
2n

2w−1∑
j=0

2w−1∑
t=0

2n−w−1∑
y=0

2n−w−1∑
x=0,j tyx 6=JTYX

|0〉⊗q|jtyx〉

+ |C(J ,T ,Y ,X )〉|JTYX〉

 (17)

The procedure described in Eq. (17) can only set gray
information of one single pixel, and the gray values of other
pixels can be set with the same operation. A total of 22n

operations are needed to prepare an image, and the final
quantum state can be obtained with the following operation.

2w−1∏
j=0

2w−1∏
t=0

2n−w−1∏
y=0

2n−w−1∏
x=0

RJTYX (|M〉)

=
1
2n

2w−1∑
j=0

2w−1∑
t=0

2n−w−1∑
y=0

2n−w−1∑
x=0

8JTYX
(
|0〉⊗q

)
⊗ jt |〉 ⊗ |yx〉.

=
1
2n

2w−1∑
j=0

2w−1∑
t=0

2n−w−1∑
y=0

2n−w−1∑
x=0

C (j, t, y, x)⊗ |jtyx〉 (18)

The quantum circuit for QBIR image is illustrated in Fig. 5.
The pixels in first block are shown with control-NOT gates
and the other blocks are similar.

B. QArT FOR QBIR IMAGE
The proposed QBIR model encodes the digital image into
quantum state block by block, and then the QArT is used to
change the position information of blocks. To scramble the
image blocks, the qubit sequence |JT 〉 is transformed using
QArT for r times. The process of shuffling blocks can be
described as follows.

|I ′〉 = QArT(|I 〉)

=
1
2n

2w−1∑
j=0

2w−1∑
t=0

2n−w−1∑
y=0

n−w∑
x=0

|C(j, t, y, x)〉QArT(|jt〉)|yx〉

FIGURE 5. Quantum circuit for QBIR image preparation.

=
1
2n

2w−1∑
j=0

2w−1∑
t=0

n−w∑
y=0

n−w∑
x=0

∣∣∣∣∣
n−w

x=0

|C(j, t, y, x)〉|j′t ′〉|yx〉

=
1
2n

2w−1∑
j=0

2w−1∑
t=0

n−w∑
y=0

n−w∑
x=0

∣∣∣∣∣
n−w

x=0

|C ′(j, t, y, x)〉|jt〉|yx〉, (19)

where the
∣∣∣j′ t ′〉 denotes the position of scrambled blocks.

According to the definition of QArT written in Eq. (8), the∣∣∣j′ t ′〉 can be calculated as:


∣∣∣j′〉 = QArT (|j〉) = |j+ t〉 mod 2w∣∣∣t ′〉 = QArT (|t〉) = |j+ 2t〉 mod 2w.

(20)

The inverse QArT can be easily obtained as:

{
|j〉 = QArT−1

(
|j′
〉
) =

(
2|j′
〉
− |t ′〉) mod 2w

|t〉 = QArT−1
(
|t ′
〉
) =

(
−|j′

〉
+ |t ′〉) mod 2w.

(21)

The corresponding circuits for QArT is shown in Fig. 6,
which is constructed with the ADDER module and
ADDER-MODmodule [40]. Take the image ‘‘Peppers’’ sized
512×512 as example, the scrambled images with block sized
16 × 16 and 8 × 8 are shown in Fig. 7(b) and Fig. 7(d),
respectively. It can be seen that the position information of
blocks is thoroughly scrambled and the original information
cannot be obtained.

C. XOR DIFFUSION
After the position information of blocks are permutated with
QArT, the gray values of blocks are also needed to be
changed. In this stage, quantum XOR diffusion operation is
performed to modify the gray information of all the blocks.
By utilizing the chaotic characteristic of SCM, a 22n pseu-

dorandom sequence can be generated with Eq. (9). To resist
chosen-plaintext attacks, the initial value d0 is determined by
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FIGURE 6. The block scrambling circuits for (a)
∣∣j ′〉 and (b)

∣∣t ′〉.

FIGURE 7. The scrambling effect of QArT for block images.

the image to be encrypted, which is calculated as:

d0 =

2w−1∑
j=0

2w−1∑
t=0

2n−w−1∑
y=0

2n−w−1∑
x=0

C (j, t, y, x)

2q+2n
. (22)

Though setting control parameter p and inputting the initial
value d0 into SCM, a sequence {s (l) ∈ (0, 1) , l = 1,
2 · · · 22n} is obtained. Then turn the elements of sequence
{s (l)} into integer by using the following equation.

S(l) = floor
(
s (l)× 1014

)
mod

(
2q + 1

)
, (23)

where the function floor (·) denotes rounded down operation.
The final ciphertext |E〉 can be obtained by performing

XOR operation between scrambled quantum block image∣∣∣I ′〉 and pseudorandom sequence S. The sequence S can be
transformed into a key image |S〉 according to Eq. (14)-(18),

the block division of which is same as the original block
image. The diffusion process is described as

|E〉 = |I ′〉 ⊕ |S〉

=
1
2n

2w−1∑
j=0

2w−1∑
t=0

2n−w−1∑
y=0

n−w∑
x=0

|C ′(j, t, y, x)〉|jtyx〉

⊕
1
2n

2w−1∑
j=0

2w−1∑
t=0

n−w∑
y=0

n−w∑
y=0

|S(j, t, y, x)〉|jtyx〉

=
1
2n

2w−1∑
j=0

2w−1∑
t=0

n−w∑
y=0

n−w∑
x=0

|C ′(j, t, y, x)

⊕ S(j, t, y, x)〉|jtyx〉. (24)

D. QUANTUM BLOCK IMAGE DECRYPTION SCHEME
The original image can be decrypted with inverse process
of encryption, and the flowchart of decryption is illustrated
in Fig. 8. The details are described as follows.

FIGURE 8. The flowchart of quantum block image decryption scheme.

Firstly, the encrypted image |E〉 is XORed with key image
|S〉 generatedwith the same parameters as in encryption. Thus
the scrambled quantum block image

∣∣∣I ′〉 is obtained.∣∣∣I ′〉 = |E〉 ⊕ |S〉 . (25)

Then the inverse QArT expressed in Eq. (21) performs on the
scrambled quantum block image

∣∣∣I ′〉 and the original block
image |I 〉 is obtained.

|I 〉

= QArT−1
(
|I ′
〉
)

=
1
2n

2w−1∑
j=0

2w−1∑
t=0

2n−w−1∑
y=0

n−w∑
x=0

|C(j, t, y, x)〉QArT−1
(
|j′t ′

〉
)|yx〉.

=
1
2n

2w−1∑
j=0

2w−1∑
t=0

n−w∑
y=0

n−w∑
x=0

|C(j, t, y, x)〉|jt〉|yx〉 (26)

IV. NUMERICAL SIMULATIONS AND
THEORETICAL ANALYSIS
Since there is no quantum hardware to store and manipulate
quantum image at present, the numerical simulation experi-
ments are performed with MATLB on a classical computer.
The quantum operations can be simulated by unitary matri-
ces, and the quantum states can be represented with complex
vectors. The keys in the proposed scheme include the control
parameter and the initial value d0 of SCM, and the iteration
number of QArT. In the experiments, the parameters are set
as: p = 10000, r = 10. The block size is set to 4 × 4. Six
original images sized 256×256 and corresponding ciphertext
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images are shown in Fig. 9. It can be seen that any of the
original information cannot be recognized in the ciphertext
image, which verifies the encryption scheme is effective.

A. HISTOGRAM ANALYSIS
As the image is composed of pixels with different gray val-
ues, the distribution of gray values is an important statistical
feature. Histogram can intuitively reflect the gray value distri-
bution. To resist statistical attack, the histogram of ciphertext
image should be uniform. The histograms of original images
and corresponding ciphertext images shown in Fig. 9 are illus-
trated in Fig. 10. Although the histograms of original images
are totally different, the histograms of ciphertext images are
relatively uniform distributed and are similar to each other.

FIGURE 9. Original images (a) Baboon, (b) Boat, (c) Elaine, (d) Milkdrop,
(e) Lake, (f) Cameraman, and (g)–(l) corresponding ciphertext images.

To evaluate uniformity of the encrypted images, the vari-
ance of histogram X defined as follows is used for quantity
analysis [44]. The xi and xj represent the number of pixels
with gray value equal to i and j, respectively.

var (X) =
1

256× 256

255∑
i=0

255∑
j=0

1
2

(
xi − xj

)2 (27)

The variance values of plaintext images and its corresponding
ciphertext images are shown in Table 1, from which can
be seen that the variance values of original histograms are
large while the variance values of ciphertext histograms are
small. The simulation results indicate that the histograms
of encrypted images are uniformly distributed. In addition,
we take the [46] and [47] for comparison, it can be seen that

TABLE 1. Variances of histograms of original images and ciphertext
images.

the variance values of the proposed method are smaller than
other two methods. Therefore, the proposed scheme is more
robust to resist the statistical attacks.

B. CORRELATION COEFFICIENT OF ADJACENT PIXELS
For a natural image, there is strong correlation between
adjacent pixels. However, the pixel’s correlation should
be decreased in ciphertext images. The correlation coeffi-
cient (CC) defined as follows is used to measure the corre-
lation of adjacent pixels.

CC =

2n∑
v=1

(xv − x̄) (yv − ȳ)√
2n∑
v=1

(xv − x̄)2
N∑
v=1

(yv − ȳ)2
, (28)

where xv and yv represents gray values of two adjacent pixels,
respectively. The x̄ and ȳ denote corresponding mean values.
If the correlation of adjacent pixels is strong, then CC value
will close to 1, otherwise the CC value will close to 0.

TABLE 2. CC values of original and ciphertext images shown in Fig. 9.

The CC values of original and ciphertext images in three
directions including horizontal, vertical and diagonal direc-
tions are listed in Table 2. As the CC values of ciphertext are
close to 0, which indicates that the correlation is fairly weak
compared with original images. In addition, 10,000 pairs of
adjacent pixels in original and ciphertext image ‘‘Milkdrop’’
are randomly selected to analyze the correlation distribu-
tion. The distribution in three directions of original image
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FIGURE 10. Histograms of the original images and corresponding
ciphertext images.

‘‘Milkdrop’’ are plotted in Fig. 11(a)-(c), and the correlation
distribution of corresponding ciphertext image are illustrated
in Fig. 11(d)-(f). It is clear from Fig. 11(d)-(f) that the

FIGURE 11. The correlation distribution of image ‘‘Milkdrop’’ and its
ciphertext image. (a) Horizontal. (b) Vertical. (c) Diagonal. (d) Horizontal.
(e) Vertical. (f) Diagonal.

correlation between the adjacent pixels of ciphertext image
is almost irrelevant.

C. INFORMATION ENTROPY
The information entropy (IE) is generally used to describe
statistical measurement of uncertainties, which is defined
with the probability of gray value in an image.

IE = −
255∑
h=0

P (h) log2 P (h) , (29)

where P (h) denotes the probability of gray level h. In the
ideal case, the entropy value of a truly random image
encrypted image is 8. The entropy values of the original and
ciphertext images are listed in Table 3, from which can be
seen that the values of ciphertext images are close to the
ideal value. Two other state-of-the-art methods are taken for

TABLE 3. Entropy analysis of original and ciphertext images.
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comparison and the results indicate that the proposed method
slightly surpasses others in the aspect of information entropy.
Therefore, the proposed quantum block image encryption
scheme can resist entropy attack.

D. KEY SENSITIVITY ANALYSIS
Key sensitivity is an important indicator to evaluate the per-
formance of the proposed image encryption scheme, which
prevents the attacker to capture original information even if
a slight change of the key. To analyze the key sensitivity
of the proposed scheme, correct keys and incorrect keys are
used to decrypt the image ‘‘Cameraman’’ and the results are
shown in Fig. 12. Fig. 12(a) shows the decrypted image with
correct keys, which is the same as original image. Fig. 12(b)
illustrates the decrypted image with incorrect control param-
eter p and other keys remain unchanged, and the deviation
of p is 10−12. Fig. 12(c) presents the decrypted image with
incorrect initial value d0, the deviation of which is 10−15. The
decrypted result with incorrect iteration number r of QArT is
shown in Fig. 12(d). It can be seen from the decrypted images
that the proposed image encryption scheme is extremely sen-
sitive to keys.

FIGURE 12. The decrypted images with correct keys and incorrect keys.
(a) Correct keys. (b) Incorrect p. (c) Incorrect d0. (d) Incorrect r .

E. KEY SPACE ANALYSIS
To resist brute-force attack, the proposed image encryption
scheme should have a large key space. As the keys of the
proposed scheme are independent, the key space is the prod-
uct of the value range of all the parameters. According to
the key sensitivity analysis, the valid precision of control
parameter p , initial value d0 and iteration number r are
10−12, 10−15 and 1, respectively. As in the SCM, the value
of control parameter p is in the range (0,+∞). Therefore,
the key space is considered to be infinite. Thus the key space
of the proposed scheme is large enough to frustrate brute-
force attack.

TABLE 4. Results of UACI and NPCR influence.

F. UACI AND NPCR ANALYSIS
To resist the differential attack, the proposed scheme should
sensitive to the original image. That’s to say a slight change
of the original image will cause a huge change in ciphertext
image. The metrics include unified average changing inten-
sity (UACI) and the number of pixel change rate (NPCR)
are generally used to test sensitivity. Suppose the encrypted
images T1 and T2 are obtained from the original image and
a pixel change of the original image, respectively. The UACI
and NPCR are defined as follows:

UACI=
1

2n× 2n
∑
i,j

|T1 (i, j)−T2 (i, j)|
255

× 100%, (30)

NPCR =
1

2n × 2n
∑
i,j

|D (i, j)| × 100%, (31)

where (i, j) denotes the pixel position of the encrypted image.
The value D (i, j) is set to 1 if T1 (i, j) is not equal to T2 (i, j),
otherwise the D (i, j) is set to 0. The UACI and NPCR results
are shown in Table 4, it can be seen that the NPCR results are
close to ideal value 99.6094% and the UACI results are close
to ideal value 33.4635%. In addition, two methods are taken
for comparison. Although the UACI results of the proposed
method is not better than [50] and [51], the NPCR results
show superiority compared with the contrast methods. The
results indicate that the proposed scheme performs well in
the aspect of diffusion. Therefore, the differential attack is
impractical.

G. ROBUSTNESS ANALYSIS AGAINST NOISE
The encrypted images are usually influenced with noises dur-
ing the transmission process. For a robust image encryption
algorithm, it should resist noise to some extent. Suppose the
zero mean and standard deviation Gaussian random noise
represented with G is added the ciphertext image E and the
strength of which is denoted with k . The ciphertext image
with noise is represented with E ′ = E + kG. The image Boat
is used to test the influence of noise and the simulation results
are shown in Fig. 13. It can be seen from the decryption results
that the main information of original images can be retained.

57196 VOLUME 7, 2019



X. Liu et al.: Quantum Block Image Encryption Based on Arnold Transform and SCM

FIGURE 13. The decrypted images with different noise strength. (a) k = 0.
(b) k = 1. (c) k = 10. (d) k = 100.

Thus, the proposed quantum image encryption scheme can
resist noise attack.

H. RESISTANCE ATTACK ANALYSIS.
Generally, there are four kinds of attacks including
ciphertext-only attack, known plaintext attack, chosen-
plaintext attack and chosen ciphertext attack [42]. Among
these attacks, chosen-plaintext attack is more powerful than
others as the attacker can choose a plaintext and obtains its
corresponding ciphertext. If the proposed algorithm resists
chosen-plaintext attack, then other type attacks can also be
resisted. As the initial value d0 is determined with plaintext,
and the key is related to plaintext. Therefore, the attacker
cannot break the cryptosystem by encrypting and decrypting
chosen plaintext images. So the proposed scheme can resist
chosen-plaintext attack and other types of attack.

I. COMPUTATIONAL COMPLEXITY ANALYSIS
According to the proposed quantum block image encryp-
tion scheme, the computational complexity depends on the
QArT and XOR operations. The computational complexity
of quantum image processing algorithm is calculated with
the number of logical elements in quantum circuits. The
ADDER module and ADDER-MOD module are primary
module in QArT circuits. As there are n sum modules, 2n−1
carry modules and one control-NOT gate in the ADDER
module, the complexity of which is 2n + 13 (2n− 1) +
1 = 28n − 12 [29]. The ADDER-MOD module consists
5 ADDERmodule and therefore its complexity is about 140n.
The computational complexity of the QArT is O (n). Due to
the parallel characteristic of quantum computation, the XOR
operation for 2n×2n pixels is accomplished with a 2n-CNOT
gate, which is constructed with 128n − 256 basic gates.
So the computational complexity of the QArT is O (n), too.

Therefore, the computational complexity of the proposed
scheme isO (n), which is superior compared with its classical
counterpart in terms of efficiency.

V. CONCLUSION
In this paper, a quantum representationmodel QBIR for block
images is proposed, the representation and preparation of
which are detailed discussed. The chaotic system SCM is
introduced into the field of quantum image encryption, which
greatly enlarge the key space to infinite theoretically and
simplify the keys transmission. The QArT and quantumXOR
operations are respectively utilized to realize the permutation
and diffusion, therefore the position information and gray
values of pixels are sufficiently modified. Moreover, the bit
sequence generated for XOR operation is dependent on the
original image, so it can resist the chosen plaintext attack.
Numerical simulation results show that the proposed quantum
image encryption scheme can retrieve the original image
accurately with correct keys, and the security is analyzed in
the aspects of statistical, key security, UACI and NPCR. The
superior efficiency in comparison with classical counterpart
is also verified through computational complexity analysis.

The proposed QBIR quantum image representation model
and SCM chaotic model are employed into the field of quan-
tum image encryption and achieves good performance in
security and efficiency. To research and extend the applica-
tions of QBIR model and SCM model in the aspects of color
image encryption and multiple image encryption will be the
directions of our future work.
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