IEEE Access

Multidisciplinary : Rapid Review : Open Access Journal

SPECIAL SECTION ON MOBILE SERVICE COMPUTING WITH INTERNET OF THINGS

Received March 28, 2019, accepted April 14, 2019, date of publication April 23, 2019, date of current version May 3, 2019.

Digital Object Identifier 10.1109/ACCESS.2019.2912870

A Lightweight Mutual Authentication
and Key Agreement Scheme for
Medical Internet of Things

ZISANG XU 1, CHENG XU', WEI LIANGZ, JIANBO XU3, AND HAIXIAN CHEN!

!College of Computer Science and Electronic Engineering, Hunan University, Changsha 410082, China
2School of Opto-Electronic and Communication Engineering, Xiamen University of Technology, Xiamen 361024, China
3School of Computer science and Engineering, Hunan University of Science and Technology, Xiangtan 411201, China

Corresponding author: Cheng Xu (chengxu@hnu.edu.cn)

This work was supported in part by the National Natural Science Foundation of China under Grant 61772185, Grant 61872138, and Grant
61572188, and in part by the Natural Science Fund Project in Hunan Province under Grant 2016JJ2058.

ABSTRACT Wireless body area networks play an indispensable role in the medical Internet of Things. It is
a network of several wearables or implantable devices that use wireless technologies to communicate. These
devices usually collect the wearer’s physiological data and send it to the server. Some health care providers
can access the server over the network and provide medical care to the wearer. Due to the openness and
mobility of the wireless network, the adversary can easily steal and forge information, which exchanged
in the communication channel that leaks wearer’s privacy. Therefore, a secure and reliable authentication
scheme is essential. Most of the existing authentication schemes are based on asymmetric encryption.
However, since the sensor devices in wireless body area networks are typically resource-constrained devices,
their computing resources cannot afford to use asymmetric encryption. In addition, most of the existing
lightweight authentication schemes have various security vulnerabilities, especially the lack of forwarding
secrecy. Therefore, we propose a secure lightweight authentication scheme for the wireless body area
networks. With this scheme, forward secrecy can be guaranteed without using asymmetric encryption.
We use the automatic security verification tool ProVerif to verify the security of our scheme and analyze
informal security. The experimental results and the theoretical analysis indicate that our scheme significantly
reduces the computational cost compared with the schemes using asymmetric encryption and that it has a
lower security risk compared with the lightweight schemes.

INDEX TERMS Authentication, IoT, security, wireless body area network.

I. INTRODUCTION

The Internet of Things (IoT) will consist of 50 billion con-
nected devices by 2020. There is no doubt that we are in
an IoT era [1]-[3]. The medical Internet of Things, which
is formed by the IoT and medical applications, has devel-
oped rapidly, and the wireless body area network (WBAN)
is an indispensable part of the medical Internet of Things.
A WBAN is a network of several wearable or implantable
devices that communicate using wireless technology [4], [5].
Figure 1 shows a typical WBAN architecture. Some wear-
able or implantable devices attached to the human body
monitor the patient’s physiological data and send the data
to a server. However, since these wearable or implantable
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devices are resource-constrained devices, they usually need
to communicate with the server through intermediate nodes,
which are usually mobile phones, routers, etc. A doctor or
other medical service provider can access the server via the
Internet and will remotely diagnose or provide other medical
services for the patient. This will increase the efficiency of
medical services, even promoting healthy living styles.

The patient’s physiological data is extremely sensitive and
private, however, due to the openness and mobility of the
wireless network, it is easily stolen or forged by an adversary,
which will lead to extremely serious consequences and may
even endanger the lives of patients. Therefore, the WBAN
needs a secure and reliable authentication and key agree-
ment scheme to ensure that only legitimate devices can
access the server and the confidentiality of the transmit-
ted data. Most of existing authentication schemes are based
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FIGURE 1. The architecture of WBAN.

on asymmetric encryption, such as elliptic curve cryptogra-
phy (ECC). However, the wearable or implantable devices
in WBANS are resource-constrained devices, and their com-
puting resources cannot afford to use asymmetric encryp-
tion, so only lightweight authentication schemes can be used.
Moreover, the sensor nodes in the WBAN are easy to be
captured by the adversary and obtain all the data stored in
its memory [6]. Therefore, once the sensor node is captured
by the adversary, it is difficult for the lightweight authenti-
cation scheme to guarantee the forward secrecy of the sensor
node [7].

Our scheme focuses on ensuring forward secrecy and
lightweight. Since the sensor nodes in the WBAN are easily
captured by the adversary, we add a parameter that will never
be transmitted in the channel on both sides of the authentica-
tion and ensure that the parameter is different in each round
of authentication. This parameter will be used as part of the
session key to ensure forward secrecy.

The contributions of this paper are given as follows.

o We propose a lightweight and anonymous mutual

authentication and key agreement scheme for WBAN.
It only needs to perform hash function operations and
XOR operations.

o With this scheme, forward secrecy can be guaranteed
without using asymmetric encryption.

« We use the automatic security verification tool ProVerif
to verify the security of our scheme and analyze informal
security.

o Compared to lightweight authentication schemes pro-
posed for WBAN, our scheme has lower security risks,
especially guaranteeing forward secrecy. Compared to
authentication schemes based on asymmetric encryp-
tion, our scheme significantly reduces the computational
cost while ensuring security.

The remaining parts of this paper are arranged as follows.
The related work is discussed in Section 2. In Section 3,
we introduce the network model and the threat model. The
proposed scheme is demonstrated completely in Section 4.
In Section 5, we use the ProVerif tool to perform security
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analysis on the proposed scheme and discussed informal
security analysis. Section 6 shows the performance analysis
and the comparison with related works. Finally, we conclude
the paper in Section 7.

Il. RELATED WORK

Recently, some physiological signal-based schemes have
been proposed, which usually design an authentication
scheme using an electrocardiogram (ECG) as a biometric
key. In 2018, Koya and Deepthi [8] proposed an anonymous
hybrid mutual authentication and key agreement scheme
based on ECG. However, their scheme is vulnerable to sensor
node capture attack and lacks forward secrecy. In addition,
physiological signal-based authentication schemes typically
require sensors to monitor unique physiological signals, such
as ECG, which makes such schemes lack universality.

The channel-based schemes [9], [10] usually assume that
the channel between a pair of communication parts is recip-
rocal, and both communication parts will capture the charac-
teristics of the channel as authentication parameters. Since the
channel is reciprocal, the authentication parameters captured
by both communication parts during authentication phase
should be the same. However, such assumptions are not
always correct. The characteristics and features of the channel
will change from time to time. Therefore, such schemes are
difficult to apply in reality.

Most of existing authentication schemes are based
on asymmetric encryption. In 2014, Turkanovic et al. [11]
proposed a authentication and key agreement scheme for
wireless sensor networks (WSNs) based on elliptic curve
cryptography (ECC). However, Chang and Le [12] pointed
out that the scheme of Turkanovic et al. [11] could not resis-
tant to stolen smart card and smart card breach attack and
failed to achieve forward and backward secrecy. In addi-
tion, when the sensor node is captured, the scheme is also
vulnerable to impersonation attack and sensor node spoof-
ing attack. Chang and Le fixed these problems and pro-
posed a new authentication scheme based on ECC. In 2018,
Li et al. [13] pointed out that Chang and Le’s scheme [12]
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is short of proper mutual authentication, not applicable to
practical applications, and vulnerable to stolen smart card
attack and tracking attack. Li et al. [13] proposed a robust
and energy efficient authentication protocol and fixed the
above problem. In 2016, Gope and Hwang [14] proposed an
efficient mutual authentication and key agreement scheme for
global mobility networks. However, in 2018, Li et al. [15]
pointed out that Gope and Hwang’s scheme [14] lacks session
key update and wrong password detection mechanisms, lacks
forward secrecy, and is vulnerable to denial-of-service attack.
They fixed these problems and proposed an improvement
scheme for global mobility network. But their scheme could
not resist replay attacks. Schemes [11]-[15] are all based on
asymmetric encryption schemes, which usually have a lower
security risk. However, these schemes usually require a lot of
computing resources which the sensor nodes in WBAN may
not be affordable.

Janbabaei ef al. [16] proposed an anonymous mutual
authentication scheme for IoT infrastructure in 2016. How-
ever, this scheme is only for authentication between different
sensor nodes in the same server. In 2018, Hwang et al. [17]
proposed an authentication scheme based on the multi-server
model. There are two servers in their scheme, where the
TLS server is responsible for the TLS handshake protocol
and the application server is responsible for all other tasks.
However, the network models of the Janbabaei et al. [16] and
Hwang et al. [17] schemes are different from our scheme.

Both schemes [18] and [19] are lightweight authentication
schemes for WBAN, but they all have multiple security vul-
nerabilities. In 2016, Ibrahim ez al. [18] proposed an anony-
mous mutual authentication and key agreement scheme for
WBAN. However, during the authentication phase of this
scheme, the parameters for authentication need to be updated
sequentially between the sensor node and the server. It makes
this scheme vulnerable to jamming/desynchronization attack.
In 2017, Li et al. [19] proposed a scheme that can fix the
vulnerability of jamming/desynchronization attack. But their
scheme has the risk of impersonation attack after capturing a
sensor node, and lacks forward secrecy.

IlIl. SYSTEM MODELS

A. NETWORK MODEL

Our network model adopts a two-hop centralized architec-
ture. Figure 2 shows the network model of our scheme.
There are three different types of nodes in our network
model, the sensor node (SN), the access point (AP), and the
server. The SN needs to be verified by the server and it is a
resource-constrained device. The AP acts as an intermediate
node between the SN and the server. It has more resources
than the SN and is usually a mobile phone or router. The
server is rich in resources and is usually a server. We assume
that the AP can always communicate directly with the
server. However, due to the limited communication power,
the SN is not always within the communication range of the
server. In order to ensure that the SN can always communicate
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FIGURE 2. The network model of our scheme.

with the server, we assume that there is always at least one AP
communicating directly with the SN.

Mutual authentication is required before data is exchanged
between the SN and the server. The authentication process is
as follows. First, the SN sends the authentication information
to the AP within the communication range. Second, the AP
forwards the received information to the server. Third, after
the server authenticates the SN, it generates a session key and
sends authentication information to the AP. Fourth, the AP
forwards the received information to the SN. Fifth, after the
SN authenticates the server, it generates a session key. Now
the session key can be used to encrypt the information that
needs to be exchanged between the SN and the server.

B. THREAT MODEL
The threat model we use is as follows:

o The server is assumed to be trusted node. However,
an adversary can infiltrate the server’s database and
obtain all the data in it, except the master key K.

« The adversary is able to obtain all the data exchanged in
the channel, and he can inject new data and replace or
replay the previously sent data.

o We assume that the SN is not physically protected
because of cost constraints. Therefore, once the adver-
sary compromises an SN, he can extract the secret infor-
mation stored in its memory. We also assume that the
adversary is able to capture as many SN as possible.

o We use the well-known Dolev-Yao threat model [20],
which assumes that the two parties communicate in an
insecure channel.

IV. PROPOSED SCHEME
Table 1 shows the important symbols used in our scheme.
In our scheme, Pk is an important parameter used to ensure
forward secrecy. First, Py has never been transmitted over
the channel. Second, Pk, is different for each round of cer-
tification. Third, Pk, will be used as a parameter to generate
session key Ks. This makes it impossible for an adversary to
obtain any historical Pk, which prevents him from obtaining
any session key generated by the authentication.

Our scheme has three phases: the initialization phase,
the registration phase, and the authentication phase. The ini-
tialization phase and the registration phase are executed by
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TABLE 1. Symbols used in our protocol.

TABLE 2. The premises in our code.

the system administrator (SA) in a secure environment. In the
authentication phase, the SN exchanges information with the
server on insecure channel and performs authentication and
key agreement scheme. The three phases of our proposed
scheme are described in detail as follows:

A. INITIALIZATION PHASE
The process of SA initializing the server is as follows.
Step I1 The SA generates a master key K., for the server.
Step 12 The SA stores master key K. in the server’s
memory.

B. REGISTRATION PHASE
The process of SA registering SNs and APs is as follows.

Step R1 For each SN, the server generates a unique identity
IDgy, a unique 1 and a random Pg;. For each AP, the server
generates a unique identity ID4p.

Step R2 The SA computes Asy = 7 @ Kger, Bsy =
h(r, Kser), X = IDsn @ h(r, Ker).

Step R3 The SA stores tuple (IDsy, Asy, Bsy, Pks) in the
SN’s memory, and stores Asy, X and Pk as a tuple <Agy, X,
Pgs> in the server’s memory. The server may store multiple
such tuples.

Step R4 The SA stores the AP’s identity ID4p in the
server’s memory.

C. AUTHENTICATION PHASE
Table 2 shows the authentication phase. The authentication
phase between the SN and the server is as follows.
Step A1 SN—AP: (Agy, S1, 52, t1), the SN performs as
follows.
o Generates nl and timestamp #1.
o Computes S1 = Bgy @ nl, S2 = h(IDsy, Asn, S1,
tl,nl).
« Sends message (Asy, S1, S2, t1) to the AP.
Step A2 AP—server: (Asy, S1,82,t1, IDap).
o The AP simply forwards the information received by the
SN to the server and only places its identity ID4p to the
message.

VOLUME 7, 2019

Symbol Description The premises of channels, constants, equations, reductions, and functions

SA System administrator (*——events %)

SN Sensor node requesting authentication free c:channel.

AP Access point (Intermediate node) (*——constants *)

Server Server node free IDSN:bitstring [private].

Kser Master secret key of the server free Kser:bitstring [private].

IDgsN Permanent identity of the SN free r:bitstring [private].

IDsp Permanent identity of the AP (* functions,reductions and equations -*)

Asn, Bsn, X | Authentication parameters fun xor(bitstring,bitstring):bitstring.(*XOR operation*)

Py The hash result of the previous session key equation forall m:bitstring,n:bitstring;xor(xor(m,n),n)=m.

r,nl,n2 Temporary secret parameters picked by the server fun con(bitstring,bitstring):bitstring.(*string concatenation*)

t1,t2 Timestamp generated by the SN or server fun h(bitstring):bitstring.(*hash function*)

Ks Session key to be agreed on

(a,b) Concatenation of data a and data b

&) Bitwise XOR operation

X—=Y:Z Entity X sends the message Z to entity Y via a public Step A3 server— AP: (S3, §4, S5, §6, 12, ID4p), the server
channel performs as follows.

o Checks if ID4p is in its database. Terminates the session
if the check fails.

o Checks the condition t,,.,, —t1 < At holds or not, where
thew 1S the time of the message was received and At is the
maximum communication delay. Terminates the session
if the condition does not hold.

o Checks if Agy is in its database. Terminates the session
if the check fails.

o Retrieves the corresponding tuple <Agy, X, Pgs>
by AsN .

o Computes r* = Agy ® Ky, B§y = h(r*, Kyer),
nl* = S1 @ By, IDgy, = X @ By, S2* =
h(ID%y, Asn, S1,t1, n1*).

e Checks §2*? = S2. Terminates the session if the check
fails.

o Generates n2, timestamp 72, and a unique rt.

o Computes Ay, = r* @ Kir, By = h(r™, K),
Xt = IDY ® By, S3 = n2 @ Biy, y =
h(ID%y, n1*, n2), S4 = A{, @y dnl*, S5 =B @y,
Ks = h(nl*,n2, Pky), Py, = h(Ks,nl*,n2), S6 =
h(S3, 54,85, n2, ID§y,, Ps, t2).

« Replaces the tuple <Agsy, X, Pgs> with the tuple
<A;'N, X+, P}g, Asy, X, Pgg> in its memory.

« Sends message (53, S4, S5, S6, 12, IDsp) to the AP.

Step A4 AP—SN: (53, §4, S5, §6, 12).

o The AP simply forwards the information received by the
server to the SN, and drops its identity ID4p.

Step A5 SN: the SN performs as follows.

o Checks the condition t,,,, —t2 < At holds or not, where
thew 1S the time of the message was received and At is the
maximum communication delay. Terminates the session
if the condition does not hold.

o Computes n2* = S3 @ Bsy, S6* = h(S3, S4, S5, n2*,
IDgy, Pk, t2).

o Checks S6*? = S6. Terminates the session if the check
fails.

o Computes Ks = h(nl, n2*, Pgs), P}g = W(Ks, nl, n2%),
y = h(ID%y, nl, n2*),A{y = S4@y@nl, B, = S5&y.

o Replaces the parameters Asy, Bsy, Pgs with the param-
eters AS+N, B;N, P;gs respectively in its memory.
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SN— +—AP—
(IDsn»Asn, Bsn, Pks) (IDap)

+Server
(<AsnN;» Xiy Pk s;> ID AP, Kser)

Generates n1 and timestamp ¢1
Computes S1 = Bgny @ nl,
S2 = h(IDSN,ASN,Sl,tl,nl)

(Asn,S1,52,t1

(Asn,S1,52,t1,I1Dsp)

Checks if I D 4 p is in its database

Checks validity of £1

Checks if Agp isin its database

Retrieves the corresponding tuple <Agyn, X, Pr s> by Agn
Computes 7* = Agn @ Kser, Bgy = h(r*, Kser),

nl* = S1® By, ID5y = X & By

52* = h(ID%y, Asn, S1,t1,n1%)

Checks S2*7 = S2

Generates n2, timestamp ¢2, and a unique 7+

Computes Ay =1+ @ Keer, By = h(rF, Keer).

X+ =1ID}y ® BEy.83=n2& B,
y=h(ID}y.n1*,n2), S4 = At  @y@nl*, S5= B, &y
Ks = h(nl* n2, Pgs), P}S = h(Ks,nl* n2),

56 = h(S3,54,55,n2, D%y, Pks, 2)

Replaces <Asn, X, Prs>with<A¥ X+ PE Asy, X, Po>

(53,54, 55, 56,2, 1D Ap)

SSS, 54,55,56,t2)
Checks validity of ¢2

Computes n2* = S3&® Bgn

S6* = h(S3, 54, S5,n2%, IDgn, P, 12)

Checks S6*7 = S6

Computes Ks = h(nl,n2*, Pk),

Pt = h(Ks,nl,n2*),y = h(ID}%y,nl,n2*),
Aly=S4@yenl, Bl =Ssey

Replaces <Agy, Bsn, Pxs> with<A% . BE, P >

Stores session key K's

Stores session key K's

FIGURE 3. The authentication phase of our scheme.

V. SECURITY ANALYSIS

This section is divided into two parts. In the first part, we use
the automatic security verification tool ProVerif [21] to for-
mally verify the security of our scheme. In the second part,
we discuss informal security.

A. SIMULATION BASED ON PROVERIF TOOL

ProVerif is a widely used automatic cryptographic proto-
col verifier. It can handle many symmetric and public-key
cryptographic primitives, including encryption and signa-
tures, hash functions, and Diffie-Hellman key agreements,
which are specified as rewritten rules or as equations [22].
Table 2 shows the premises containing channels, constants,
equations, reductions, and functions in our code. There is
a correspondence relation among three events: SNAcServer,
ServerAcSN, and End. The event SNAcServer means the SN
successfully authenticated the server. The event ServerAcSN
means the server successfully authenticated the SN. The event
End means the end of the authentication process. We also
need to use ProVerif to verify whether the parameters K.,
and IDgy can be obtained by the adversary. Table 3 shows
the events and the queries in our code. In the simulation,
we removed the AP from the network model. Because the
AP is an intermediate node, it only forwards the received
information without doing anything, and the identity of the
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TABLE 3. The events and the queries in our code.

(* events -*) | (*——queries -*)

event SNAcServer(). | query attacker (Kser).

event ServerAcSN(). | query attacker (IDSN).

event End(). query inj-event(SNAcServer())==>
inj-event(ServerAcSN()).

query inj-event(End())==>
inj-event(ServerAcSN()).

AP ID4p is not a secret parameter. Table 4 shows the process
of the SN and the server in our code.

Finally, We use the following code to start the verification.
process

new PKs:bitstring;

let ASN = xor(r, Kser) in

let BSN = h(con(r, Kser)) in

let X = xor(IDSN, h(con(r, Kser))) in

((!SN(IDSN, ASN, BSN, PKs))|(!server(ASN, X, PKs,
Kser)))

The results are as follow.

RESULT not attacker(Kser[]) is true.

RESULT not attacker(IDSN[]) is true.

RESULT  inj-event(SNAcServer)
(ServerAcSN) is true.

RESULT inj-event(End) ==> inj-event(ServerAcSN) is
true.

==> inj-event
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TABLE 4. The process of the server and the SN.

The process of the SN and the server

(*—-process of the SN—-*)

let SN (IDSN:bitstring, ASN:bitstring, BSN:bitstring, PKs:bitstring) =
new tl:bitstring;

new nl:bitstring;

let S1 = xor(BSN, nl) in

let S2 = h(con(IDSN, con(ASN, con(S1, con(tl, nl))))) in

out (c, (ASN, S1, S2, t1));

in(c, (S3:bitstring, S4:bitstring, S5:bitstring, S6:bitstring, t2:bitstring));
let tn2 = xor(S3, BSN) in

let tS6 = h(con(S3,con(S4,con(S5,con(tn2,con(IDSN,con(PKs,t2))))))) in
if (tS6 = S6) then event SNAcServer();

let Ks = h(con(nl, con(tn2, PKs))) in

let nPKs = h(con(Ks, con(nl, tn2))) in

let y = h(con(IDSN, con(nl, tn2))) in

let nASN = xor(S4, xor(y, nl)) in

let nBSN = xor(S5, y) in

event End().

(*—-process of the server—-*)

let server(ASN:bitstring, X:bitstring, PKs:bitstring, Kser:bitstring)=
in (c,(ASN:bitstring, S1:bitstring, S2:bitstring, t1:bitstring));
let tr = xor(ASN,Kser) in

let tBSN = h(con(tr,Kser)) in

let tnl = xor(S1, tBSN) in

let tIDSN = xor(X, h(con(tr, Kser))) in

let tS2 = h(con(tIDSN, con(ASN, con(S1, con(tl, tn1))))) in
if (tS2 = S2) then event ServerAcSN();

new n2:bitstring;

new nr:bitstring;

new t2:bitstring;

let nASN = xor(nr, Kser) in

let nBSN = h(con(nr, Kser)) in

let nX = xor(tIDSN, nBSN) in

let S3 = xor(n2, tBSN) in

let y = h(con(IDSN, con(tnl, n2))) in

let S4 = xor(nASN, xor(y, tnl)) in

let S5 = xor(nBSN,y) in

let Ks = h(con(tn1, con(n2, PKs))) in

let nPks = h(con(Ks, con(tnl, n2))) in

let S6 = h(con(S3,con(S4,con(S5,con(n2,con(tIDSN, con(PKs,t2))))))) in
out(c, (S3, S4, S5, S6, t2)).

They mean that our scheme is secure after analysis
by ProVerif. The adversary cannot get the parameters
Kser and IDgy . All related events are executed normally.

B. DISCUSSIONS OF OTHER ATTACKS

1) EAVESDROPPING ATTACK

The adversary can obtain all the transmitted information from
the common channel. This means that the adversary can
obtain the parameters Agy,S1,S2,¢1, 83,54, S5, 56, 12,
IDsp transmitted during each round of authentication.
We need to protect the parameters IDgsy, Ky and the ses-
sion key Ks. First of all, the adversary cannot obtain the
master key K., from Agy because he does not know r,
and r is random and fresh. Secondly, the adversary cannot
obtain the parameters nl and n2 from S1 or S3. Because
the adversary does not know Bgy. In addition, nl and n2
are random and fresh, which leads to the adversary cannot
obtain any useful information from the parameters S4 and
S5, because S4 = Aj, @ h(IDsy,nl,n2) @ nl and S5 =
B;N ® h(IDsy, nl, n2), the adversary does not know nl, n2,
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and IDgy. Finally, the adversary cannot obtain any one
parameter from S2 and S6, because all parameters in
S2 and S6 are protected by the one-way function A(.). There-
fore, our scheme prevents eavesdropping attack.

2) SENSOR NODE ANONYMITY AND UNTRACEABILITY

The identity of the SN IDgy is never transmitted directly
in the channel. From the previous section, we also showed
that the adversary could not obtain IDgy through the eaves-
dropping attack. Moreover, the parameters r, nl, n2, t1,
and ¢2 for each round of authentication phase are random
and fresh. It makes the parameters Agy, S1, S2, S3, §4, S5,
and S6 are also different in each round of authentication
phase. As for IDsp, an AP is usually connected to mul-
tiple SNs. It is impossible to track a SN by ID4p alone.
Therefore, our scheme guarantees the SN anonymity and
untraceability.

3) SENSOR NODE IMPERSONATION ATTACK

We assume that the adversary compromised a SN and got
the tuple (IDsy, Asy, Bsy, Pks) stored in its memory. At this
point, the adversary cannot obtain any useful parameters
from Bgy and Pgs because all parameters are protected
by the one-way function A(.). The adversary also cannot
obtain r or K., from Asy = r @ K., because r is ran-
dom and fresh. Moreover, all IDsy and Pk, are different
in different SNs, and IDgy require authentication by the
server. Therefore, the adversary cannot create a new valid
tuple (IDsy, Asn s Bsy, Pks) or (Asy, S1,S52,t1).

4) REPLAY ATTACK

When the SN sends information to the server, it will generate
a timestamp ¢1 and compute S2 = h(IDsy, Asy, S1, 1, nl).
The adversary cannot obtain IDgy and n1, so it is impossible
to create a new valid S2, which ensures that the timestamp ¢ 1
cannot be modified. After the server receives ¢1, it will check
the validity of #1. Similarly, when the server sends informa-
tion to the SN, it will generate a timestamp 72 and compute
S6 = h(S3, S4, S5, n2, IDgy, Pks, t2). The adversary cannot
obtain IDgy, nl, and Pgs, so it is impossible to create a
new valid §2, which ensures that the timestamp 2 cannot be
modified.

5) SENSOR NODE CAPTURE ATTACK

We assume that the adversary can capture as many SNs
as possible, which means that he can obtain several tuples
(IDsn, Asn, Bsn, Pks). At this point, we need to guarantee
that the captured tuples do not make the adversary obtain the
master key Ks.-. Only Agy and Bgy contain the information
of the master key K,.,. However, Asy = r @ K, and
Bsy = h(r,Kger), r is random and fresh, the adversary
cannot obtain any 7, so he cannot obtain K., from any Agy .
The adversary also cannot obtain any parameters from Bgy,
because all parameters in Bgy are protected by the one-way
function A(.).
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6) FORWARD/BACKWARD SECRECY

In our scheme, the session key Ks = h(nl, n2, Pk;), where
nl and n2 are random numbers generated during this round
of authentication, and Pg; = h(Ks', nl’, n2'), where Ks', nl’,
and n2" are generated during the previous round of authen-
tication. If the adversary compromises a session key Ks,
he still cannot obtain the previous or future session keys.
Because nl and n2 are random and fresh in each round of
authentication phase, which means that Ks in each round
of authentication phase is different. Even if the adversary
obtains all the historical communication data in the channel
and compromises the master key K, which means he can
obtain all n1 and n2 in each round of authentication, but he
cannot obtain any previous session keys. Because Pg; is never
transmitted in the channel. The only way to obtain the Pg;
is to capture the sensor node. However, after capturing the
sensor node, the adversary can only get the latest Pgy, and
all historical Pk,s cannot be obtained because the previous
round parameter Pk is protected by a one-way function A(.).
Therefore, our scheme has perfect forward/backward secrecy.

7) SERVER SPOOFING ATTACK

The adversary needs to create a valid tuple (S3, S4, S5,
S6, t2) before he can perform a server spoofing attack. First
of all, the adversary cannot obtain Kj,,, so he cannot create a
valid $3, since §3 = n2 @ h(r, Kr). Secondly, the adversary
cannot obtain IDgy, Pk, nl and n2, so he cannot create a
valid 54, S5 or S6, since S4 = AJ, ® y ® nl*, S5 = B, ®
vy, and S6 = h(S3, 54,85, n2, IDsy, Pks, t2). Therefore,
the adversary cannot create a valid tuple (S3, S4, S5, S6, 12).

8) JAMMING/DESYNCHRONIZATION ATTACK

The adversary can block communication at any stage during
the authentication phase, which can result in the communi-
cation parties not being able to synchronize updates. If the
adversary blocks the communication during step Al and
step A2, the SN only needs to restart a new round of authen-
tication. If the adversary blocks the communication during
step A3 and step A4, there are two tuples in the server’s
memory, which are (A;’N, Xt, P;gs) and (Asy, X, Pks). The
tuple (A;'N, X+, P}'s) is the updated authentication parameter,
and the tuple (Asy, X, Pks) is the unupdated authentication
parameter. When the SN restarts a new round of authentica-
tion, the server still can use the unupdated tuple (Asy, X, Pks)
authenticated successfully. Therefore, our scheme does not
have the risk of jamming/desynchronization attack.

VI. COMPLEXITY EVALUATION AND

PERFORMANCE COMPARISON

A. STORAGE COST

In our scheme, each SN needs to store a tuple (IDsy, Asy,
Bsn, Pks) and a session key Ks. Each server needs to store
a tuple (<Asw;, Xi, Pks;>, IDApJ., Ker) and a session key K.
We suppose that A(.) uses the SHA-256 hash algorithm and
the output of SHA-256 is 256 bits. Therefore, we can get
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TABLE 5. Storage cost of our scheme.

Node Storage cost (in bits)
SN 1280

AP 32

server 768i+32j+512

TABLE 6. Computational cost of our scheme.

Node Computational cost
SN 5t5 + Blwor ~ bip
server Tty + tzor = Tty

TABLE 7. Computation time required for different operations.

Symbol Description Cost(ms)
Ty, Time cost of one hash 0.0052

Tecsm Time cost of one scalar multiplication on ECC  0.4276
Top Time cost of one bilinear pairing 1.2828

TABLE 8. Communication cost of our scheme.

Communication between nodes | Computational cost
SN—AP 832
AP—sserver 864
server—AP 1120
AP—SN 1088
total 3904

IDsn| = |Asn| = |Bsn| = |Pks| = |X| = |Kser| = |Ks| =
256 bits. We also suppose that |ID4p| = 32 bits. So each
SN needs to store 1280 bits, and each server needs to store
(768i+32j+512) bits, where i is the number of registered SN
and j is the number of registered AP. Table 5 shows the storage
cost of our scheme.

B. COMPUTATIONAL COST AND COMPUTATION TIME

We use the symbols 7}, and Ty, to represent the comput-
ing time required for one hash function operation and one
XOR operation. In the authentication phase, the SN performs
5 hash function operations and 5 XOR operations, and the
server performs 7 hash function operations and 9 XOR oper-
ations. Compared with the hash function operation, the XOR
operation requires a very short time and can be ignored.
Therefore, the computation cost of the SN becomes 57, +
Styor ~ Stp, and the computation cost of the HN becomes
Tty 4 9tyor = Tty. Table 6 shows the computation cost of our
scheme.

As for the computation time, the test platform and envi-
ronment are as follow: CPU: Intel(R) Core TM i7-4710HQ
2.50GHz, Memory:8G, OS:Win8 64-bit, Software: Visual
C++ 2010, MIRACL C/C++ Library. Under this condition,
an SHA-256 hash function operation takes approximately
0.0052ms, and one scalar multiplication on ECC with 160-bit
point takes approximately 0.4276ms [23]. Since the time of a
bilinear pairing is usually greater than three times the time
of the scalar multiplication on ECC [24], we assume that the
time of a bilinear pairing is as three times as that of the scalar
multiplication on ECC, which is approximately 1.2828m:s.
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TABLE 9. Summarizes the computation time and communication cost in our scheme and other related works.

User/Sensor node AP node/FA Hub node/server/HA .
Scheme . . . Total cost Communication cost
computation cost computation cost computation cost
Ibrahim et al. [18] 5t = 0.026ms 0 8t;, = 0.0416ms 13t;, = 0.0676ms 3584 bits
Lietal. [19] 3t;, = 0.0156ms 0 5ty = 0.026ms 8t;, = 0.0416ms 4288 bits
Lietal. [15] 10tp +4tecsm+top = | 5tp + Stecsm +top = 6ty + 2tecsm = 21tp +9tecsm +2tpp = Not mentioned
3.0452ms 2.5916ms 0.8864ms 6.5232ms
Ours 5ty = 0.026ms 0 Tty = 0.0364ms 12t;, = 0.0624ms 3904 bits

We use the symbols Ty, and Tp, to represent the computing
time required for one Scalar multiplication on ECC and one
Bilinear pairing. Table 7 summarizes the computation time
required for different operations.

C. COMMUNICATION COST

We assume that the timestamp is 64 bits. In the step Al,
the SN sends tuple (Asy, S1, 52, ¢1) to the AP, so the tuple
has 256 + 256 + 256 + 64 = 832 bits. In the step A2,
the AP sends tuple (Asy, S1,S82,¢1,IDsp) to the server,
so the tuple has 864 bits. In the step A3, the server sends
tuple (83, S4, S5, S6, 12, ID4p) to the AP, so the tuple has
256 + 256 4 256 4 256 + 64 + 32 = 1120 bits. In the step
A4, the AP sends tuple (53, S4, S5, S6, t2) to the SN, so the
tuple has 1088 bits. Table 8 shows the communication cost of
our scheme.

D. COMPARISONS WITH RECENT SCHEMES

The scheme of Ibrahim et al. [18] proposed an lightweight
anonymous mutual authentication and key agreement scheme
for WBAN. Their scheme has a low communication cost,
but it cannot resist jamming/desynchronization attack. The
scheme of Li et al. [19] further reduces the computational
cost compared to the scheme of Ibrahim ez al. [18], and fixes
the vulnerability of jamming/desynchronization attack. But
their scheme has higher communication costs, has the risk of
impersonation attack after capturing a sensor node, and lacks
forward secrecy. The scheme of Li et al. [15] uses asymmet-
ric encryption, such as bilinear pairing, which significantly
increases the computational cost while reducing security
risks.

In the scheme of Ibrahim et al. [18], the execution time of
the sensor node is 5¢, + 2ty ~ 5t3, and the execution time
of the hub node is 8¢, + 41, ~ 8t;,. The total communication
cost of their scheme in authentication phase is 3584 bits.
In the scheme of Lieral [19], the execution time of the
sensor node is 31;, + 61, & 315, and the execution time of the
hub node is 55, + 11¢,,, & 5t;,. The total communication cost
of their scheme in authentication phase is 4288 bits. In the
scheme of Liefal. [15], the execution time of the user is
10ty + 4tecsm + tbp + 2tyor = 10ty + dtocsm + tbp = 319,
the foreign agent (FA) 51, + 3tecgm + top = 241.5ty,, and the
home agent (HA) 6th + 2tecsm + txor A Otp + 2tecsim = 151t
Table 9 summarizes the computation time and communica-
tion cost in our scheme and other related works.
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As for security, the scheme of Ibrahim et al. [18] cannot
resist jamming/desynchronization attack. Because during the
authentication phase of their scheme, the parameters for
authentication need to be updated sequentially between the
sensor node and the server. Once the adversary blocks the
network at a certain stage, the authentication parameters in
the hub node may be successfully updated, and the authen-
tication parameters in the sensor node are not, which will
result in the sensor node unable to successfully complete
the next round of authentication unless it is re-registered.
Their scheme also lacks forward secrecy. In the scheme of
Li et al. [19], as long as the adversary captures a sensor node
and obtains all the data in its memory, he can perform imper-
sonation attack by forging the identity of the sensor node.
Because the data related to the identity of the sensor node
is not stored in the memory of the hub node, this makes it
impossible for the hub node to verify it. In addition, if the
adversary also obtained all historical communication data
transmitted on the channel, he can obtain all the previous
session keys between the sensor node and the hub node.
Therefore, the scheme of Li ef al. [19] lacks forward secrecy,
and has the risk of sensor node impersonation attack after any
sensor node has been captured. The scheme of Li ef al. [15]
would be vulnerable to replay attack. Because their scheme
only uses random numbers to defend against replay attacks,
and does not protect the random numbers. Table 10 shows the
security properties comparison. In conclusion, although our
scheme is higher in computational cost than the scheme of
Li et al. [19], our scheme has lower security risk. Compared
with the scheme of Ibrahim ef al. [18] and the ECC-based
scheme of Li ef al. [15], our scheme guarantees the security
while reducing the computational cost.

TABLE 10. Security properties comparison.

Functionality Al A2 A3 A4 Ab
Ibrahim et al. [18] X X Vv v v
Lietal. [19] X v X v v
Lietal. [15] v Vi v x v
Ours v vV v Vv v

Al: Forward/Backward security, A2: Jamming/desynchronization at-
tack, A3: Sensor node impersonation attack, A4: Replay attack, Ab:
Hub/server node impersonation attack

VIi. CONCLUSION

In this paper, we propose a lightweight and anonymous
mutual authentication and key agreement scheme for WBAN,
it only needs to perform hash function operations and
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XOR operations. With this scheme, forward secrecy can be
guaranteed without using asymmetric encryption. Even after
the adversary captures the sensor node, compromises the
master key K-, and obtains all historical communication
data in the channel, he still cannot obtain any previous session
keys. We also used the automatic security verification tool
ProVerif to verify the security of our scheme and discussed
other common attacks. The experimental results and theoret-
ical analysis indicate that our scheme significantly reduces
the computational cost compared with the schemes using
asymmetric encryption and that it has a lower security risk
compared with the lightweight schemes. In addition, our
scheme is not limited to WBAN, we will consider applying
the proposed method of guaranteeing forward secrecy in this
paper to more scenarios that require lightweight authentica-
tion schemes, such as Internet of Vehicles and mobile service
computing [25]-[27].
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