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ABSTRACT The demand for remote health monitoring will significantly increase in the near future due to
a decrease in the doctor/patient ratio as the world population grows. In remote health monitoring, one of the
major goals is to send patient’s data to clinical experts at geographically distant locations. In this scenario,
the importance of implementing security on patients’ clinical information increases, so that this could not
be either changed or read by an unauthorized person. Rivest Cipher (RC5) algorithm is a secure and simple
encryption algorithm. Due to its simplicity, fast encryption, and lowmemory requirements, it is considered as
a suitable block cipher for resource constraint environments, such as body area networks (BAN), although
it can be broken by various attacks due to poor diffusion. In this paper, we propose a chaotic-based key
scheduling algorithm for the RC5 in which round keys are generated based on 2-D chaotic maps and used as
a symmetric key during the encryption and decryption process. Cipher feedback mode is adapted to further
increase the diffusion property of the cipher. This chaos-based key is very difficult to trace, and the cipher
is extremely hard to break. A strict security analysis of the proposed cipher is performed against several
attacks. The experimental results have shown that the impact of this approach is significantly better than the
conventional security mechanisms in case of BAN when applied to critical clinical images.

INDEX TERMS Remote health monitoring, encryption, clinical images, wireless body area networks
(WBAN), RC5, 2D-chaotic map.

I. INTRODUCTION
According to the world health organization, e-health monitor-
ing comprises of information and communication technology
(ICT) based systems, which can solve problems currently
faced by low- and middle-income underdeveloped countries.
These include shortage of health staff in remote areas, health
care quality, emergency checkups, patient compliance and
scams [1]. It is forecasted that the population of people aged
above 60 years will be doubled by 2025 compared to the num-
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bers in 1990 [2]. Thereby, providing an effective and reliable
health care system, at low or same cost as of today would
become a serious challenge. It is reported that more than
30% of the worldwide deaths related to heart problems can
be diagnosed and prevented by using efficient, trustworthy,
and health monitoring systems that are available in a timely
manner [3]. Therefore, remote health monitoring systems can
bring a significant change in human life through real time
monitoring and early detection of patient’s health. However,
when deploying remote health monitoring systems, it is not
acceptable to compromise on the standards currently used in
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the clinical practice. The security and integrity of the patient
information is a key concern, while designing or deploying
a remote health monitoring system. This is to make sure
that a clinical expert located remotely could take an accurate
decision, which is rightly based on authentic data. Many
encryption techniques have been proposed for medical text
data encryption [4], however for medical images such as
magnetic resonance imaging (MRI), X-ray and computed
tomography (CT), a lot of work still needs to be done.

To ensure security of patient’s critical data Rivest Cipher
(RC5) algorithm is considered a well-known cipher in terms
of efficiency and overall performance [5]– [7]. It is simple,
easy and beneficial in terms of implementation as compared
to other block ciphers. It does not require huge tables or large
multiplications, therefor the encryption process is computa-
tionally less complex and inexpensive to implement. RC5 is
also suitable for a resource constrained environment such as
sensor-based applications due to very low power, less mem-
ory usage and easy adaptability [8], [9]. However, RC5 can
be broken by attackers due to its poor diffusion property in
key computation [10], [11]. This can be overcome by using
RC5 in combination with chaos to enhance the security level,
where chaos sequences can be used for ciphering of medical
images [12].

Chaos was first used in the field of cryptography by using
a 1-D chaotic system, which generated chaos-based steam
cipher [13]. Since then many chaos-based cryptographic
techniques have been suggested and implemented for data
encryption. Features such as confusion and diffusion make
chaos based cryptographic systems highly secure and reli-
able [14], [15].

Image encryption using chaotic maps is based on the
generation of pseudorandom sequence numbers, which is
highly dependent on the initial condition. The complexity
of a system can be further increased by controlling different
parameters. Similarly, while decrypting data at the receiv-
ing side, these initial conditions play an important role [4].
A minor mismatch between the initial conditions at the
encrypting and decrypting side can completely change the set
of random numbers. Thus, a perfect synchronization between
the encryption and decryption process is a key for chaos
based cryptographic system [16]. 1-D chaotic maps are used
for basic encryption, which can be used to generate secret
keys [17], and are represented as follows,

an+1 = λ× an(1− an), λ ∈ [0, 4], an ∈ [0, 1], (1)

where ‘λ’ represents a control parameter to handle the chaos
behavior, ‘ao’ represents the initial conditions, ‘an’ is the
system output at any value of ‘n’. The bifurcation diagram
for 1-D chaotic maps is given in Fig. 1, where the horizontal
axis shows system parameters represented as an = [0, 1], and
the vertical axis represents the trajectory of the logistic maps.
The system shows changed chaotic behaviors at different
ranges of control parameter i.e.,

FIGURE 1. Bifurcation diagram for 1-D chaotic maps.

FIGURE 2. Bifurcation diagram for 2-D chaotic maps.

• For λ ∈ [0− 2, 3]
System shows no chaotic behavior, hence cannot be
used for the proposed model of image encryption.

• For λ ∈ [3, 3.6]
Above a value 3.0, the system starts to bifurcate until
3.6, a quasiperiodic behavior is observed.

• For λ ∈ [3.6, 4]
The system seems to be fully chaotic and can be used
to generate the required random keys.

2-D chaotic logistic maps are much more complex as
compared to the 1-D chaotic maps and represent a highly
non-linear and complex dynamical system. The bifurcation
diagram for a 2-D chaotic map is shown in Fig 2, which is
a scatterplot of 30,000 points from the trajectory of a 2-D
logistic map using parameter λ = 1.19 and initial values
(ao, bo) at (0.89, 0.33) [18]. Mathematically, these maps
are represented as follows, where ‘λ’ represents the control
parameter to handle the

an+1 = λ(3bn + 1) an(1− an) (2)

bn+1 = λ(3an+1 + 1) bn(1− bn) (3)

chaos behavior and (an, bn) represents the pair of points for
nth iteration. The chaotic behavior of 2-D logistic map can be
analyzed as,

• For λ ∈ [−1, 1]
Both x and y axis show unstable manifolds.

• For λ = 1
The plot follows Neimark Hopf bifurcation.
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• For λ ∈ [1, 1.11]
System indicates repulsive behavior and oscillations
have started.

• For λ ∈ [1, 1.19]
Logistic mapping shows complete chaotic behavior at
this system parameter range, which is of specific inter-
est for the proposed model.

Due to the greater complexity of 2-D logistic maps, these
maps are well suited for producing chaotic keys as compared
to 1-D maps. These 2-D maps provide greater space for
generating keys due to the availability of two dimensions and
a greater number of initial conditions. Hence, the proposed
image encryption algorithm uses these 2-D maps. Lyapunov
exponents are used to predict the chaotic behavior for 1-D
and 2-D chaotic maps. The Lyapunov toolbox in MATLAB
is used for this purpose, where exponents are measured with
respect to each eigen value. A higher positive value of the
Lyapunov exponent shows a greater chaotic behavior of the
system [19].

The major contributions of this study are as follows:

1. The security of a simple RC5 algorithm is enhanced
by introducing a strong chaotic key generation mech-
anism. This improves the diffusion property of the
algorithm making it robust against various attacks

2. The proposed algorithm is used for the first time to the
best of our knowledge in remote health monitoring to
make clinical images secure.

3. The proposed work is also useful in a sense that,
in addition to normal clinical images it takes 1-D phys-
iological signals i.e. ECG/EEG to send them in the
form of images, which eliminates or at least reduces the
chances of error while interpretation of these signals at
the receiving side.

4. The performance of the proposed algorithm is com-
pared with RC5 algorithm and the effectiveness is
proved through different security analysis tests.

The rest of the paper is arranged in the following order.
Section-II presents background and related work. Section-III
shows the proposed setup for simulations. Results and discus-
sions are presented in Section-IV, followed by conclusions in
Section-V.

II. BACKGROUND AND RELATED WORK
Remote health monitoring is an emerging field, where sen-
sors and devices are used to get medical data such as blood
pressure, intracranial pressure and heart beat rate. This data
is wirelessly transferred for further processing and analysis.
Advances in recent technology and very large-scale integra-
tion of physical sensors and microprocessors on a single chip
has enabled a new field based on sensor networks, which is
suitable for a wide variety of new applications [20].

E-health sensors attached to a patient’s body are equipped
with a radio trans-receiver, memory, microcontroller and
power supply, which form a network called wireless body
area network (WBAN). These sensors can be further divided

into twomain categories of implantable devices and wearable
devices [21]. Implantable devices can be implanted invasively
in the body through surgery, while wearable devices are non-
invasively attached with a patient’s body [22]. The patient
data is highly sensitive therefore, security issues are a major
concern in such type of networks. For the best possible care,
the right information at the right time is required. An unau-
thorized person can access and change this data, which not
only is an attack on the patient privacy but could also leads
to unwanted clinical outcomes. Therefore, maintaining the
security and integrity of data is a primary requirement in e-
health systems. Some important schemes/protocols proposed
by different researchers in this area are listed in Table 1,
where the benefits and the disadvantages of these systems are
highlighted.

III. PROPOSED SCHEME
The aim of e-health technology is to reduce medical expenses
by integrating different technologies such as communication,
computer, andmultimedia technologywithmedical diagnosis
and analysis methods. Although, different types of e-health
architectures have been proposed in literature but generally
all e-health systems mainly consist of sensors, remote med-
ical health monitoring server (R-MHMS) and a communi-
cation medium between the sensors and the R-MHMS. The
proposed architecture for secure remote health monitoring
of clinical images is presented in Fig 3. In view of the
future requirements, where global clinical consultation would
be preferred, medical imaging acquisition systems are also
included in the proposed architecture. These could be placed
at near the patient premises or in a clinic geographically
located at a far-off place from the clinical expert with whom
the medical data needs to be shared.
In the proposed architecture both sides process digital

information for the ease of exchange of data. Health infor-
mation is collected by using different types of sensors placed
on a patient body and medical image acquisition machines.
E-health monitoring sensors are of different types and mainly
classified into two categories. Implantable sensors are inva-
sive and used to measure force, pressure, torque and temper-
ature of the human body. These sensors include pacemakers,
endoscope capsules and biosensors to measure the metabolite
level in a diabetic patient to name a few [4]. Wearable sen-
sors can be deployed non-invasively over the human body.
These sensors include electrocardiogram (ECG), electroen-
cephalography (EEG), blood pressure (BP), blood oxidation
level (SpO2) and breath sensors. Image acquisition machines
include X-ray, ultrasound, CT-Scan and MRI and can be used
to get clinical images near the patient premises, which could
be sent to a distant place for clinical diagnosis.
Keeping in view the power, communication range and data

limitations of these sensors a central node or hub is used to
collect data from these attached sensors. The collected data is
transferred to the proposed data aggregation and processing
unit, whose function is to convert sensor data into image and
collect images from clinical imaging devices.
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TABLE 1. Related security schemes/protocols for BAN in e-health.

In the proposed work, security is applied on EEG and ECG
signals in addition to CT and MR images. The EEG and
ECG signals are first converted into 2-D signals or images,
whereas medical images for brain and abdomen regions are
acquired from MRI and CT scans, respectively. One of the

advantages of converting sensor data into images is that the
information is transmitted in its original form. There are other
ways to secure the signals, where they can be transformed
into a noise like signal. These noisy representations could
not be interrupted by intruders, but in such cases the signal
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FIGURE 3. Proposed e-heath architecture.

FIGURE 4. Encryption process.

transformation may results in a loss of information either due
to the medium or during the encryption/decryption processes.
Due to the critical nature of EEG and ECG signals, such
loss of information cannot be afforded. We consider WBAN
architecture as a core part of our proposed architecture.

The encryption scheme for the proposed architecture
is shown in Fig 4, which consists of two main phases.
The chaotic key generation is based on 2D logistic map and
the encryption phase uses the RC5 encryption algorithm.

RC5 is a symmetric block cipher in which the same
cryptographic key is used for both the encryption and decryp-
tion process. It is a parameterized algorithm and is denoted
by RC5-w/r/b, where ‘w’ indicates word size, ‘r’ repre-
sents number of rounds and ‘b’ shows the number of bytes
in private key. Table 2. shows these parameters and their
values.

The RC5 algorithm is based on three steps i.e., expansion
of key, encryption and decryption of data. The encryption
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TABLE 2. RC5-w/r/b parameters.

TABLE 3. Primitive operations of RC5.

TABLE 4. Hexadecimal values of magic constants for RC5 key extension.

process used primitive operations including addition, subtrac-
tion, exclusive OR and rotation and are shown in Table 3.

In key expansion routine sub keys [sub(n)] are created by
using the secret key (k[n]). Three simple arithmetic steps and
two magic constants are involved in the RC5 key generation
phase. The two magic constants ‘Pw’, and ‘Qw’ are defined
for arbitrary ‘w’ as follows,

Pw = odd[(e− 2) ∗ 2w] (4)

Qw = odd[(8− 1)− 2w] (5)

where ‘e’ is the Euler’s number and ‘8’ is the golden ratio
(approximately 1.6180). The hexadecimal format of P and Q
magic constants for the RC5 algorithm are shown in Table 4.

The key expansion phase includes three steps, which are
conversion, initialization and mixing as shown in Fig 5. In the
first step, sender’s secret key k[ 0. . . . b-1] is copied into
a new array L[0. . . .c-1] of words c = [b/u], where ‘u’ is
the number of bytes/words. Zero padding is performed for
the unfilled bytes of L. The second step is initialization of
the array ‘S’ to a fixed random bit pattern by choosing an
arithmetic progression modulo 2w and it can be determined
by the two magic constants ‘Pw’, and ‘Qw’ that is defined for
an arbitrary ‘w’ parameter. In the third step, sender’s secret
key is mixed with the sub key array in three passes.

The three operations used in RC5 encryption include addi-
tion and subtraction of words denoted as+/−, bit wise XOR
+, and left shift and right Shift denoted as >>>, <<<.
during the encryption process 2w bits plain text is entered.
The sub key is S[2r+2] and iterative number of rounds is r.

FIGURE 5. RC5 key generation phase.

The input block of data is given to two w-bit registers named
X and Y, and the corresponding output is placed in registers
X and Y. The RC5 encryption algorithm is given as follows:

Algorithm 1 : Input(X ,Y )

X := X + S[0];

Y := Y + S[1];

for i := 1 to r do

Xi+1 := ((Xi ⊕ Yi) <<< yi)+ S[2i];

Yi+1 := ((Yi ⊕ Xi) <<< Xi)+ S[2i+ 1];

Output(Xi+1,Yi+1)

The decryption process is a reverse of encryption and is given
in Algorithm 2.

Algorithm 2 : Input(Xi+1,Yi+1)

for i = r dowm to do

Yi−1 = ((Yi − S[2i+ 1]) >>> Xi)⊕ Xi
Xi−1 = ((Xi − S[2i]) >>> Yi)⊕ Yi−1

X = X − S[0]

Y = Y − S[1]

Output(X ,Y )

In order to increase the initial value and randomness sen-
sitivity of the algorithm, the existing RC5 key computation
process is enhanced by proposing a 2D-chaos based key
generation phase. The proposed algorithm depends on the
word size ‘w’ (16, 32, 64 bit), ‘r’ number of encryption
and decryption rounds, value of ‘λ’ [1.11-1.19] which is the
control parameter of 2D-logistic map, and initial value xo ∈
[0−1] and yo ∈ [0−1]. For decryption ‘r’ and (xo, yo) will be
used as initial value by the sub key to generate a 2-D chaotic
map sequence.
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FIGURE 6. Histogram analysis. (a) MRI image, (b) CT scan image, (c) ECG/EEG waveform image.

In the proposed scheme, new features are introduced for
ciphering of medical images. Initially, primary or user key
is used to initiate the process. A chaotic sequence is calcu-
lated based on the primary key. This sequence is generated
using 2-D logistic map on a certain initial condition, which
is then used to perform confusion and diffusion processes.
In the confusion process, the generated chaos sequence is
used to shuffle the rows in permutation level-I, while in the
permutation level-II, columns ofmatrix are shuffled to further
enhance confusion. Due to the high-level sensitivity of the
initial conditions for a chaotic map, the confusion process is
well satisfied as only a 1-bit change creates huge impact on
the cipher image in terms of encryption.

Each pixel value of the original medical image is added
with the chaotic sequence values generated by 2-D map
so that the diffusion process is also introduced to increase
the resistance against attacks. In diffusion, each pixel value
is transformed into a new one by using the same chaotic
sequence, which was generated through the primary key.

Sub key generation process consists of three main stages
i.e. initialization, conversion and mixing. In the first step
the user secret key is converted from bytes to words. ‘K’
bytes of ‘S’ are copied into a new array ‘W’ in ascending
order i.e., from lower order byte to higher order byte. Zero
padding is done to fill any idle positions. In the 2nd step,
initialization is performed with the 2-D logistic map. The
array ‘C’ is initialized to a random bit pattern generated by
the 2-D logistic map. Finally, the user secret key ‘W’ and the
chaotic key ‘C’ are mixed to create a sequence, which is used
as a sub-key to pass it to the RC5 block cipher for the final
encryption of the permutated medical images.

To retrieve the original medical image, all encryption steps
are performed in a reverse order. The decryption key is
generated by the same chaotic sequence, which is used by
the RC5 block cipher to decrypt the cipher image. Then
diffusion is performed, where each pixel value is subtracted
by using the same chaotic sequence which was used during
the encryption process. Finally, inverse row and column wise
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TABLE 5. Correlation analysis of medical images.

permutation is performed using the same chaotic sequence
generated by the 2-D logistics map.

IV. RESULTS AND DISCUSSION
The performance of a cryptosystem can be measured by its
resistance against known cryptanalyst attacks. The capabil-
ity of any cryptosystem to withstand against unauthorized
attempts of intruder to access plain text information is an
important measure to check the quality. Confusion and dif-
fusion are two important measures to check the security of an
image-based cryptosystem. In order to verify the effective-
ness and speed of the proposed cryptosystem a comprehen-
sive security analysis is presented in this subsection. Several
security analysis techniques are applied including statistical
and differential analysis, key space analysis, correlation anal-
ysis, key sensitivity analysis, plain image sensitivity analysis,
histogram analysis, pseudo randomness test with National
institute of standards and technology (NIST) suite and noise
attack analysis. Tests are performed on three medical images
(MRI, ECG and CT Scan) of different sizes. The results
clearly demonstrate the adequate security of the proposed
algorithm.

FIGURE 7. Correlation analysis.

A. KEY SPACE ANALYSIS
In cryptography, security of the key is very important.
According to Kerckhoffs’s axiom security of an algorithm
depends on the security of the key. So, the key of any cipher
algorithm must be sensitive, secure and its key space must
be large enough to be resistive against brute force attacks.
The RC5 algorithm consists of variable key lengths. In brute
force attack, the attacker attempts using every possible com-
bination of the key to recover the plain text. It requires 2n

attempts to get to the right key, where ‘n’ is its key length.
The larger the key size the better the cipher would be in
terms of security, but this would also require more resources,
memory and computation time. A trade-off must be made
between security and execution time, since time is critically
important in e-health applications along with security. In this
research work, 12 rounds and 128-bit key are considered,
which is further enhanced by a 2D-chaotic map for providing
an improved security key. The new key space is calculated as
2n× r × l, where ‘r’ is the number of rounds, ‘n’ is the key
length and ‘l’ is the total number of input blocks. The resultant
value is large and strong enough to resist against most crypt-
analysis attacks. Thus, cryptanalysis may bypass the brute
force attack, since many operations would be required for
breaking the key.

B. HISTOGRAM ANALYSIS
A histogram is a graphical display, where data is grouped into
different ranges and plotted in the form of bars. An image his-
togram is used to illustrate the pixel distribution in an image
according to the intensity level of each color. A good image
encryption scheme should generate a uniform histogram for
any image. Histogram analysis is presented in the Fig. 6,
which clearly shows that the histogram of a cipher image
generated using the proposed algorithm is uniform and is
fairly distributed over the pixel range. These results indicate
that the histogram of the encrypted image is entirely different
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FIGURE 8. (a) Secret key analysis (Encryption of clinical images using K1, K2 & K3 keys, having 1-bit difference with each other). (b) Secret
key analysis. 1) Decryption using same key. 2) Decryption using key with 1-bit difference.

from the original image and hence, the proposed scheme is
robust against histogram based statistical attacks.

C. CORRELATION ANALYSIS
Correlation coefficient is an important factor to determine the
quality of an image cryptosystem. This analysis shows that no
correlation exists between pixels in the plain image and its
corresponding encrypted image. The correlation coefficient
is calculated as,

cov(a, b) = E[a− E(a)][b− E(b)] (6)

Rab =
cov(a, b)√
D(a)
√
D(b)

(7)

where ‘a’ and ‘b’ are the corresponding grayscale values of
the adjacent pixels. The correlation between two horizon-
tally adjacent, vertically adjacent and diagonally adjacent
pixels of a plain image and its corresponding cipher image
are tested. The correlation coefficient is determined by ran-

domly taking 100 pairs of adjacent pixels from an image and
using equations 6 and 7, where the correlation coefficient
rc ∈ (−1,1). A lower value of the correlation coefficient
indicates better quality of the cryptosystem, while zero value
indicates null correlation. The following discrete formulas are
used in numerical computation to find the value of correlation
coefficient.

E(a) =
1
N

∑N

i=1
ai (8)

D(a) =
1
N

∑N

i=1
(ai − E(a))2 (9)

cov(a, b) =
1
N

∑N

i=1
(ai − E(a)(bi − E(b)) (10)

where, ‘N’ indicates the number of pixels involved. The
correlation coefficient results of the proposed algorithm
are listed in the Table 5. The horizontal, vertical and
diagonal correlation distributions for the MR image are
shown in Fig. 7. From these results it can be concluded
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TABLE 6. Secret key sensitivity analysis through correlation coefficients
(brain image).

that the proposed cipher provides good encryption quality as
compared to the normal RC5 encryption process and produce
highly uncorrelated cipher images.

D. SECRET KEY SENSITIVITY ANALYSIS
Good encryption algorithms are highly sensitive to the
key, which means that the encrypted information cannot be
decrypted correctly until the same key is used on both sides.
The proposed cipher combines chaotic map and user’s secret
key for generating the round keys, where a slight difference in
keys may results in wrong decryption. A key space analysis
is performed using the encryption/decryption key sensitivity
tests for the proposed cryptosystem. In the first stage, three
similar keys are generated differing from each other by just
one bit for encrypting the same image. The encrypted images
are compared, and their key sensitivity is measured by using
the correlation coefficient between the adjacent pixels of all
three encrypted images. The results are presented in Fig. 8(a)
and Table 6, which clearly shows that there is no correlation
between the three encrypted images even though they are
generated using slightly different keys.

In the 2nd stage, an image is encrypted by using secret
key ‘‘5214A76CF00DE3DBE0CC89D287’’ (26 hex digits)
and the resultant encrypted image is stored. The image is
decrypted with the same key ‘‘5214A76CF00DE3DBE0CC8
9D287’’ and the resultant decrypted image is stored.
A slight change in the key is performed by modifying
the middle bit (E) in the key, where the updated key is
‘‘5214A76CF00DE3EBE0CC89D287’’. Decryption is per-
formed on the same image with same parameters using the
new key. The resultant decrypted image is entirely differ-
ent from the original image as shown in Fig 8(b), hence it
is concluded that the proposed cryptosystem is highly key
sensitive.

E. PLAIN IMAGE SENSITIVITY ANALYSIS
In this analysis two similar plain images (C1 and C2) are
encrypted by using the same cipher key. The selected plain
images are similar except a difference in 1-pixel value, where
C1 (i, j) and C2 (i, j) are the grayscale values of the pixel at
index i and j. Two quantity methods, net pixel change rate
(NPCR) and unified average changing intensity (UACI) [40]
are used for differential analysis in chaos-based image cryp-

TABLE 7. MSE values with three different noise densities (MRI image).

tosystems, where NPCR is determined by using,

NPCR =

∑
i,jD(i, j)

W × H
× 100% (11)

D(i, j)
{
0, if C1(i, j) 6= C2(i, j)
1, if C1(i, j) 6= C2(i, j)

}
(12)

where ‘W’ and ‘H’ denotes the width and height of the
encrypted image respectively.

UACI is used to measure average intensity difference
between two encrypted images and is defined as,

UACI =
1

W × H


∑

i,j
|C1(i, j)− C2(i, j)

255

×100% (13)

A larger value of UACI indicates better performance of the
cryptographic algorithm. These tests have been performed
using the grayscale brain MR image. The image C1 is kept
similar, while C2 is encrypted 1000 times by randomly
selected 1000 keys. An average value of NPCR in all these
tests is 99.53%, and UACI is 33.4%. Therefore, it is con-
cluded that the proposed algorithm is highly sensitive to small
changes in plain image as shown in the Fig. 9.

F. NOISE ATTACK
The cipher image can be changed by external noise, when it is
transmitted over the network. Mean-squared error (MSE) is
used to evaluate the robustness of the proposed cryptosystem
and is defined as,

MSE =
1

w× h

∑w

i=1

∑H

j=1
[p1(i, j)− p2(i, j)]2 (14)

where w × h is the image size, P1 (i, j) and P2 (i, j) denotes
the values of original and decrypted noised image for pixels
i, j. Salt-and-pepper noise (i.e., 0 or 1) is added with three
noise densities: 0.029, 0.059, 0.159 for 2%, 5% and 15%
of noise, respectively. Fig. 10 shows the results after adding
salt-and-pepper noise to the cipher image, when the proposed
algorithm is used, and their corresponding decrypted images
after retrieval. The MSE value of an input image and its
corresponding decrypted image of brain with salt and pepper
noise of different intensities is shown in Table 7. The results
clearly show that the proposed algorithm is robust against
noise.

G. SPEED PERFORMANCE ANALYSIS
Speed test analysis is performed to measure the efficiency
of the proposed scheme, where the computation time is
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FIGURE 9. Plain image sensitivity analysis.

FIGURE 10. Noise attack a), b) & c) Encrypted images with different noise
densities d), e) & f) Corresponding decrypted images.

calculated for encryption/decryption of clinical images. The
proposed scheme is implemented in MATLAB v.13 with
AMD 2.4 GHz processor, 4-GB RAM and 64-bit operating
system (Windows-7). An average encryption and decryption
time for the proposed scheme in comparison of simple RC5 is
given in Table 8. The results show that at the cost of a slight
increase in computing time, an increased level of security for
clinical images in remote health monitoring is achieved by
the proposed algorithm. The reason for this overhead is the
computations performed while generating the key through
chaos, which is not required for the implementation of a
simple RC5 algorithm.

H. RANDOMNESS TEST USING NIST SP-800-22 TEST SUIT
NIST SP 800-22 test suit is one of the most commonly
used statistical test suit. The proposed algorithm is tested by
using NIST with the same parameter to evaluate the degree
of randomness in output. NIST consists of fifteen tests and
each test generates a p-value, whose range is between 0 to 1.

TABLE 8. NIST test’s results (MRI scan).

The statistical test is passed successfully with 99% confi-
dence, if the ‘p’ value is greater than the significance level.
According to the NIST test results, it is concluded that the
proposed cipher produces chaotic sequence, which exhibit
random behavior as shown in Table 9.

TABLE 9. NIST test’s results (MRI scan).
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V. CONCLUSION
An efficient image cryptosystem based on RC5 and 2D-
chaotic map is proposed for providing security in remote
health monitoring. A strong key generation mechanism is
introduced, which is based on chaos to enhance the key
strength. Some important features of chaos such as sensitivity
to the initial values, non-deterministic behavior and lack of
periodicity make it a potential candidate for the proposed
scheme. The encryption key is iterated based on feedback
mode for every round in order to get a higher encryption
strength. The performance analysis of the proposed cryp-
tosystem is done both visually and numerically. The statistical
and experimental analysis clearly shows that the proposed
scheme is very secure due to its large key space, strong
resistance to different types of attacks and extremely sensitive
to the cipher key and plain images. It is concluded that the
proposed scheme provides more security to patient’s data,
while preserving confidentiality and integrity. Also, this is the
first time to the best of our knowledge, that 1-D physiological
signals are secured in the form of images with chaos based
enhanced RC5 algorithm for their transmission in remote
health monitoring. Future work will involve the security
enhancement of RC5 and RC6 schemes using higher order
chaotic maps and security of clinical signals through optical
chaos.
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