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ABSTRACT Security enhancement is and always will be a prime concern for the deployment of point-
of-interest (POI) recommendation services in mobile sensing environment. Recent tamper-proof technical
protection such as strong encryption has undoubtedly become a major safeguard against threats to privacy
in location-based services. Although the disclosure of location information could increase recommendation
accuracy, the publication of trajectory data to untrusted entities could reveal sensitive details, e.g., daily
routes, destinations, and favorite restaurants. In this paper, we propose a smart scheme named BUSA to
approach the above problem by reconciling the tension between privacy protection and recommendation
accuracy in location-based recommendation services. This scheme uses anonymizer agents positioned
between the service-requesting users and location service providers; these agents operate by dividing the
query information and using k-anonymity to enhance privacy protection. The scheme also utilizes clustering
techniques to group users into clusters by learning their trajectory data and selects the spatial center cells
as a cluster core and a benchmark for calculating recommendations via trust computing. An anonymizer
coordination strategy is proposed to replace a low-performing anonymizer with one that provides stronger
privacy protection for a recommendation service. The BUSA scheme adopts k-anonymity and clustering to
protect privacy, and the calculated recommendation will be suitable for the cluster core that represents the
entirety of users’ location preferences. The security analysis reveals that the BUSA scheme can effectively
protect privacy against fraudulent query requestors and the simulation results also indicate that it provides
stronger privacy protection than its counterparts from the perspective of recommendation hit rate and the
extent of disclosure.

INDEX TERMS Collaboration for security, k-anonymity, location-based services, clustering, recommenda-
tion and security, trajectory, mobile sensing.

I. INTRODUCTION
The contemporary proliferation of smart devices has con-
tributed to development of impressive services that have by
now become available, where enabling convenient and con-
figurable computing sources, e.g., mobile devices, requires
integration of artificial intelligence into the physical world
[1]–[3]. The so-called Internet of Things (IOT) has provided a
great opportunity for collaborationwith reducedmanagement
effort and better interaction among infrastructure applications
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compared to those of traditional closed-source networks and
vendor-specific proprietary technologies that cannot be pro-
vided at such low costs under similar circumstances [4].
In location-based services (LBS), users have to upload their
location information to the LBS server and receive the nearby
points of interests (POIs) with the optimum routes [5]; exam-
ples include finding the closest restaurant during a one-
hour lunch break, sending a patient with acute gastritis to
the best emergency hospital, driving to the office early in
the morning via an alternative route to avoid a traffic jam,
etc. However, simply connecting these smart devices without
considering their security will expose user data to unexpected
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potential risks [6]. A disclosure of sensitive information can
result not only in great convenience but also in leakage of
such information, leading to its unauthorized use by a third
party [7]. Specifically, queries intended for the LBS server
may be intercepted by an adversary that has just compromised
the LBS server, and the attached personal information of the
victim’s only route, preferred restaurant, and even trajectory
data can be inferred [8]. As a result, security issues have
drawn widespread attention and need to be solved.

Many approaches to lowering the potential risk in LBS
services have been proposed and mainly concentrate on pri-
vacy protection with anonymization during the information
delivery process intermediated by an absolutely trusted third-
party anonymizer (ATTA). The ATTA acts as an intermediate
tier between the user and the LBS server by anonymizing
the trajectory data. When a user of a smart device uploads
his or her query to the anonymizer agent, and the data are gen-
eralized by the cloaking method, the data is made the ‘‘same’’
as that of other k-1 users. This method is called k-anonymity
[9]–[11]; it confuses an online adversary and makes it dif-
ficult to distinguish a user from at least k − 1 other users.
The location service provider (LSP) receives the cloaked
query, generates the candidate POIs and returns them to the
user [12]. Nevertheless, the ATTA architecture still suffers
from two significant flaws, as discussed in IOT literature.

First, the generated POIs aim to serve the k users but not
the anonymized user. The value of k indicates the overall gaps
among the k users, and if this value is very high, the POIs
may not be accurate. Suppose that user Nancy is searching
for a nearby restaurant; the agent anonymizes her trajectory
data together with that of 99 other users in a small cloaking
region, or with five other users in a large cloaking region.
Obtaining a desirable service is always a major concern from
the user’s perspective. Excessive anonymization would lead
to a too low personalization quality.

Second, another barely explored issue is whether the
anonymizer agent is trustworthy when compared with the
LBS. If an adversary can hack an LBS, then it may also be
able to hack an anonymizing agent. Although the failure of a
single agent may not corrupt the entire scheme, without a trust
computing methodology, an LBS may be easily subverted
by a fraudulent agent that sends most of the query requests.
Moreover, hardly any studies have focused on the theoretical
selection of an agent as a candidate backup agent to replace
a fraudulent agent within a limited reaction time. The new
randomly selected backup agent may not provide a proper
personalized service due to the cold-start problem, resulting
in a loss of users’ confidence.

The above two weaknesses both lower the quality of the
location recommendation service in device collaboration of
the IoT. To the best of our knowledge of the state-of-the-
art literature, hardly any existing studies have reconciled the
tension between security and service quality in the context
of location-based recommendation. To fill this gap, the main
contributions of this paper are as follows:

1) We present a scheme called BUSA that applies a mod-
ified k-anonymity to protect user’s trajectory data dur-
ing the user’s query to the LBS. This scheme deploys
multiple agents for anonymization between the user
and the LBS with a proper number of agents and a
proper value of k , depending on the size of cloaking on
the map. The queried location information is divided
into segments that are sent to several different agents
for anonymization. In this case, a single agent will not
know the entire private data.

2) A clustering technique is applied to select the spatial
center containing the core users as the cloaking region.
The concept of core users represents a major trend of
location preferences and a generalization of blurred pri-
vacy of the entire set of clustered users. This is a novel
way of reconciling the tension between the degree of
anonymity and the quality of recommendation service.

3) An anonymity coordination strategy is proposed to
detect the failure of an anonymizer agent that could
have been hacked or could be providing bad recom-
mendations. This strategy picks an alternative compe-
tent agent with a high rank in trust-computing values
to anonymize the users’ location information while
providing accurate recommendations.

We introduce the related work in Section II. An overview
of the architecture of the BUSA scheme is provided in
Section III, including k-anonymity and the descriptions of the
clustering method and the anonymizer coordination strategy.
An overview of the BUSA scheme of security and service
follows in Section IV, and a detailed experiment to compare
the BUSA scheme to its counterparts is proposed in SectionV,
which also contains the evaluation. Finally, we conclude this
paper and outline directions for future research in Section VI.

II. RELATED STUDIES
In this section, the current state of the security-service tension
is reviewed from the following perspectives: (A) trajectory
privacy protection techniques; and (B) location-based rec-
ommendations. Gaps are identified in these studies, and we
subsequently discuss how to reconcile the tension.

A. TRAJECTORY PRIVACY PROTECTION TECHNIQUES
An untrustworthy LSP may disclose trajectory data to a
third party without authorization and leak private data. Many
studies have sought to protect trajectory data in an edge
network [13], a fog environment [14], a cloud server [15],
etc., and a commonly appliedmethod is to blur the location by
k-anonymity applied to trajectory data to prevent an adver-
sary from knowing the exact data. Zhang et al. designed
auction-based mechanisms to achieve a high satisfaction
ratio of privacy protection attained with k-anonymity [16].
Niu et al. proposed a dummy location selection algorithm
to achieve k-anonymity for users of an LBS by adopting
an entropy metric to spread the dummies and enlarge the
cloaking region [17]. To protect users’ personal data from
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unauthorized tracking by untrusted or malicious LBS servers,
Sun et al. [18] analyzed a dummy location selection (DLS)
algorithm and designed an attack algorithm for testing the
emerging IoT security in terms of attaining a lower proba-
bility of revealing the user’s location and improving com-
putational cost and efficiency. In [19], Tong et al. studied
the privacy protection of users’ location information in the
scheduling of ridesharing services and proposed a scheduling
protocol to achieve joint differential privacy with reasonable
efficiency. Wernke et al. systematically assessed the appli-
cability and effectiveness of location privacy approaches and
summarized existing approaches by different protection goals
and the ability to resist attacks [20]. Zhao et al. proposed
an ILLIA scheme with a credibility-based k-anonymity to
defend against location injection attacks without requiring
advance knowledge of how fake locations were manipu-
lated [21]. In summary, researchers have applied a variety
of improved scholarly techniques to protect users’ data in
location-based services.

III. LOCATION-BASED RECOMMENDATION
In contrast, overprotection will lead to a low quality of loca-
tion services. Specifically, location-based recommendations
have to integrate users’ trajectory data to provide sugges-
tions of closest restaurants [22], best routing [23], etc. With
increasing use of Web services in the IoT, the subject of help-
ing users select services that match users’ needs by analyzing
their personal data has become popular among researchers.
Zheng et al. proposed a user collaborationmechanism for past
Web service data collection from different service users, and
designed a collaborative filtering approach to predict valuable
Web services [24]. In [25], Wang et al. analyzed the differ-
ential problem of client location changes, and proposed an
integrated Quality-of-Service (QoS) prediction approach that
unified themodeling of multidimensional QoS data via multi-
linear algebra-based concept of a tensor and enabled efficient
Web service recommendation for mobile clients via tensor
decomposition and reconstruction optimization algorithms.
Zhou et al. introduced an approach to identifying and recom-
mending scientific workflows for reuse and repurposing with
a layer hierarchy, which adopted a graph skeleton-based clus-
tering technique to cluster the core workflows [26]. In [27],
the researcher also retrieved and recommended subchains
of possible service invocations by leveraging the semantic
similarity between the name and textual description of param-
eters, where a network model was constructed to represent
possible invocations between operations; the results proved
that the researcher’s approach could solve the problem of a
geospatial Web service. An automated filtering mechanism
capable of categorizing members within a group based on
their response patterns was proposed in [28] by Thampi; the
mechanism clustered user posts into groups based on stylis-
tic, thematic, and emotional aspects. Luo et al. proposed a
dynamic prediction approach to selecting an optional service
in cloud computing, combining fuzzy neural networks and
adaptive dynamic programming [29].

The above studies were informative and achieved the goals
of protecting the users’ privacy or providing recommen-
dations with proper solutions and suitable methodologies.
To the best of our knowledge, studies that reconcile the
tension between privacy protection and privacy requesting
remain rare. Our research aims to better define privacy man-
agement for integrating a proper degree of personal informa-
tion [30], [31], and intends to apply clustering, anonymity,
and security analysis to provide recommendations based on a
medium volume of disclosure.

FIGURE 1. Workflow of our proposed BUSA scheme.

IV. MODEL IMPLEMENTATION
As shown in Fig. 1, the proposed BUSA scheme first sends
users’ queries to anonymizers for dividing them into infor-
mation segments; afterwards, the raw trajectory data will
be generalized by k-anonymity with the cloaking technique.
Additionally, trust computing can help cluster users into
groups, and the core of each cluster is utilized to generate
location recommendations. We use the adversary test and the
hit rate to demonstrate that the BUSA scheme can provide
better recommendations and secure users’ trajectory data
while maximizing user satisfaction and minimizing the pri-
vacy concerns. This section introduces the preliminaries of
the basic concepts involved in the BUSA scheme, such as
a service level agreement (SLA) and a privacy level agree-
ment (PLA). The concepts of SLA and PLA were proposed
by Zhu et al. [32] and inspired us to extend the researchers’
work on the foundation of location-based services. In what
follows, we describe the preliminaries.

A. PRELIMINARIES OF SLA AND PLA
An SLA is a negotiated agreement reached by at least two
parties, usually between a service-requesting user (SRU) and
an LSP. It describes the details of a service contract, where
the service includes the recommended items, e.g., the best
route home, or a nearby restaurant between two or more
parties, in which one is the customer and the others are service
providers. In short, it is a part of the service contract, where a
service is formally defined. In trajectory data, an SLA spec-
ifies the estimated time of reaching the destination, the rea-
sons for this recommendation, the modality of reaching the
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destination, the levels of availability, and the validity
duration. The content of the SLA directly influences how
likely a user will be to accept the recommendation from the
provider.

In location-based recommendations, a PLA is an agree-
ment to describe the level of privacy protection, and a
higher level indicates a greater difference between the
original information and the anonymized information. The
anonymity includes the information generalization on the
location server. A too high level of PLA will hide too much
personal information, causing the returned recommendation
to be too far away from the users’ personal interests. Too low
a level of PLA cannot generalize the sensitive information
against an adversarial agent. Investigating the proper level
of PLA, i.e., the proper level of anonymization, is a major
objective.

B. PRELIMINARIES OF TRUST COMPUTING
IN TRAJECTORIES
A trust computing value (TCV) represents a measure of
trustworthiness of each agent assigned by users and varying
depending on the specific context, e.g., an SRU will send
another location query with more disclosed private data to
an anonymizer agent (AA) if it receives a satisfactory loca-
tion recommendation. A TCV also stands for the strength of
reliance of the information requestor as to how much private
data he or she can disclose, or a global perception of an
entity’s trustworthiness determined through the information
exchange process. The value of TCV is directly proportional
to the benefit provided by a specific entity and equals the
weight value between an SRU and an AA. We consider the
trust computing in the users’ trajectory data, which means
considering the factors of both location and time. The value of
TCV is updated over time because an SRU could gain TCV
when he or she receives a greater benefit at time tx or lose
TCV due to an improper request for private data at time ty.
We assume that the role of the trust computing auditor is

assigned to the agent invitation unit (AIU). An AIU consists
of a datacenter that stores the copied queries and anonymized
information. In location-based recommendations, an AIU
is capable of the following duties: 1) recording the signed
SRUs, LSPs, and AAs in a location network; 2) dividing
the query information into information segments and sending
each segment to a proper AA for anonymization; 3) receiv-
ing the general feedback of SRUs, providing timely updates
in the determination of whether an AA provides compe-
tent anonymization and service, and updating the value of
computed trust from various types of SRU feedback, e.g.,
clicks on the recommended items, positive comments, etc.;
and 4) clustering the AAs according to their competence
and usage, real-time monitoring of their performance, and
replacing a bad AAwith an alternative AA. The value of trust
Pij(k) at time tk on aspect m is defined as follows:

Pij (k) =
{
P1ij (k) ,P

2
ij (k) , . . . ,P

m
ij (k) |tk

}
(1)

where i is the index of an SRU, j is the index of an AA,
and k is the number of instances of interaction between
SRUi and AAj. The value of Pij(k) will be updated using
the time decay parameter θ (tk − tl) that records an SRU’s
reliance trend from time tk to tl , and tl is a previous record.
Every tk represents an interaction that has occurred. After s
instances of interactions, the value of trust Pij(k) should be
determined as

Pij (k) =

∑
k≤s P

m
ij (k)× θ (tk − tl)∑
k≤s θ (tk − tl)

(2)

where Pmij (k) represents the value after k instances of inter-
actions on the reliance level of SRUi on AAj.

C. PRELIMINARIES OF ANONYMIZER
COORDINATION STRATEGY
In this paper, we consider the anonymizer coordination strat-
egy in two cases:

1) A positive updating coordination (PUC) stands for an
SRU’s awareness of experiencing more potential benefits
than risks. It could result from a good location recommenda-
tion or long-term usage without experiencing security threats.
At this time, the updates of the value of trust Pij(k) are fixed
with a coordination parameter ∝ (∝< 1):

Pij (k) =

∑
k≤s P

m
ij (k)× θ (tk − tl)∑
k≤s θ (tk − tl)

+ (1− ∝)

×

∑
k≤s P

m
ij (r)× θ (tr − tk)∑
k≤s θ (tr − tk)

× rik×sik+bim (3)

where rik represents that SRUi is satisfied with the location
recommendation provided by AAj at time ti, sik represents
that SRUi does not experience a privacy threat during the time
interval from tk to tr (r > k), and bim is the item bias from
SRUi on query m.
2) A negative updating coordination (NUC) stands for an

SRU’s awareness of experiencing more potential risks than
benefits. It could result from a bad location recommenda-
tion or the perception of a security threat. At this time,
the updates of the value of trust Nij(k) are fixed with a
coordination parameter β (β< 1):

Nij (k) =

∑
k≤s N

m
ij (k)× θ (tk − tl)∑
k≤s θ (tk − tl)

+ (1− β)

×

∑
k≤s N

m
ij (r)× θ (tr − tk)∑
k≤s θ (tr−tk)

×rik×sik+bim (4)

where rik represents that SRUi is dissatisfiedwith the location
recommendation provided by AAj at time ti, sik represents
that SRUi perceives a privacy threat at time tk (r > k), and
bim is the item bias from SRUi on query m. We rank the
combined value of PUC and NUC in the descending order for
all anonymization agents and place the high-ranking Rij(k) of
a candidate anonymizer as a replacement once a failure has
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been detected:

Rij (k) = Pij (k)− Nij (k)× (1− µ)� S (5)

where S is the threshold of the prescribed minimum of the
trust-computing value.

D. PRELIMINARIES OF SRU CLUSTERING
Extending our previous work [33], we cluster all SRUs into
several groups according to similar attributes. In this paper,
in the scenario of location recommendation services, SRUs
are clustered into one group if they are currently located
closest to each other among other clustering results, and the
recommended items will be more likely to satisfy the SRU
in this group. An SRU’s mobility generally exhibits certain
regularity, such as following a fixed route from home to
work, and the recommended item, e.g., the closest restaurant,
can always be a good recommendation of a lunch location
because such an item’s location is also fixed. As a result,
an SRU’s trajectory J can be represented as a set of dis-
crete 2-tuples of locations L{l1, l2, · · · , ln} at points of time
T {t1, t2, · · · , tn}:

J = {(l1, t1) , (l2, t2) , . . . , (ln, tn) |m} (6)

and each tuple
(
lx , ty

)
represents this SRU’s time-specific

location (x, y), where x and y represent its geographic lat-
itude and longitude, respectively. The value of m indicates
a specific query to the LSP, e.g., a route home, a restaurant
route, etc., and locations L{l1, l2, · · · , ln} are the set of points
passed to reach m. Suppose that the whole group of SRUs
is a set of m entities, denoted by (J1, J2, · · · , Jm). Each
entity Jx is expressed as Jx (Jx1, Jx2, Jx3, · · · , Jxn), where Jxj
(j = 1, 2.., n) stands for a historical record consisting of the
number of times SRU x has followed trajectory j. The center
of each cluster represents a core user. An SRU is included in
a cluster if its trajectory has properties that are most similar
to those of the cluster’s core. The SRUs may be similar to
each other, and the similarities are represented by m-1 edges;
hence, the total number of edges is E = m × (m− 1) /2.
The distance D =

∑p
u=1

∑
v6=u (Eu,Ev) /2 measures the dif-

ferences between the SRUs, and corresponds to how unlikely
they are to choose the same routes, where p is the total number
of SRUs, and routine (Eu, Ev) stands for the rating differences
between two SRUs, e.g., Eu and Ev:

routine (Eu,Ev) =

√∑n

i=1

(
r̂u,i,m − r̂v,i,m

)2 (7)

where m is the number of queries. An SRU Ex is considered
abnormal if routine (Ex , Ey) > D/T , which indicates that its
values are too different from those of the other SRUs.

We denote the number of clusters by c. For x SRUs, c = 1 if
all users are in the same cluster, and c = x if each user belongs
to one individual cluster. Hence, the value of c varies from
1 to x. Another parameter, namely, the minimum distance
variance in n folds denoted by MDVn, is introduced. The
users’ datasets are randomly divided into 10 folds, numbered
from 1 to 10. For each turn, one fold is regarded as a testing

set, while the remaining nine folds are used as a training set,
and n is the fold index:

MDV n =
∑c

j=1

∑
yεCj

routine (y,U) (8)

where k is the total number of clusters, y is the user set in
cluster Cj, and m is the core user. Each time the value of
c changes, MDVn is computed accordingly. The minimum
value ofMDVn is recorded, and the corresponding value of c,
denoted by cn, is regarded as the number of clusters. The
corresponding value of cn is the final value. The clustering
algorithm is performed accordingly with the final value of cn.

E. PRELIMINARIES OF K-ANONYMITY
One major issue in anonymity is avoiding too much gen-
eralization of private data, thus causing too little informa-
tion being usable for recommendations. In location-based
anonymization, the process of anonymization consists of two
parts:

1) Dividing the SRU’s query information into several infor-
mation segments, and distributing them to different AAs.
Given this manipulation, no AA can obtain the entire query.
The dividing process separates the identifiable attributes and
recommendation-relevant attributes. An identifiable attribute,
e.g., name, SSN, home location, driver’s license number,
phone number, personal webpage, etc., can be used for
inferring a specific individual, and recommendation-relevant
attributes, e.g., current location, preferred restaurant, pre-
ferred transportation, mobile information, office hours, etc.,
are used to generate recommendations. The recommendation-
relevant attributes belong to querym from SRUx , represented
by Rxm = {r1, r2, · · · , rn|m}. An information segment is
denoted by R̄l , where

⋃n
j=1 R̄l = Rxm, and R̄l 6= ∅. An infor-

mation segment R̄l will be sent to an AA that has received the
most queries in categorym for anonymization. Information is
segmented according to the following method.

Algorithm 1 Query-Dividing Algorithm
Input: SRUx’s query M and its attributes
Output: A set of information segments R̄l for anonymiza-
tion
1: Remove the identifiable attributes
¯Rxm, where ¯Rxm

⋃
Rxm = M

2: Divide the recommendation-purpose attributes
Rxm {r1, r2, . . . , rn}

3: Calculate the AA receiving the most queries in category
M.
4: Match AAs and R̄l
5: return pairs {AA, R̄l}

2) Each AA forms a cloaking region and selects k cells
to perform spatial k-anonymity. An example of a cloaking
region in the BUSA scheme is shown in Fig. 2. A cluster
of SRUs is plotted in one cloaking region, which is a grid
structure regarded as the map. The cluster core corresponds
to the highest query probability and can be regarded as the
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FIGURE 2. Spatial cell selection in the BUSA scheme for forming a
cloaking region.

hotspot closest to the POIs. Although a very small number
of SRUs that are located far away from the core may not
be satisfied with the POIs, we still guarantee that the overall
satisfaction of most SRUs in this cluster with the POI is high.
In this paper, an SRU’s acceptance of the recommendation
is regarded as ‘‘satisfaction’’ if the user, e.g., clicks on the
suggested term, spends a long time reading the suggestion,
etc. As a result, the overall satisfaction Rs can be computed as

Rs = Average
∑k

i=1
Arate × routine (y,U)+ bc (9)

where Arate is the percentage of clicked recommendations
multiplied by the total number of recommendations. Further-
more, we also specify a threshold h for identifying a too low
performance of an AA. Once h � Rs, e.g., h = 10 Rs,
the current AA is replaced with a backup AA in case its
data are intercepted by an adversary. During the process of
replacement, the SRU stops delivering the queries to the bad
AA and instead recalculates the nearest core of the clus-
ter, and picks an alternative AA that is closest to the core
using Equation (7). Algorithm 2 demonstrates the process of
k-anonymity and the adjustment of the cloaking region; the
whole process is intended to coordinate the core’s overall fit
to most of the SRUs’ POIs. For each R̄l , the anonymization
process replaces a random attribute rc with a corresponding
attribute řc of the core, and the anonymized information is
regarded as R̃l .
1) As demonstrated in Algorithm 2, the core of this

cluster is regarded as the cloak.

F. OVERVIEW OF THE SCHEME’S SECURITY AND SERVICE
In this section, we briefly analyze the security and service
performance of our proposed scheme and determine if it can
reconcile the tension between privacy and recommendation
quality. The security of the proposed scheme is analyzed to
assess if it can protect against an adversary in referring a spe-
cific SRU. When an SRU makes a location query request, its
query will have the identifiable information removed. Then,
the rest of the query information will be divided into informa-
tion segments, and sent to an anonymizer for generalization.

Algorithm 2 Cloaking Region for k-Anonymity

Input: A set of information segment pairs {AA, R̄l}
Output:A set of anonymized information segments R̃l and
a cloaking region
1: for each AA, plot the SRU points over an n× n grid
structure according to R̄l

2: In category M, plot the POIs over the same n× n grid
structure

3: Calculate the cluster core according to R̄l
4: Coordinate the POIs, R̄l , and the core location on
the grid under min MDVn

5: Construct the weight graph G (V, E, routines)
6: Select N cells around the core with the lowest
differences within min (|ri| × |rm|) i,m ∈ (1, l)

7: region = N cells, where core attributes are{
ř1, ř2, . . . ,řc, . . . ,řn

}
c ∈ (1, n)

8: for each Rs point ∈ R̄l do
9: region + = Rs,
10: R̄l {r1, r2, . . . ,rc, ..,rn} −→

anonymized

R̃l
{
r1, r2, . . . ,řc, ..,rn

}
11:end for
12: return region, R̃l

As each anonymizer can only receive a piece of information,
inferring the original SRU becomes very difficult. The only
information an adversary can obtain is that of a core, which
is a generalization of a cluster of SRUs. The results sent from
the anonymizer to the user are symmetrically encryptedwith a
secret known only to the user himself, so an adversary cannot
decrypt the results.

On the other hand, the robustness of the proposed scheme
against fraudulent SRUs is also enhanced. Some restaurants
may deliberately hire SRUs to pick the POIs closer to its
location, and in doing so will increase the chances of rec-
ommending the restaurant. This fraudulent behavior will not
succeed in switching the POI in our scheme. Suppose that
n fraudulent SRUs have deliberately clicked on the recom-
mendation of lunch in position d, which is far away from
the core and the POIs. According to Equations (6) – (8),
if the value of n is very high, the n fraudulent SRUs will be
clustered by themselves, and the recommended lunch place
may indeed be calculated as their intended restaurant, but
the recommendation receivers can only be themselves; if the
value of n is less than the number of regular SRUs, their
fraudulent clicks will not be strong enough to affect the
calculated results. The AAs are assigned with typical kinds
of queries, so the recommendations are generated with high
accuracy.

V. EXPERIMENTAL RESULTS
In this section, we perform the experiment and evaluate the
efficiency and effectiveness of the proposed scheme. The
performance is appraised based on the recommendation click
rate and the dummy adversary attack.
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A. SIMULATION SETUP
We hired more than 860 local mobile SRUs, who were
employed long-term residents, and could send queries by
uploading their personal information. The trajectory data
were collected for one week, and we created their integrated
daily routes by observing locations they stayed at every
30 minutes. More than 2000 POIs were generated, including
cinemas, restaurants, parks, plazas, etc. The recommenda-
tions were calculated and ranked according to the closest
location or the highest number of clicks. The experiment was
performed on a PC with 16 GB of RAM and an Intel(R)
Core(TM) i7-7500U CPU operating at 2.70-2.90 GHz; the
proposed scheme was implemented with MyEclipse and
the Java Development Kit. Performance was measured by
the SRUs’ click behaviors, disclosure volume, and privacy
awareness.

B. RECOMMENDATION PERFORMANCE
A recommendation r is generated according to an SRU’s
query information, and an added justification will increase
the possibility of accepting the recommendation. The samples
of generated recommendations include a target location and
justifications S {s1, s2, · · · , sn}, varying according to results:
1) XXX hotel, low price/not far away/good window

view/quiet location/free breakfast. . .
2) XXX restaurant, suits your favorite taste/offers a

coupon/visit it soon/few people waiting in line. . .
3) XXX cinema, upcoming movie/festival deal/famous

actors/your friends have all watched/. . .
4) XXX plaza, reduced price/fresh vegetables/. . .
The justifications originate from other SRUs’ comments

made after visiting. We regard the following two cases as
an SRU accepting a recommendation, called a recommenda-
tion hit:

1) The user has clicked the suggested recommenda-
tion or has looked at the recommendation for more than
one minute.

2) One of the user’s next observed locations matches the
recommended place.

We selected the CSKA [9] scheme and the CaDSA [34]
scheme as the baseline algorithm. The CKSA scheme adopts
spatial k-anonymity to better protect location privacy. The
CaDSA scheme is a cache-based solution for protecting
privacy that also utilizes the entropy metric and maximizes
the dummy users’ contribution. In [9], the authors proposed
the CKSA scheme and used multilevel caching to reduce the
risk of exposure of user information to untrusted entities.
One advantage of CKSA is the application of the Markov
model to predict the users’ next query location as they move,
which could enhance location privacy and increase the cache
hits. In [34], the authors proposed CaDSA to investigate the
proper amount of caching that could be used to improve
privacy protection and designed two novel caching-aware
dummy selection algorithms for privacy enhancement by
maximizing both the privacy of the current query and the

dummies’ contribution. Both schemes are interesting
approaches that inspired us to go further by considering the
aspect of recommendation. However, when taking collabora-
tion into account, an emergent tension between recommen-
dation accuracy and privacy protection has to be reconciled.

C. RESULTS
The effectiveness of the proposed scheme was analyzed by
varying the cluster count c of SRUs and the anonymity
degree k , and considering the performance of the recommen-
dation hit rate, and the SRUs’ disclosure volume. If c = 58
and k = 30, the SRUs are sending the most queries in the
range of several individual radiuses. The experiment was per-
formed for seven days; the recommendations were generated
at the start of the second day, and 97 SRUs with first-day
routes significantly different from their second-day routes
were removed. The rest of the SRUs sent queries with at
least their current location to obtain the recommendation; in
return, the recommendations were generated from one of the
AAs for 2 hours (at 11:00 a.m., 13:00 p.m., 15:00 p.m., and
17:00 p.m.) from 10:00 a.m. to 18:00 p.m., and each gap
between observed locations was at least 100 meters. During
the experiment, 763 users were clustered into 58 groups,
and 1309 recommendations of where to go were provided.
Additionally, the total set of disclosures included 3082 private
items; 730 trust relations were constructed, and 13 AAs were
replaced when the hit rate was too low.

As shown in Table 1, the replacement of AAs only
occurred on the second and third days and did not occur on
the following four days. On the first two days, the SRUs
mostly disclosed only their basic locations, as we requested
(averaging 1.20 disclosures for each SRU); however, for the
remainder of the four days, their tendency to disclose infor-
mation increased (averaging 11.57 disclosures for each SRU).
We received more disclosures as the input of the recommen-
dation provider, so the hit rate values on the six days were
17.27%, 20.61%, 24.19%, 32.81%, 38.02%, and 42.17%, due
to growth of available information.

D. COMPARISON
We compared our proposed scheme with the CSKA and
CaDSA in terms of the hit rate and recommendation accuracy
to illustrate the performance of our scheme. The performance
results initially stabilized on the 6th day; hence, we applied
the respective methods together with BUSA on the 7th day.
In CSKA and CaDSA, we considered their cache hit rates
to be equivalent to our recommendation hit rate. As shown
in Fig. 3(A), the hit rates of the three methods generally
decreased with the increased value of anonymity degree k.
For most values of k, the hit rate for BUSA was higher than
those for CSKA and CaDSA; however, for k = 30, BUSA
was still outperformedCaDSA,while CSKAwas the best per-
former. On the other hand, as shown in Fig. 3(B), the willing-
ness of self-disclosure of the SRUswas the highest for BUSA,
while the value for CSKA was higher than that of CaDSA.
A higher value of k indicates a greater degree of anonymity
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TABLE 1. Hit rate, disclosure volume, and anonymizer backups during
seven days.

FIGURE 3. Comparison of the hit rate (A) and disclosure volume
(B) among the three schemes for various values of the degree of
anonymity k . SRUs’ evaluation of the potential benefit and risk at runtime
are shown in (C) and (D).

and knowing a lesser amount of personal information. In gen-
eral, BUSA achieved the highest average hit rate com-
pared to those of CSKA and CaDSA (35.01% > 31.79% >

26.36%) and the highest average disclosure volume each day

(8.11> 6.73> 3.89) from the SRUs.We believe that the base-
line scheme anonymized the SRUs’ data more than we did.
To investigate what led to these results, on the seventh day,
we required the SRUs to give feedback in comments when
they were using one of the three schemes (BUSA.N = 254,
CaDSA.N = 254, CSKA.N = 255). The comments could be
positive, e.g., ‘‘I’d like to givemore support to the service, so I
want to disclose more information’’ or negative, e.g., ‘‘The
queries contain too much private data’’. Positive comments
were selected for forwarding to other SRUs as justifications.
We used the natural language processing techniques to deter-
mine if each comment was positive or negative. Two counters
P and N were initialized to 0 to record the total counts of pos-
itive and negative comments on each recommended location.
Whenever a positive (negative) word was detected, counter
P.counter (N .counter) was incremented by 1, indicating that
there were more benefits (risks) perceived by an SRU than
concerns with the service-query exchange. When an SRU
disclosed a private item, the respective P.counter was also
incremented by 1; e.g., the comment ‘‘This restaurant sells
‘spicy food’ that really suites my taste and is so ‘close to my
house’’’ results in P.counter being incremented by 2.

In Fig. 3(C), the SRUs’ awareness of the potential benefits
rose, and the BUSA method ranked the highest in average
benefits, while CSKA ranked higher than CaDSA (5.39 >
3.19 > 2.07). We believe that BUSA collected more private
information with a proper degree of anonymity to provide
good recommendations and successfully eased the effect of
the data sparsity problem with a low rate of negative com-
ments. Positive comments indicate that the SRUs are satis-
fied with the recommendation, as well as privacy protection,
and can disclose more information to obtain even better
recommendations, which becomes a positive feedback loop.
We regarded the negative comments as demonstrating the
SRUs’ awareness of potential risk. As shown in Fig. 3(D),
the SRUs’ risk awareness generally decreased in three con-
ditions, which supported the idea that the schemes provided
good suggestions of what items to view and helped the SRUs
gain trust based on the recommendations’ benefits. Over an
entire day, the average risks the BUSAmethod achieved were
lower than those of CSKA and CaDSA (3.85< 4.03< 6.72).
In the beginning, BUSA collected the SRUs’ data so that
its N . counter was higher than that of CSKA, but later the
risks declined. Although the cloaking region generalized the
SRUs’ data, the recommendations could still be generated
according to each cluster’s core, so the recommendations still
fit most of the SRUs’ interests and thus resulted in a greater
reduction of risk awareness in BUSA. As a result, we believe
that our proposed scheme has achieved the research goal of
reconciling the tension between privacy and personalization.

VI. CONCLUSIONS AND DIRECTIONS
FOR FUTURE RESEARCH
This paper developed a scheme called BUSA to reconcile
the tension between privacy protection and requesting pri-
vacy in location-based recommendations. This scheme used
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an anonymizing agent between service-requesting users and
location service providers to perform dividing query informa-
tion and k-anonymity to enhance privacy protection. It first
utilized clustering techniques to group users into clusters
by learning their trajectory data and then selected k cells
as a cluster core using trust computing, regarded as the
benchmark for calculating recommendations. The proposed
anonymizer agent updates and coordination can help improve
the service and anonymization performance. The BUSA
method adopts the proposed k-anonymity to protect privacy,
and the calculated recommendations will fit the core, which
represents the location preference of all users. The secu-
rity analysis revealed that the BUSA scheme could effec-
tively protect privacy and resist fraudulent query requestors,
and the simulation results also proved that it exhibited
stronger privacy protection than those of its counterparts from
the perspective of recommendation hit rate and disclosure
volume.

While applying clustering techniques, we only utilized
users’ trust computing to form the whole cluster’s major
trend as to location preference while ignoring the potential
value obtainable from friends. Another aspect we did not
consider was the users’ interests at different times, e.g., pre-
ferring work-related information during office hours, while
preferring entertainment-related suggestions outside of work;
furthermore, we did not consider the privacy details from
the perspective of life-long problems, e.g., decoy routes,
and energy consumption. In future studies, we would further
investigate various topics using multilayers. Additionally,
when a bad news event occurs in the entire scheme, relieving
users’ concerns and enacting an emergency recovery plan is
also an essential issue that merits investigation.
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