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ABSTRACT Security and privacy are among the key barriers to adopting the Internet of Medical
Things (IoMT) solutions. IoMT adopters have to adhere to security and privacy policies to ensure that
patient data remains confidential and secure. However, there is confusion among IoMT stakeholders as to
what security measures they should expect from the [oMT manufacturers and whether these measures would
comply with the adopter’s security and compliance requirements. In this paper, we present a recommendation
tool that models IoMT concepts and security issues in addition to successively recommending security
measures. The presented tool utilizes semantically enriched ontology to model the IoMT components,
security issues, and measures. The developed ontology is equipped with context-aware rules to enable
reasoning in order to build a recommendation system that empowers users to make well-educated decisions.
The recommendation tool classifies IoMT security threats faced by IoMT stakeholders and automatically
recommends security controls that have to be enforced for each threat. We have experimented the proposed
tool with respect to the completeness and effectiveness of its output (i.e., security issues and recommended
security measures). The results show that the tool was effectively able to recommend necessary security
measures.

INDEX TERMS IoMT, Internet of Medical Things, healthcare, recommendation, security, privacy, IoT,

stakeholder-centric, medical, health, ontology.

I. INTRODUCTION

The Internet of Medical Things (IoMT) has gained a great
deal of adoption lately due to its many advantageous features,
such as facilitating the management of diseases and drugs,
improving treatment methods and the patient experience, and
reducing costs. About 70% of healthcare organizations have
already adopted IoMT [1]. In fact, one-third of IoT devices
are found in the healthcare industry [2].

The haste to embrace IoMT technologies in the medi-
cal field without having strong security in mind poses a
high risk. A warning from the Federal Bureau of Investi-
gation (FBI) revealed that IoMT solutions are highly vul-
nerable [3]. In addition, utilizing a large number and wide
variety of IoMT devices wirelessly transmitting sensitive
medical data to the cloud introduces new risks to healthcare
systems [4]. Moreover, a deficiency of security awareness
among users (e.g., patients and medical professionals) can
facilitate attacks on IoMT systems [5]. Such attacks include
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asset destruction, denial-of-service (DoS), medical data theft
or manipulation, and therapy manipulation. The disastrous
consequences of these attacks do not only disrupt the whole
medical system (e.g., ransomware attacks) but also put the
patients’ lives at risk [6].

Ensuring the security of the [oMT is an urgent issue worthy
of further investigation and development. Security cannot
be planned for, managed, monitored, or controlled if issues
are not identified. Due to the rapid increase of IoMT solu-
tions and the constant development of IoMT technologies,
security assurance poses problems for [oMT adopters. These
problems exist especially when choosing proper and robust
security measures. Therefore, our contribution in this paper
is an IoMT security recommendation tool that consists of
two main functionalities. (1) It identifies potential security
issues that could affect an IoMT scenario. (2) Based on these
issues, it recommends a list of security measures. In addition,
it provides IoMT adopter with a means to ensure the effective-
ness of these measures. This tool helps IoMT stakeholders to
comprehend IoMT risks that may be confusing due to practi-
cal limitations, such as unknown security vulnerabilities and
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technical complexity. As a result, this increases [oMT users’
awareness and promotes accountability and transparency
between IoMT adopters and solution providers.

The rest of this paper is organized as follows. Section II
briefly discusses the components of IoMT. Section III dis-
cusses the motivation for this work. Section IV summarizes
the related work. Section V presents the problem formal-
ization. Section VI explains the recommendation process
that includes the IoMT scenarios and the recommendation
results. Section VII provides a use case scenario of the tool.
Section VIII presents the evaluation of the proposed tool.
Section IX presents the limitations of the proposed tool and
future work. Finally, section X concludes this paper with
some final remarks.

FIGURE 1. loMT typical components.

Il. BACKGROUND

The typical [oMT system archetypes include endpoints, gate-
way, back-end, and mobile (Figure 1). They are defined as
follows [7]:

« Endpoints: The Global System for Mobile Communica-
tion Association (GSMA) defined endpoints as physical
computing devices that perform a task such as sens-
ing as a part of an Internet-connected product or ser-
vice, including wearable fitness devices [8]. The U.S.
Food and Drug Administration (FDA) defined a medical
device as an instrument, apparatus, implement, machine,
contrivance, implant, in vitro reagent, or other similar
or related article, including a component part or acces-
sory intended for use in the diagnosis of disease or
other conditions or in the cure, mitigation, treatment,
or prevention of disease [9]. It also defined connected
medical devices as medical devices that are connected
to the Internet, hospital networks, and other medical
devices 10]. In this work, we also include devices that are
not medical in nature but that can be used in IoMT sys-
tems, such as ambient sensors used in ambient assisted
living (AAL).

« Gateway: Networking devices that aggregate data and
enhance the connectivity of weak endpoints by acting as
a bridge network to the back-end.

« Back-end: Most contemporary [oT systems use cloud-
based platforms to provide centralized back-end man-
agement capabilities, such as backups, data storage,
ecosystem administration, reports and analytics, and
web interfaces.
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+ Mobile: Mobile applications are utilized in many [oMT
systems to provide back-end management, control of
endpoints, and analytics.

lll. MOTIVATION

This paper discusses our work to resolve the challenges
encountered in IoMT that arise from (1) the boundless
diversity in [IoMT solutions and (2) the multiple-stakeholder
dilemma.

A. THE BOUNDLESS DIVERSITY IN loMT

IoMT solutions are not limited to hospital devices. Solutions
for outpatients, such as over-the-counter and in-home med-
ical devices, are also becoming increasingly prevalent. This
great quantity and diversity of IoMT solutions has made the
associated security issue increasingly critical and difficult
to trace and control [11]. This is mainly attributed to the
following factors: (1) as IoT is an emerging field, healthcare
manufacturers have rushed to embrace IoT technologies only
focusing on the functionality and overlooking crucial aspects
such as built-in security. (2) There is a lack of standards
in IoT in general and IoMT specifically. Despite the FDA’s
efforts to standardize medical devices, including connected
devices, only 10% of these devices are classified under the
FDA Class III. This includes devices designed to support or
sustain life, such as pacemakers [6]. This lack of standards
allows solution providers to design their own proprietary
security measures, which are not always compatible with
the existing standards and systems, thus introducing risks.
(3) The extreme heterogeneity of IoMT solutions that often
comprise different types of devices, such as wearable, ambi-
ent, implantable, and stationary devices, in large numbers.
Each type of device poses its own security risks. (4) There
is a wide range of IoMT use cases each requiring different
sets of solutions, including cloud-based, mobile-controlled,
and gateway-dependent. (5) IoMT solution providers often
have different offerings of the same security measure, such
as network monitoring, encryption, and bandwidth. These
factors increase the complexity of IoMT solutions, intro-
duce security challenges, and increase the attack surface.
This boundless diversity motivates the need for a systematic,
detailed, and expendable approach to accurately recommend
scenario-specific security considerations.

B. THE MULTIPLE-STAKEHOLDER DILEMMA

The diversity of stakeholders also introduces new challenge
dimensions to IoMT security. This is attributed to the fol-
lowing. (1) Different IoMT stakeholders often have different
security objectives. For instance, patients normally care about
the privacy of their medical data more than others. Hence,
the recommendation process must consider these differences.
However, since IoT and the cloud are new concepts, some
stakeholders may not know how their security priorities are
applied in such complex systems in real life [12]. In a recent
survey, only 15% of medical professionals were aware of
potential security issues in [oMT systems and took serious
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measures to prevent them [13]. (2) [oMT adopters’ unfamil-
iarity with security solutions and risks often leads them to
overlook the security countermeasures and focus more on
other aspects, such as functional features, price, and perfor-
mance. (3) In addition, due to the variety of IoMT solutions
and their components, [oMT adopters can obtain complex and
overlapping solutions. For example, a hospital system admin-
istrator can obtain a cloud-based IoT platform that controls
connected medical sensors in an IoMT patient-monitoring
system. In this system, medical professionals can use mobile
applications to analyze the patients’ collected data. However,
every stakeholder in such complex scenarios needs to assess
the security and make a decision based on their perspective.
If this is not considered when recommending security, there
will be a lack of consensus among stakeholders regarding
the accountability of security in the IoMT solution [14].
This dissension leaves adopters unsure about which security
measures are relevant to their solutions [15].

Due to these factors, JoMT stakeholders often have no
option but to accept the default security offered in the
solutions. Consequently, there is a need for a conceptual
framework under which challenges to recommending secu-
rity measures may be resolved in some uniform and com-
prehensive manner. This suggests the need for presenting a
tool to identify security issues and recommending security
contingencies. In addition, it enables adopters to understand
these issues and to verify that the risks are identified, man-
aged, and controlled. It also enables adopters to ensure that
security measures reflect their particular requirements, which
depend not only on the scenario, but on the adopter’s assets
and tolerance to risks.

IV. RELATED WORK

Many standards and guidelines have been published by spe-
cialized organizations to highlight the security risks and con-
trols in IoT. In its discussion of the security of IoT, the Cloud
Security Alliance (CSA) described both challenges, including
attack surfaces, and implementation suggestions [16]. The
Open Web Application Security Project (OWASP) maintains
a regularly updated security analysis of IoT that includes
vulnerabilities, attack surfaces, and framework assessments,
among others [17]. In addition, European data protection
authorities have discussed the protection of privacy and data
in IoT and have provided some implementation guidelines
to meet legal frameworks [18]. The GSMA has published
a list of security questions that can be used in assessing
the protection of IoT [19]. Although these works constitute
important contributions to the issue at hand, they do not
provide solutions specific to the unique medical environment
that consider the increased sensitivity of data and criticality
of operations in IoMT environments.

Moreover, many researchers have presented general secu-
rity guidelines for [oMT. Laplante et al. presented a structured
approach for describing IoMT while providing an abstract
overview of security requirements within it [20]. Similarly,
Islam et al. provided an attack taxonomy as part of their
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general survey that can be used to determine the technical
security requirements needed to assess [oMT solutions [21].
Williams and Woodward identified general issues that con-
tribute to a potentially insecure IoMT environment, such as
consolidated reporting, context expertise, governance, reg-
ulations, resilience measures, standards, and technical con-
trols [22]. Even though these works give useful hints to loMT
adopters so they can better understand the IoMT security
issues, they do not provide an automated solution to support
decision making.

In addition, Savola et al. presented security considerations
for IoMT that include an analysis of risk-driven security
metrics for elderly and disabled people from the perspec-
tive of the service provider and end users. According to
every stakeholder, they identified the main risks and their
impact along with a list of security considerations for each
risk [23]. However, this work focuses on a limited set of
use cases, such as patient monitoring, and does not scale
well to broader use cases, such as medication management
systems, among others [24]. In like manner, many organiza-
tions have published security guidelines for medical devices.
The FDA issued a guide named Postmarket Management
of Cybersecurity in Medical Devices [25]. The International
Organization for Standardization (ISO) has many released
and under-developed standards [26]. Similarly, the Naval
Medical Logistics Command (NMLC) has provided a risk
assessment questionnaire for medical devices that is used in
the U.S. military [27]. However, these efforts target device
manufacturers and do not consider other stakeholders, such as
medical professionals. They also provide abstract and gener-
alized security recommendations that primarily focus on one
part of IoMT environments (endpoints) to the exclusion of
others, such as mobile and back-end.

In our work, we propose a recommendation tool that draws
upon all of the previously mentioned works. These works
and others were systematically analyzed and combined to
thoroughly cover the security considerations for all IoMT
scenarios. For every IoMT scenario, the recommendation
tool identifies a list of scenario-specific security issues along
with their countermeasures. It also recommends a scenario-
specific list of attributes (questions) to assure security in the
measures. This tool educates the adopters about the risks
associated with their potential IoMT solution. It also allevi-
ates their efforts in choosing secure solutions, as they need
only to refer to one list of security considerations that contains
the most relevant measures to their [oMT scenario.

V. PROBLEM FORMALIZATION
This section describes the problem in abstract mathematical
and algorithmic (see Algorithm 1) forms as follows:

o Stakeholder (set): Let T = {t1 = System administrator,
ty = Patient, s = Medical professional} be the set of
the most important stakeholders in IoMT systems, which
is described in the next section.

o Solution (set): Let S = {sy = Device,s; =
Service,s3 =  Platform} be the set of IoMT
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Algorithm 1 The recommendation

e: an IoMT scenario

Input: Stakeholder,, Solutions,., Architectures,
Output: Issues., Measures,, Attributes,
1: for all Solution in Solutions, do

R A A A

if Solution in Solutionssakenolder, then
if Solutioncomponents not in Components, then
add Solutioncomponents 10 Components,
end if
if Issuessoiion Ot in Issues, then
add Issuessojuzion 10 Issues,
end if
for all Architecture in Architectures, do
if Architecture in Solutiona chiectures then
if Componentachitecture NOt in Components,
then
add Componentchitecture t0 Components,
if Issues s chitecture NOt in Issues, then
add Issuesachitecture 10 Issues,
end if
end if
end if
end for
end if
end for

: for all Component in Components, do

if Issuescomponens NOt in Issues, then
add Issuescomponent 0 Issues,
end if

. end for
. for all Issues in Issues, do

for all Measure in Measuresjgg,e do
if Measure not in Measures, then
add Measure to Measures,
end if
for all Attribute in Attributesyeqsure A0
if Attribute in AttributeSStakeholdereRequirement then
add Attribute in Attributes,
end if
end for
end for

: end for
. return Issues., Measures,, Attributes,

solutions types, which is described in the next section.
vVt € T,3S; C Sthatincludes only the solutions relevant
to the stakeholder 7.

Architecture (set): Let R = {ry = Gateway —
dependent,r» = Gateway — independent,r3 =
Wearable, r4 = Implantable, rs = Stationary,re =
Ambientr; = Mobile — controlled,rg = Web —
controlled,r9 = Cloud — based,ri9p = On —

premise} be the set of the deployment architectures in
IoMT solutions, which is described in the next section.
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Vs € §,3 Ry C R that includes only the architectures
relevant to the solution s.

o Component (set): Let C = {c1 = Endpoint,c, =
Gateway, c3 = Mobile, c4, = Back — end} be the set
of the typical IoMT components, which were described
in section 2. Vr € Rands € S, 3 C,, Cy C C thatinclude
only the component(s) relevant to the architecture r and
solution s, respectively.

e Requirement (set): Let Q = {q, q2, . . . gn} be the set of
stakeholder security requirements, which is described
in the next section. This includes data confidential-
ity, physical security, and Regulatory Compliance,
among others. V¢ € T,3 Q; C Q that includes
only the most important security requirements for
stakeholder 7.

o Issue (set): Let I = {iy, i, ...i,} be the set of secu-
rity issues that threaten all IoMT solutions, which is
described in the next section. This includes unauthorized
access, DoS, and data breach, among others. Vr € R,
s € S,c e C,al, I and I. C [ that includes only
the issue(s) relevant to the architecture r, solution s, and
component c, respectively.

o Measure (set): Let M = {my, my, ...m,} be the set of
all security measures to address (i.e., detect, prevent,
and/or respond to) the potential issues in [oMT solutions
as described in the next section. Such measures include
secure data storage, intrusion prevention, and authenti-
cation, among others. Vi € 1,3 M; C M that includes
only the measures that address the issue i.

o Attribute (set): Let A = {ay, as, . ..a,} be the set of all
attributes to assure the security of the measure. Vm € M,
g € 0,3 A,, and A; C A that includes only the
attributes relevant to the measure m and requirement g,
respectively. For example, the attributes to verify the
effectiveness of the “Authentication’ measure, include:
- Does every medical device use a unique password
or cryptographic identity? Do medical devices require
users to authenticate themselves to access or perform
any task?

o The recommendation: VScenario e = {t, € T,S. C
StesRe C Rse}, 3L, = IFVISUIS, M, = M7, A, =
Ap U Ath .
Example: x is a scenario of a patient monitoring solu-

tion where a patient uses a mobile-connected wearable

device that collects clinical-grade readings such as elec-
trocardiogram (ECG) and blood pressure. The mobile
application provides many services for patients, such as
analyzing and sharing medical data, which is also stored
in the cloud, with doctors. In this scenario, t, = patient,

g; = {Data confidentiality, Data integrity, Data availability,

Operation availability}, S, C S;, = {Device, Service}, Ry C

R, = {Cloud — based, Mobile controlled}, Cy = Cy} +C§ =

{Backend, Mobile, Endpoint}, I, = I} + I} + I} =

{Physical tampering, Unauthorized access, Denial of service,

etc.}, M, = M}‘ = {Physical security, Authentication,

Intrusion Prevention, etc.}, Ay = Aj{,,x.
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FIGURE 2. The recommendation tool structure.

VI. THE RECOMMENDATION TOOL

The recommendation tool (Fig. 2) is a Python-based web
application that accepts an [oMT scenario as input, identifies
its potential security issues and recommends their counter-
measures. The tool also provides a list of attributes (ques-
tions) for each countermeasure to verify its effectiveness. The
recommendation approach utilized in this tool includes the
following qualities:

o Ontology-Inspired: This means using an approach that
reinstates the autonomy and singularity of objects while
maintaining that objects exist independently of their
qualities. The ontology-inspired approach models and
accesses knowledge into a structured description of
IoMT-representative features of a real-world entity and
relations. This methodological arrangement of proper-
ties is employed to delineate the different use cases of
IoMT solutions and to facilitate extensions and upgrades
in the future.

« Stakeholder-Centric: IoMT stakeholders have differ-
ent roles when interacting with solutions as well as dif-
ferent security requirements and responsibilities. Thus,
this work considers three main IoMT stakeholders:
patients, medical professionals, and system administra-
tors. Patients utilize connected medical devices, such as
wearables, to easily and continually monitor their health
or for diagnostic purposes, such as imaging devices used
in hospitals. They can also utilize devices like drug
pumps as a part of their treatment to enhance it. Medical
professionals, such as physicians, nurses, pharmacists,
and medical lab technicians, analyze the data gener-
ated by IoMT endpoints or operate them in order to
collect data, such as heart rate. System administrators
are individuals with technical expertise, including IT
and programming, whose main duties are architecting,
operating, monitoring, and controlling IoMT systems.

« Scenario-Based: Hypothetical scenarios are employed
to aid researchers in working through complex prob-
lems. Scenarios for interacting with IoMT solu-
tions consist of a stakeholder, solution type(s), and
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architecture(s). IoMT solutions can take many forms
classified as follows: devices that can be wearable
sensors, such as heart monitors; implantable devices,
like embedded cardiac function monitors; ambient sen-
sors, like door sensors; or stationary devices, like com-
puterized tomography scanners. Most devices offer
embedded connectivity capabilities, while others do not,
consequently requiring a dedicated networking gateway.
In addition, IoMT services, which often are web or
mobile applications, are used to extend device capabil-
ities beyond sensing to provide medical analytics and
offer enhanced integration with other systems. More-
over, [oMT platforms, which are primarily cloud-based,
are used to facilitate the use of smart devices and appli-
cations. IoMT platforms provide centralized back-end
management capabilities, such as backup, data storage,
ecosystem administration, reports and analytics, and
web interfaces. Usually, [IoMT solutions are combina-
tions of these types. For example, AIRSTRIP ONE is a
platform that provides a mobile service to allow medical
professionals to receive instant alerts and view analytics
of the data collected from the devices [28]. BL Health-
care provides a home monitoring solution that integrates
all of the aforementioned solution types into one [29].

« In Line With Available Guidelines: This tool adheres
to IoMT characteristics and security guidelines from
specialized organizations such as the FDA, OWASP,
GSMA, ISO, and others.

A. THE TOOL INPUT: loMT SCENARIO

As shown in Fig. 2, each scenario consists of a stakeholder
who interacts with at least one [oMT solution that has at least
one architecture. Our recommendation tool considers known
and real scenarios. In other words, not any combination of the
scenario parameters can form a valid scenario. For example,
patients do not use an IoT platforms. Hence, such scenarios
are not considered, and the recommendation tool prompts
a message to indicate that. However, the tool records and
analyzes newly selected scenario entries to be considered in
the future if needed. This input constructs the set of ontology
rules that are discussed in the following section to determine
the security issues and their measures.

B. THE PROCESS: ONTOLOGY

We have conducted a comprehensive study to review and
catalog the potential threats faced by IoMT stakeholders
and have determined the security controls. Based on this
study, we have developed an ontology (Fig. 3) describing
the IoMT scenarios and their pertinent security issues and
controls. The main components of an ontology are concepts,
relations, instances, and axioms. The ontology components
are described as follows:

« Concepts represent a set or a class of entities in the
IoMT model. The main classes of the proposed ontol-
ogy are stakeholder, solution type, architecture, secu-
rity issues, security measures, and security attributes.
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FIGURE 3. The IoMT security ontology.

A description of our ontology classes is presented in
section 5.

« Instances are the things represented by a concept. In the
proposed IoMT ontology, ‘stakeholder’ is a concept
whereas ‘patient’ is an instance of the concept.

« Relations describe how concepts interact among them-
selves. For example, a stakeholder interacts with an
IoMT solution. Relations can also be used to represent
instances of concepts. To illustrate, [oMT device types
are wearable, implantable, ambient, or stationary.

« Axioms are assertions used to constrain values for con-
cepts or instances. These are represented by properties
that show on the relation arrows. For example, the fol-
lowing axioms talk about two concepts in our IoMT
ontology, ‘stakeholder’ and ‘solution type’, where one
property is interactsWithand three instances are patient,
medical professional, and system admin.

Instance Of (patient, stakeholder )
Interacts With (solutionType, stakeholder)
Instance Of (device, solutionType )
isUsedby (patient, device AND service)

The first axiom shows that a patient is an instance of stake-
holder, whereas the third axiom shows that device is a type
of solution type. The second axiom shows that every instance
of stakeholder interacts with at least one instance of solution
type. The fourth axiom shows that only device and service
instances are used by patients. Axioms are also used to assert
special relationships among concepts and their instances. For
example, in our ontology, the components that are related to
the solutions that a stakeholder interacts with form the attack
surface. This is how the ontology identifies the security issues
and recommends measures for every component. Some spe-
cial rules such as the relationship between the security issues
and measures are not shown in the ontology (Fig. 3) due to
space limitations. Moreover, it is also important to consider
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TABLE 1. 1oMT stakeholders’ security requirements.

Security requirement Patient Medical System
professional  administrator

Data confidentiality [30] [31] [36] [37] [36]

[32][33]

[34][30]

[35]
Data integrity [30] [36] [36]
Data availability [34][38] [36]
Data accountability [36]
Operation confidentiality [36]
Operation integrity [36] [36]
Operation availability [30] [36] [37] [36]
Operation accountability [36] [37] [36]
Regulatory compliance [37] [36]
Physical security [37] [36]

the details of each component because this improves the
identification of specific security issues and their coun-
termeasures. For example, implantable devices often are
not vulnerable to physical tampering. Similarly, cloud-
specific issues, such as unauthorized access due to virtual
machine (VM) jumping, and their countermeasures should
not be recommended unless the solution is cloud-based.

Patients’ and medical professionals’ security concerns
about the use of technology in general as well as IoT in
particular, have been well investigated in the past. Table. 1
summarizes the stakeholders’ main security requirements.
In addition to these findings, we also considered the technical/
security knowledge among the stakeholders. As shown in
Table. 1, patients’ main concerns are data confidentiality,
integrity, and availability and operation availability. While
system administrators are responsible for maintaining IToMT
systems, all security requirements are crucial.

C. RECOMMENDATION OUTPUT

The output of the recommendation tool consists of two lists
(see Fig. 2), which are: (1) scenario-specific security issues
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and (2) scenario-specific security measures. The latter also
includes the attributes to verify the measures’ effectiveness
in addressing the issues. Both are described in the following
subsections.

TABLE 2. Representation of the ontology traversal.

Property Scenario x
Stakeholder  Patient
Solution Wearable device + Service

Cloud-based + Mobile-controlled

Sample of identified security issues and recommended measures
Component

Architecture

Issues Measure

Endpoint Eavesdropping e Secure connectivity

e Web security
Mobile Unauthorized access e Authentication

e Intrusion prevention
Back-end Data Breach e Cloud service isolation

o Secure data storage
e Privacy

1) SECURITY ISSUES

The IoMT solutions are vulnerable to various security issues.
The list of IoMT security issues was carefully identified,
collected, and categorized in our previous work [39]. Using
arevised and expanded version of the list, this tool identifies
only the security issues that are related to the scenario. These
issues are categorized based on their attack surface (the loMT
component), and one issue can affect multiple components.
Table. 2 shows a sample representation of the ontology traver-
sal for scenario x that was previously mentioned in section 5.
Since the tool is based on a systematic ontological design,
the list of IoMT security issues can be easily revised and
updated to ensure its relevance to current IoMT security
issues.

2) SECURITY MEASURES AND ATTRIBUTES

As shown in Table. 2, security measures are also recom-
mended for each issue in order to improve adopters’ under-
standing of how to address (i.e., detect, prevent, and/or
respond to) the issues. Multiple security measures can be used
to secure one component from at least one issue. The full
list of security measures that includes 43 security measures
for all [oMT components was carefully identified, collected,
and categorized in our previous work [40]. As shown in
Table. 3, the tool also provides security attributes for each
of the recommended security measures in order to effectively
determine its quality. The attributes are organized in a hierar-
chy, in which level 1 (Table. 3, first column) denotes [oMT
components, level 2 (second column) denotes the security
measures that protect the component from potential security
issues, and level 3 (third column) includes the attributes to
verify the security measures’ effectiveness.

These attributes are in the form of yes/no questions so that
adopters can easily answer and integrated into a quantitative
assessment method. The scenario-specific attributes are care-
fully selected from the large pool of security considerations
discussed in our previous work [40]. These attributes are
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TABLE 3. Sample list of recommended attributes for selected measures.

Component Measure Attribute
Endpoint Secure Do medical devices support end-to-
connectivity end encrypted communications?

Mobile Authentication Do mobile devices or their
applications support biometrics
authentication (e.g. fingerprint, face
recognition)?

Back-end Cloud service  Does the back-end cloud hypervisor

isolation defend against network/data
vulnerabilities (e.g., VM jumping),
which can be caused by sharing of

physical resources?

FIGURE 4. The new recommendation page showing user input for
scenario y.

created by systematically reviewing the related works and
analyzing security requirements and combining them into a
detailed list of questions that address any IoMT scenario. The
sources used to curate the attributes (mentioned in section IV)
include but are not limited to: (1) Medical-specific sources,
such as security considerations provided by the FDA [10],
ISO [26], NMLC [27], and the Medical Device Risk Assess-
ment Platform [41], among others. (2) General IoT secu-
rity considerations provided by OWASP [17], CSA [16],
GSMA [19], and others [18]. (3) Available documentation
that describe the security in popular [oMT solutions of every
type. As IoMT evolves rapidly, the list of attributes will be
updated as needed.

VIl. CASE STUDY

In the previous section, we presented an abstract scenario
x that is relevant to many real IoMT solutions, such as
AliveCor [42] and QardioCore [43], both of which are con-
sidered over-the-counter health monitoring solutions. In this
section, we provide a real-world use case to demonstrate how
our tool can be used to recommend security using different
scenarios. Fig. 4 shows the page corresponding to a new rec-
ommendation, where the user enters a new scenario y, where
y = {administrator, platform, cloud-based). In this scenario,
the stakeholder is an administrator of IoMT cloud-based
platforms like Kaa. which is an IoT cloud-based platform
that allows healthcare systems to establish cross-device con-
nectivity and implement smart features into medical devices

VOLUME 7, 2019



F. Alsubaei et al.: Ontology-Based Security Recommendation for the loMT

IEEE Access

FIGURE 5. A sample of the security issues and measures for scenario y.

Component  Security measure Security attribute

Back-end Cloud service 1. Does the back-end cloud hypervisor have defense against network/data

isolation vulnerabilities (e.g., virtual machine jumping attacks), which can be caused by
sharing of physical resources?

2. s the information about the exact physical locations of the back-end cloud
servers hidden?

Software security 3. Does the back-end utilize an application programing interface for the

application to cryptographically identify itself to its peers?
4. Does each application in the back-end have a unique identity?

5. Do the back-end applications have countermeasures against code injection
attacks?

FIGURE 6. A sample of the recommended attributes for scenario y.

and related software systems [44]. As shown in Fig. 5, back-
end is the only component in this scenario. The identified
issues in this scenario include malwares, denial of service,
unauthorized access, and others. The recommended security
measures associated with these issues include software secu-
rity secure development lifecycle, risk assessment cloud ser-
vice isolation, intrusion prevention, and others. Fig. 5 shows
a sample list of attributes that can be used to ensure the
effectiveness of the measures.

Our tool helps users to know the security issues that might
affect these solutions and how they can be addressed. For
example, in scenario y, the tool identified the security issue
found in Kaa (vulnerability number 15 in Table 4) in which
malwares can be executed by injecting malicious code. The
tool also recommended the measures (e.g., software secu-
rity, etc.) that address this issue along with detailed attributes
to ensure the effectiveness of measures. On the other hand,
solution providers may use the recommended attributes as a
checklist to ensure the security of their products. In addition,
the tool can help in forensic investigations where an attack
can be traced back to its cause and affected components. This
helps in discovering the weakness of a system (e.g., Kaa’s
insecure software) that were exploited and/or in order to be
addressed.

VIIl. EVALUATION

The goal of the presented tool is to help users to comprehend
the security issues that might arise from adopting IoMT solu-
tions in order to prevent severe consequences. To verify tool
efficiency in helping users to achieve these goals, we need
to evaluate the completeness and effectiveness of the tool
output (i.e., security issues and recommended measures).
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In the following subsections, we evaluate the effective-
ness of the presented tool using two different methods
(i.e., Vulnerability-based and Expert-based).

A. VULNERABILITY-BASED EVALUATION

Since this tool can be considered an expert system, eval-
uation methods used in such systems can also be applied
here. Some expert systems like medical diagnoses, have
had detailed and structured protocols established in order
to evaluate their quality objectively. However, there is lack
of such protocols for the cybersecurity in general and the
IoMT security in specific. Therefore, to verify the exten-
siveness of the tool objectively, we tested its ability to iden-
tify and address all known IoMT real-life security issues.
We gathered a list of reported loMT-related vulnerabilities
as of October 2018 from NIST’s National Vulnerability
Database (NVD) [45] and CVE Details [46] for the last three
years to ensure their recentness. The keywords used in this
extensive search are IoT, IoMT, medical, health, medical
device, and healthcare. Upon filtering all found vulnerabil-
ities to exclude those that are irrelevant to IoMT, such as
non-medical endpoints, we found 40 distinct vulnerabilities
(Table. 4). Then, we analyzed the details of each vulnerability
and assigned it to at least one possible scenario based on
its stakeholder, solution type, and the architecture type. As a
result, we categorized these vulnerabilities under 11 distinct
scenarios. Then, for every vulnerability, we checked whether
its known security issue(s) had been identified by the tool
for its related scenario. We found that our tool was able to
successfully highlight all of the security issues as well as
the missing or inadequate security measures. The tool was
also able to recommend necessary security attributes that
are directly related to the vulnerabilities. Table. 4 shows the
results of our analysis for each vulnerability along with its
corresponding scenario, Common Vulnerabilities and Expo-
sures (CVE) ID, identified potential issue(s), recommended
security measure(s) and their attribute(s) that pertain(s) to
the vulnerability. It is very likely that every vulnerability is
addressed by more than one security measure and by more
than one attribute. Since our tool was able to work with
diverse scenarios and address their different issues, this shows
that it can scale well to different scenarios and unknown
vulnerabilities. This also demonstrates the tool’s extensibility
and ability to work with different use cases.

To verify the effectiveness of the tool in capturing miss-
ing or inadequate security measures, we analyzed two com-
mercial [oMT solutions that are known to have/had serious
security issues. Smiths Medical Medfusion 4000 syringe
infusion pump is stationary medical endpoint that is used to
deliver small doses of medication in acute care settings [47].
This pump can be programmed wirelessly through Pharm-
Guard, a Medication Safety Software that helps reduce pump
programming errors and associated adverse drug events by
encouraging the use of drug libraries with hard and soft limits.
This IoMT solution was found vulnerable to at least eight
serious security issues (vulnerabilities 1 to 8 in Table. 4).
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TABLE 4. 1oMT vulnerabilities and their recommendation results.

Scenario Vulnerability Sample of relevant tool output
# Stakeholder Solution Architecture # CVEID Issue Measure Attribute
1 Medical Device, Stationary 1 2017-12718 Malwares Software security Is the written code of endpoints thoroughly
professional Service inspected to ensure that it is protected from
reverse engineering and vulnerabilities like buffer
errors?

2 2017-12720 Unauthorized  Authentication Do medical devices require users to authenticate

access themselves to access or perform any task?

Access control Do medical devices implement effective access
controls (e.g., attribute-based, discretionary,
mandatory, rule-based, role-based)?

3 2017-12721 Man-in-the- Secure Does the gateway renegotiate and verify

middle attacks connectivity communication security keys each time it
reconnects to the communication network?

4 2017-12722  Unauthorized  Memory Do medical devices enforce memory protection

access protection using memory management units or memory
protection units?

Denial of Secure Does the communication protocol used by

communication connectivity medical devices devalue the effects of DoS
attacks to deal with and recover from disruptions
to its communications?

Software security Is the written code of endpoints thoroughly
inspected to ensure that it is protected from
reverse engineering and vulnerabilities like buffer
errors?

5 2017-12723 Data breach Secure data Are all data stored in medical devices

storage (configurations, sensor readings, authentication
credentials, and cryptographic keys) securely
encrypted?

6 2017-12724 Unauthorized Authentication = Do medical devices ensure that default or hard-

7 2017-12725 access coded passwords are not used?

8 2017-12726

2 Patient Device, Stationary 9 2015-1011  Unauthorized Authentication = Do medical devices ensure that default or hard-
Service access coded passwords are not used?

10 2015-1012  Data breach Secure data Are all data stored in medical devices

storage (configurations, sensor readings, authentication
credentials, and cryptographic keys) securely
encrypted?

11 2015-3955  Malwares Software security Is the written code of endpoints thoroughly
inspected to ensure that it is protected from
reverse engineering and vulnerabilities like buffer
errors?

12 2015-3957  Data breach Secure data Are all data stored in medical devices

storage (configurations, sensor readings, authentication
credentials, and cryptographic keys) securely
encrypted?

13 2015-3958  DoS Secure Does the communication protocol used by

connectivity medical devices devalue the effects of DoS
attacks to deal with and recover from disruptions?

14 2015-3459  Unauthorized Authentication = Do medical devices require users to authenticate

access themselves to access or perform any task?

Access control Do medical devices have effective access
controls (e.g., attribute-based, discretionary,
mandatory, rule-based, role-based)?

3 Administrator Platform Cloud-based 15 2017-7911 Malwares Software security Do the back-end applications have
countermeasures against code injection attacks?

16 2017-11496 Malwares Software security Are the back-end applications designed to

17 2017-11497 mitigate buffer errors using the operating

18 2017-11498 system’s mechanisms?

19 2016-9353  Data breach Secure data Are the back-end authentication credentials
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(usernames, passwords, device ids) hashed and
salted before stored?
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TABLE 4. (Continued.) 1oMT vulnerabilities and their recommendation results.

4 Medical Device  Stationary 20 2017-14002 Unauthorized  Authentication Do medical devices ensure that default or hard-
professional access coded passwords are not used?
21 2018-5457  Privilege Software security Do the endpoint applications require super-user
escalation privileges only during initial access to resources?
Is endpoint unprivileged software denied access
to privileged resources such as configuration
files, drivers, and other objects?
22 2018-7518  Data breach Secure data Are all data stored in medical devices
storage (configurations, sensor readings, authentication
credentials, and cryptographic keys) securely
encrypted?
23 2018-7526  Unauthorized Access control Do the medical devices have effective access
access controls (e.g., attribute-based, discretionary,
mandatory, rule-based, role-based)?
24 2018-7510  Data breach Secure data Are all data stored in medical devices
storage (configurations, sensor readings, authentication
credentials, and cryptographic keys) securely
encrypted?
25 2018-4845  Privilege Access control Are the administrative capabilities hidden and
escalation isolated from publicly accessible applications or
application programming interfaces?
26 2018-4846  Unauthorized Authentication Do medical devices ensure that default or hard-
access coded passwords are not used?
5 Medical Device  Stationary, 27 2017-6018  Malwares Web security Does the web interface of medical devices have
professional Gateway- countermeasures against open redirect attacks?
dependent
6 Medical Device Implantable, 28 2017-5149  Man-in-the- Secure Does the gateway renegotiate and verify
professional Gateway- middle attacks connectivity communication security keys each time it
7 Patient dependent reconnects to the communication network?
8 Medical Device  Stationary, 29 2017-12701 Malwares Software security Do the medical devices have countermeasures
professional Mobile- against code injection attacks?
9 Patient controlled
10 Administrator Device, Stationary 30 2018-5454  Malwares Software security Are all back-end debugging and test technologies
service, disabled?
platform 31 2018-5458  Unauthorized  Authentication  Does the back-end sign the public facet of the
32 2018-5462  access signing key with the organizational root?
33 2018-5464 Web security Does the back-end web interface use valid
34 2018-5466 certificates that are signed by a certificate
authority?
Does the back-end web interface have
countermeasures against authentication bypass?
35 2018-5468  Privilege Software security Do back-end applications always run as a
36 2018-5472  escalation privileged user only when needed?
37 2018-5470  Privilege Software security Do back-end applications always run as a
escalation privileged user only when needed?
Malwares Do the back-end applications have
countermeasures against code injection attacks?
38 2018-5474  Malwares Software security Do the back-end applications have
countermeasures against code injection attacks?
11 Medical Device, Wearable 39 2017-9657  Denial of Intrusion Can the medical devices detect devices leaving or
professional service 40 2017-9658  communication prevention joining a communication network?

Can medical devices detect a significantly
abnormal network traffic fingerprint of other
devices?

Similarly, Hospira LifeCare Patient-Controlled Analge-
sia (PCA) is another infusion system that was vulnerable to
many security issues (vulnerabilities 9-14). The vulnerabil-
ities for both devices are discussed in detail in advisories
issued by the U.S. Community Emergency Response Team
(CERT) [48], [49] for each device respectively. Using our tool
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to check the security in these solutions would reveal that these
solutions have weak authentication and insecure software.
This information may help future adopters in making better
decisions like choosing a more secure alternative or wait
until the vulnerabilities are patched. This helps users to avoid
severe consequences, such as improper treatment, that are
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TABLE 5. Classification of recommendations.

Relevant Irrelevant
Recommended a b
Not Recommended c d

associated with these unpatched solutions, as highlighted
in the Common Vulnerability Scoring System (CVSS) as
medium to high for the pumps [48], [49].

B. EXPERT-BASED EVALUATION

Another way to objectively evaluate the tool is by compar-
ing it to existing similar recommendation systems. However,
to the best of our knowledge, the presented tool is first of
its kind in this domain that is specific to the IToMT security.
Therefore, we surveyed experts in the field of cybersecurity
to evaluate the tool’s accuracy, recall, and precision. This
approach is well-known and widely used to evaluate the
effectiveness of context-based recommendation systems [50].
Accuracy represents the quality of nearness to the truth by
the recommendation system, Recall represents the cover-
age of useful items the tool can recommend, and Preci-
sion represents the tool’s capacity for showing only useful
measures and minimizing the useless ones. The tool was
evaluated by a group of participants consisting of seven grad-
uate students majoring in cybersecurity. Students deemed
qualified on the basis of being graduate students and hav-
ing recently completed three cybersecurity graduate courses.
Participants were asked to pick an IoMT solution of their
choice and suggest a set of security measures necessary to
protect users from risks. To validate the effectiveness of the
tool, the results from the procedure followed by participants
were processed to find the number of relevant/irrelevant
and recommended/not-recommended security measures as
described in Table. 5 where a represents the number of
security measures recommended by the tool and participants;
b represents the number of security measures that were rec-
ommended by the tool, but not the participants; ¢ represents
the number of security measures that were recommended
by participants, but were not recommended by the tool; and
d reflects the number of security measures that were not
recommended by either the tool or participants. Numbers
a and d count as the correct decisions. (i.e., when the tool
recommends relevant measures and does not recommend
irrelevant measures). As shown in Table. 6, the evaluation
metrics were computed for the seven cases where the tool’s
and experts’ recommendations were compared using the
following equations:

Accuracy = (a+d)/(a+b+c+d) @))
Recall = a/(a + ¢) 2)
Precision = a/(a + b) 3)

The results from Table. 6 show that tool accuracy aver-
aged 94.7%. This indicates that the ratio of successful tool
recommendations to total recommendations is high. Columns
b and ¢ show the number of occurrences where the tool has
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TABLE 6. Computing the tool evaluation metrics.

Case a b cd Accuracy  Recall Precision

1 280 1 14 97.7% 96.6% 100%

2 181 1 23 95.3% 94.7% 94.7%

3 221 2 18 93% 91.7% 95.7%

4 323 17 90.7% 97% 91.4%

5 14 0 0 29 100% 100% 100%

6 231 0 19 97.7% 100% 95.8%

7 385 00 88.4% 100% 88.4%
Average 94.7% 97.1% 95.1%

not recommended relevant security measures or the number
of occurrences where tool’s recommendations were irrelevant
respectively. The worst cases were 4 and 7 where three and
five irrelevant security measures were recommended in col-
umn b. Also, we noticed that when the number of relevant
recommendations (column a) increased, the number of rec-
ommended irrelevant measures (column b) also increased.
This is most likely due to the complexity of the chosen
scenario, which made expert recommendations more prone
to human errors (i.e., overlooking some measures). Although
column b indicates incorrect cases as reflected in the preci-
sion column, these cases do not expose the [oMT solution to
risks. However, these cases indicate additional protection at
the adopter’s expense.

Moreover, in case 3, the tool did not recommend two mea-
sures although they were relevant. This is clearly reflected
in the recall value of 91.7%. The rest of the cases indicate
that in both columns b and c, either zero or one incorrect
recommendation. Although they are not significantly high,
the incorrect recommendation in column c identifies missing
security measures that can be added to the tool to improve
protection and deterrence. This can be effortlessly done since
the tool is ontology-based and allows for expandability.

1) THREATS TO VALIDITY

Students may not be the best candidates to represent experts in
the field. Although each of the students deemed qualified on
the basis of being a graduate student and having recently com-
pleted at least three cybersecurity graduate courses, the study
results may be affected by the students’ knowledge prior join-
ing the graduate program and/or the cybersecurity courses.
This falls into the category of conclusion threat. Moreover,
since the students may not have performed the experiment
truthfully or consistently across the entire population, the
study may also be subject to instrumentation threat.

IX. LIMITATIONS AND FUTURE WORK

This tool aims to identify security issues and considera-
tions for any IoMT scenario from three different stakehold-
ers’ perspectives. These stakeholders, as aforementioned, are
patients, medical professionals, and system administrators.
It can be argued that there are some other stakeholders, such
as accountants, who are not considered in this work. Howeyver,
we only focused on the stakeholders that directly interact
with IoMT solutions. Some stakeholders, especially medical

VOLUME 7, 2019



F. Alsubaei et al.: Ontology-Based Security Recommendation for the loMT

IEEE Access

professionals and patients might find that the information
provided here is difficult to understand. However, despite
our efforts to simplify and shorten the recommendation lists,
this work encourages stakeholders to learn more about the
IoMT security issues and considerations. We proposed an
all-encompassing recommendation tool that is relevant to all
IoMT scenarios. However, there might be some cases where
some updates are required as the IoMT solutions evolve.
Therefore, since our work is designed with expandability
in mind, we will continue to review and improve our work
regularly to ensure that it is up-to-date.

Our future work includes further developing this tool and
implementing an IoMT catalog to save and retrieve IoMT
descriptions when future users request them. We also will
consider implementing a platform to crowdsource entering
TIoMT descriptions to save future users time and effort. Fur-
ther, we will continue to update the security issues and consid-
erations to include emerging changes in IoMT technologies
and security breaches and will investigate possible additional
stakeholders and new scenarios.

X. CONCLUSION

In this paper we presented a security recommendation tool for
IoMT solutions. The input for this tool is an IoMT scenario
that specifies the type of stakeholder, solution, and archi-
tecture. Based on the scenario, the tool identifies a list of
security issues and recommends security measures to address
them. It also recommends a list of security attributes that can
be used to determine the level of protection provided in the
measures. This work assists IoMT adopters in choosing and
enforcing security in IoMT solutions based on their security
objectives. In some cases, system administrators are the only
ones responsible for making security-related decisions, but
this work educates other stakeholders about security in [oMT,
thus encouraging them to be more involved in making deci-
sions. Furthermore, this tool helps to create security aware-
ness and promotes accountability and transparency among
IoMT stakeholders. On the other hand, solution providers
can utilize this tool to assess and verify the security in their
products. It also helps them to compete transparently with the
other providers. Another interesting utilization of this work is
to enable providers to learn the security concerns of the other
stakeholders by simply tracing their roles through the ontol-
ogy. Moreover, the tool can help in forensic investigations
where an attack can be traced back to its cause and affected
components. Finally, legislators and standardization bodies
can utilize it to understand the issues to better offer laws and
regulations. The ultimate goal is to improve security of [oMT
solutions, and we hope this work can help to push towards
achieving this goal.
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