IEEE Access

Multidisciplinary : Rapid Review : Open Access Journal

Received March 15, 2019, accepted April 4, 2019, date of publication April 11, 2019, date of current version April 25, 2019.

Digital Object Identifier 10.1109/ACCESS.2019.2910758

Secure Transmission Schemes for
Two-Way Relay Networks

MIAO LUO', XIAOPING LI“2, JJANQUAN WANG 3, QINYE YIN',
WANBIN TANG 3, AND SHAOQIAN LI3, (Fellow, IEEE)

!'School of Electronic and Information Engineering, Xi’an Jiaotong University, Xi’an 710049, China
2School of Mathematical Science, University of Electronic Science and Technology of China, Chengdu 611731, China
3National Key Laboratory of Science and Technology on Communications, University of Electronic Science and Technology of China, Chengdu 611731, China

Corresponding author: Xiaoping Li (lixiaoping.math @uestc.edu.cn)

This work was supported in part by the NSFC under Grant 61701086 and Grant 61271169, and in part by the Fundamental Research Funds
for the Central Universities under Grant ZYGX2016KYQD143.

ABSTRACT We investigate the physical-layer security problems of two-way relay networks in this paper.
The whole network consists of two legitimate users and one eavesdropper, where the legal users need the help
of some intermediate nodes to exchange information. We propose joint jamming and relaying mechanism,
where a jamming node is selected from all intermediate nodes, to create interference upon eavesdropper,
while other nodes are used to relay data for two users. All intermediate nodes are subjected to per-node
power constraints. Based on null-space beamforming, we propose two different transmission schemes when
the number of relay nodes is large enough. One scheme is designed to maximize the secrecy sum rate (MSSR)
of the network, and the other is designed to maximize the minimum secrecy rate (MMSR) between two users.
In the MMSR scheme, a series of semi-definite programming problems with a rank-1 constraint needs to be
solved. We prove that this rank-1 constraint does not affect the solutions of original problems. In addition,
we propose two modified secure transmission schemes when the number of relay nodes is less abundant.
In short, no matter how many intermediate nodes in the communication networks, one can find suitable
transmission schemes to ensure communication security.

INDEX TERMS Jamming, null-space beamforming, physical-layer security, relay, two-way networks,

wireless communication.

I. INTRODUCTION
Transmission security plays an important role in wireless net-
works, due to its openness and broadcasting characteristics of
wireless channels. In recent years, secure communication has
become more and more important with the wide application
of mobile devices. The purpose of secure communication is
to enable legitimate users successfully receiving their desired
data, while the eavesdroppers are not able to interpret them.
Physical-layer security is a complement to traditional data
encryption technology in the field of secure communica-
tion [1]. Traditional encryption technology adopted in upper
layers relies on the computing power of users. It may become
vulnerable because computing machines are becoming more
and more powerful in modern times.

Physical-layer security is based on the concept of secrecy
capacity, which was first introduced by Shannon in 1949 [2].

The associate editor coordinating the review of this manuscript and
approving it for publication was Cristina Rottondi.

The basic idea of physical-layer security is to exploit the
physical characteristics of channels to transmit messages
securely. Physical-layer security has been studied exten-
sively for several decades [3]-[8]. Most of researches in
physical-layer security concentrate on two aspects: secure
beamforming and jamming (aritificial noises). The latter is
used mainly to deteriorate the channel quality of eaves-
droppers, while the former can usually both improve the
communication quality of legitimate users and reduce infor-
mation leakage to eavesdroppers. In this paper, we focus
on the physical-layer security in two-way relay networks.
In [9]-[11], the authors proposed secure beamforming
designs for two-way relay networks. However, in [9], one
complete information transmission between legitimate users
requires three time slots, while in our paper two phases are
needed. In Phase 1, the two source nodes transmits data to
relays; in Phase 2, the relays retransmit a weighted version
of the data they heard in Phase 1 to their corresponding
destination nodes. We use the amplify-and-forward (AF)
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protocol here, while in some papers, decode-and-forward
(DF) protocol was considered [12], [13].

All of the investigations in [10], [11] based on the assump-
tion that all the relay nodes in whole communication system
under a total power constraint. The total transmitting power of
all relay nodes in the network is below a threshold value and
can be allocated freely among all relay nodes. Motivated by
these works, we consider per-node power constraints of inter-
mediate nodes in this paper. In other words, every intermedi-
ate node has its own power constraint. When the number of
intermediate nodes is abundant for null-space beamforming,
we propose two different cooperative relaying and jamming
schemes under per-node power constraints. The first one is
to maximize the secrecy sum rate (MSSR) of the whole
communication system. The second one is to maximize the
minimum secrecy rate (MMSR) between the two legal users.
Besides, the two modified transmission schemes to enhance
the security performance for less number of intermediate
nodes are presented. In [11], a multi-antenna beamforming
scheme was adopted to maximize the secrecy rate of the relay
networks. However, in some communication networks, mul-
tiple antennas are unavailable due to the size and complexity
constraints of the transmitter. In this paper, all the nodes are
equipped with a single antenna. Moreover, single-antenna
nodes and multi-node cooperation are used to construct one
virtual multi-antenna distributed system, thereby enhancing
the security performance of a relay network.

It is worth mentioning that, in the vast majority of existing
relay-and-jamming security communication works, few of
them consider the problem of insufficient number of commu-
nication nodes. This potential situation is generally ignored
when the number of antennas available is insufficient. While
in our paper, no matter how many intermediate nodes in
the communication networks, one can find suitable trans-
mission schemes to ensure communication security of the
networks.

The rest of the paper is organized as follows. In Section II,
we introduce the system model of the two-way relay networks
to be studied. In Section III, based on null-space beamform-
ing, we propose two different secure transmission schemes
MSSR and MMSR when the number of relay nodes is large
enough. In Section IV, we propose two modified schemes
for a less abundant relays. Numerical results are presented
in Section V, and Section VI concludes our work.

Il. SYSTEM MODEL

We consider the secure communication problem of a two-way
wireless wire-tap network. The communication system con-
sists of two legitimate users, T and T, and one eavesdropper
E, as shown in Fig. 1. In the model, T; and T, want to
communicate with each other. However, there is no direct link
between them due to far distance or other reasons [14], [15],
they can only communicate by the aid of N intermediate
nodes. T, T, E, and N intermediate nodes in the whole
wireless network are all equipped with a single antenna,
which operate in a half-duplex mode.
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FIGURE 1. System model of a two-way network.

One complete communication process between Ti, T»
requires two consecutive phases. In Phase 1, legitimate users
T, and T, transmit their signals sj, s2 simultaneously, N
intermediate nodes and [E can both receive the data, we nor-
malize E{|s;|>} = 1 for i = 1,2, where E(-) is the mathe-
matical expectation of a random variable. At the same time,
the jamming node J sends interference signal z; to confuse the
eavesdropper E. The data transmission process of Phase 1 is
shown in Fig. 1 with solid line. We select a node J from all
N intermediate nodes to create intentional interference upon
E, while other K = N — 1 intermediate nodes operate in
relay mode to help Ty, T, delivering data to corresponding
destination nodes using an amplify-and-forward (AF) pro-
tocol. In what follows, h; j(h; ;) represents the channel gain
between nodes i and j, where i = T, T, R,J and j =
R, Ty, Ty, E. The former lowercase bold-faced h denotes a
column vector and the latter represents a number. All channel
coefficients h; j(h; ;) are assumed to undergo flat fading and
are quasistatic, which follow 0-mean, circularly symmetric
complex Gaussian random variables with variance equals
one [13].

Time division duplex (TDD) mode is adopted in this sys-
tem so that the channels are reciprocal [16], [17], i.e., hrr, =
h} g hrr, = hi, . Superscript in A" denotes the transpo-
sition of h. In this paper, we assume global channel state
information (CSI) is available by channel estimation technol-
ogy [18]—[21]. This assumption corresponds to the scenario
when the ‘eavesdropper’ is actually a legitimate user in the
communication network but not be allowed to get specific
information sometimes, i.e., it is not the target user. The
received signals of K relay nodes and E in Phase 1 are

1
Y& = VPrhrirst + VPrhr,rsy + P hyrzy +ng, (1)
and

1 ! !
Ve =VPrhresi + VPrhvesy+ PV hpz +nf). ()

where P denotes the transmitting power of source nodes T
and Ty; P(Jl) is the transmitting power of jamming node J in
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yr, = v/ Prhgr diag{w}hy gs1 + +/ Prhgr, diag{w}lhr,gs> + 4/ P(Jl)hRT] diag{w}hrzi +/ P‘(IZ)hJTl 22 +nr,
= /Prhgr,diagthr, Riws) + v/Prhgr, diagihr,g}wss + \/ P\ hgr, diag{hgiwz) + | PPhyr 20 + iir,

= aJlrwsl + b}stz + chr

2 _
wz1 + PS )hm 22 + iy,

3

7, = v Prhgr,diag{wlhr gs1 + v/ Prhgr,diag{wlhy,gss + 4/ P(Jl) hrr,diag{wlhrz; ++/ sz)hmzz + nir,
= /Prhgr,diaglhr g}ws1 + «/ Prhrr,diaglhr,rlws, + P(Jl)hRTQdiag{hJR}Wm + 4/ P(Jz)hJTzzz + g,

= a;wsl + b;wsz + c;wzl +

2 _
P(J )hJTzzz + nrp,,

“

Yg) = /Prhgediag{w}lhr gs1 + v/ Prhrediagiw}lhr,gs> + P(Jl)hREdiag{W}thm + sz)hJEZZ + ﬁg)

= / Prhgediagthr, giws) + \/PThREdiag{hTzR}WSZ + Py)hREdiag{th}Wzl + PSZ)hJEZZ + flfgz)

T

= aEws1 +b! pWS2 +Ccpwzy + P( hjez2 + n

(&)

this phase; ng is the additive white Gaussian noise (AWGN)
at K relay nodes, all the elements in ng are assumed to be
mutually independent complex Gaussian random variables
with 0-mean and variance equals 1; ng) is AWGN at E in
Phase 1.

In Phase 2, K relay nodes amplify their received sig-
nal with weighting coefficients diag{w}, where w =
[wi, wo, ..., WK]T and diag{-} denotes a diagonal matrix
with diagonal elements {-}. Then, their re-transmitting sig-
nal is xg = diag{w}yg. The jamming node J sends inter-
ference signal zp at the same time to deteriorate the chan-
nel condition of [, denoted by the dotted line in Fig. 1.
The received signals at Ty, T, and E are expressed in
(3)-(5), as shown at the top of this page with a;

s
JPrdiag(h, Ikl . b1 2 /Prdiagihl, R}hjm c 2
PV diaglhlp)hhy . @ 2 \/P_leag{thR}hRB
\/ﬁdlag{hTzR}hRT2 e 2 P(1 dlag{h RTZ ap = J_
dlag{thR}hRE, \/P_leag{hTzR}hRE, cp =2 \/7

diag{hIR}h;r?E’ flTl = hRTldiag{w}nR + nry, I7LT2 = hRTz
diag{w}ng + nr,, ng) = hgpdiag{wing + ng) Superscript
in k' denotes the conjugate transposition of h. nr,, nr,,

( ) are AWGN at Ty, T, and E in Phase 2, respectively.
They are assumed following 0-mean random variables with
variance 1. Hence, the total power consumed by all K relay
nodes is

P, = |xgl*
= WJr (PTRT1T1 =+ PTRTZTZ + PSI)RJJ + 021) w
— wiTw, (6)

|I>

where Ry,7, = diag{thR}diag{h’;l z} Ry, = diaglhrr}
dlag{hTzR} R, & diag{h,r}diag{hj,}, h* indicates conjuga-
tion of A,

T £ PrRy1, + PrRy,1, + Py)RJJ + o’ @)
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and I denoting the identity matrix. The n-th relay node’s
transmitting power can be written as [ ] [T],,, with
constrained power Pg(n), where [A], , denotes the (n, n)-th
element of matrix A, andn=1,2,...,K.

Note that T; and T» know their own transmitting signals
and CSI, and w can be calculated by their available CSI.
Hence, T and T, can subtract the resulting self-interference
components a;ws; and b;wsz from (3) and (4) asin [18], [22].
After removing the self-interference components, the final
obtained information of Ty, T, are

- 2 -
i, = blwsy +clwzy +PPhnz i, 8)
- 2 _
yr, = a;wn + c;wzl + P(J h JT,22 + Ty 9

Next, we propose two secure communication schemes
based on the system models in Fig. 1.

Ill. SECURE BEAMFORMING SCHEMES WHEN K > 3

In this paper, we adopt the achievable secrecy rate as the
measure to consider the security transmission problems of
two-way relay networks, which is common in the mea-
surement of security performances in networks [23], [24].
It is worth mentioning that, secure transmission performance
measures can be total error rate of the two communication
links, the smaller end-to-end SNR of the two communication
links or the outage probability of the network, for example,
in [25]-[27].

Let I(X; Y) be the mutual information between X and Y,
where X is the source input, Y is the channel output at target
user or the eavesdropper. Then, the instantaneous secrecy rate
for the source node T; can be expressed as [28]

1(vgs Sj)]+

1 1 N
= | ~log, (1 +T) — = log, (1 4 ) (10)
2 2 E)|

Ry, = [[ (5)Ti; Sj) —

VOLUME 7, 2019



M. Luo et al.: Secure Transmission Schemes for Two-Way Relay Networks

IEEE Access

where i,j = 1,2,i # j, [a]™ = max(0, a); I'; denotes the
signal to interference-plus-noise ratio (SINR) of the *“virtual”’
channel T; to T;; WE denotes the SINR of the channel T; to IE.
The overall secrecy performance of the system is character-
ized by achievable secrecy sum rate, which is the sum of the
two sources’ secrecy rate:

Rsum = RT| +RT2- (11)

Assuming Pr, Py) and PSZ) are fixed. Then, Ry, is a
function of weighting coefficients w. Hence, the objective is
to determine w maximizing Rg,,,(w) of this wireless commu-
nication network, subjecting to per-node power constraints
Pr = [Pr(1), PR(2), ..., Pr(K)], i.e.,

IIluE’IX Roum(w)

s.t. [wa]n Tl < Pr). n=12,....K (12)

To obtain Rg,,,,(w), we need to get Ry, and Ry, according
to (11). Hence, I(y7;;55) and I(yg;s;) in (10) should be
calculated, which are given below.

According to yr; in (8)-(9), I()?T,.; Sj) are

3 1
1 (7,3 52) = 7 logy (14T

1 wiRyw
=3 log, [ 1+ B 3
wiR,w+ P} |y |” + wiRpw + 1
1 YT1,.T} )
~ Liog (1+ ’ (13)
2 2 Vi, T, + Y, T, + YR, Ty + 1
and

. 1
1 (yT2; sl) = Elogz (1+T2)

R
wiR,w
= E 10g2 1 + 2 a;
WTRCZW + PJ |hJT2| + WTRTZTZW +1
1 Y1, T
~ g (1+ LTz ) (14)
22 YT TV YR, +1

where Ry, = blb;r, R, = cch{, R, = azag, and R, =
czc; Note that y;; indicates the total power consumed by
transmitting signals of channel h; ;. Then, y;, j, v, j; means
the total power consumed by jamming node J in Phase 1 and
Phase 2, respectively. It is not difficult to obtain that
Y1, 1, = WTRbIW, Y. 1, = WTRL‘1W9 Vi, T\, = P‘(]Z) |hJT1 |2

YRT = wTer W, Y11, = wTRazw, VT, = wTRczw,

3

2 2
Vi T = Pg) |hJT2’ s YRT, = WTRTZTZW-
Hence, I'; in (10) can be described as
r — VI, T;
T ynntvnr tvrn + 1
JPrdiaglhl, plhky . a2

Tdia, , and channels are reciprocal under the
Prdiag{hl. p}hhy,. and channel iprocal under th
TDD mode, we have

15)

Remark 1: Since by £

YO Ty = wTRblw = wTRazw =VYTs-
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This implies that the total power consumed by transmitting
data from T to T} is the same as that from T to T>.

Next, we give the value of / (y]E, sj) in (10). In that follows,
we consider a simple case in which eavesdropper E applies
maximal ratio combining (MRC) to its received signals in
Phase 1 and Phase 2 [29].

According to MRC, E combines the received signals by
multiplying yg) in (2) and yg) in (5) with weighting factors
k]1 and ké, respectively. The combined eavesdropping signal is

j i (D j ()
Ve = ke +hyg . (16)
VPrhi i VPrhi i
where k7 = *> 125 k2 = Whe el = T DE pl - waer
e1,5] €),5] e1,5) €),5)
062”1, 0622’ S](l = 1,2) represent the total interference and

noise terms caused by s; in yg) and yg), respectively. Note
that

1
Uezl,s. = Prlhn el +P5 Nhe)> +12 vr.E+vne+1,
02 4 = WRw +wiR,w+ PP |hyp? + wiRgpw + 1

L Yy RE+YIRE+VLE+VRE+1

o; ,, = Prihnel? + PP 12y v + 1,
0822,52 = wiRy,w+wR,w+ sz) lhye|? +wiRgew + 1

£ YI.RE + VIRE + VI,E +VYRE + 1,

R, 2 aEa;[E,RCE = cpcl, Rpe 2 diag(hge )diag(h},}, and
Ry, =bgb),

1
vroe = Prihrel’ vie = P(J e, VI RE =W Ryw,
2

YIRE = WTRCEW, VI E = P; Nhye|?, VRE = w Rgew,

2
Y0 E = PrlhnEl”, voo RE = WTRbEW-

Hence, l"% in (10) can be described as

o= VI;.E
AL L
vriE + Ve +1
+ yT_/',R,E
YI,.RE +YIRE +VhE+VRE +1
VI;.R.E

a7)

= v+ .
YT.RE + YI.RE+ VnE+VRE+1
where i,j = 1,2,i # j. Since CSI of E is available, we can
design w in the null space of a;r; and b;r5 to completely elim-
inate information leakage to eavesdropper according to (5).
Let a:rEw = b:rgw =0,w=Q v, where Q = [a};; bg], and
Q) is the projection matrix onto the null space of Q. Clearly,
the columns of Q| constitute an orthogonal basis for the null
space of @, and v is any K — 2 column vector. Note that
this design leads to zero information leakage to [E in Phase 2.
Hence, it is not necessary to send z» in this phase. To this aim,
we can set P;z) = 0. Consequently, I'1 and I'; in (15) can be
simplified as

T YT;,T;

= | (18)
' Y., T; + YR, T; + 1
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and T, in (17) can be simplified as 'y = v;. Thus, I(yg; s7)
in (10) is a constant.

Remark 2: Observing (3) and (4), to eliminate the interfer-
ence to T and T, by z1, we can further design w in the null
space of chr and cz, i.e.,

cJ{w = ciw =0.

With all the above designs of w, we have
w=H v,

where H £ [aE; b}; cJ{; cT], vy is any K — 4 column vec-
tor. This design needs more intermediate nodes for K must
satisfying K > 4. More number requirement means more
complexity of the whole communication system. Simulation
results show that this design leads to no improvement of
secure performance, we shall prove this phenomenon in later
content.

A Simple Selection Criteria of Optimal J: With the previ-
ous consideration and discussion, we have

2
M = = PT'hTff' .
Prihrel? + PV e + 1

To minimize the information leakage to eavesdropper E,
we should select a jamming node J by maximizing |k |. The
specific implementation process is as follows: we compare
N channel coefficients from every intermediate node to [E to
find the biggest one. The node corresponding to the maximum
coefficient is the optimal J. Once J is determined, all other
channel coefficients are determined accordingly.

According to (11) and (10), the achievable secrecy sum rate
of two-way wireless relay network in Fig. 1 is

1 1+ 1 1+ T,
Rgym(w) = ) log, (m) + 5 log, <m) . (20)

Although the eavesdropper’s mutual information is a constant
v;, this secrecy sum rate is still a product of two correlated
generalized Rayleigh quotient problems and thus difficult to
be solved. Recall that the design w = Qv needs K — 2 for
K is a positive integer. Next, we will propose two different
solvable schemes to guarantee the secure communication of
the two-way relay network when K — 2 > 1.

19)

A. MAXIMIZE SUM SECRECY RATE (MSSR)

The objective function of (20) is non-convex, we resort
to an alternative method which is called ‘“‘rate-split” [30]
to solve this problem. The optimization problem can be
formulated as

max Ry,
w

14Ty
s.t. R, = = log, T o > NRsum (21a)

1+1,
T, 5 10gz <1 T ) > (1 MR sum (21b)
w=0,v (21¢)
(W] [Thn < Prov. =1, K, @1d)

nn
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where 7 is the rate-split parameter, 0 < n < 1. For any given
n, the constraints (21a) (21b) impose a rate-split between
two legitimate users T and T»; (21c¢) eliminates information
leakage to E in Phase 2; (21d) represents the power con-
straints on each relay node.

The whole process consists of two parts. For the first part,
n is changed from O to 1. By solving (21) under each fixed
value of n(k), we can get a series of Ry,,(n(k)) with n =
[0, 4,24, ..., 1], where § is an extremely small positive real
number. For the second part, we do one-dimensional com-
parison in all Ry, (n(k)) to find out the maximum Ry, (n°)
under the optimal rate-split scheme 1.

Next, we obtain Ry, (n(k)). Set Ry, to a fixed value r
under n(k), substituting I'; and I'; into (21), we get

max r
w
wTRb w
s.t. ' = ! > oy (22a)
wiR.,w +wiRr 7w+ 1
R
r, = v W > @ (22b)
WTRCQW + WTRTszw +1
w=0,v (22¢)

[wa] [Tlon < Pr(n), n=1,....K, (22d)
nn
where oap = 227 (1 4+ v3) — 1, ap = 22107 (1 4 vy) — 1.
The reason for replacing wTRazw with wTRblw in (22b) has
been explained in Remark 1.

Then we substitute the third constraint (22c¢) into other
three constraints (22a), (22b), and (22d). After some tedious
derivation, we have

maxr
v

St ‘VTQj_bl‘ > \/OTIH [VTQIM’ VTQJJr_Cl, 1]”
ols| - el R ]

< Pr®)/[T]y . (23)

where || is the absolute value of a complex scalar, ||-|| means
the Frobenius norm of a vector/matrix. Clearly, this is a
standard second order convex cone programming (SOCP)
problem.

To obtain Ry, (n(k)), we turn to the following algorithm
based on a bisection method for r, where r is a fixed value of
Ryum within a iteration. Assume that 7y, < ¥ < 7y, Where
Tlow and 7y, are the lower and upper limits of r, respectively.
We solve the ‘feasible-or-not’ problem (24) for the given
value of r in this interval. If this problem is feasible, which
indicating that r hasn’t reached the maximum rate under 7, (k),
then we can increase the value of r, replace ry,, with r to
obtain a new lower bound and replace r with (r 4 r,,,)/2; if it
is infeasible, which indicating r has exceeded the maximum
rate of the two-way communication network, then the value
of r should be decreased, we replace r,, with r to obtain

o
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Algorithm 1 Iterative Algorithm for MSSR Scheme
Input: h; j» Pr, PR, &, n(e is a minimal positive real number).
Output: Rg,,(n(k)), ultimately get Ry, (n?)
Initialize n(0) =0,k = 1;
while n(k) < 1 do
initialize rjon = 0, Fyp = Finax;
repeat
For the given value of r = %(ngw + 7yp), solving
‘feasible-or-not’ problem (24) by CVX (a package for
specifying and solving convex programs) [31], [32];
If (24) is feasible, we set rj,, = r, otherwise, set

Tup =13
until r, —rjpy < &
Calculate Ry, (n(k)) with the obtained v;
k=k+1,nk)=nk —1)4 8 (§ is step size for n);
end while
Compare all the Ry, (n(k)), find maximum Ry, (n°).

a new upper bound and replace r with (71, + r)/2. Next,
we solve problem (24) with the new value of r, this process is
repeated over and over again until the value of r is no longer
increasing. Through this iteration, we can converge to the
maximum value of » under the rate split scheme n(k). The
whole iteration method is shown in Algorithm 1.

Find v
s.t.the same as (23) 24)

For the proposed MSSR scheme, we have the following
result.

Theorem 1: Let W1 and W, be the sets of w satisfying
all the constraints in (21a)-(21d) and w = Qv in Wy,
w = H_v| in Wy, respectively, where @ = [a;rg;bE]
and H = [az;bz-;clr;c;r]. Let Rjum,l and R:‘cum,2 denote
the optimal summation rate under W and W,. Then, we
have

k > R

%
sum,1 = “‘sum,2*

Proof: As we design w in the null space of a;rg and

b}; to completely eliminate information leakage to eaves-
dropper E, the eavesdropper can only obtain information
from Phase 1. Hence, either the constraint w = H v is
added or not, I'; is the same as (18), the expression of R},
is always (20). Asw = H | v; is an additional constraint, we
have

Wy C Wi.

For R;kum,Z’ it has the same expression of the objective func-

tion but has less alternative w. Hence, R;‘um’ 1= Rjum,2' This
completes the proof of the theorem. ]

Theorem 1 shows that the design of w leading to no
improvement of secure performance of system. The exper-

imental results also validate this conclusion. Note that the
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computation load of the MSSR scheme is heavy. For each dif-
ferent channel, to get the final Ry,;,, we need to solve problem
(24) many many times. Assume that the time consumed for
program solving ‘feasible-or-not’ problem (24) to run once is
Tpase, the total time required to get Ry, is scale, - scaley,; - tpase,
where scale, ~ 1/6, scale, o log,(rpax). Next, we propose
areduced-complexity secure scheme to improve the system’s
security performance.

B. MAXIMIZE MINIMUM SECRECY RATE (MMSR)
From (11), we can see that the two-way relay communication
system can be decoupled into 2 one-way channels. Hence,
it is possible to find w that maximizes the lower secrecy rate
between Ry, and Rr,. To this end, we consider the following
objective function
max min(R7,, Ry,)
w
st.w=Q v
[wwl] (Thon < Pro. n=1.2.....K ©5)
n,n

where Ry, is in the form of (10) with I'; in (18) and Fé in (19).
Furtherly, considering the monotonicity of logarithmic
function, (25) can be simplified as

. 14T 141
max min ,
w 14+vy 14 vy
st.w=01v
[WWT:I [T]n,n < PR(”), n= 1, 2, RN K (26)
n,n

However, (26) is a non-convex problem, we can not solve it
efficiently. If we let

. (14T 141
t=mmn| —, B
I4+v 14u

then (26) can be converted into a convex problem as

max ¢t
w

st. Ty >t(l4+wm)—12aq,
M>tl+v)—12a
w=0v
[wa]M[T],,,n <Pr(), n=1,....K (27)

Therefore, the problem can be solved by the convex optimiza-
tion theory. Recall that

wiRyw

wiRr W+ wiR w+ 17
Prlhr,e|?

Prihre? + PSP hye 2 + 17
wiRyw

wiRp,,w +wiR,w+ 17
Prlhrel?

1 .
Prlhryel? + PV lhye? + 1

I =

Uy =

I, =
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Algorithm 2 Iterative Algorithm for MMSR Scheme
Input: h;j, Pr, PR, & (& is a minimal positive real number).
Output: V, ultimately get Ry,
Initialize 0, = 0, tup = tiaxs
repeat
For the given value of t = %(tlgw +typ), solving problem
(29) with by CVX toolbox;
If it is feasible, set #;,, = t, otherwise, set t,, = t;
until 7, — 0 < &
Calculate R, by using formulas (18), (19), (10), (11) with
the obtained V

Hence, (27) can be finally transformed into a semi-definite
programming (SDP) problem as

max 1
s.t. trace (Rp, V) = o {trace [(Rr,7, +Rc,) V] + 1}
trace (R, V) > o {trace [(Rr,7, + Re,) V] + 1}

[0.vOl] 1Tl =Py, n=1.2,.. K
V = 0,rank(V) =1 (28)

where trace(A) is the trace of matrix A, V = va, Rbl =
Q' R, Q.. Rry7, = Q' Rry7, Q1 R, = Q'R Q1. Ry, =

Q' R1,1,01. R, = Q1 R0, . Note that rank(V) = 1 and
V constrained to be a symmetric positive semidefinite matrix
expressed as V = 0. Hence, (28) is still a non-convex problem
because of its non-convex constraint rank(V) = 1. As will
prove later, the dropping-operation does not affect the results.
Based on this, the rank-1 constraint can be dropped for conve-
nience of obtaining the relaxed version of problem (28). Then,
the so-obtained semi-definite relaxed (SDR) problem can be
efficiently solved by using the bisection method. To find the
maximal ¢ iteratively, the ‘feasible-or-not’ problem (29) is
introduced, as shown in Algorithm 2.

Find V

s.t. trace (R;,1 V) > g {trace [(I_i’TI T +Rc1) V] + 1}
trace (I-i’b1 V) > g {trace [(RTsz —}—I-QCZ) V] + 1}
[ovel] (Tl =Pee. n=1. K
V= 0. (29)

If V obtained from Algorithm 2 is of rank one, there is
nothing more to do, we rewrite it directly as V = vvjf, v will
be a feasible-and-optimal solution of problem (28).

Theorem 2: The solution of (29) must be rank-one.

Proof: For (29), let us first write out its Lagrangian
function (30), as shown at the bottom of this page, where A, 1,

¢ = [¢1, &, ..., k] is the Lagrangian dual variables for its
first three constraints, respectively. And Z is the Lagrangian
dual variable for the constraint V >= 0. Let % = 0, then the

corresponding KKT conditions are

Z = )aqRr 1, + 1Ry, T, +diag€) — (. + Ry, (31)

ZV =0 (32)
V=0Z>=02>0,0>0,>0,i=1, 2,... K.
(33)

The key to showing the rank-one structure of V lies in (31).
Let

B = ra Rt 7, + popRy, 1, + diag(?).

Note that er Ty 1-27272, diag(¢) are all positive semidefinite
matrix, then B is positive definite, and thus has full rank.
By denoting B'/? as a positive definite square root of B,
we have

rank(Z) = rank (3—1/223—1/2)

— rank (1—(A+M) (zrlﬂﬁjbl) (B—I/Hﬂbl)T)
> K — 3. (34)
Note that Z is a (K — 2) x (K — 2) matrix. Hence,
rank(Z) < K — 2,
which means
rank(Z) =K —3or K — 2.

For rank(Z) = K — 2, (32) can only be satisfied by V = 0,
it is not a applicable solution of V.

For rank(Z) = K — 3, (32) is achieved only when V lies in
the nullspace of Z, the dimension of which is one. This means
that any optimal V must be of rank one. |

Assume that the time consumed for program solving
‘feasible-or-not’ problem (29) to run once is 714y, the total
time required is scale; - f1p4., Where scale; oc 1ogy(fmax),
which means MMSR scheme taking just about a small per-
centage of the time of MSSR scheme. As can be seen from the
previous content, time consumed by MSSR scheme is nearly
scale;, - tymsr, where fypsg denotes the time consumed by
using the MMSR scheme.

IV. MODIFIED SECURE TRANSMISSION

SCHEMES WHENK < 3

As discussed above, to completely eliminate information
leakage to E in Phase 2, we design a;r;w = b;gw = 0, which
requires K — 2 > 1. If we further design chrw = c;w =0to

eliminate the interference to T, T, by jamming signal zj,

L(V,Z) =t — ) {trace [ (R, 7, — Rp)) V] + ota} — p {trace [(apR7,7, — Rp,) V] + ot} (30)

K
_ Z Gi [(ﬁlVFII)i - PR(i)/[T]i,,} + trace (VZ)
i=1 !
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Find w

s.t. wal‘ > Jae

WT“E’ VS |
WTbE’ <V —w»m

W(}’l) = \V PR(n)/ [T]n,n

Find W

|:WT RT1T17WTCI, P( )|h]T 1>+ }H
Tbl VBe H |:WT R1,15, wies, P( )Ihjrzlz }H
[waE,w ce. VRgE. ,/P§)|h15|2 + 1] H
[wTaE, wlee, vRre, PV |hye | + 1] H

(36)

s.t. trace{[R;,1 —t (RT]T] +RC|)] W} > f. (pf) |hJT| |2 + 1)

trace {[Ry, — t (Rrr, +Rey) W) = 10 (P [hum, | +1)

trace {[(¢1 — v1) (Rpg + R.E + RgE)

~REIW) = = (61 = o)) (P 1l +1)

trace {[(c2 — v2) (Ru + Ret +Ree) = Roe1 W) = — (52— v2) (P Iy + 1)

[W]n,n = PR(”)/[T]n,nv
W = 0, rank(W) = 1

n=12,...,

K)
(38)

this even requires K — 4 > 1. However, in some scene,
the number of intermediate nodes N can not be big enough
to support these designs. When the shortage of intermediate
nodes happens, null-space beamforming can not be imple-
mented. We propose two modified security communication
schemes to improve applicability and practicability of the
MSSR/MMSR designs.

Noted that sz) # 0, which is because that we cannot use
null-space beamforming technology to eliminate information
leakage to [E. In order to deteriorate the channel quality of E,
it is necessary to transmit interference signals zp in Phase 2.

A new parameter has been introduced this time, g indicates
the maximal tolerable SINR of channel T; to E, i.e., Fi- <gj.
The modified scheme of MSSR scheme can be described as

max Ry,
w
1
S.t. E 10g2 (I+T1) = nRum

1

z logz (1 + FZ) > (1 - 77)Rsum

(=12

[wwl] [Tlan < PrO), =12,k 39

FIESS'/"

The subsequent deduction process is similar to that in sub-
section A of Section III. After a tedious derivation, we get
the ‘feasible-or-not” SOCP problem shown in (36), as shown
at the top of this page, where o, = 2?7 — | and B. =
22(1=mr _ 1 Then, the iteration method in Algorithm 1 can
be used to get the secrecy rate of this transmission scheme,
except that ‘feasible-or-not” SOCP problem (24) changing
into (36).

VOLUME 7, 2019

The modified
described as

scheme of MMSR scheme can be

max min (I'y, ')
w

G=12)
[wa] [Tlon < PR, n=1,2,....K (37

J .
st. g <gj,

Let f. = min (I"y, '), then problem (37) can be trans-
formed into a semi-definite programming (SDP) problem
(38), as shown at the top of this page, by using (15) and (17),
where W = ww!. The process of solving (38) is similar to
Algorithm 2 in the previous chapter, except the‘feasible-or-
not” SDP problem (29) replaced by (38).

Discussion of ¢j: As (17) shows, l"’E must be greater
than v;. To this aim, we set ¢; = v; + Avj; for some positive
value Avj;. Considering the difference of the channel T, to
E and T to [, we set Av; = «vj, where « is a real number.
As will be seen in simulations, the performance of this setting
is better than fixed value Av;.

V. SIMULATION RESULTS

In this section, we give some simulations for the proposed
MSSR, MMSR, and two modified transmission schemes. All
of the channel coefficients in simulations are randomly gen-
erated, which are complex 0-mean Gaussian random vectors
with covariance equals one as in [18], [22].

To compare the performances of different designs for Q,
we set Q) = [a;r;,bT] and 0, = [ajg,b;rg,c;r,cg] The con-
strained power of relay nodes is Pg = [6dBW, ..., 6dBW].
The range of Pr is 4dBW-9dBW. Parameters e in
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FIGURE 2. Rsym of MSSR scheme for different Q.
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+N=10,Q1
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AT +N:12,Q1
—$—-N=12Q,
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PT(dBW)

FIGURE 3. Rsym of MMSR scheme for different Q.

Algorithm 1 and &, in Algorithm 2 are both set to be 0.01,
the step size § of 1 in Algorithm 1 is 0.01, too. Fig. 2 and Fig. 3
give the simulation results of MSSR scheme and MMSR
scheme for different Q, respectively. The number of Monte
Carlo experiments is 1000 for each Pr. From the figures, one
can not difficult to find that the sum secrecy rate Ry, is better
when Q = @1, though it needs a smaller N. With the increase
of N, the difference between these two secure transmission
schemes gets smaller and smaller, eventually tends to zero.
With both a better performance and smaller N-need, we can
choose low complexity design of Q in actual use. The reason
why Q1 has a better performance than Q5 can be explained by
Theorem 1. Besides, one can not difficult to find that higher
Pr and bigger N lead to a higher Ry,;,.

Next, we verify the performances of MSSR scheme and
MMSR scheme when K > 3. In the simulations, we design
w only with Q as different Q lead to the same conclusion.
One can see from Fig. 4 that there is a very small difference
between Ry, for the two schemes. Compared with the MSSR
scheme, MMSR scheme has a much lower computational
complexity. Simulation result shows that running time of
MMSR scheme is nearly 1% of MSSR scheme, which is in
consistent with the analysis in Section III, time consumed by
MSSR scheme is nearly scaley, - ppsR.

In Fig. 5, we compare the Ry, of optimally selected J in
N intermediate nodes and randomly selected J with Q@ = Q.
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FIGURE 4. Rsym of MSSR and MMSR for Q;.
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FIGURE 5. Rsym with selected J and random J.
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FIGURE 6. Rsym of modified MMSR with different Avj.

Simulation results show that optimally selected jamming
node J can improve Ry, significantly than the case of ran-
dom selection the jamming nodes, no matter which scheme
you adopt. This is because the optimal J has a maximal |Ag |
in all of the N intermediate nodes, which can mini_mize the
information leakage to eavesdropper % log, (1 + F% .

In Fig. 6, we verify the performances of the modified
MMSR scheme with various values of Av;. One can see
from the figure that the fixed minimal real number Av; has a
lower performance of Ry, than unfixed Avj. This is because
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FIGURE 8. Rsym of modified MMSR when K > 3.

the previous settings do not take the actual difference of the
channel T to £ and T to [E into account. When Avj; is fixed,
the same A-SINR restrictions are imposed on both different
eavesdropping channels.

In Fig. 7 and Fig. 8, we verify the performances of the
modified secure transmission schemes when K is close to
3and K > 3, respectively. From the figures, one can find that
the modified scheme has a better performance of Ry, than
the MMSR scheme when N = 4. Hence, when the number
of intermediate node is not large enough for applying null-
space beamforming, one can turn to the modified schemes to
get an acceptable result. However, when K > 3, as shown
in Fig. §, it is better to adopt the MMSR scheme for its
excellent performance than the modified scheme.

VI. CONCLUSIONS AND FUTURE WORK

In this paper, we proposed two schemes to enhance the
physical-layer communication security of a two-way wireless
relay network with one eavesdropper, where the legal users
do not have a direct link but can just resort to intermediate
nodes in the system for help. To solve this secure prob-
lem, a joint relaying-and-jamming strategy has been adopted,
in which one selected intermediate node transmit jamming
signal to jam the eavesdropper, while the others intermediate
nodes adopt distributed beamforming to improve the channel
quality to legitimate users. All the intermediate nodes are
under per-node power constraints. When the number of relay

VOLUME 7, 2019

nodes is large enough to support null-space beamforming,
we proposed MSSR scheme and MMSR scheme based on
null-space beamforming. Besides, we proposed two modified
secure transmission schemes when the number of interme-
diate nodes is less abundant for the previously mentioned
null-space beamfoming. As the future work, we will consider
the impact of channel estimation errors. Besides, the security
schemes with multi-jamming nodes in multi-eve situations
will be considered.
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