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ABSTRACT We investigate the physical-layer security problems of two-way relay networks in this paper.
The whole network consists of two legitimate users and one eavesdropper, where the legal users need the help
of some intermediate nodes to exchange information. We propose joint jamming and relaying mechanism,
where a jamming node is selected from all intermediate nodes, to create interference upon eavesdropper,
while other nodes are used to relay data for two users. All intermediate nodes are subjected to per-node
power constraints. Based on null-space beamforming, we propose two different transmission schemes when
the number of relay nodes is large enough. One scheme is designed tomaximize the secrecy sum rate (MSSR)
of the network, and the other is designed to maximize the minimum secrecy rate (MMSR) between two users.
In the MMSR scheme, a series of semi-definite programming problems with a rank-1 constraint needs to be
solved. We prove that this rank-1 constraint does not affect the solutions of original problems. In addition,
we propose two modified secure transmission schemes when the number of relay nodes is less abundant.
In short, no matter how many intermediate nodes in the communication networks, one can find suitable
transmission schemes to ensure communication security.

INDEX TERMS Jamming, null-space beamforming, physical-layer security, relay, two-way networks,
wireless communication.

I. INTRODUCTION
Transmission security plays an important role in wireless net-
works, due to its openness and broadcasting characteristics of
wireless channels. In recent years, secure communication has
become more and more important with the wide application
of mobile devices. The purpose of secure communication is
to enable legitimate users successfully receiving their desired
data, while the eavesdroppers are not able to interpret them.
Physical-layer security is a complement to traditional data
encryption technology in the field of secure communica-
tion [1]. Traditional encryption technology adopted in upper
layers relies on the computing power of users. It may become
vulnerable because computing machines are becoming more
and more powerful in modern times.

Physical-layer security is based on the concept of secrecy
capacity, which was first introduced by Shannon in 1949 [2].

The associate editor coordinating the review of this manuscript and
approving it for publication was Cristina Rottondi.

The basic idea of physical-layer security is to exploit the
physical characteristics of channels to transmit messages
securely. Physical-layer security has been studied exten-
sively for several decades [3]–[8]. Most of researches in
physical-layer security concentrate on two aspects: secure
beamforming and jamming (aritificial noises). The latter is
used mainly to deteriorate the channel quality of eaves-
droppers, while the former can usually both improve the
communication quality of legitimate users and reduce infor-
mation leakage to eavesdroppers. In this paper, we focus
on the physical-layer security in two-way relay networks.
In [9]–[11], the authors proposed secure beamforming
designs for two-way relay networks. However, in [9], one
complete information transmission between legitimate users
requires three time slots, while in our paper two phases are
needed. In Phase 1, the two source nodes transmits data to
relays; in Phase 2, the relays retransmit a weighted version
of the data they heard in Phase 1 to their corresponding
destination nodes. We use the amplify-and-forward (AF)
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protocol here, while in some papers, decode-and-forward
(DF) protocol was considered [12], [13].

All of the investigations in [10], [11] based on the assump-
tion that all the relay nodes in whole communication system
under a total power constraint. The total transmitting power of
all relay nodes in the network is below a threshold value and
can be allocated freely among all relay nodes. Motivated by
these works, we consider per-node power constraints of inter-
mediate nodes in this paper. In other words, every intermedi-
ate node has its own power constraint. When the number of
intermediate nodes is abundant for null-space beamforming,
we propose two different cooperative relaying and jamming
schemes under per-node power constraints. The first one is
to maximize the secrecy sum rate (MSSR) of the whole
communication system. The second one is to maximize the
minimum secrecy rate (MMSR) between the two legal users.
Besides, the two modified transmission schemes to enhance
the security performance for less number of intermediate
nodes are presented. In [11], a multi-antenna beamforming
scheme was adopted to maximize the secrecy rate of the relay
networks. However, in some communication networks, mul-
tiple antennas are unavailable due to the size and complexity
constraints of the transmitter. In this paper, all the nodes are
equipped with a single antenna. Moreover, single-antenna
nodes and multi-node cooperation are used to construct one
virtual multi-antenna distributed system, thereby enhancing
the security performance of a relay network.

It is worth mentioning that, in the vast majority of existing
relay-and-jamming security communication works, few of
them consider the problem of insufficient number of commu-
nication nodes. This potential situation is generally ignored
when the number of antennas available is insufficient. While
in our paper, no matter how many intermediate nodes in
the communication networks, one can find suitable trans-
mission schemes to ensure communication security of the
networks.

The rest of the paper is organized as follows. In Section II,
we introduce the systemmodel of the two-way relay networks
to be studied. In Section III, based on null-space beamform-
ing, we propose two different secure transmission schemes
MSSR and MMSR when the number of relay nodes is large
enough. In Section IV, we propose two modified schemes
for a less abundant relays. Numerical results are presented
in Section V, and Section VI concludes our work.

II. SYSTEM MODEL
We consider the secure communication problem of a two-way
wireless wire-tap network. The communication system con-
sists of two legitimate users,T1 andT2, and one eavesdropper
E, as shown in Fig. 1. In the model, T1 and T2 want to
communicate with each other. However, there is no direct link
between them due to far distance or other reasons [14], [15],
they can only communicate by the aid of N intermediate
nodes. T1, T2, E, and N intermediate nodes in the whole
wireless network are all equipped with a single antenna,
which operate in a half-duplex mode.

FIGURE 1. System model of a two-way network.

One complete communication process between T1, T2
requires two consecutive phases. In Phase 1, legitimate users
T1 and T2 transmit their signals s1, s2 simultaneously, N
intermediate nodes and E can both receive the data, we nor-
malize E{|si|2} = 1 for i = 1, 2, where E(·) is the mathe-
matical expectation of a random variable. At the same time,
the jamming node J sends interference signal z1 to confuse the
eavesdropper E. The data transmission process of Phase 1 is
shown in Fig. 1 with solid line. We select a node J from all
N intermediate nodes to create intentional interference upon
E, while other K = N − 1 intermediate nodes operate in
relay mode to help T1, T2 delivering data to corresponding
destination nodes using an amplify-and-forward (AF) pro-
tocol. In what follows, hhhi,j(hi,j) represents the channel gain
between nodes i and j, where i = T1,T2,R, J and j =
R,T1,T2,E. The former lowercase bold-faced hhh denotes a
column vector and the latter represents a number. All channel
coefficients hhhi,j(hi,j) are assumed to undergo flat fading and
are quasistatic, which follow 0-mean, circularly symmetric
complex Gaussian random variables with variance equals
one [13].

Time division duplex (TDD) mode is adopted in this sys-
tem so that the channels are reciprocal [16], [17], i.e., hhhRT1 =
hhhTT1R, hhhRT2 = hhhTT2R. Superscript in hhh

T denotes the transpo-
sition of hhh. In this paper, we assume global channel state
information (CSI) is available by channel estimation technol-
ogy [18]–[21]. This assumption corresponds to the scenario
when the ‘eavesdropper’ is actually a legitimate user in the
communication network but not be allowed to get specific
information sometimes, i.e., it is not the target user. The
received signals of K relay nodes and E in Phase 1 are

yyyR =
√
PThhhT1Rs1 +

√
PThhhT2Rs2 +

√
P(1)J hhhJRz1 + nnnR, (1)

and

y(1)E =
√
PT hT1Es1 +

√
PT hT2Es2+

√
P(1)J hJEz1+n

(1)
E , (2)

where PT denotes the transmitting power of source nodes T1
and T2; P

(1)
J is the transmitting power of jamming node J in
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yT1 =
√
PThhhRT1diag{www}hhhT1Rs1 +

√
PThhhRT1diag{www}hhhT2Rs2 +

√
P(1)J hhhRT1diag{www}hhhJRz1 +

√
P(2)J hJT1z2 + n̄T1

=

√
PThhhRT1diag{hhhT1R}wwws1 +

√
PThhhRT1diag{hhhT2R}wwws2 +

√
P(1)J hhhRT1diag{hhhJR}wwwz1 +

√
P(2)J hJT1z2 + n̄T1

= aaa†1wwws1 + bbb
†
1wwws2 + ccc

†
1wwwz1 +

√
P(2)J hJT1z2 + n̄T1 , (3)

yT2 =
√
PThhhRT2diag{www}hhhT1Rs1 +

√
PThhhRT2diag{www}hhhT2Rs2 +

√
P(1)J hhhRT2diag{www}hhhJRz1 +

√
P(2)J hJT2z2 + n̄T2

=

√
PThhhRT2diag{hhhT1R}wwws1 +

√
PThhhRT2diag{hhhT2R}wwws2 +

√
P(1)J hhhRT2diag{hhhJR}wwwz1 +

√
P(2)J hJT2z2 + n̄T2

= aaa†2wwws1 + bbb
†
2wwws2 + ccc

†
2wwwz1 +

√
P(2)J hJT2z2 + n̄T2 , (4)

y(2)E =
√
PThhhREdiag{www}hhhT1Rs1 +

√
PThhhREdiag{www}hhhT2Rs2 +

√
P(1)J hhhREdiag{www}hhhJRz1 +

√
P(2)J hJEz2 + n̄

(2)
E

=

√
PThhhREdiag{hhhT1R}wwws1 +

√
PThhhREdiag{hhhT2R}wwws2 +

√
P(1)J hhhREdiag{hhhJR}wwwz1 +

√
P(2)J hJEz2 + n̄

(2)
E

= aaa†Ewwws1 + bbb
†
Ewwws2 + ccc

†
Ewwwz1 +

√
P(2)J hJEz2 + n̄

(2)
E . (5)

this phase; nnnR is the additive white Gaussian noise (AWGN)
at K relay nodes, all the elements in nnnR are assumed to be
mutually independent complex Gaussian random variables
with 0-mean and variance equals 1; n(1)E is AWGN at E in
Phase 1.

In Phase 2, K relay nodes amplify their received sig-
nal with weighting coefficients diag{www}, where www =

[w1,w2, . . . ,wK ]T and diag{·} denotes a diagonal matrix
with diagonal elements {·}. Then, their re-transmitting sig-
nal is xxxR = diag{www}yyyR. The jamming node J sends inter-
ference signal z2 at the same time to deteriorate the chan-
nel condition of E, denoted by the dotted line in Fig. 1.
The received signals at T1, T2 and E are expressed in
(3)-(5), as shown at the top of this page with aaa1 ,
√
PT diag{hhh

†
T1R
}hhh†RT1 , bbb1 ,

√
PT diag{hhh

†
T2R
}hhh†RT1 , ccc1 ,√

P(1)J diag{hhh†JR}hhh
†
RT1

, aaa2 ,
√
PT diag{hhh

†
T1R
}hhh†RT2 , bbb2 ,

√
PT diag{hhh

†
T2R
}hhh†RT2 , ccc2 ,

√
P(1)J diag{hhh†JR}hhh

†
RT2

, aaaE ,
√
PT

diag{hhh†T1R}hhh
†
RE , bbbE ,

√
PT diag{hhh

†
T2R
}hhh†RE , cccE ,

√
P(1)J

diag{hhh†JR}hhh
†
RE , n̄T1 = hhhRT1diag{www}nnnR + nT1 , n̄T2 = hhhRT2

diag{www}nnnR + nT2 , n̄
(2)
E = hhhREdiag{www}nnnR + n(2)E . Superscript

in hhh† denotes the conjugate transposition of hhh. nT1 , nT2 ,
n(2)E are AWGN at T1, T2, and E in Phase 2, respectively.
They are assumed following 0-mean random variables with
variance 1. Hence, the total power consumed by all K relay
nodes is

Pr = ‖xxxR‖2

= www†
(
PTRRRT1T1 + PTRRRT2T2 + P

(1)
J RRRJJ + σ 2III

)
www

= www†TTTwww, (6)

where RRRT1T1 , diag{hhhT1R}diag{hhh
∗
T1R
}, RRRT2T2 , diag{hhhT2R}

diag{hhh∗T2R}, RRRJJ , diag{hhhJR}diag{hhh∗JR}, hhh
∗ indicates conjuga-

tion of hhh,

TTT , PTRRRT1T1 + PTRRRT2T2 + P
(1)
J RRRJJ + σ 2III (7)

and III denoting the identity matrix. The n-th relay node’s
transmitting power can be written as

[
wwwwww†]

n,n[TTT ]n,n with
constrained power PR(n), where [AAA]n,n denotes the (n, n)-th
element of matrix AAA, and n = 1, 2, . . . ,K .

Note that T1 and T2 know their own transmitting signals
and CSI, and www can be calculated by their available CSI.
Hence, T1 and T2 can subtract the resulting self-interference
componentsaaa†1wwws1 andbbb

†
2wwws2 from (3) and (4) as in [18], [22].

After removing the self-interference components, the final
obtained information of T1, T2 are

ỹT1 = bbb†1wwws2 + ccc
†
1wwwz1 +

√
P(2)J hJT1z2 + n̄T1 , (8)

ỹT2 = aaa†2wwws1 + ccc
†
2wwwz1 +

√
P(2)J hJT2z2 + n̄T2 . (9)

Next, we propose two secure communication schemes
based on the system models in Fig. 1.

III. SECURE BEAMFORMING SCHEMES WHEN K ≥ 3
In this paper, we adopt the achievable secrecy rate as the
measure to consider the security transmission problems of
two-way relay networks, which is common in the mea-
surement of security performances in networks [23], [24].
It is worth mentioning that, secure transmission performance
measures can be total error rate of the two communication
links, the smaller end-to-end SNR of the two communication
links or the outage probability of the network, for example,
in [25]–[27].

Let I (X;Y ) be the mutual information between X and Y ,
where X is the source input, Y is the channel output at target
user or the eavesdropper. Then, the instantaneous secrecy rate
for the source node Ti can be expressed as [28]

RTi =
[
I
(
ỹTi; sj

)
− I

(
yjE ; sj

)]+
=

[
1
2
log2 (1+ 0i)−

1
2
log2

(
1+ 0jE

)]+
, (10)
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where i, j = 1, 2, i 6= j, [a]+ = max(0, a); 0i denotes the
signal to interference-plus-noise ratio (SINR) of the ‘‘virtual’’
channel Tj to Ti; 0

j
E denotes the SINR of the channel Tj to E.

The overall secrecy performance of the system is character-
ized by achievable secrecy sum rate, which is the sum of the
two sources’ secrecy rate:

Rsum = RT1 + RT2 . (11)

Assuming PT , P
(1)
J and P(2)J are fixed. Then, Rsum is a

function of weighting coefficients www. Hence, the objective is
to determinewww maximizing Rsum(www) of this wireless commu-
nication network, subjecting to per-node power constraints
PR = [PR(1),PR(2), . . . ,PR(K )], i.e.,

max
www

Rsum(www)

s.t.
[
wwwwww†

]
n,n

[TTT ]n,n ≤ PR(n), n = 1, 2, . . . ,K (12)

To obtain Rsum(www), we need to get RT1 and RT2 according
to (11). Hence, I

(
ỹTi; sj

)
and I

(
yjE ; sj

)
in (10) should be

calculated, which are given below.
According to ỹTi in (8)-(9), I

(
ỹTi; sj

)
are

I
(
ỹT1; s2

)
=

1
2
log2 (1+ 01)

=
1
2
log2

(
1+

www†RRRb1www

www†RRRc1www+ P
(2)
J

∣∣hJT1 ∣∣2 +www†RRRT1T1www+ 1

)

=
1
2
log2

(
1+

γT2,T1

γJ1,T1 + γJ2,T1 + γR,T1 + 1

)
(13)

and

I
(
ỹT2; s1

)
=

1
2
log2 (1+ 02)

=
1
2
log2

(
1+

www†RRRa2www

www†RRRc2www+ P
(2)
J

∣∣hJT2 ∣∣2 +www†RRRT2T2www+ 1

)

=
1
2
log2

(
1+

γT1,T2

γJ1,T2 + γJ2,T2 + γR,T2 + 1

)
, (14)

where RRRb1 , bbb1bbb
†
1, RRRc1 , ccc1ccc

†
1, RRRa2 , aaa2aaa

†
2, and RRRc2 ,

ccc2ccc
†
2. Note that γi,j indicates the total power consumed by

transmitting signals of channel hhhi,j. Then, γJ1,j, γJ2,j means
the total power consumed by jamming node J in Phase 1 and
Phase 2, respectively. It is not difficult to obtain that

γT2,T1 = www†RRRb1www, γJ1,T1 = www
†RRRc1www, γJ2,T1 = P(2)J

∣∣hJT1 ∣∣2 ,
γR,T1 = www†RRRT1T1www, γT1,T2 = www

†RRRa2www, γJ1,T2 = www
†RRRc2www,

γJ2,T2 = P(2)J
∣∣hJT2 ∣∣2 , γR,T2 = www†RRRT2T2www.

Hence, 0i in (10) can be described as

0i =
γTj,Ti

γJ1,Ti + γJ2,Ti + γR,Ti + 1
. (15)

Remark 1: Since bbb1 ,
√
PT diag{hhh

†
T2R
}hhh†RT1 , aaa2 ,

√
PT diag{hhh

†
T1R
}hhh†RT2 , and channels are reciprocal under the

TDD mode, we have

γT2,T1 = www
†RRRb1www = www

†RRRa2www = γT1,T2 .

This implies that the total power consumed by transmitting
data from T2 to T1 is the same as that from T1 to T2.
Next, we give the value of I

(
yjE ; sj

)
in (10). In that follows,

we consider a simple case in which eavesdropper E applies
maximal ratio combining (MRC) to its received signals in
Phase 1 and Phase 2 [29].

According to MRC, E combines the received signals by
multiplying y(1)E in (2) and y(2)E in (5) with weighting factors
k j1 and k

j
2, respectively. The combined eavesdropping signal is

yjE = k j1y
(1)
E + k

j
2y

(2)
E , (16)

where k21 =
√
PT h

†
T2E

σ 2e1,s1
, k22 =

www†bbbE
σ 2e2,s1

,k11 =
√
PT h

†
T1E

σ 2e1,s2
, k12 =

www†aaaE
σ 2e2,s2

.

σ 2
e1,sl , σ

2
e2,sl (l = 1, 2) represent the total interference and

noise terms caused by sl in y
(1)
E and y(2)E , respectively. Note

that

σ 2
e1,s1 = PT |hT1E |

2
+ P(1)J |hJE |

2
+ 1 , γT1,E + γJ1,E + 1,

σ 2
e2,s1 = www†RRRaEwww+www

†RRRcEwww+ P
(2)
J |hJE |

2
+www†RRRREwww+ 1

, γT1,R,E + γJ ,R,E + γJ2,E + γR,E + 1

σ 2
e1,s2 = PT |hT2E |

2
+ P(1)J |hJE |

2
+ 1 , γT2,E + γJ1,E + 1,

σ 2
e2,s2 = www†RRRbEwww+www

†RRRcEwww+ P
(2)
J |hJE |

2
+www†RRRREwww+ 1

, γT2,R,E + γJ ,R,E + γJ2,E + γR,E + 1,

RRRaE , aaaEaaa
†
E , RRRcE = cccEccc

†
E , RRRRE , diag{hhhRE }diag{hhh∗RE }, and

RRRbE = bbbEbbb
†
E ,

γT1,E = PT |hT1E |
2, γJ1,E = P(1)J |hJE |

2, γT1,R,E = www
†RRRaEwww,

γJ ,R,E = www†RRRcEwww, γJ2,E = P(2)J |hJE |
2, γR,E = www†RRRREwww,

γT2,E = PT |hT2E |
2, γT2,R,E = www

†RRRbEwww.

Hence, 0jE in (10) can be described as

0
j
E =

γTj,E

γTi,E + γJ1,E + 1

+
γTj,R,E

γTi,R,E + γJ ,R,E + γJ2,E + γR,E + 1

= υj +
γTj,R,E

γTi,R,E + γJ ,R,E + γJ2,E + γR,E + 1
. (17)

where i, j = 1, 2, i 6= j. Since CSI of E is available, we can
design www in the null space of aaa†E and bbb†E to completely elim-
inate information leakage to eavesdropper according to (5).
Let aaa†Ewww = bbb†Ewww = 0, www = QQQ⊥vvv, where QQQ ,

[
aaa†E ;bbb

†
E

]
, and

QQQ⊥ is the projection matrix onto the null space ofQQQ. Clearly,
the columns ofQQQ⊥ constitute an orthogonal basis for the null
space of QQQ, and vvv is any K − 2 column vector. Note that
this design leads to zero information leakage to E in Phase 2.
Hence, it is not necessary to send z2 in this phase. To this aim,
we can set P(2)J = 0. Consequently, 01 and 02 in (15) can be
simplified as

0i =
γTj,Ti

γJ1,Ti + γR,Ti + 1
, (18)
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and 0jE in (17) can be simplified as 0jE = υj. Thus, I
(
yjE ; sj

)
in (10) is a constant.
Remark 2: Observing (3) and (4), to eliminate the interfer-

ence to T1 and T2 by z1, we can further design www in the null
space of ccc†1 and ccc

†
2, i.e.,

ccc†1www = ccc
†
2www = 0.

With all the above designs of www, we have

www = HHH⊥vvv1,

where HHH ,
[
aaa†E ;bbb

†
E ;ccc

†
1;ccc

†
2

]
, vvv1 is any K − 4 column vec-

tor. This design needs more intermediate nodes for K must
satisfying K > 4. More number requirement means more
complexity of the whole communication system. Simulation
results show that this design leads to no improvement of
secure performance, we shall prove this phenomenon in later
content.

A Simple Selection Criteria of Optimal J: With the previ-
ous consideration and discussion, we have

0
j
E = υj =

PT |hTjE |
2

PT |hTiE |2 + P
(1)
J |hJE |

2 + 1
. (19)

To minimize the information leakage to eavesdropper E,
we should select a jamming node J by maximizing |hJE |. The
specific implementation process is as follows: we compare
N channel coefficients from every intermediate node to E to
find the biggest one. The node corresponding to themaximum
coefficient is the optimal J. Once J is determined, all other
channel coefficients are determined accordingly.

According to (11) and (10), the achievable secrecy sum rate
of two-way wireless relay network in Fig. 1 is

Rsum(www) =
1
2
log2

(
1+ 01
1+ υ2

)
+

1
2
log2

(
1+ 02
1+ υ1

)
. (20)

Although the eavesdropper’s mutual information is a constant
υi, this secrecy sum rate is still a product of two correlated
generalized Rayleigh quotient problems and thus difficult to
be solved. Recall that the design www = QQQ⊥vvv needs K − 2 for
K is a positive integer. Next, we will propose two different
solvable schemes to guarantee the secure communication of
the two-way relay network when K − 2 ≥ 1.

A. MAXIMIZE SUM SECRECY RATE (MSSR)
The objective function of (20) is non-convex, we resort
to an alternative method which is called ‘‘rate-split’’ [30]
to solve this problem. The optimization problem can be
formulated as

max
www

Rsum

s.t. RT1 =
1
2
log2

(
1+ 01
1+ υ2

)
≥ ηRsum (21a)

RT2 =
1
2
log2

(
1+ 02
1+ υ1

)
≥ (1− η)Rsum (21b)

www = QQQ⊥vvv (21c)[
wwwwww†

]
n,n

[TTT ]n,n ≤ PR(n), n = 1, . . . ,K , (21d)

where η is the rate-split parameter, 0 ≤ η ≤ 1. For any given
η, the constraints (21a) (21b) impose a rate-split between
two legitimate users T1 and T2; (21c) eliminates information
leakage to E in Phase 2; (21d) represents the power con-
straints on each relay node.

The whole process consists of two parts. For the first part,
η is changed from 0 to 1. By solving (21) under each fixed
value of η(k), we can get a series of Rsum(η(k)) with η =
[0, δ, 2δ, . . . , 1], where δ is an extremely small positive real
number. For the second part, we do one-dimensional com-
parison in all Rsum(η(k)) to find out the maximum Rsum(ηo)
under the optimal rate-split scheme ηo.
Next, we obtain Rsum(η(k)). Set Rsum to a fixed value r

under η(k), substituting 01 and 02 into (21), we get

max
www

r

s.t. 01 =
www†RRRb1www

www†RRRc1www+www†RRRT1T1www+ 1
≥ α1 (22a)

02 =
www†RRRb1www

www†RRRc2www+www†RRRT2T2www+ 1
≥ α2 (22b)

www = QQQ⊥vvv (22c)[
wwwwww†

]
n,n

[TTT ]n,n ≤ PR(n), n = 1, . . . ,K , (22d)

where α1 = 22ηr (1+ υ2) − 1, α2 = 22(1−η)r (1+ υ1) − 1.
The reason for replacing www†RRRa2www with www†RRRb1www in (22b) has
been explained in Remark 1.
Then we substitute the third constraint (22c) into other

three constraints (22a), (22b), and (22d). After some tedious
derivation, we have

max
vvv

r

s.t.
∣∣∣vvv†QQQ†

⊥
bbb1
∣∣∣ ≥ √α1 ∥∥∥[vvv†QQQ†

⊥

√
RRRT1T1 ,vvv

†QQQ†
⊥
ccc1, 1

]∥∥∥∣∣∣vvv†QQQ†
⊥
bbb1
∣∣∣ ≥ √α2 ∥∥∥[vvv†QQQ†

⊥

√
RRRT2T2 ,vvv

†QQQ†
⊥
ccc2, 1

]∥∥∥∣∣∣QQQ(n)
⊥
vvv
∣∣∣ ≤ √PR(n)/ [TTT ]n,n, (23)

where |·| is the absolute value of a complex scalar, ‖·‖means
the Frobenius norm of a vector/matrix. Clearly, this is a
standard second order convex cone programming (SOCP)
problem.

To obtain Rsum(η(k)), we turn to the following algorithm
based on a bisection method for r , where r is a fixed value of
Rsum within a iteration. Assume that rlow < r < rup, where
rlow and rup are the lower and upper limits of r , respectively.
We solve the ‘feasible-or-not’ problem (24) for the given
value of r in this interval. If this problem is feasible, which
indicating that r hasn’t reached the maximum rate under η(k),
then we can increase the value of r , replace rlow with r to
obtain a new lower bound and replace r with (r + rup)/2; if it
is infeasible, which indicating r has exceeded the maximum
rate of the two-way communication network, then the value
of r should be decreased, we replace rup with r to obtain
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Algorithm 1 Iterative Algorithm for MSSR Scheme
Input: hhhi,j, PT , PR, ε, η(ε is a minimal positive real number).
Output: Rsum(η(k)), ultimately get Rsum(ηo)
Initialize η(0) = 0, k = 1;
while η(k) < 1 do
initialize rlow = 0, rup = rmax ;
repeat
For the given value of r = 1

2 (rlow + rup), solving
‘feasible-or-not’ problem (24) by CVX (a package for
specifying and solving convex programs) [31], [32];
If (24) is feasible, we set rlow = r , otherwise, set
rup = r ;

until rup − rlow ≤ ε
Calculate Rsum(η(k)) with the obtained vvv;
k = k + 1, η(k) = η(k − 1)+ δ (δ is step size for η);

end while
Compare all the Rsum(η(k)), find maximum Rsum(ηo).

a new upper bound and replace r with (rlow + r)/2. Next,
we solve problem (24) with the new value of r , this process is
repeated over and over again until the value of r is no longer
increasing. Through this iteration, we can converge to the
maximum value of r under the rate split scheme η(k). The
whole iteration method is shown in Algorithm 1.

Find vvv

s.t.the same as (23) (24)

For the proposed MSSR scheme, we have the following
result.
Theorem 1: Let WWW 1 and WWW 2 be the sets of www satisfying

all the constraints in (21a)-(21d) and www = QQQ⊥vvv in WWW 1,
www = HHH⊥vvv1 in WWW 2, respectively, where QQQ =

[
aaa†E ;bbb

†
E

]
and HHH =

[
aaa†E ;bbb

†
E ;ccc

†
1;ccc

†
2

]
. Let R∗sum,1 and R∗sum,2 denote

the optimal summation rate under WWW 1 and WWW 2. Then, we
have

R∗sum,1 ≥ R
∗

sum,2.

Proof: As we design www in the null space of aaa†E and
bbb†E to completely eliminate information leakage to eaves-
dropper E, the eavesdropper can only obtain information
from Phase 1. Hence, either the constraint www = HHH⊥vvv1 is
added or not, 0i is the same as (18), the expression of R∗sum
is always (20). As www = HHH⊥vvv1 is an additional constraint, we
have

W2 ⊆ W1.

For R∗sum,2, it has the same expression of the objective func-
tion but has less alternative www. Hence, R∗sum,1 ≥ R∗sum,2. This
completes the proof of the theorem.

Theorem 1 shows that the design of www leading to no
improvement of secure performance of system. The exper-
imental results also validate this conclusion. Note that the

computation load of theMSSR scheme is heavy. For each dif-
ferent channel, to get the final Rsum, we need to solve problem
(24) many many times. Assume that the time consumed for
program solving ‘feasible-or-not’ problem (24) to run once is
tbase, the total time required to get Rsum is scaler ·scaleη · tbase,
where scaleη ≈ 1/δ, scaler ∝ log2(rmax). Next, we propose
a reduced-complexity secure scheme to improve the system’s
security performance.

B. MAXIMIZE MINIMUM SECRECY RATE (MMSR)
From (11), we can see that the two-way relay communication
system can be decoupled into 2 one-way channels. Hence,
it is possible to find www that maximizes the lower secrecy rate
between RT1 and RT2 . To this end, we consider the following
objective function

max
www

min(RT1 ,RT2 )

s.t. www = QQQ⊥vvv[
wwwwww†

]
n,n

[TTT ]n,n ≤ PR(n), n = 1, 2, . . . ,K (25)

where RTi is in the form of (10) with0i in (18) and0
j
E in (19).

Furtherly, considering the monotonicity of logarithmic
function, (25) can be simplified as

max
www

min
(
1+ 01
1+ υ2

,
1+ 02
1+ υ1

)
s.t. www = QQQ⊥vvv[

wwwwww†
]
n,n

[TTT ]n,n ≤ PR(n), n = 1, 2, . . . ,K (26)

However, (26) is a non-convex problem, we can not solve it
efficiently. If we let

t = min
(
1+ 01
1+ υ2

,
1+ 02
1+ υ1

)
,

then (26) can be converted into a convex problem as

max
www

t

s.t. 01 ≥ t(1+ υ2)− 1 , αa

02 ≥ t(1+ υ1)− 1 , αb

www = QQQ⊥vvv[
wwwwww†

]
n,n

[TTT ]n,n ≤ PR(n), n = 1, . . . ,K (27)

Therefore, the problem can be solved by the convex optimiza-
tion theory. Recall that

01 =
www†RRRb1www

www†RRRT1T1www+www†RRRc1www+ 1
,

υ2 =
PT |hT2E |

2

PT |hT1E |2 + P
(1)
J |hJE |

2 + 1
,

02 =
www†RRRb1www

www†RRRT2T2www+www†RRRc2www+ 1
,

υ1 =
PT |hT1E |

2

PT |hT2E |2 + P
(1)
J |hJE |

2 + 1
.
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Algorithm 2 Iterative Algorithm for MMSR Scheme
Input: hhhi,j, PT , PR, εt (εt is a minimal positive real number).
Output: VVV , ultimately get Rsum

Initialize tlow = 0, tup = tmax ;
repeat
For the given value of t = 1

2 (tlow+ tup), solving problem
(29) with t by CVX toolbox;
If it is feasible, set tlow = t , otherwise, set tup = t;

until tup − tlow ≤ εt
CalculateRsum by using formulas (18), (19), (10), (11) with
the obtained VVV .

Hence, (27) can be finally transformed into a semi-definite
programming (SDP) problem as

max
VVV

t

s.t. trace
(
R̄̄R̄Rb1VVV

)
≥ αa

{
trace

[(
R̄̄R̄RT1T1 + R̄̄R̄Rc1

)
VVV
]
+ 1

}
trace

(
R̄̄R̄Rb1VVV

)
≥ αb

{
trace

[(
R̄̄R̄RT2T2 + R̄̄R̄Rc2

)
VVV
]
+ 1

}[
QQQ⊥VVVQQQ

†
⊥

]
n,n

[TTT ]n,n ≤ PR(n), n = 1, 2, . . . ,K

VVV < 0, rank(VVV ) = 1 (28)

where trace(AAA) is the trace of matrix AAA, VVV = vvvvvv†, R̄̄R̄Rb1 =
QQQ†
⊥
RRRb1QQQ⊥, R̄̄R̄RT1T1 = QQQ

†
⊥
RRRT1T1QQQ⊥, R̄̄R̄Rc1 = QQQ

†
⊥
RRRc1QQQ⊥, R̄̄R̄RT2T2 =

QQQ†
⊥
RRRT2T2QQQ⊥, R̄̄R̄Rc2 = QQQ†

⊥
RRRc2QQQ⊥. Note that rank(VVV ) = 1 and

VVV constrained to be a symmetric positive semidefinite matrix
expressed asV < 0. Hence, (28) is still a non-convex problem
because of its non-convex constraint rank(VVV ) = 1. As will
prove later, the dropping-operation does not affect the results.
Based on this, the rank-1 constraint can be dropped for conve-
nience of obtaining the relaxed version of problem (28). Then,
the so-obtained semi-definite relaxed (SDR) problem can be
efficiently solved by using the bisection method. To find the
maximal t iteratively, the ‘feasible-or-not’ problem (29) is
introduced, as shown in Algorithm 2.

Find VVV

s.t. trace
(
R̄̄R̄Rb1VVV

)
≥ αa

{
trace

[(
R̄̄R̄RT1T1 + R̄̄R̄Rc1

)
VVV
]
+ 1

}
trace

(
R̄̄R̄Rb1VVV

)
≥ αa

{
trace

[(
R̄̄R̄RT2T2 + R̄̄R̄Rc2

)
VVV
]
+ 1

}[
QQQ⊥VVVQQQ

†
⊥

]
n,n

[TTT ]n,n ≤ PR(n), n = 1, · · · ,K

VVV < 0. (29)

If VVV obtained from Algorithm 2 is of rank one, there is
nothing more to do, we rewrite it directly as VVV = vvvvvv†, vvv will
be a feasible-and-optimal solution of problem (28).
Theorem 2: The solution of (29) must be rank-one.
Proof: For (29), let us first write out its Lagrangian

function (30), as shown at the bottom of this page, where λ,µ,

ζζζ = [ζ1, ζ2, . . . , ζK ] is the Lagrangian dual variables for its
first three constraints, respectively. And ZZZ is the Lagrangian
dual variable for the constraint VVV < 0. Let ∂L

∂VVV = 0, then the
corresponding KKT conditions are

ZZZ = λαaR̄̄R̄RT1T1+µαbR̄̄R̄RT2T2+diag(ζζζ )− (λ+ µ)R̄̄R̄Rb1 (31)

ZZZVVV = 0 (32)

VVV < 0,ZZZ < 0, λ ≥ 0, µ ≥ 0, ζi ≥ 0, i = 1, 2, . . . ,K .

(33)

The key to showing the rank-one structure of VVV lies in (31).
Let

BBB = λαaR̄̄R̄RT1T1 + µαbR̄̄R̄RT2T2 + diag(ζζζ ).

Note that R̄̄R̄RT1T1 , R̄̄R̄RT2T2 , diag(ζζζ ) are all positive semidefinite
matrix, then BBB is positive definite, and thus has full rank.
By denoting BBB1/2 as a positive definite square root of BBB,
we have

rank(ZZZ ) = rank
(
BBB−1/2ZZZBBB−1/2

)
= rank

(
III−(λ+µ)

(
BBB−1/2H̄HH

†
⊥bbb1

) (
BBB−1/2H̄HH

†
⊥bbb1

)†)
≥ K − 3. (34)

Note that ZZZ is a (K − 2)× (K − 2) matrix. Hence,

rank(ZZZ ) ≤ K − 2,

which means

rank(ZZZ ) = K − 3 or K − 2.

For rank(ZZZ ) = K − 2, (32) can only be satisfied by VVV = 000,
it is not a applicable solution of VVV .
For rank(ZZZ ) = K − 3, (32) is achieved only whenVVV lies in

the nullspace ofZZZ , the dimension of which is one. This means
that any optimal VVV must be of rank one.

Assume that the time consumed for program solving
‘feasible-or-not’ problem (29) to run once is t1base, the total
time required is scalet · t1base, where scalet ∝ log2(tmax),
which means MMSR scheme taking just about a small per-
centage of the time ofMSSR scheme. As can be seen from the
previous content, time consumed by MSSR scheme is nearly
scaleη · tMMSR, where tMMSR denotes the time consumed by
using the MMSR scheme.

IV. MODIFIED SECURE TRANSMISSION
SCHEMES WHEN K < 3
As discussed above, to completely eliminate information
leakage to E in Phase 2, we design aaa†Ewww = bbb†Ewww = 0, which
requires K − 2 ≥ 1. If we further design ccc†1www = ccc†2www = 0 to
eliminate the interference to T1, T2 by jamming signal z1,

L (VVV ,ZZZ ) = t − λ
{
trace

[(
αaR̄̄R̄RT1T1 − R̄̄R̄Rb1

)
VVV
]
+ αa

}
− µ

{
trace

[(
αbR̄̄R̄RT2T2 − R̄̄R̄Rb1

)
VVV
]
+ αb

}
(30)

−

K∑
i=1

ζi

[(
H̄HH⊥VVVH̄HH

†
⊥

)
i,i
− PR(i)/[TTT ]i,i

]
+ trace (VZVZVZ )
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Find www

s.t.
∣∣∣www†bbb1

∣∣∣ ≥ √αc ∥∥∥∥[www†√RRRT1T1 ,www†ccc1,
√
P(2)J |hJT1 |

2 + 1
]∥∥∥∥∣∣∣www†bbb1

∣∣∣ ≥ √βc ∥∥∥∥[www†√RRRT2T2 ,www†ccc2,
√
P(2)J |hJT2 |

2 + 1
]∥∥∥∥∣∣∣www†aaaE

∣∣∣ ≤ √ς1 − υ1 ∥∥∥∥[www†bbbE ,www†cccE ,
√
RRRRE ,

√
P(2)J |hJE |

2 + 1
]∥∥∥∥∣∣∣www†bbbE

∣∣∣ ≤ √ς2 − υ2 ∥∥∥∥[www†aaaE ,www†cccE ,
√
RRRRE ,

√
P(2)J |hJE |

2 + 1
]∥∥∥∥

www(n) ≤
√
PR(n)/ [TTT ]n,n (36)

FindWWW

s.t. trace
{[
RRRb1 − tc

(
RRRT1T1 +RRRc1

)]
WWW
}
≥ tc

(
P(2)J

∣∣hJT1 ∣∣2 + 1
)

trace
{[
RRRb1 − t

(
RRRT2T2 +RRRc2

)]
WWW
}
≥ tc

(
P(2)J

∣∣hJT2 ∣∣2 + 1
)

trace {[(ς1 − υ1) (RRRbE +RRRcE +RRRRE )−RRRaE ]WWW } ≥ − (ς1 − υ1)
(
P(2)J |hJE |

2
+ 1

)
trace {[(ς2 − υ2) (RRRaE +RRRcE +RRRRE )−RRRbE ]WWW } ≥ − (ς2 − υ2)

(
P(2)J |hJE |

2
+ 1

)
[WWW ]n,n ≤ PR(n)/[TTT ]n,n, (n = 1, 2, . . . ,K )

WWW < 0, rank(WWW ) = 1 (38)

this even requires K − 4 ≥ 1. However, in some scene,
the number of intermediate nodes N can not be big enough
to support these designs. When the shortage of intermediate
nodes happens, null-space beamforming can not be imple-
mented. We propose two modified security communication
schemes to improve applicability and practicability of the
MSSR/MMSR designs.

Noted that P(2)J 6= 0, which is because that we cannot use
null-space beamforming technology to eliminate information
leakage to E. In order to deteriorate the channel quality of E,
it is necessary to transmit interference signals z2 in Phase 2.
A new parameter has been introduced this time, ςj indicates

the maximal tolerable SINR of channel Tj to E, i.e., 0
j
E ≤ ςj.

The modified scheme of MSSR scheme can be described as

max
www

Rsum

s.t.
1
2
log2 (1+ 01) ≥ ηRsum

1
2
log2 (1+ 02) ≥ (1− η)Rsum

0
j
E ≤ ςj, (j = 1, 2)[
wwwwww†

]
n,n

[TTT ]n,n ≤ PR(n), n = 1, 2, . . . ,K (35)

The subsequent deduction process is similar to that in sub-
section A of Section III. After a tedious derivation, we get
the ‘feasible-or-not’ SOCP problem shown in (36), as shown
at the top of this page, where αc = 22ηr − 1 and βc =
22(1−η)r − 1. Then, the iteration method in Algorithm 1 can
be used to get the secrecy rate of this transmission scheme,
except that ‘feasible-or-not’ SOCP problem (24) changing
into (36).

The modified scheme of MMSR scheme can be
described as

max
www

min (01, 02)

s.t. 0jE ≤ ςj, (j = 1, 2)[
wwwwww†

]
n,n

[TTT ]n,n ≤ PR(n), n = 1, 2, . . . ,K (37)

Let tc = min (01, 02), then problem (37) can be trans-
formed into a semi-definite programming (SDP) problem
(38), as shown at the top of this page, by using (15) and (17),
where WWW = wwwwww†. The process of solving (38) is similar to
Algorithm 2 in the previous chapter, except the‘feasible-or-
not’ SDP problem (29) replaced by (38).

Discussion of ςj: As (17) shows, 0jE must be greater
than υj. To this aim, we set ςj = υj +1υj for some positive
value 1υj. Considering the difference of the channel T1 to
E and T2 to E, we set 1υj = κυj, where κ is a real number.
As will be seen in simulations, the performance of this setting
is better than fixed value 1υj.

V. SIMULATION RESULTS
In this section, we give some simulations for the proposed
MSSR, MMSR, and two modified transmission schemes. All
of the channel coefficients in simulations are randomly gen-
erated, which are complex 0-mean Gaussian random vectors
with covariance equals one as in [18], [22].

To compare the performances of different designs for QQQ,
we set QQQ1 =

[
aaa†E ;bbb

†
E

]
and QQQ2 =

[
aaa†E ;bbb

†
E ;ccc

†
1;ccc

†
2

]
. The con-

strained power of relay nodes is PR = [6dBW, . . . , 6dBW].
The range of PT is 4dBW–9dBW. Parameters ε in

VOLUME 7, 2019 50155



M. Luo et al.: Secure Transmission Schemes for Two-Way Relay Networks

FIGURE 2. Rsum of MSSR scheme for different QQQ.

FIGURE 3. Rsum of MMSR scheme for different QQQ.

Algorithm 1 and εt in Algorithm 2 are both set to be 0.01,
the step size δ of η in Algorithm 1 is 0.01, too. Fig. 2 and Fig. 3
give the simulation results of MSSR scheme and MMSR
scheme for different QQQ, respectively. The number of Monte
Carlo experiments is 1000 for each PT . From the figures, one
can not difficult to find that the sum secrecy rate Rsum is better
whenQQQ = QQQ1, though it needs a smaller N . With the increase
of N , the difference between these two secure transmission
schemes gets smaller and smaller, eventually tends to zero.
With both a better performance and smaller N -need, we can
choose low complexity design ofQQQ1 in actual use. The reason
whyQQQ1 has a better performance thanQQQ2 can be explained by
Theorem 1. Besides, one can not difficult to find that higher
PT and bigger N lead to a higher Rsum.

Next, we verify the performances of MSSR scheme and
MMSR scheme when K ≥ 3. In the simulations, we design
www only with QQQ1 as different QQQ lead to the same conclusion.
One can see from Fig. 4 that there is a very small difference
betweenRsum for the two schemes. Compared with theMSSR
scheme, MMSR scheme has a much lower computational
complexity. Simulation result shows that running time of
MMSR scheme is nearly 1% of MSSR scheme, which is in
consistent with the analysis in Section III, time consumed by
MSSR scheme is nearly scaleη · tMMSR.

In Fig. 5, we compare the Rsum of optimally selected J in
N intermediate nodes and randomly selected J withQQQ = QQQ1.

FIGURE 4. Rsum of MSSR and MMSR for QQQ1.

FIGURE 5. Rsum with selected J and random J.

FIGURE 6. Rsum of modified MMSR with different 1υj .

Simulation results show that optimally selected jamming
node J can improve Rsum significantly than the case of ran-
dom selection the jamming nodes, no matter which scheme
you adopt. This is because the optimal J has a maximal |hJE |
in all of the N intermediate nodes, which can minimize the
information leakage to eavesdropper 1

2 log2
(
1+ 0jE

)
.

In Fig. 6, we verify the performances of the modified
MMSR scheme with various values of 1υj. One can see
from the figure that the fixed minimal real number1υj has a
lower performance of Rsum than unfixed1υj. This is because
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FIGURE 7. Rsum of modified MMSR when K close to 3.

FIGURE 8. Rsum of modified MMSR when K � 3.

the previous settings do not take the actual difference of the
channel T1 to E and T2 to E into account. When1υj is fixed,
the same 1-SINR restrictions are imposed on both different
eavesdropping channels.

In Fig. 7 and Fig. 8, we verify the performances of the
modified secure transmission schemes when K is close to
3 andK � 3, respectively. From the figures, one can find that
the modified scheme has a better performance of Rsum than
the MMSR scheme when N = 4. Hence, when the number
of intermediate node is not large enough for applying null-
space beamforming, one can turn to the modified schemes to
get an acceptable result. However, when K � 3, as shown
in Fig. 8, it is better to adopt the MMSR scheme for its
excellent performance than the modified scheme.

VI. CONCLUSIONS AND FUTURE WORK
In this paper, we proposed two schemes to enhance the
physical-layer communication security of a two-way wireless
relay network with one eavesdropper, where the legal users
do not have a direct link but can just resort to intermediate
nodes in the system for help. To solve this secure prob-
lem, a joint relaying-and-jamming strategy has been adopted,
in which one selected intermediate node transmit jamming
signal to jam the eavesdropper, while the others intermediate
nodes adopt distributed beamforming to improve the channel
quality to legitimate users. All the intermediate nodes are
under per-node power constraints. When the number of relay

nodes is large enough to support null-space beamforming,
we proposed MSSR scheme and MMSR scheme based on
null-space beamforming. Besides, we proposed twomodified
secure transmission schemes when the number of interme-
diate nodes is less abundant for the previously mentioned
null-space beamfoming. As the future work, we will consider
the impact of channel estimation errors. Besides, the security
schemes with multi-jamming nodes in multi-eve situations
will be considered.
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