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ABSTRACT Private comparison allows n(n > 2) participants who do not trust each other to compare whether
their secret data are the same, without leaking the secret data of their own. Quantum private comparison
(QPC) uses quantum mechanics to accomplish the comparison. In this paper, we present a simple and
effective method which can design QPC protocols based on multi-particle entangled states including the
genuinely entangled five-qubit state, the generalized Brown state, the genuine six-qubit entangled state, etc.
We take the Bell state and the genuinely entangled five-qubit state as examples, respectively, to present two
QPC protocols, where a semi-honest third party who assists two participants in implementing the protocols
is assumed. A key feature of our protocols is that quantum states are prepared by two participants rather
than by the third party, which effectively prevents the third party from preparing fake quantum states, thus
improving the security of the protocols. In addition, we use the entanglement properties of multi-particle
entangled states and collaborative computing between participants for privacy protection, and we use QKD
to ensure the security of the cooperative computing when two participants are in different locations. We show
that the security of our protocols towards both outsider and insider attacks can be guaranteed.

INDEX TERMS Information security, quantum cryptography, quantum private comparison, quantum

entanglement, quantum computing.

I. INTRODUCTION

Information security is a major concern in a lot of information
transactions. A familiar example is provided by the transac-
tions between web search engines and their users. With the
development of information technology, the threat events of
information security often happen, which has triggered an
enormous demand for secure communication [1]. Quantum
cryptography is widely thought to offer unconditional secu-
rity in the communication between two or more parties, which
has received considerable attention and great progress has
been achieved in both theory and practice [2]-[4].

Quantum cryptography differs from conventional cryptog-
raphy in that security is based on the properties of quantum
mechanics (e.g. quantum non-cloning theorem and Heisen-
berg’s uncertainty principle) rather than computational com-
plexity [2]. Quantum key distribution (QKD), which allows
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two parties to share a common secret key or a secret key
sequence for cryptographic purposes, is arguably the most
extensive and in-depth research direction in the field of quan-
tum communication [2]. In addition to QKD, other technolo-
gies of quantum communication like quantum secure direct
communication (QSDC), quantum teleportation (QT) and
quantum secret sharing (QSS), have also drawn great interest
from academic community.

Entanglement plays an extremely important role in the field
of quantum information processing (QIP) including quantum
cryptography, quantum computing and networked quantum
communication [5]-[12]. The rapid progress in theory and
experiment of QIP based on entanglement has been reflected
by a number of successful demonstrations in the past two
decades. In the field of entanglement, the ability to create and
fully control multi-particle entangled states is of significant
importance to QIP, which is, however, a great challenge. Nev-
ertheless, after decades of development, great achievements
have been made in this field [6], [7].
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Multi-particle entangled states are extensively used to
design quantum cryptography protocols, such as QKD pro-
tocols, QSS protocols, etc [2]. As an important branch of
quantum cryptography, quantum private comparison (QPC),
is no exception. QPC allows n(n > 2) participants who do
not trust each other to compare whether their secret data
are the same while maintaining the privacy of their data, in
which some principles of quantum mechanics are used (e.g.
quantum non-cloning theorem and Heisenberg’s uncertainty
principle). Most of the existing QPC protocols use multi-
particle entangled states as information carriers [13], such as
protocols based on bi-partite entangled states [14] (e.g. the
Bell state) and other multi-particle entangled states including
the GHZ state [15], [16], the x-type state [17]-[19], the
W state [20], [21], the highly entangled six-qubit genuine
state [22] and the d-level cat state [23] etc. In most of the
previous protocols, the quantum states are prepared by a
third party (conventionally called TP), who is responsible
for taking part or all of the particles out and sending them
to the participants. Subsequently, TP and participants com-
plete the private comparison through quantum measurements,
calculations and communications, in which case, however,
the security of the protocol is challenging because TP may be
misbehaving [24]. For example, TP can prepare fake quantum
states or employ entanglement-measurement attack so as to
steal the secret data of the participants. In order to resist these
attacks, additional means must be adopted, such as the data
encryption with the keys generated by QKD, which however,
greatly reduces the efficiency of the protocol.

The preparation of quantum states, communication
between participants, security checking and quantum mea-
surement are necessary in QPC protocols. In order to com-
plete these processes, corresponding quantum devices are
needed. The purpose of quantum measurement is to extract
the information carried by quantum states or generate keys
among participants. In addition to quantum measurement,
most of the QPC protocols employ other kinds of quantum
technologies, such as entanglement swapping and unitary
operations, all of which require additional quantum devices.
However, the addition of these devices inevitably increases
the difficulty of the implementation of the protocol, which
leads to the decrease of the efficiency. Therefore, considering
how to ensure the security and efficiency of the protocol
while reducing the consumption of quantum devices has
always been a great challenge. One of the best scenarios is
that the protocol only uses measurement technology without
additional technologies. However, only a few protocols meet
this requirement so far. The purpose of security checking is to
detect whether there are eavesdroppers in quantum channels.
At present, there are mainly two kinds of security check-
ing methods, one is the use of decoy photons for security
checking, the other is to prepare some additional entangled
states and use their entanglement properties for security
checking [22], [23]. The former is preferred in terms of the
consumption of measurement devices and the difficulty of
preparation and manipulation of quantum states, because the
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difficulty of preparing and measuring single-particle states
are lower than those of preparing and measuring entangled
states with current technology. For these reasons, most of the
QPC protocols use the former for security checking rather
than the latter [22], [23].

In view of the problems mentioned above, in this Letter,
we present a simple and effective method which uses sev-
eral multi-particle entangled states to design QPC protocols,
including the Bell state, the genuinely entangled five-qubit
state, and the generalized Brown state etc. In fact, different
quantum devices and techniques may be required to prepare
different multi-particle entangled states. However, in reality,
Alice and Bob are unlikely to have all the devices and tech-
niques. That is to say, the devices and techniques they own
can only be satisfied with the preparation of one or several
multi-particle entangled states, in which case, it makes sense
to study how to use our proposed method to design QPC
protocols based on more multi-particle entangled states. For
the sake of introducing our method, we would only like to take
the Bell state and the genuinely entangled five-qubit state as
examples and present two QPC protocols, respectively. Com-
pared with most of the previous protocols, our protocols have
the following advantages (we make a comparison between
our protocols and some previous protocols in Table 1, and
note that QKD is only needed when two participants are in
different locations): First, our protocols use the entanglement
properties of multi-particle entangled states and collaborative
computation between participants for data encryption, such
that QKD is not needed when two participants are in the
same location. Second, our protocols do not use any quantum
technologies mentioned above except measurement, hence
no additional devices are required. Third, the quantum states
are prepared by participants rather than by TP, which nat-
urally resists TP’s attacks mentioned above. (The original
intention of QPC is that the participants want to achieve the
purpose of comparison, in which case the participants will
not prepare fake quantum states. Even if they do, they not
only disrupt the protocol process, but also fail to steal the
secret data from others). The rest of this Letter is structured
as follows. In Sec.2, we briefly review the QPC protocols.
In Sec.3, we present two QPC protocols based on Bell states
and genuinely entangled five-qubit states, respectively. Sub-
sequently, we devote Sec.4 to point out the main differences
between them, and introduce some other multi-particle entan-
gled states including the generalized Brown state, the cluster
state, the x-type state, the genuine six-qubit entangled state
and the highly entangled six-qubit genuine state, all of which
are also showed to be valid for designing QPC protocols by
using the method presented in this Letter. We end up this
Letter with some conclusions in Sec.5.

Il. A BRIEF REVIEW ON THE QPC PROTOCOLS

Private comparison, originated from the millionaires’ prob-
lem [25], aims to judge whether the secret data of n(n > 2)
mutually distrustful parties are equal or not without disclos-
ing their respective data to each other. Quantum private com-
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parison (QPC), which achieve the purpose of the comparison
by using the principle of quantum mechanics, has attracted
wide attention in recent years. Most of the QPC protocols
introduce a third party (conventionally called TP), who help
the participants complete the comparison task. From the point
of view of quantum resource consumption and the security of
the QPC protocols, the introduction of TP can usually save
a lot of quantum resources and improve the security of the
protocol [13], [24]. The reliability of TP is generally assumed
to be semi-honest, that is, she executes the processes of the
protocol loyally, but she is allowed to steal the secret data of
the participants with any possible means without conspiring
with any dishonest participants [13]. Generally, a QPC proto-
col should satisfy two conditions: (1) Fairness: all parties get
the comparison result simultaneously, in no particular order.
(2) Security: the secret data of each participant is confidential
and unavailable to both other parties and TP. In addition,
external attackers cannot steal the comparison result and the
data of the participants.

In a QPC procol, TP is usually responsible for preparing
quantum states and sending part or all of the particles to
the participants, then participating in measurements, calcu-
lations, recording and publishing the results. There are two
main opportunities for TP to steal the participants’ secret data
(i.e. TP’s attacks). One is that he can prepare fake quantum
states in the process of preparing quantum states. The other is
that when he participates in the computations in the protocol,
he can record the results of intermediate computations and try
to deduce the secret data of the participants from these results.
For the first attack, the existing protocols usually adopt the
following two defensive measures: one is to prepare addi-
tional quantum entangled states, and use their entanglement
correlations to verify the authenticity of the quantum states
prepared by TP; the other is to encrypt the participants’ secret
data with the keys generated by QKD. For the second attack,
the existing protocols also have two defensive measures: one
is to use the entanglement correlations of the entangled states
adopted in the protocol; the other is to use the keys generated
by QKD to encrypt the participants’ secret data, in which
the keys are usually generated at the same time as the keys
mentioned above. In general, TP can only be dishonest when
preparing quantum states (as for the behavior of recording
the intermediate calculation results, it does not belong to the
processes of the protocol, and the protocol can not verify
whether he has done so, hence the above defensive measures
are adopted to ensure security). For the other processes of the
protocol, he will faithfully implement them. In fact, even if TP
is dishonest in other processes, it is not helpful for him to steal
the participants’ secret data. For example, if he announces
false comparison results to the participants at the last step of
the protocol, he can’t steal the participants’ secret data in this
way.

In 2009, Yang and Wen [14] proposed the first QPC
protocol based on decoy photons and two-photon entangled
Einstein-Podolsky-Rosen (EPR) pairs. Later, Chen et al. [15]
proposed a new protocol based on triplet entangled GHZ
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states in 2010. Since then, numerous multi-particle entan-
gled states have been exploited for designing QPC protocols
[26]-[33]. The early protocols aims to complete the equality
comparison between two parties, and subsequent protocols
expands to the multi-party situation [23], [29], [30] and size
comparison [32], [33]. In recent years, the QPC protocols
based on various quantum technologies have been extensively
studied [34]-[37]. However, the research on QPC is still at an
early stage, and many questions remain. On the one hand,
a lot of protocols have been proved unsafe, e.g. information
leakage problems often occur [38]-[54]. On the other hand,
additional quantum resources are needed in order to ensure
the security of the protocols, such that the protocols do not
satisfy the high efficiency requirement. Therefore, designing
a secure and efficient protocol is still challenging.

ill. THE PROPOSED PROTOCOLS

In this section, we present two QPC protocols with Bell states
and genuinely entangled five-qubit states, respectively. By
this way, we aim to introduce our method which can use
a number of multi-particle entangled states to design QPC
protocols. Now let us describe our protocols.

A. PROTOCOL I: THE QUANTUM PRIVATE COMPARISON
PROTOCOL WITH BELL STATES
1) PREREQUISITES
1) Assume that there are two parties, conventionally
called Alice and Bob, who have secret data X and Y
respectively, and the binary representations of X and Y
in Fon are (x1, x2, ..., xy) and (y1, y2, ..., yN) respec-
tively, where xj,y; € {0,1},X = Z]N=1 x12,Y =
Zl-vzlyj_ﬂj,j =1,2,...,N, 251 < max{x,y} <
2. They want to judge whether or not X and Y are
equal with the assistance of a semi-honest third party
(named TP) who may misbehave on his own but will
not conspire with either of the two parties (see Sec.II).
2) Alice(Bob) divides the binary representation of X(Y)
into [N /n] groups:

11 2 M
(Gb’Gba""Gb )5 (1)

N
n

Gl.G,... G,

where n is a positive integer less than N (ie. 1 <
n < N), and each group GZ(G;;) includes n bits
(i = 1,2,...,[N/n] throughout this protocol). If N
mod n = k, Alice(Bob) adds k O into the last group
GLN/"I] (GLN/H] )

3) Alice and Bob agree that |0) encodes classical bit “0”
and |1) encodes classical bit “1”’.

2) THE DETAILED STEPS OF THE PROTOCOL
1) Step 1: Prepare quantum states.
Alice(Bob) prepares [N /n] copies of the Bell state

1
60" ) = 7000 1102, @
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44616

and marks them by

Gl a)). |G ). ...

((G(bl, b%)), )G(bé, b? >

1 2
Gary m» Ay jm )>

Glby - b))

3)
in turn to generate an ordered sequence, where
the subscripts 1,2,...,[N/n] denote the order of

the Bell states in the sequence, and the super-
scripts 1,2 denote two particles in one Bell state,
respectively. Then Alice(Bob) takes the first particles
marked by a(b}) out from |G(a},a}))(|G(b}, b})))
to construct the new sequence ay,a,, ...,a}N Jn]
(b}, bl....., biy /) and denotes it by Sa(Sp). The
remaining particles construct another new sequence
a%,a%, ...,a%N/n](bz,b%, ...,b%Nm), denoted as
Step 2: Distribution.

In order to check the presence of eavesdroppers,
Alice(Bob) adopts the decoy photon technique by
inserting decoy photons into the sequence S,(Sp) at
random positions to form a new sequence S;(S;), in
which each decoy photon is randomly chosen from four
single-particle states |0), |1), |+),|—), (|£) = l/ﬁ
(]0y £ 11)), |0) and |1) can be measured by the Z basis
{10y, [1)}; |+) and |—) can be measured by the X basis
{I4+) . 1=)}) [14], [18], [22], [23], [26], [28], [31]. Then
Alice(Bob) sends S (Sy) to TP.

Step 3: Security checking.

After receiving S; and S, TP and Alice(Bob) use
the decoy photons in S}(Sy) to check the security of
the transmission. Concretely, Alice(Bob) announces
the positions and bases of the decoy photons to
TP. Then TP performs the corresponding measure-
ments and returns the measurement outcomes to
Alice(Bob). They can judge whether eavesdroppers
exist in the quantum channels through comparing the
initial states and the measurement outcomes of the
decoy photons. If the error rate is higher than the
predetermined threshold, they will abort the proto-
col and restart it. Otherwise, they proceed to next
step.

Step 4: Encryption and collaborative computing.
Alice(Bob) establishes the' new variables RZ(RZ) and
sets R, = G,(R, = G,). Then she(he) performs
single-particle measurements on each particle in S,(S})
with Z basis, and obtains the measurement outcomes
marked by M ; M }i). Subsequently, Alice(Bob) encrypts
her(his) secret data G;(G’b) according to the value of
M/ (M;). Concretely, if M, = 1(M; = 1), she(he)
flips each bit in R} (R}), otherwise R (R}) will remain
unchanged. For example, suppose that R], = 10100,
flip R, to 01011 if M} = 1, otherwise keep R, =
10100 unchanged. Subsequently, Alice and Bob coop-
erate together to compute Rfl @® R., and denote the

5)

computing results as RAB. Finally, they announce RfAB
to TP publicly. (Here, the collaborative computing
includes two situations: one is that Alice and Bob are
at the same location, in which case they can cooperate
directly to complete the computing; the other is that
they are in different locations, in which case, they can
complete the computing through QKD. That is, they
first tell each other their computing results through
QKD, and then each proceeds to the next computing.
It should be pointed out that in this case, they will
not be dishonest, because their original purpose is to
achieve the private comparison. If they publish false
data to each other and to TP, they can not get the
correct comparison results. Furthermore, once TP finds
that the data published to him are different, she will
know that one of them is dishonest and terminate the
protocol. For these reasons, Alice and Bob will not be
dishonest.)

Step 5: Comparison.

After receiving Rf;‘ g» TP performs single-particle mea-
surements on each particle in S, and S, with Z basis.
That is, TP measures the particles marked by al.1 and bil
in S, and S, respectively. The measurement results are
denoted as M ;;CM li » Where M (ic and M, li . corresponding
to the measurement outcomes of ail and bf, respectively.
TP establishes the new variables R; .and sets R; = R .
According to the values of M/ .M; , TP changes the
values of R; as follows.

a) If MI.M]. €

Yokd

{100), [11)}, then keep R;

unchanged.

b) IfM! M;_ e {|01),]10)}, then flip each bit in R;.
Denote the binary representation of R; as b} b,.zbi3 ... b
TP computes

[N/nl n ]
5= Y4 @

i=1 j=1

If § = 0, TP concludes that X = Y otherwise X # Y.
Finally, TP publicly tells Alice and Bob the comparison
result (Here, TP will publish the correct results, for
more details see Sec.II).

B. PROTOCOL II: THE QUANTUM PRIVATE COMPARISON
PROTOCOL WITH GENUINELY ENTANGLED
FIVE-QUBIT STATES

In what follows, in the same way introduced in Sec.3.1,
we use the genuinely entangled five-qubit state to present
a new QPC protocol. For the sake of simplicity, we would
like to briefly describe this protocol, and we intention-
ally left out a few processes on the premise of not
causing to misunderstand the steps of the protocol. Fur-
thermore, as far as possible, we use the same marks
adopted in Protocol I to describe the steps of this
protocol.
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1) PREREQUISITES
Alice(Bob) has secret data X(Y'), she(he) divides the binary
representation of X (Y) into [N /37 groups:

K3

N
GGG GLG ... G, (5)

where each group G (G ) includes three bits (i =
1,2,..., [N/3] throughout this protocol). If N mod 3 = k,
Alice(Bob) adds k 0 into the last group G1,*/°] GNP,

2) THE DETAILED STEPS OF THE PROTOCOL
1) Step 1: Prepare quantum states.
Alice(Bob) prepares [N /3] copies of the genuinely
entangled five-qubit state which has the expression
[28], [55]

1
! PPt %) = 50001 [y )

+1010) |¢~) + [100) [ ) + [111) | D123as.
(6)
where
n 1
l¢*) = ﬁuomiun),
[y *) = L oy £ 110y, @)
V2

are four Bell states. Then she(he) marks them by

2345)

2 3 4
W(al,al,al,al,al> ), a3, a3, 43, a5

1 2 3 4 5
Yar 310 a1 310 931 AN “W/31>
(vl 03635 07). [wd 83, 63,03, 83) .

1 2 3 4 5
¥ (w31 biny31- ivar By Oty >)’ ®)

where the subscripts 1, 2, ..., [N /37 denote the order
of the genuinely entangled five-qubit states in the
sequence. and the superscripts 1,2,3,4,5 denote five
particles in one state, respectively.

Alice(Bob) takes the partlcles marked by a4 af(b4 b))
out from |§l/(al a a3 a , a3 >(|!1/(b1 b2 b?,bf,b?))
to construct the new sequence

4.5 4.5
alal 5 azaz, .

(bib3, b3b3, ..

4 S
 AIN/319IN /3]

N LT ®)
denoted as S,(Sp). The remaining particles construct
another new sequence

123 1273
alalal 5 a2612a2, .

(bib3b3, bYD3D3, . .

Lo 2 3
 AIN/319IN /319N /30
i bivmbivg), - (10)
denoted as S,,(S)).
2) Step 2: Distribution.
Alice(Bob) inserts decoy photons into the sequence

Sa(Sp) at random positions to form the new sequence
S;(Sp),in which each decoy photon is randomly chosen
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from [0), 1), [+), |
TP.

3) Step 3: Security checking.
TP and Alice(Bob) use the decoy photons for security
check. If there are no eavesdroppers, they will continue,
otherwise they stop and restart the protocol.

4) Step 4: Encryption and collaborative computing.
Alice(Bob) performs measurements on S/ (S 1;) with
Z basis. Concretely, she(he) measures three particles
a} “12 a?(b} bl.2 b?) in S(S},), and denotes the mea-
surement outcomes as M, (M ;)) After that, Alice(Bob)
computes G, & M, ’(Gb @ M,;) and denotes the com-
puting results as R! (R Subsequently, Alice and Bob
cooperate together to compute R, @ Rb and denote the
results as RY, ;. Finally they publicly announce R}, to
TP.

5) Step 5: Comparison.
After receiving R', , TP uses Bell basis ({}¢i), lvE)h
to measure the particles a;‘a? and b b respectively.
The collapsed Bell states are denoted as M i M }’)L, where
M. and M}, consist with the measurement outcomes of
the particles a?a? and b?b?, respectively.
TP establishes the new variables Mé, then sets the
values of M- I according to M Mbc Concretely,

it MM < (16|67 19)67)
|¥)[¥ )}, then M{. = 000.

by if MiM] € (|7} [y ). |v) et [v)[em),
|¢T) |~ )}, then M{ = 110.

©) if Mo My € {[¢7) [v7). %) [ ). [y ) o7
|y ) [T}, then M{. = O11.

&) if Mo My € {|#7)[¢7). [w=)[w ). [oF)|o7),
| ) [ ~)}, then ML = 101.

TP computes RAB @ Mé and denotes the results as

R;, where the binary representation of R; is denoted as
b'b2b3. TP computes

1711

—). Then she(he) sends S;;(S;;) to

),

[N/3] 3

s=> 30, (11)

i=1 j=1

If § = 0, TP concludes that X = Y, otherwise X # Y.
Finally, TP publicly tells Alice and Bob the comparison
result.

IV. DISCUSSIONS

Based on different quantum states, we have proposed two
QPC protocols above. It seems to make sense that we point
out the main differences between them. One is the differ-
ence of the measurement means: protocol I only uses single-
particle measurements, while protocol I uses not only single-
particle measurements, but also Bell measurements. Another
is the difference of encryption methods: Protocol I realizes
the data encryption by using the method of whether to flip
each bit in the secret data or not, whereas Protocol II uses
the measurement outcomes of quantum states for the data
encryption (see Steps 4). Regardless of these differences, it is
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TABLE 1. The comparison between our protocols and some previous QPC protocols.

Our
Reference [14] [15] [16] [17] [21] [22] [26] (28] [31] protocols
QKD v X v v v v x v X v
Unitary operations v VA X VA X X VA X v X
Entanglement swapping X X Vv v v X X X X X
Quantum resources used Decoy GHZ Decoy X-type Decoy Bell Decoy Decoy Decoy Decoy Decoy
for security checking photons  states  photons  states  photons states photons photons photons  photons  photons

easy to find that the methods adopted by the two protocols
are essentially the same. Therefore, with the same method
and different quantum states, we can design QPC protocols
only by changing the encoding mode and measuring means
appropriately. In what follows we introduce some other multi-
particle entangled states, all of which can be used to design
QPC protocols by using the same encryption method adopted
by Protocol II and modifying their expressions appropriately.
However, we would only like to rewrite their expressions and
omit the descriptions of the protocols for the sake of brevity
and saving space.

A. THE GENERALIZED BROWN STATE
The generalized Brown state was derived from the genuinely
entangled five-qubit state, has the expression [55]
1 _ _
¥nts) = 5(1m)n 1000) [¥r7) +112),,1010) [¢7)
+173), 1100) [ ) + Ima),, 1111) [T),  (12)

where the set [1;),, (i = 1, 2, 3, 4) are the computational basis
of nth order. For example, if n = 2, the generalized seven-
qubit Brown state |¥7) is

1
|@7) = 5(100) 001) | =) +101)|010) |¢ )
+110) [100) [ +) + [11) [111) |¢F).  (13)

B. THE CLUSTER STATE
The cluster state has the form [26], [27], [58]

IC) = %(IOOOO) +10101) 4 [1010) 4 [1111)).  (14)

C. THE x-TYPE STATE
The x-type state has the form

V2
T(IOOOO) —|0101) + |0011) + |0110)

+11001) + ]1010) + [1100) — [1111)).  (15)

Ix) =

One can rewrite it as

1
Ix) = 5(100) lpt)+111) |¢~) — [01) [ )+ 110) [¥H))

1
5(|¢+) 100) + [¢~) 111) — |[¢~)[01) + | F)[10)).
(16)
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D. THE GENUINE SIX-QUBIT ENTANGLED STATE
The genuine six-qubit entangled state has the form [57]

IT) = %qooooom +1011100) + [111000) + [100100)
+1001111) 4 [010011) + [110111) + [101011)).
(17)
One can rewrite it as
1
) = %(|G;{)|OOO) + |GF)1111)
+|G5)1011) + |GF)1100)), (18)
where
R
|Gy) = E(|000> + [111)),
IGY) = (oot + [110)),
V2
o1
|GT) = E(|o1o> + [101)),
w1
Gy) = 75(011) +1100), (19)

can be measured by GHZ states basis.

E. THE HIGHLY ENTANGLED SIX-QUBIT GENUINE STATE
The highly entangled six-qubit genuine state has the form
[22], [56]

1
IT) — —[]000000) + [111111) -+ |000011)
123456 \/ﬁ[
+[111100)+000101) + [111010)+|000110)

)
+1111001)4]001001)+|110110)+]001111)
+ 1110000) 4]010001) +|101110)+[010010)
+1101101)+]011000)+[100111)+]011101)
+1100010) — ([010100) +[101011)+|010111)
+1101000) 4-]011011)+]100100) + [001010)
+1110101)+]001100)+|110011)+]011110)

+ |100001))]123456. (20)
One can rewrite it as
1
T) = E(IOOW [y1) +1001) |y2) + |010) [y3)
+1011) [y4) — [100) [ys) — [101) |ye)
+ [110) |y7) + [111) |y8)), 21
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where
lvi/6) = %("” lpT) £ 11) [ ),
lv2s) = %(|0> [y ) F 1) [o)),
[vass) = 300) [9) % 11) ),
yan) = 7000 [w) = 1) [+, 22

form a complete set of orthonormal basis on Hilbert space
CRC® (.

Next, we would like to point out the main differences
between our protocols and Refs. [22], [28] as they use the
same quantum states as our protocols. The first is the dif-
ference in application scenarios. In Refs. [22], [28], the
quantum states and decoy photons are prepared by TP. TP
takes out some particles and sends them to the participants,
then they make a series of calculations and measurements,
and finally complete the private comparison. It can be seen
that TP needs to have the corresponding devices for prepar-
ing quantum states and performing measurements, and two
participants only need to have the measurement devices.
While in our protocol, the participants need to have the
devices for the state preparations and measurements, and
TP only needs to have measurement devices. Therefore,
the scenarios in which our protocols apply are different from
that of Refs. [22], [28]. The second is the difference in
the method of ensuring security. Reference [22], [28] use
decoy photon technology, the entanglement properties of
the states, and QKD to ensure the security of the protocol.
While in our protocol, QKD is required only when two
participants are in different locations, otherwise QKD is not
needed.

V. SECURITY ANALYSIS

In what follows we analyze the security of our protocols. We
would only like to analyze the security of Protocol I due to
the security of Protocol II is the same as that of Protocol I,
and please note that we assume that the quantum channels
in our protocols are authenticated. We show that the attacks
from outside eavesdroppers, and the attacks from participants
and TP are all invalid to our protocols.

A. OUTSIDER ATTACK

In our protocols, we use decoy photons for security checking
(see Step 3), the idea of which is derived from the proved
unconditional secure QKD protocols [59]. It has been proved
that the security checking process can detect any attack
from external eavesdroppers, such as the intercept-resend
attack, the measurement-resend attack, the entanglement-
measurement attack and the denial-of-service attack, etc
[59]. We would like to take the intercept-resend attack and
entanglement-measurement attack as examples, respectively,
to show that outsider attacks will be discovered by the secu-
rity checking process.

VOLUME 7, 2019

1) INTERCEPT-RESEND ATTACK

If an external eavesdropper, conventionally called Eve,
attempts to intercept the particles sent from TP to a participant
and replaces them with fake ones, he will introduce extra
error rate which makes him be detected during the security
checking process since he does not know the exact position
and the original state of the decoy photons. If using m decoy
photons for security checking, the probability of detecting the
existence of Eveis 1 — (3 / 4)m, which is close to 1 if m is large
enough [30]. Therefore, this attack will not succeed.

2) ENTANGLEMENT-MEASUREMENT ATTACK
Next we analyze the entanglement-measurement attack. Con-
cretely, Eve intercepts part or all of the particles transmitted
in the quantum channels between TP and Alice(Bob). Then
Eve entangles them with ancillary particles prepared before-
hand and resends them to the receiver. Finally, he performs
measurements on the ancillary particles to extract information
after the participants finish their communication. We would
only like to analyze the case that Eve intercepts the particles
transmitted in the quantum channel between TP and Alice
here. As for the attack on the channel between TP and Bob,
analysis can be carried out in the same way.

Without loss of generality, the action of Eve’s unitary
operator, marked by U, can be expressed as follows:

U 10) &) = ago |0) lego) + ao1 1) l€o1) ,
U 1) |e) = a100) lero) + a1 11) lenn), (23)

where |€go), |€01), |€10), |€11) are pure states uniquely deter-
mined by U, |e) is the ancillary particle, and llagoll?> +
llao1|[* = 1, |latol[* + lla11|[* = 1. The decoy photon is
one of the four states {|0), [1),|4+),|—)}, if U acts on the
decoy states |+) and |—), one can get

1
Ul+)le) = E(aoo 10) l€oo) + aor 1) l€o1)

+ayo 10) lero) + ai1 1) le1r))

1
=3 [+) (aoo 10) l€oo) + ao1 [1) leor)
+ai |0) le10) + arr 1) lerr))

1
+ 5 [=) (aoo |0) leoo) — ao1 |1) |eot1)

+ai010) lero) — a1 1) lenn)), 24)
1
Ul-)le) = E(aoo 10) l€oo) + ao1 11) leo1)

—ai00) [e10) — arn [1) l€11))

= % [4+) (aoo 10) [€00) + ao1 1) l€or)
—ai00) [e10) — arn [1) l€11))
43170 @010) leoo) — aor 11 feon)
—ai00) [€10) + ari 1) lern)). (25)

If Eve wishes to introduce no error in the security checking
process, his unitary operator U must satisfies the conditions
of ag1 = ajo = 0and agp |€no) = a1 |€11). If U is performed
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on the first particle in ‘G(p1 , pz)), one can get

1
E[(aoo |0) leoo) + ao1 1) leo1)) |0)

+ (a1010) l€10) + ai1 I1) ler1)) 11)]
1
= —=(a00 100) |€go) + aoo |11) le11))

/2
a0 |Gp', p) leco) 26)

Ul6e' m)le) =

As can be seen from the above equation, no error is
introduced only when the ancillary state and the state of
intercepted particle are product states. Therefore, this attack
is invalid to the protocol.

B. INSIDER ATTACK
In this section, we analyze the insider attacks including the
ones from a dishonest participant and the ones from TP.

1) CASE 1: THE ATTACKS FROM A DISHONEST PARTICIPANT
Due to Alice and Bob play the same roles in the protocol,
without loss of generality, we assume that Alice is dishonest
and she wants to steal Bob’s secret data. Throughout the
protocol, there are no particles transmitted between Alice and
Bob. If Alice attempts to intercept the transmitted particles
sent from Bob to TP in Step 2, she will fail because of her
attack behaviors are equivalent to those of external eaves-
droppers, which has been analyzed above.

In Step 4, Alice and Bob cooperate together to compute
Ry = R @ R = 1,2,...,[N/nl), where the values
of R} and R} are determined by M/, and M;, respectively
(please see Step 4). In this case, Alice can guess Gj, with
the successful probability of 50%, hence she can guess Bob’s
secret data Y with the successful probability of 1/2MN/71,
where 1/2/V/"1 decreases with the increase of [N /n] (We can
increase [N /n] by decreasing n). Therefore, the probability
that Alice guesses Bob’s secret data can be made as small as
1/2IN/m1 and as large as 0.5, by varying the value of 7.

2) CASE 2: THE ATTACKS FROM TP

Throughout the protocol, the only information sent to TP
from Alice and Bob is RZB (see Steps 4 and 5). At the end
of the protocol, TP obtains R!, ® RZ, thus TP cannot steal
any information about their secret data except the comparison
result.

VI. CONCLUSION

We have proposed a number of QPC protocols with dif-
ferent multi-particle entangled states. Our protocols use no
other quantum technologies except quantum measurement.
In addition, the quantum states are prepared by participants
rather than by TP, which makes our protocol more secure and
efficient. What is more, our protocols use the entanglement
properties of multi-particle entangled states and collaborative
computing for privacy protection, thus the use of QKD is
avoided when the participants are in the same location. Last
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but not least, TP cannot steal the secret data of the partic-
ipants, one participant cannot steal the other’s secret data
except the case that their data are identical.

We believe that there will be some multi-particle entangled
states we haven’t found can also be used to design QPC
protocols by the method presented in this Letter. This requires
further study.
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