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ABSTRACT The notion of attribute-based encryption with outsourced decryption (OD-ABE) was proposed
by Green, Hohenberger, and Waters. In OD-ABE, the ABE ciphertext is converted to a partially-decrypted
ciphertext that has a shorter bit length and a faster decryption time than that of the ABE ciphertext.
In particular, the transformation can be performed by a powerful third party with a public transformation key.
In this paper, we propose a generic approach for constructing ABEwith outsourced decryption from standard
ABE, as long as the later satisfies some additional properties. Its security can be reduced to the underlying
standard ABE in the selective security model by a black-box way. To avoid the drawback of selective security
in practice, we further propose a modified decryption outsourcing mode so that our generic construction can
be adapted to satisfying adaptive security. This partially solves the open problem of constructing an OD-
ABE scheme, and its adaptive security can be reduced to the underlying ABE scheme in a black-box way.
Then, we present some concrete constructions that not only encompass existing ABE outsourcing schemes
of Green et al., but also result in new selectively/adaptively-secure OD-ABE schemes with more efficient
transformation key generation algorithm. Finally, we use the PBC library to test the efficiency of our schemes
and compare the results with some previous ones, which shows that our schemes are more efficient in terms
of decryption outsourcing and transformation key generation.

INDEX TERMS Attribute-based encryption, cloud computing, outsourcing, security model.

I. INTRODUCTION
Cloud storage is a new concept derived from the concept of
cloud computing. It has become a very convenient way to
store and share data among various users. Due to the emer-
gence of many cloud security issues [1], almost all data is
stored in the cloud in encrypted form. Traditionally, the data is
encrypted by the owner to a specific target user, so it can only
be opened by the target recipient. Many classical (public-key)
encryption algorithms, such as RSA [2], have such function-
ality. However, in the cloud computing field, many applica-
tions want to share data with multiple users according to their
roles. This usually requires the owner to encrypt data based on
certain policies rather than a specified set of users. To achieve
such encryption functionality, Sahai and Waters [3] initial-
ized a new concept of attribute-based encryption (ABE).
There are two types of ABE: Ciphertext-Policy (CP) [4] and
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Key-Policy (KP) [5]. In the CP-ABE (resp. KP-ABE) system,
the user’s key is associated with a set of attributes S (resp.
an access structure A) and each ciphertext is associated with
an access structure A (resp. a set of attribute S), so that the
key can decrypt the ciphertext only if (S,A) satisfies some
predicate function f (·, ·). So far, although there are many
ABE schemes [4], [6]–[9], a common efficiency drawback of
ABE is that ciphertext size and decryption time increase with
the complexity of the access policy. For resource-constrained
devices, such as mobile phones, the problem becomes even
more worse. As showed in [10], for the CP-ABE scheme due
to Waters [11], encrypting under a policy with 100 attributes
(resp. 20 attributes) produces an ABE ciphertext with size
of 25KB (resp. 5KB), while decrypting such ciphertext
on an ARM processor requires approximately 30 seconds
(resp. 6 seconds) of sustained computation.

To address the efficiency issues in existing ABE
schemes, Green, Hohenberger and Waters [10] put forth
a new framework for ABE system, called ABE with
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FIGURE 1. The framework of ABE with outsourced decryption.

outsourced decryption. Fig. 1 gives an overview of the new
framework. There are four parties in this framework:
• Authority: It is the party who generates the system
parameters, and data user’s secret key and transforma-
tion key.

• Data Owner: It is the party who possesses data and
encrypts them into cloud server.

• Data User: It is the party who has secret key to access
encrypted data.

• Cloud Server: It is the party who stores data owner’s
encrypted data.

Compared to the original ABE decryption algorithm, the out-
sourcable ABE scheme splits the decryption key into two
keys, so that the first key can be used to partially decrypt
the ciphertext and the second key can be used to recover the
message from the partially decrypted ciphertext. The first key
is referred to as transformation key and can be publicly shared
with a third computing party (e.g., a cloud storage and com-
puting server). The attractive property of the transformation
key is its application to the original ABE ciphertext, which
produces a short El Gamal [12] type ciphertext (containing
only two group elements). Therefore, the second key is just
an El Gamal type secret key and is privately saved by the user.
Since the transformation key can be publicly distributed, with
the help of the cloud server, the new outsourced decryption
framework significantly reduces the size of the original ABE
ciphertext and the time of the final decryption operation.

Since the initial work of [10], many ABE schemes
with outsourced decryption/encryption were proposed in
recent years [13]–[18]. In addition, some works also sup-
port other special properties, including key escrowless [19],
outsourced revocation [20]–[23] and verifiable outsourced
decryption [24], [25]. Though there are many outsourcing
ABE schemes, to the best of our knowledge, no work stud-
ies the general framework to construct OD-ABE schemes.
Especially, it is very hard to construct a secure OD-ABE
schemes in adaptive security model.

A. OUR CONTRIBUTION
In this paper, we initially study on the generic approach to
outsource the decryption of ABE ciphertext, especially in
the adaptive security model. The contribute of this paper is
fourfold:

• First, we show that a standard ABE with some specific
key-splitting properties can be used to realize decryp-
tion outsourcing. These properties are summarized as
follows: the decryption key can be divided into two
parts as the requirement of outsourcable ABE schemes.
It requires the first part of the key to be obtained either
in a private way (using the original ABE decryption
key), or in a public way (using only the policy associated
to the user). The private way will be used to generate
the transformation key and the local user’s secret key
in the real world, while the public way is only used
in the security proof. To guarantee efficiency, it also
requires that the first part of the key significantly reduces
the size of the ABE ciphertext and the time of decryp-
tion operation. We proved that the ABE scheme with
the above properties results in an outsourceable ABE
scheme in a black-box manner in the selective model
(i.e., the adversary should commit to the challenger an
encryption policy in advance).

• Second, in order to solve the practical issue in selective
security model, we propose a modified decryption out-
sourcing mode, in which the user’s transformation key
and secret key are updated for each ciphertext. We show
that our generic construction equipped with this modi-
fied decryption mode is provably secure in the adaptive
security model, as long as the underlying ABE scheme
is also adaptively secure.
The technical idea employed in designing adaptively
secure ABE with outsourcing is as follows: Though key
updating, the user’s transformation keys among different
time periods are actually independent to each other.
So, for any query on user’s transformation key, the simu-
lator can answer it without the corresponding decryption
key. This is in contrast to the original decryption mode
with outsourcing.

• Third, we propose two methods to split the decryption
keys based on previous standard CP-ABE (without out-
sourcing) schemes of [11], [26]. Our results not only
encompass the outsourcable ABE schemes proposed by
Green et al., but also produce new OD-ABE schemes.
In addition, the new schemes have more efficient
transformation key generation algorithms than that of
previous schemes.

• Fourth, we implemented our OD-ABE schemes using
the PBC library [27] and compared the results with some
previous schemes to quantitatively show the advantage
of our generic approach in terms of transformation key
generation.

B. ORGANIZATION
The rest of this paper is organized as follows. Section II
recalls the cryptographic primitives and notions that will be
used in this paper. Section III introduces the definition of OD-
ABE and its security model. Section IV is our main work,
including the key-splitting algorithm and the application to
decryption outsourcing. The modified outsourced decryption
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mode is presented in Section V. The instantiations of the key
splitting algorithms are presented in Section VI. The imple-
mentation results are given in Section VII and the conclusion
is given in Section VIII.

II. PRELIMINARIES
A. BILINEAR MAPS
LetG andGT be two cyclic groups of prime order p and let g
be a generator of G. A symmetric bilinear map e : G×G→
GT has the following properties:

1) Bilinearity: for any u, v ∈ G and a, b ∈ Zp, we have
e(ua, vb) = e(u, v)ab.

2) Non-degeneracy: e(g, g) 6= 1.
In addition, the group operation in G and the bilinear map e
are both efficiently computable.

B. ACCESS STRUCTURE AND LINEAR
SECRET-SHARING SCHEMES
Definition 1 (Access Structure [28]): Let {P1, . . . ,Pn} be

a set of parties. A collection A ⊆ 2P1,...,Pn is monotone if
∀B,C : if B ∈ A and B ⊆ C , then C ∈ A. An (monotone)
access structure is a (monotone) collection A of non-empty
subsets {P1, . . . ,Pn}, i.e., A ⊆ 2P1,...,Pn \ {∅}. The sets in
A are called the authorized sets, otherwise they are called
unauthorized sets.

We next recall the linear secret-sharing schemes (LSSS)
of [28], that will be used to share secrets among a set of parties
in our schemes.
Definition 2 (Linear Secret-Sharing Schemes (LSSS)):

A scheme5 over a set of paritiesP (overZp) is called a linear
secret-sharing scheme if

1) For each party, the shares form a vector over Zp.
2) There exists a share-generating matrix M with ` rows

and n columns, and an injective map ρ for5 that maps
each row number i to the party ρ(i). For any random
vector E(v) = (s, y2, . . . , yn) ∈ Znp, where s is the secret
to be shared, we denote by λi = Mi · EvT the share
belonging to party ρ(i), whereMi is the i-th row vector
of M .

It was shown in [28] that every linear secret sharing scheme
with the above definition enjoys the linear reconstruction
property, defined as follows: Suppose that 5 is an LSSS for
access structure A and S ∈ A be an authorized set and let
I be the set of row numbers such that ρ(i) ∈ S. Then, there
exists constants {wi}i∈I such that, if {λi} are valid shares of
any secret s according to5, then

∑
i∈I wi ·λi = s. In addition,

the constants {wi} can be found in time polynomial in the size
of the sharing-generating matrixM . For any unauthorized set
S /∈ A, the secret s is information-theoretically hidden from
the parties in S.

III. ABE WITH OUTSOURCING
There are two types of ABE: ciphertext-policy ABE
(CP-ABE) and key-policy ABE (KP-ABE). Let A denotes
an access structure and S denotes a set of attribute sets.

For generality, we define (Ikey, Ienc) as the inputs to the key
generation algorithm and encryption algorithm respectively,
and define a boolean function f (Ikey, Ienc). For CP-ABE,
we have (Ikey, Ienc) := (S,A) and f (Ikey, Ienc) := f (S,A),
while for KP-ABE, we have (Ikey, Ienc) := (A, S) and
f (Ikey, Ienc) := f (A, S). In either case, the function
f (Ikey, Ienc) = 1, if and only if S ∈ A.
A CP-ABE (resp. KP-ABE) scheme with outsourced

decryption consists of the following five (PPT) algorithms
(Setup, Encrypt, KeyGenout , Transform, Decryptout ).
• (sp,msk) ← Setup(λ,U ). The setup algorithm takes
as input a security parameter λ and an attribute universe
description U . It outputs the system parameter sp and a
master secret key msk . (The following algorithms may
take the system parameter as an additional input. For
the sake of simplicity, we omit it without explicitly
explaination.)

• CT ← Encrypt(m, Ienc). Then encryption algorithm
takes as input a messagem and an access structure (resp.
attribute set) Ienc. It outputs a ciphertext CT .

• (tk, sk) ← KeyGenout (msk, Ikey). The key generation
algorithm takes as input the master secret key msk and
an attribute set (resp. access structure) Ikey. It outputs
a ciphertext transformation key tk and a local secret
(decryption) key sk .

• CT ′/⊥ ← Transform(tk,CT ). The ciphertext trans-
formation algorithm takes as input a transformation
key tk for Ikey and a ciphertext CT ′ encrypted under
Ienc. It outputs the partially decrypted ciphertext CT ′ if
f (Ikey, Ienc) = 1, and the error symbol ⊥ otherwise.

• m/⊥ ← Decryptout (sk,CT ′). The decryption algo-
rithm takes as input a secret key sk for Ikey and a partially
decrypted ciphertext CT ′ that was originally encrypted
under Ienc. It outputs the message m if f (Ikey, Ienc) = 1,
and the error symbol ⊥ otherwise.

For correctness, it requires that for all λ, U , Ikey, Ienc and m,
if f (Ikey, Ienc) = 1, then

Decryptout (sk,Transform(tk,Encrypt(m, Ienc))) = m

where (sp,msk) ← Setup(λ,U ) and (tk, sk) ←

KeyGenout (msk, Ikey).

A. STANDARD ABE
The notion of standard attribute-based encryption can be
similarly defined, if in the above definition, no such trans-
formation key and ciphertext transformation algorithm exist.

B. SECURITY MODEL FOR ABE WITH OUTSOURCING
The security model is defined through an attack game played
between the challenger and an adversary.
• Setup: The challenger runs the setup algorithm Setup
and gives the system parameter, sp to the adversary.

• Phase 1: The adversary can access to the following two
oracles for transformation keys and private keys repeat-
edly and adaptively. To answer the adversary’s queries,
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the challenger first initializes an empty table T and an
integer j.
– Create(Ikey). The challenger sets j := j+1 and gen-

erates (tk, sk) via KeyGenout (msk, Ikey). It gives tk
to the adversary and stores the entry (j, Ikey, tk, sk)
to the table T .

– Corrupt(i). The challenger searches the table
T with index i. If there exists such entry
(i, Ikey, tk, sk), it gives the secret key sk to the
adversary. If no such entry exits, the challenger
returns ⊥. Suppose that the adversary queries the
challenger repeatedly for private keys with attribute
sets (resp. access structures) I (1)key, . . . , I

(q1)
key .

• Challenge: The adversary submits two equal length
messages m0 and m1, and an access structure (resp.
attribute set) I∗enc so that f (I (i)key, I

∗
enc) 6= 1 for all i ∈

[1, q1]. The challenger flips a random bit b ∈ {0, 1},
and computes CT ∗ = Encrypt(mb, I∗enc). The ciphertext
CT ∗ is given to the adversary.

• Phase 2: The adversary queries the challenger repeat-
edly for secret keys corresponding to attribute sets (resp.
access structures) I (q1+1)key , . . . , I (q)key with the restriction

that f (I (i)key, I
∗
enc) 6= 1 for all i ∈ [q1 + 1, q].

• Guess: The adversary outputs a guess b′ for b.
The advantage of an adversary in this game is defined as
|Pr[b′ = b]− 1/2|.
Definition 3 (Adaptive Security): An ABE scheme with

outsourcing is adaptively secure against chosen-plaintext
attacks (CPA-secure) if all PPT adversaries have a negligible
advantage in the above attack game.
Definition 4 (Selective Security): We say an ABE scheme

is selectively secure against chosen-plaintext attacks (selec-
tive CPA-secure), if the adversary commits to the challenger
an access structure (resp. attribute set) I∗enc at the beginning
of the Setup phase.

IV. GENERIC CONSTRUCTION
Suppose that ABE=(ABE.Setup, ABE.Encrypt, ABE.
KeyGen, ABE.Decrypt) be a standard CP-ABE (resp.
KP-ABE) scheme. For any attribute set S (resp. access
structure A), suppose that the corresponding decryption key
dk can be split into two parts tk and sk , such that dk = tk�sk
for some algebraic operation ‘‘�’’. We call tk and sk out-
sourced transformation key and local secret key respectively.
Let T K and SK denote the transformation key space and
the secret key space respectively. Then, we require that the
standard ABE scheme satisfies the following five properties.
• Property 1 (Private Evaluation): There exists an algo-
rithm Priv that takes as input the decryption key dk , and
outputs a transformation key tk ∈ T K and a secret key
sk ∈ SK, so that dk = tk � sk .

• Property 2 (Public Evaluation): There exits an algorithm
Pub that takes as input the access structure (or the
attribute set) Ikey, and outputs a tk ∈ T K, which has
the same distribution as the first output of Priv.

• Property 3 (Indistinguishability): For all Ikey and all
dk ← ABE.KeyGen(Ikey), the first output (namely tk)
of Priv(dk) and the output of Pub(Ikey) are statistically
indistinguishable.

• Property 4 (Correctness): For any ciphertext CT ,
if f (Ikey, Ienc) = 1, there always exist two efficient
algorithms Decserver and Decuser , such that

ABE.Decrypt(dk,CT )=Decuser(sk,Decserver(tk,CT )).

For efficiency, we require that the local decryption time tuser
proceeded by algorithm Decuser is significantly less than the
full decryption time tdec proceeded by algorithm Decrypt,
i.e., tuser < tdec. In addition, we require that the size of the
partially decrypted ciphertext byDecserver is shorter than that
of the original ABE ciphertext size.

FIGURE 2. The idea of our generic construction.

Construction 1 (Generic construction of OD-ABE):
Let ABE be a standard ABE scheme supporting the above
properties. Fig. 2 gives the main idea of the generic con-
struction of ABE with outsourced decryption. The formal
construction is described as follows.

• (sp,msk) ← Setup(λ,U ). The setup algorithm is
identical to that of the original ABE scheme. It runs
ABE.Setup(λ,U ) and outputs the system parameter sp
and a master secret key msk.

• CT ← Encrypt(m, Ienc). Then encryption algorithm
is identical to that of the original ABE scheme. It runs
ABE.Encrypt(m, Ienc) and outputs the ciphertext CT .

• (tk, sk) ← KeyGenout (msk, Ikey). It first runs the
ABE key generation algorithm ABE.KeyGen(msk, Ikey)
to obtain the corresponding decryption key dk. Then,
it runs the private evaluation algorithm Priv(dk) to gen-
erate the outsourced transformation key tk and the local
secret key sk. Finally, it outputs the the transformation
key tk and the local secret key sk.

• CT ′/⊥ ← Transform(tk,CT ). It runs the out-
sourced server decryption algorithm Decserver (tk,CT )
to generate a partially decrypted ciphertext CT ′ if
f (Ikey, Ienc) = 1, and the error symbol ⊥ otherwise.
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• m/⊥ ← Decryptout (sk,CT ′). It runs the local user
decryption algorithm Decuser (sk,CT ′) with the secret
key sk for Ikey and a partially decrypted ciphertext CT ′

that was originally encrypted under Ienc to recover the
message m if f (Ikey, Ienc) = 1, and the error symbol ⊥
otherwise.

By the properties of the underlying ABE scheme, we have
the following result.
Theorem 1: If the standard ABE scheme is (selectively)

CPA-secure and satisfies Property 1-4, then the ABE with
outsourced decryption in Construction 1 is at least selectively
CPA-secure.

The correctness of the obtained OD-ABE scheme follows
directly from the correctness of the underlying standard ABE
scheme. We next prove its security and introduce a black
box reduction to the security of the underlying standard ABE
scheme. To answer the adversary’s Create and/or Corrupt
queries on Ikey, our main trick is to obtain the full decryption
key dk by querying the challenger of the standard ABE and
then apply the private evaluation algorithm Priv to gener-
ate local user’s secret key sk and the cloud server’s trans-
formation key tk . If Ikey satisfies the challenge encryption
access structure (or attribute set) I∗enc, we apply the pub-
lic evaluation algorithm Pub to generate the corresponding
transformation key.
proof: Let A denote an adversary that wants to break

the security of the ABE scheme with outsourced decryp-
tion and let C be the challenger of the underlying standard
ABE scheme. We now construct an efficient algorithm Sim
that breaks the selective CPA-security of the standard ABE
scheme with the help of the adversaryA. The algorithm Sim
works as follows.

• Initialization: The adversary A commits to Sim a chal-
lenge access structure (resp. attribute set) I∗enc at the
beginning of the setup algorithm. Sim passes it on to
the challenger C of the standard ABE scheme.

• Setup: Sim passes I∗enc on to the challenger C of the
standard ABE scheme. The later will run the ABE setup
algorithm ABE.Setup and return the system parameter
sp to Sim. Sim passes it on to the adversary.

• Phase 1: The adversary can access to the following two
oracles for transformation keys and private keys repeat-
edly and adaptively. To answer the adversary’s queries,
Sim first initializes an empty table T and an integer j.

– Create(Ikey).Sim sets j := j+1. If f (Ikey, I∗enc) 6= 1,
Sim involves the ABE challenger C to generate the
corresponding decryption key dk , and then applies
the private evaluation algorithm Priv(dk) to gen-
erate the ciphertext transformation key tk and the
local secret key sk . It stores the entry (j, Ikey, tk, sk)
to the table T . If f (Ikey, I∗enc) = 1, Sim involves the
public evaluation algorithm Pub(Ikey) to generate
the corresponding transformation key tk and stores
then entry (j, Ikey, tk, ?) to the table T . Finally, Sim
gives tk to the adversary.

– Corrupt(i). Sim searches the table T with index i.
If there exists such entry (i, Ikey, tk, sk), it gives the
secret key sk to the adversary. Clearly, for any cor-
ruption query i, the Ikey can not satisfy the challenge
I∗enc. Otherwise, the adversary can break the security
of the OD-ABE scheme trivially.

• Challenge:Once the adversary submits two equal length
messages m0 and m1. Sim passes them on to C. The
challenger C returns a challenge ciphertext CT ∗ =
ABE.Encrypt(mb, I∗enc) for some random bit b ∈ {0, 1}
to Sim. Sim passes the ciphertext CT ∗ on to the
adversary A.

• Phase 2: The adversary queries Sim repeatedly for
secret keys corresponding to attribute sets (resp. access
structures) I (q1+1)key , . . . , I (q)key with the restriction that

f (I (i)key, I
∗
enc) 6= 1 for all i ∈ [q1 + 1, q]. Sim answers

them as in Phase 1.
• Guess: Eventually, A outputs a guess b′ for b. Sim
passes it on to A.

Since the first output (namely tk) of the private evalua-
tion algorithm Priv and the output of the public evaluation
algorithm Pub are statistically indistinguishable, the above
game is identical to that of the real CPA security game. So,
the algorithm Sim successfully breaks the CPA security of
the standard ABE scheme, if and only if b′ = b. That is,

|Pr[b′ = b]−
1
2
| ≤ |Pr[Sim success]−

1
2
| ≤ εABE

where εABE denotes the best advantage for any PPT algorithm
to break the CPA security of the underlying standard ABE
scheme. This completes the proof of Theorem 1.

V. HOW TO ACHIEVE ADAPTIVE SECURITY?
Recall that the generic security reduction of Theorem 1 only
holds in selective security model. However, the selective
security model is some what artificial, it is still meaningful to
design a scheme in adaptive security model. In the previous
security proof, when the adversary queries the oracle Create
on Ikey, the simulator has the following two ways to generate
the transformation key:
• If f (Ikey, I∗enc) = 1, it involves the public evaluation algo-
rithm Pub(·) to obtain the transformation key directly.

• If f (Ikey, I∗enc) 6= 1, it first involves the standard ABE
challenger to obtain a full decryption key d , and then
applies the private evaluation algorithm Priv(·) to gen-
erate the transformation key.

For adaptive security, as the simulator does not know the
challenge access structure (resp. attribute set) I∗enc in advance,
it would be an obstacle to provide Theorem 1. Indeed, Green,
Hohenberger and Waters in [10, Section 5.1]pointed out that
if the adversary makes a query to some transformation key,
the reduction algorithm will face a dilemma to generate the
transformation key from the above two ways.We observe that
this dilemma in some sense is caused by the transformation
key being fixed. That is, the transformation key is created only
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once. When it is created, the simulator must know whether
the corresponding secret key can be queried (i.e., corrupted)
or not. For example, if Ikey does not satisfy the challenge
encryption policy I∗enc, the simulator must create a transfor-
mation key tk and know its corresponding secret key sk , as the
adversary later may corrupt the secret key associated to the
pre-created transformation key.

In this section, we propose a new framework for OD-ABE
to alleviate the above issue. The new framework is identical
to the one introduced in [10] (also see Section III) with the
exception of the outsourced decryptionmode. In the modified
decryption mode, the data user refreshes his transformation
key and secret key ( rather than a fixed key pair) for each new
ciphertext. Suppose that (tk, sk) is the current key pair for
the data user. There is an algorithm Update(·, ·) that takes as
input (tk, sk) and outputs a new refreshed key pair (tk ′, sk ′).
Let CT1,CT2, · · · ,CTn be a sequence of ciphertexts. Fig. 3
depicts this new decryption mode for outsourcing.

FIGURE 3. New outsouced decryption mode.

Due to key updating, it is reasonable to assume that during
each decryption time period the adversary can only corrupt
the current secret key. So, the two oracles (i.e., Create(Ikey)
and Corrupt(i)) in the previous security model for OD-ABE
will be modified to the transformation key corruption oracle
CorruptTK(Ikey) and the fully secret key (including both tk
and sk) corruption oracleCorruptSK(Ikey), which are defined
as follows:

• CorruptTK(Ikey): On input a query Ikey, the oracle runs
KeyGenout (msk, Ikey) to generate a new key pair (tk, sk)
and returns tk to the adversary.

• CorruptSK(Ikey): On input a query Ikey, the oracle runs
KeyGenout (msk, Ikey) to generate a new key pair (tk, sk)
and returns (tk, sk) to the adversary.

Now, we give the formal security model for the modified
OD-ABE framework.
Security Model for ABE with Modified Outsourcing: The

security model is also defined through an attack game played
between the challenger and an adversary.

• Setup: The challenger runs the setup algorithm Setup
and gives the system parameter, sp to the adversary.

• Phase 1: The adversary can access to the oracles
CorruptTK(Ikey) and CorruptSK(Ikey) for transforma-
tion keys and secret keys repeatedly and adaptively.

The challenger initializes an empty table T and adds
the query Ikey to T when the adversary queries the fully
secret key oracle CorruptSK(Ikey).

• Challenge: The adversary submits two equal length
messages m0 and m1, and an access structure (resp.
attribute set) I∗enc so that f (Ikey, I∗enc) 6= 1 for any
Ikey ∈ T . The challenger flips a random bit b ∈ {0, 1},
and computes CT ∗ = Encrypt(mb, I∗enc). The ciphertext
CT ∗ is given to the adversary.

• Phase 2: The adversary can repeatedly and adaptively
query the oracles as in Phase 1, with the restriction that
f (Ikey, I∗enc) 6= 1 when the adversary queries the fully
secret key oracle with Ikey.

• Guess: The adversary outputs a guess b′ for b.
The advantage of an adversary in this game is defined as
|Pr[b′ = b]− 1/2|.
Definition 5 (Adaptive Security): An ABE scheme with

modified outsourcing is adaptively secure against chosen-
plaintext attacks (CPA-secure) if all PPT adversaries have a
negligible advantage in the above attack game.

To achieve adaptive security for the modified OD-ABE
scheme, besides the properties proposed in Section IV,
we additionally need the following property for standardABE
scheme:
• Property 5 (Key Update): For any output (tk, sk)
by algorithm Priv, there exists an efficient algorithm
Update(·, ·) that refreshes (tk, sk) to (tk ′, sk ′), so that
tk ′ has the same distribution as the output of the public
evaluation algorithm Pub conditioned on (tk, sk).

For efficiency, the key update time tupdate plus the local
decryption time tuser should be significantly less than the full
decryption time tdec, i.e., tupdate + tuser < tdec.
By Property 1-5, we obtain the following result.
Theorem 2: If the underlying standard ABE scheme is

adaptively CPA-secure and satisfies Property 1-5, then the
OD-ABE in Construction 1 equipped with the modified
decryption mode in Fig. 3 is also adaptively CPA-secure.

proof:The proof is almost identical to that of Theorem 1.
The differences are summarized as follows:
• The adversary does not need to commit the challenge
access structure (resp. attribute set) I∗enc to the simulator
Sim before the Setup phase.

• To answer the adversary’s queries, the simulator will
maintain a table T with elements of the form (Ikey, tk, sk)
and do it as follows.
– When the adversary queries the transformation key

on Ikey, the simulator first searches the table T with
index Ikey: (1) If there exists entry (Ikey, tk, sk),
the simulator gives tk to the adversary and then
involves the key update algorithm to update the key
pair (tk, sk). Finally, it stores the refreshed entry
(Ikey, tk, sk) to table T . (2) If no such entry exists,
the simulator always involves the public evaluation
algorithm Pub(Ikey) to generate the corresponding
transformation key tk and returns it to the adversary.
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– When the adversary queries the secret key on Ikey,
the simulator first searches the table T with index
Ikey: (1) If there exists such entry (Ikey, tk, sk),
it gives (tk, sk) to the adversary. It then involves
the key update algorithm to update the key pair
(tk, sk) and stores the refreshed entry (Ikey, tk, sk)
to table T . (2) If no such entry, the simulator always
involves the original ABE challenger C to obtain the
corresponding decryption key dk , and then applies
the private evaluation algorithm Priv(dk) to gen-
erate the original key pair (tk, sk). The simulator
returns (tk, sk) to the adversary and then involves
the key update algorithm to update the key pair
(tk, sk) and stores the refreshed entry (Ikey, tk, sk)
to table T .

• Once the adversary submits a challenge access struc-
ture (resp. attribute set) I∗enc and two equal length mes-
sages m0 and m1, both previous and subsequent secret
key queries on attribute set (resp. access structure) Ikey
should satisfy f (Ikey, I∗enc) 6= 1. The simulator passes
them on to the underlying ABE challenger to generate
the challenge ciphertext CT ∗.

According to the property of the key update algorithm,
the transformation keys generated by the key update algo-
rithm and the public evaluation algorithm are statistically
indistinguishable. So, breaking the adaptive CPA-security
of the OD-ABE scheme equals to break the adaptive CPA-
security of the underlying ABE scheme.
Remark: Though the modified decryption mode can be

made to achieve adaptive security, it requires to frequently
update user’s transformation key and secret key. So, it intro-
duces some additional computing operations to local decryp-
tion algorithm. It is still an open problem to prove adaptive
security for normal outsourced decryption mode proposed by
Green et al. [10].

VI. INSTANTIATIONS
In this section, we propose two methods for outsourcing the
decryption of CP-ABE schemes. We believe these methods
can be naturally extended to many KP-ABE schemes [5]–[7]
for decryption outsourcing.

A. SELECTIVELY CPA-SECURE CONSTRUCTION
We improve the large universe construction of Waters
CP-ABE scheme [11, Appendix C] to support decryption
outsourcing, which is selectively CPA-secure under the deci-
sional q-parallel BDHE assumption. We believe that these
methods can be also applied to other CP-ABE schemes,
such as [4], [7].
The CP-ABE ofWaters [11]:TheWaters CP-ABE for large

universe is recalled as follows
• Setup(λ,U ): The setup algorithm takes as input a secu-
rity parameter λ and an attribute universe U = {0, 1}∗.
It then chooses a finite group G of prime order p, a gen-
erator g and a bilinear map e from G × G to another
finite group GT . In addition, it chooses a hash function

H : {0, 1}∗→ G. It also chooses two random exponents
α, a ∈ Zp. The authority sets the system parameter as
sp = (g, e(g, g)α, ga,H ) and sets the master secret key
as msk = gα .

• Encrypt(m, Ienc = (M , ρ)): Then encryption algorithm
takes as input a messagem and an LSSS access structure
(M , ρ). The (injective) function ρ associates rows of M
to attributes.
Let M be an ` × n matrix. The algorithm first chooses
a random vector Ev = (s, y2, . . . , yn) ∈ Znp that will be
used to share the encryption exponent s. For i = 1 to `,
it computes λi = Mi · EvT, whereMi is the i-th row ofM .
In addition, the algorithm picks ` random exponents
r1, . . . , r`, and computes the following ciphertext CT =
(C,C ′, {Ci,Di}i∈[`]) where C = m · e(g, g)αs, C ′ = gs

and for i ∈ [`], Ci = gaλi ·H (ρ(i))−ri , Di = gri . Finally,
it outputs the ciphertext CT along with a description of
(M , ρ).

• dk ← KeyGen(msk, S): The key generation algorithm
takes as input the master secret key msk and an attribute
set S. It first chooses a random exponent t ∈ Zp and
then computes the decryption key dk = (K ,L, (Kx)x∈S ),
where K = gαgat , L = gt , and ∀x ∈ S, Kx = H (x)t .

• m/⊥ ← Decrypt(dk,CT ): The decryption algorithm
takes as input the decryption key dk for S and a cipher-
text CT for access structure (M , ρ). Suppose that S
satisfies the access structure (otherwise the algorithm
outputs ⊥ directly). Let I ⊂ {1, 2, . . . , `} be defined
as I = {i : ρ(i) ∈ S}. Then, let {wi ∈ Zp}i∈I be a set
of constants such that if λi are valid shares of any secret
s according to M , then

∑
i∈I wiλi = s. The decryption

algorithm then computes

e(C ′,K )
e(5i∈IC

wi
i ,L) ·5i∈I e(D

wi
i ,Kρ(i))

=
e(g, g)αse(g, g)ast

5i∈I e(g, g)taλiwi
= e(g, g)αs.

Hence, the decryption algorithm can recover the mes-
sage m = C/e(g, g)αs.

We present two methods to split the decryption key so
that they satisfy the aforementioned Property 1-4. The two
key splitting methods are described in Construction 2 and
Construction 3 respectively.
Construction 2: The first key splitting method for selec-

tive security based on the CP-ABE scheme of Waters [11,
Appendix C] is described as follows.
• (tk, sk) ← Priv(dk): For any decryption key dk =
(K = gαgat ,L = gt , {Kx = H (x)t }x∈S ) for some
attribute set S, the private evaluation algorithm chooses
a random exponent z ∈ Z∗p, and sets sk = z and
tk = (K ′,L ′, {K ′x}x∈S ), where

K ′ = K 1/z
= gα/zga(t/z)

L ′ = L1/z = gt/z

{K ′x}x∈S = {K
1/z
x = H (x)t/z}x∈S .
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• tk ← Pub(S): For any attribute set S, the public evalua-
tion algorithm chooses two random exponents β, t ∈ Zp,
and sets tk = (K ′ = gβgat ,L ′ = gt , {K ′x = H (x)t }x∈S ).
This implicitly sets sk = z = α/β. Clearly, this tk has
the same distribution as the first output of Priv by the
randomness of β and t.

• CT ′ ← Decserver (tk,CT ): For any ciphertext CT =
(C,C ′, {Ci,Di}i∈[`]) for access structure (M , ρ), sup-
pose that S satisfies the access structure (otherwise
the algorithm outputs ⊥ directly). As in the original
decryption algorithm, let I ⊂ {1, 2, . . . , `} be the set
I = {i : ρ(i) ∈ S}, and let {wi ∈ Zp}i∈I be the
set of constants such that if λi are valid shares of any
secret s according to M, then

∑
i∈I wiλi = s. The server

decryption algorithm computes

e(C ′,K ′)
e(5i∈IC

wi
i ,L

′) ·5i∈I e(D
wi
i ,K

′

ρ(i))

=
e(g, g)(α/z)se(g, g)as(t/z)

5i∈I e(g, g)(t/z)aλiwi
= e(g, g)(α/z)s.

Finally, the server decryption algorithm outputs
CT ′ = (T0,T1) = (C, e(g, g)(α/z)s).

• m ← Dec(sk,CT ′): For a secret key sk = z and a
partially decrypted ciphertext CT ′ = (T0,T1), the user
decryption algorithm computes m = T0/T

z
1 . Since T0 =

m · e(g, g)αs and T1 = e(g, g)(α/z)s, the correctness
follows by T0/T

z
1 = m · e(g, g)αs/(e(g, g)(α/z)s)z = m.

Construction 3: The second key splitting method for selec-
tive security based on the CP-ABE scheme of Waters [11,
Appendix C] is described as follows.

• (tk, sk) ← Priv(dk): For any decryption key dk =
(K = gαgat ,L = gt , {Kx = H (x)t }x∈S ) for some
attribute set S, the private evaluation algorithm chooses
a random exponent z ∈ Z∗p, and sets sk = z and
tk = (K ′,L ′, {K ′x}x∈S ), where

K ′ = K · g−z = gα−zgat

L ′ = L = gt

{K ′x}x∈S = {Kx = H (x)t }x∈S .

• tk ← Pub(S): For any attribute set S, the public evalua-
tion algorithm chooses two random exponents β, t ∈ Zp,
and sets tk = (K ′ = gβgat ,L ′ = gt , {K ′x = H (x)t }x∈S ).
This implicitly sets sk = z = α − β. Clearly, this tk has
the same distribution as the first output of Priv by the
randomness of β and t.

• CT ′ ← Decserver (tk,CT ): For any ciphertext CT =
(C,C ′, {Ci,Di}i∈[`]) for access structure (M , ρ), sup-
pose that S satisfies the access structure (otherwise
the algorithm outputs ⊥ directly). As in the original
decryption algorithm, let I ⊂ {1, 2, . . . , `} be the set
I = {i : ρ(i) ∈ S}, and let {ω ∈ Zp}i∈I be the
set of constants such that if λi are valid shares of any
secret s according to M, then

∑
i∈I wiλi = s. The server

decryption algorithm computes

e(C ′,K ′)
e(5i∈IC

wi
i ,L

′) ·5i∈I e(D
wi
i ,K

′

ρ(i))

=
e(g, g)(α−z)se(g, g)ast

5i∈I e(g, g)taλiωi
= e(g, g)(α−z)s.

Finally, the server decryption algorithm outputs CT ′ =
(T0,T1) = (C/e(g, g)(α−z)s, e(g,C ′)).

• m ← Dec(sk,CT ′): For a secret key sk = z and a
partially decrypted ciphertext CT ′ = (T0,T1), the user
decryption algorithm computes m = T0/T

z
1 . Since

T0 = C/e(g, g)(α−z)s = m · e(g, g)zs and T1 =
e(g,C ′) = e(g, g)s, the correctness follows by T0/T

z
1 =

m · e(g, g)zs/(e(g, g)s)z = m.
Applying the first decryption key splitting method

to our generic construction, we immediately obtain the
CP-ABE outsourcing scheme proposed by Green et al.
in [10, Figure 5]. Applying the second method, we obtain
a new CP-ABE outsourcing scheme, which has the same
efficiency as that of the first method in terms of local decryp-
tion operation and transformed ciphertext size. From Table 1,
the second method require just one exponentiation to derive
the transformation key from the full decryption key, while the
first method requires (2+|S|) exponentiations over groupG.

B. ADAPTIVELY CPA-SECURE OD-ABE SCHEMES
We improve Lewko andWaters CP-ABE scheme [26] to sup-
port decryption outsourcing, which is adaptively CPA-secure
under some complexity assumptions over a bilinear com-
posite group, including the decisional q-parallel BDHE
assumption.
The CP-ABE of Lewko and Waters [26]: The Lewko-

Waters CP-ABE is actually an extension of the previ-
ous Waters CP-ABE from prime-order bilinear group to
composite-order bilinear group. We recalled it as follows:
• Setup(λ,U ): The setup algorithm chooses a bilinear
group G of composite-order N = p1p2p3 (3 distinct
primes). Let Gpi denote the subgroup of order pi in G.
It then chooses random exponents α, a, b ∈ ZN , and
a random group element g ∈ Gp1 . For each x ∈ U ,
it chooses a random exponent hx ∈ ZN and sets
Hx = ghx . The authority sets the system parameter
as sp = (N , g, e(g, g)α, ga, gb, {Hx}x∈U ) and sets the
master secret key as msk = (gα, g3) where g3 is a
generator of Gp3 .

• Encrypt(m, Ienc = (M , ρ)): Then encryption algorithm
takes as input a messagem and an LSSS access structure
(M , ρ). The (injective) function ρ associates rows of M
to attributes.
Let M be an ` × n matrix. The algorithm first chooses
a random vector Ev = (s, y2, . . . , yn) ∈ ZnN that will be
used to share the encryption exponent s. For i = 1 to `,
it computes λi = Mi · EvT, where Mi is the i-th row of
M . In addition, the algorithm picks ` random exponents
r1, . . . , r` ∈ ZN , and computes the following ciphertext
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CT = (C,C ′,C ′′, {Ci,Di}i∈[`]) whereC = m·e(g, g)αs,
C ′ = gs, C ′′ = (gb)s and for i ∈ [`], Ci = gaλi · H−riρ(i) ,
Di = gri . Finally, it outputs the ciphertextCT along with
a description of (M , ρ).

• dk ← KeyGen(msk, S): The key generation algorithm
takes as input the master secret key msk and an attribute
set S. It chooses random exponents t, u ∈ ZN , and
random elementsR,R1,R2, {Rx}x∈S ∈ Gp3 . The decryp-
tion key is dk = (K ,L1,L2, (Kx)x∈S ), where K =
gαgatgbuR, L1 = gtR1, L2 = guR2, and ∀x ∈ S,
Kx = H t

xRx .
• m/⊥ ← Decrypt(dk,CT ): The decryption algorithm
takes as input the decryption key dk for S and a cipher-
text CT for access structure (M , ρ). Suppose that S
satisfies the access structure (otherwise the algorithm
outputs ⊥ directly). Let I ⊂ {1, 2, . . . , `} be defined
as I = {i : ρ(i) ∈ S}. Then, let {wi ∈ ZN }i∈I be a set
of constants such that if λi are valid shares of any secret
s according to M , then

∑
i∈I wiλi = s. The decryption

algorithm then computes

e(C ′,K )e(C ′′,L2)−1

e(5i∈IC
wi
i ,L1) ·5i∈I e(D

wi
i ,Kρ(i))

=
e(g, g)αse(g, g)ast

5i∈I e(g, g)taλiwi
= e(g, g)αs.

Hence, the decryption algorithm can recover the mes-
sage m = C/e(g, g)αs.

Similar to the key splitting method for selective security,
we propose two decryption key splitting methods for adaptive
security based on Lewko-Waters CP-ABE scheme. They are
described in Construction 4 and Construction 5 respectively.
Construction 4: The first key splitting method for adaptive

security based on the CP-ABE scheme of Lewko-Waters [26]
is described as follows.
• (tk, sk)← Priv(dk): Suppose that the decryption key is
dk = (K ,L1,L2, (Kx)x∈S ), where K = gαgatgbuR, L1 =
gtR1, L2 = guR2, and ∀x ∈ S, Kx = H t

xRx . The private
evaluation algorithm chooses a random exponent z ∈
Z∗p, and then sets sk = z and tk = (K ′,L ′1,L

′

2, {K
′
x}x∈S ),

where

K ′ = K 1/z L ′1 = L1/z1

L ′2 = L1/z2 {K ′x}x∈S = {K
1/z
x }x∈S .

• tk ← Pub(S): For any attribute set S, the public evalua-
tion algorithm chooses random exponents β, t, u ∈ ZN ,
and random elements R,R1,R2, {Rx}x∈S ∈ Gp3 . It sets
tk = (K ′,L ′1,L

′

2, {K
′
x}x∈S ), where K

′
= gβgatgbuR,

L ′1 = gtR1, L ′2 = guR2, and ∀x ∈ S, K ′x = H t
xRx .

This implicitly sets sk = z = α/β. Clearly, this tk has
the same distribution as the first output of Priv by the
randomness of β, t , R, R1, R2 and {Rx}x∈S .

• (tk ′, sk ′) ← Update(tk, sk): For any key pair tk =
(K ′,L ′1,L

′

2, {K
′
x}x∈S ) and sk = z, the key update

algorithm first chooses random exponent z′, t ′, u′ ∈
ZN and random elements R′′,R′′1,R

′′

2, {R
′′
x }x∈S ∈ Gp3 ,

and then sets sk ′ = z · z′ (mod N ) and tk ′ =
(K ′′,L ′′1 ,L

′′

2 , {K
′′
x }x∈S ), where

K ′′ = K ′1/z
′

gat
′

gbu
′

R′′

L ′′1 = L ′1/z
′

1 gt
′

R′′1

L ′′2 = L ′1/z
′

2 gu
′

R′′2
{K ′′x }x∈S = {K

′1/z′
x H t ′

x R
′′
x }x∈S .

By the randomness of z′, t ′, u′ and R′′,R′′1,R
′′

2, {R
′′
x }x∈S ,

the above tk ′ has the same distribution as the output of
the public evaluation algorithm.

• CT ′ ← Decserver (tk,CT ): For any ciphertext CT =
(C,C ′,C ′′, {Ci,Di}i∈[`]) for access structure (M , ρ),
suppose that S satisfies the access structure (otherwise
the algorithm outputs ⊥ directly). As in the original
decryption algorithm, let I ⊂ {1, 2, . . . , `} be the set
I = {i : ρ(i) ∈ S}, and let {wi ∈ ZN }i∈I be the
set of constants such that if λi are valid shares of any
secret s according to M, then

∑
i∈I wiλi = s. The server

decryption algorithm computes

e(C ′,K ′)e(C ′′,L ′2)
−1

e(5i∈IC
wi
i ,L

′

1) ·5i∈I e(D
wi
i ,K

′

ρ(i))

=
e(g, g)(α/z)se(g, g)as(t/z)

5i∈I e(g, g)(t/z)aλiwi
= e(g, g)(α/z)s.

Finally, the server decryption algorithm outputs CT ′ =
(T0,T1) = (C, e(g, g)(α/z)s).

• m ← Dec(sk,CT ′): For a secret key sk = z and a
partially decrypted ciphertext CT ′ = (T0,T1), the user
decryption algorithm computes m = T0/T

z
1 . Since T0 =

m · e(g, g)αs and T1 = e(g, g)(α/z)s, the correctness
follows by T0/T

z
1 = m · e(g, g)αs/(e(g, g)(α/z)s)z = m.

Construction 5: The second key splitting method for adap-
tive security based on the CP-ABE scheme of Lewko-
Waters [26] is described as follows.
• (tk, sk)← Priv(dk): Suppose that the decryption key is
dk = (K ,L1,L2, (Kx)x∈S ), where K = gαgatgbuR, L1 =
gtR1, L2 = guR2, and ∀x ∈ S, Kx = H t

xRx . The private
evaluation algorithm chooses a random exponent z ∈
Z∗p and random elements R′,R′1,R

′

2, {R
′
x}x∈S ∈ Gp3 , and

then sets sk = z and tk = (K ′,L ′1,L
′

2, {K
′
x}x∈S ), where

K ′ = K · g−z L ′1 = L1
L ′2 = L2 {K ′x}x∈S = {Kx}x∈S .

• tk ← Pub(S): For any attribute set S, the public evalua-
tion algorithm chooses random exponents β, t, u ∈ ZN ,
and random elements R,R1,R2, {Rx}x∈S ∈ Gp3 . It sets
tk = (K ′,L ′1,L

′

2, {K
′
x}x∈S ), where K

′
= gβgatgbuR,

L ′1 = gtR1, L ′2 = guR2, and ∀x ∈ S, K ′x = H t
xRx . This

implicitly sets sk = z = α − β (mod N ). Clearly, this
tk has the same distribution as the first output of Priv by
the randomness of β, t , R, R1, R2 and {Rx}x∈S .

• (tk ′, sk ′) ← Update(tk, sk): For any key pair tk =
(K ′,L ′1,L

′

2, {K
′
x}x∈S ) and sk = z, the key update
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TABLE 1. Efficiency comparison of CP-ABE outsourcing methods. Assume that the size of an attribute set is s and an LSSS access structure is associated
with an ` × n mathrix. Let P , EG and ET be the maximum time to compute a pairing, an exponentiation in G and an exponentiation in GT respectively.

algorithm first chooses random exponent z′, t ′, u′ ∈
ZN and random elements R′′,R′′1,R

′′

2, {R
′′
x }x∈S ∈ Gp3 ,

and then sets sk ′ = z + z′ (mod N ) and tk ′ =
(K ′′,L ′′1 ,L

′′

2 , {K
′′
x }x∈S ), where

K ′′ = K ′g−z
′

gat
′

gbu
′

R′′

L ′′1 = L ′1g
t ′R′′1

L ′′2 = L ′2g
u′R′′2

{K ′′x }x∈S = {K
′
xH

t ′
x R
′′
x }x∈S .

By the randomness of z′, t ′, u′ and R′′,R′′1,R
′′

2, {R
′′
x }x∈S ,

the above tk ′ has the same distribution as the output of
the public evaluation algorithm.

• CT ′ ← Decserver (tk,CT ): For any ciphertext CT =
(C,C ′,C ′′, {Ci,Di}i∈[`]) for access structure (M , ρ),
suppose that S satisfies the access structure (otherwise
the algorithm outputs ⊥ directly). As in the original
decryption algorithm, let I ⊂ {1, 2, . . . , `} be the set
I = {i : ρ(i) ∈ S}, and let {wi ∈ ZN }i∈I be the
set of constants such that if λi are valid shares of any
secret s according to M, then

∑
i∈I wiλi = s. The server

decryption algorithm computes

e(C ′,K ′)e(C ′′,L ′2)
−1

e(5i∈IC
wi
i ,L

′

1) ·5i∈I e(D
wi
i ,K

′

ρ(i))

=
e(g, g)(α−z)se(g, g)ast

5i∈I e(g, g)taλiwi
= e(g, g)(α−z)s.

Finally, the server decryption algorithm outputs CT ′ =
(T0,T1) = (C/e(g, g)(α−z)s, e(g,C ′)).

• m ← Dec(sk,CT ′): For a secret key sk = z and a
partially decrypted ciphertext CT ′ = (T0,T1), the user
decryption algorithm computes m = T0/T

z
1 . Since T0 =

m · e(g, g)zs and T1 = e(g, g)s, the correctness follows
by T0/T

z
1 = m · e(g, g)zs/(e(g, g)s)z = m.

Applying them to our generic construction, we immedi-
ately obtain two adaptively secure CP-ABE scheme with out-
sourced decryption. These two schemes are almost identical,
with the exception of the key update algorithm. Specifically,
from Table 1, the second method is slightly more efficient
than that of the first method.

VII. PERFORMANCE COMPARISON
Theoretical Results:Table 1 summarizes the group operations
and ciphertext length of the previous two key split algorithms
for selective security and adaptive security respectively. Espe-
cially, the table lists the number of group operations of the

private evaluation algorithm Priv. For selective security, both
of the two outsourcing methods do not require key updating.
So, the local user only requires the local decryption opera-
tion, which is very efficient and independent of the number
of user’s attributes. For adaptive security, they require key
updating for each decryption. So, besides local decryption
algorithm, the key update algorithm requires linear number
of exponent operations. Nevertheless, compared with the full
decryption algorithm, it does not require any expensive pair-
ing operations.
Experimental Results: To evaluate the efficiency of our

method in practice, we implement our OD-ABE schemes
as well as Green et al.’s OD-ABE scheme [10] using the
PBC library [27] on a Windows 10 platform with 2.2GHz
Intel Core i5-5200U CPU and 8GB Memory. For selective
security, the pairing is chosen from a Type-A elliptic curve
y2 = x3 + x defined over a 512-bit prime filed. For adap-
tive security, we choose a Type-A1 elliptic curve, which
uses the same equation, but has a composite-order field.
(including three 512-bit primes). We choose ‘‘AND’’ access
policy and increase the policy attributes and user’s attributes
from 10 to 100.

Figure 4 illustrates the computation cost of selectively
CPA-secure CP-ABE schemes with outsourced decryption.
The first scheme comes from Green et al., which is identical
to the one obtained using our first key splitting method.
The second scheme is ours, obtained using our second key
splitting method. Both of them are based Waters CP-ABE
scheme. Fig. 4(a) and Fig. 4(b) show that both schemes signif-
icantly outsource the ABE ciphertext to the cloud server. For
the transformation key generation algorithm, we assume that
each user already has a valid normal CP-ABE decryption key
and then derives the ciphertext transformation key from it.
Fig. 4(c) shows that to derive the ciphertext transformation
key, our method runs in constant time while Green et al.’s
method runs in linear time with respect to the number of
user’s attributes. Fig. 4(d) and Fig. 4(e) illustrate that user’s
local decryption is very faster than full ABE decryption.
It requires less than 2.5 milliseconds and is independent of
the user’s number of attributes.

Figure 5 illustrates the computation cost of adaptively
CPA-secure CP-ABE schemes with outsourced decryption.
The first scheme is obtained using our first key splitting
method, while the second scheme is obtained using our sec-
ond key splitting method, based on Lewko-Waters CP-ABE
scheme. Fig. 5(a) and Fig. 5(b) illustrate that the original ABE
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FIGURE 4. Experimental results for slectively CPA-secure CP-ABE with outsourced decryption. (a) ABE Ciphertext Size.
(b) Transformed Ciphertext Size. (c) TK Generation Time. (d) Full ABE Decryption Time. (e) Final Decryption Time.

FIGURE 5. Experimental results for Adaptive CPA-secure CP-ABE with outsourced decryption. (a) ABE Ciphertext Size.
(b) Transformed Ciphertext Size. (c) TK Generation Time. (d) Full ABE Decryption Time. (e) Key Update Time. (f) Final
Decryption Time.

ciphertext length is linear to the number of policy attributes,
but the transformed ciphertext length is constant and very
short. For example, when the number of policy attributes is
100, the ABE ciphertext is almost 200 Kbytes, while the
transformed ciphertext is only less than 2 Kbytes. As in
our selectively CPA-secure schemes, Fig. 5(c) shows that
the second TK generation algorithm is more efficient than
the first one. For large attribute set, the second method runs
in less than 1 seconds, while the first method requires more
than 50 seconds. Fig. 5(d) depicts the normal ABE decryp-
tion time. To obtain adaptive security, the two methods both
require transformation/secret key updating. Fig. 5(e) shows

that they run in linear time with the number of user’s
attributes. Fortunately, they are faster than full ABE decryp-
tion. Specifically, the first method is nearly 2 times faster
than full ABE decryption, while the second method is nearly
2 times faster than the first second. Fig. 5(f) shows that the
final decryption needs only about 0.1 seconds.

VIII. CONCLUSION
This paper researched on the properties of a standard ABE
scheme that can be used to achieve decryption outsourc-
ing. The result requires the (publicly distributed) transforma-
tion key to be obtained either from the original decryption
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key, or from just the policy associated to the decryption key.
By this specific property, there exists a black-box construc-
tion of decryption outsourceble ABE from standard ABE in
the selective security model. By updating the user’s key pair,
the adaptive security reduction also holds for our generic
construction. In addition, the paper proposed two methods
to split the decryption key satisfying the required properties.
Experimental results showed the advantages of these two key
splitting methods.
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