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ABSTRACT Recently, Ostad-Sharif et al. pointed out the susceptibility of three different authentication
schemes themed for telecare medicine/medical information systems to key compromise impersonation attack
(KCTA). To further address this issue, they proposed an ECC-based authentication and key generation scheme
for healthcare applications. In this paper, we show that Ostad-Sharif et al.’s scheme is not only affected
with key compromise impersonation attack but also suffers from a key compromise password guessing
attack. Several papers have been published by the researchers by applying KCIA on existing authentication
protocols. Before any further move in research in this direction, researchers must contemplate about KCIA.
We conclude this article with a rigorous analysis of KCIA along with two questions to ponderon for the
research community working in this field.

INDEX TERMS Authentication, key-agreement, key compromise password guessing attack, key compro-
mise impersonation.

I. INTRODUCTION
Telecare medicine/medical information systems (TMIS) are
systems dedicated to provide online healthcare services. It is
playing an important role in upgrading the traditional time
consuming healthcare system to a smart healthcare system
with the use of information and communication technol-
ogy (ICT). As these systems are entirely based on Internet,
an open medium, security and privacy are major concerns
for their viability. The issue of security and privacy is well
addressed by the authentication and key agreement schemes.
Recently, Ostad-Sharif et al. [1] pointed out key com-
promise impersonation attack in authentication schemes
designed by Giri ef al. [2], Amin and Biswas [3], and Arshad
and Rasoolzadegan [4] for telecare medicine/medical infor-
mation systems (TMIS). In succession, Ostad-Sharif et al. [1]

applications. In this paper, we show that their scheme is
also susceptible to key compromise impersonation attack.
The worst case is that in their scheme the key compromise
impersonation attack leads to password guessing attack.

1. NOTATIONS AND PICTORIAL REVIEW OF
OSTAD-SHARIF et al."s SCHEME

A. NOTATIONS AND DESCRIPTION

See Table 1.

B. PICTORIAL REVIEW OF OSTAD-SHARIF et al's SCHEME
See Fig. 1.

Ill. QUESTIONING KEY COMPROMISE ATTACK ON
OSTAD-SHARIF et al.’s SCHEME

also proposed an authentication scheme for healthcare

The associate editor coordinating the review of this manuscript and
approving it for publication was Tai-Hoon Kim.

In this section, we show that Ostad-Sharif et al.’s scheme
suffers from key compromise impersonation attack and key
compromise password guessing attack.
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FIGURE 1. User registration, login & authentication phases of Ostad-Sharif et al.s scheme.

A. KEY COMPROMISE IMPERSONATION ATTACK

An attacker E possessing the secret key x of the server S
intercepts the login message {token,", eidy, Xp, vp, vy, 1y}
of p; from public channel and reads the value of token)," .
E computes (idy||ns) = decy(eidy) and uses the retrieved
id, to obtain user specific details {id),, idy, dy} from
the stolen registration table of the database of S. E
computes a, = ho(idyl|idy||x), generates a random
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number n,, and computes X, = ho(idy|lidy||ney)P
where P is public value. For roke pv = 0, E computes
Vep = ho(ap||Xepl|XP ||tep||tokenl,” ) with current timestamp
tep. For tokenh"” >= 1, E computes xpw, = d, ® hi(ap)
and Vi, = ho(ap||Xepl|XP |ltep|Ixpwy||tokenh"). E sends
{tokenzw, eidy, Xep, Vep, v’;,? fep} as a login message to S in
order to act as the legal user p;. Clearly, the login message
{token", eidy, Xep, Vep, Vop » tep} Will be entertained by S as
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TABLE 1. The notations with description.

Notations | Description

Di Patient

N Server

E Attacker

id,, pw, Identity/password of patient

id,, Identity of patient’s mobile device

X Server’s master secret key

Ty Uy Random numbers generated at the patient end
during registration phase

g Random number generated at the server end during
registration phase

m, Random number generated at the patient end during
login-authentication phase

s, Ny Random numbers generated at the server end during
login-authentication phase

t, Current timestamp at the patient side

sk Session key agreed between patient and server

P Base point on a suitably chosen elliptic curve

ho(.), hi(.), | One-way hash functions

()

&) Bitwise XOR operator

I Concatenation operator

fep 1s the current timestamp; eid, contains the valid identity
idy, of p;; X.p contains the valid identity id, of p;, the valid
identity id,, of the mobile device of p;, and fresh random
number n,; further v,, and vf;;” are computed with the exact
session key x of S,valid value of a, and also according to
the value of token," being sent. Thus, the server will believe
that the received message is from the legitimate patient p; and
hence the attacker is able to impersonate as patient.

B. KEY COMPROMISE PASSWORD GUESSING ATTACK
Suppose that an attacker E, possessing the compromised
secret key x of the server, obtains the mobile device of patient
pi- E can procure the parameters {eid), by, ¢p, 1p, Up, tokengw}
stored inside the mobile device [5], [6]. Then E can guess the
password of p; in any of the following ways.

E computes (idy||ns) = dec,(eidy) to obtain id,, makes a
guess idy,, for identity of the mobile device of p; and computes
a, = ho(idy,|lidp||x), opwy, = by @ay,, hi(opwy,), hi(opwp) =
cp® xP, whence P is public parameter. Compares hl(opw;,“)
and /1 (opwy), equality of these two values guarantees the cor-
rectness of the guessed id},, else, E attempts with some other
guess. It is clear from the aforementioned computations that
if E possesses the correct id,, then it also possesses the correct
opwp and a,. Then E guesses pw; for possible password of
pi and computes opw;,“* = ho((id,@idp)||rp| |pw;) whence r,
is available from the mobile device. Equality of opwy* and
opw), guarantees the correctness of the guessed pw;, else, E
attempts with some other guess.

Alternately, £ can also obtain the exact value of id,
corresponding to the patient p; from the database of the
server S since S stores {idp, idy, empty, dp} in its database
as the explanation follows. Since id, is available in the
database entry of p;. The attacker E possessing id), via com-
putation (idy||lng) = decy(eidy), can easily pick the entry
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{idy, idy, dy} corresponding to p; from the stolen registration
table of the database of S. Then E guesses pw;j for possible
password of p;, computes a, = ho(idy|lidy||x), opw, =
b, ®a,. E computes opw; = ho((id,@idp)||rp| |pw;§) whence
rp is available from the mobile device. E compares opw), and
opwp, the equality of these two values ensures the correctness
of the guessed pw;, else, E attempts with some other guess. E
can also compute xpw,, = d, ®hy(ap), xpw; = ho(up| |pw[’;)P,
whence r, is available in the mobile device. E compares
xpwy, and xpwp, the equality of these two values ensures the
correctness of the guessed pw;f, else, E attempts with some
other guess. In this way, the attacker E can guess the password
of p;.

IV. CONCLUSION

Given any authentication scheme, if the secret key of the
server is compromised and comes in the knowledge of an
attacker then the scheme will surely be exposed to various
types of attacks. In fact, leakage of server’s secret key is very
rare and this is a very strong assumption to apply attacks on
an existing scheme. The reason is that the server is the most
trusted authority in the scenario of authentication schemes,
thereby; there are substantial security provisions to maintain
the security of server’s secret key.

We observed that Ostad-Sharif et al.’s scheme suffers from
key compromise impersonation attack as well as key com-
promise password guessing attack although they would have
definitely tried their best to avoid the possibility of key com-
promise attack on their scheme as they themselves mounted
this attack on the target schemes in their work, and in the
process of seeking a solution to this attack they designed
and presented a new scheme. Thus, it is hardly possible for
an authentication scheme to defy this attack. Moreover, once
the secret key of the server comes in the knowledge of an
attacker E, he/she can act as the legitimate server. In sensitive
application scenario of healthcare, the attacker sitting as a
valid server can collect sensitive data of patients that can
be misused for various purposes. In addition, the attacker
acting as the legitimate server can also provide false reply to
patients’ queries thereby creating problems in their treatment
with an intention to corrupt the online healthcare system.
Therefore, key compromise attack is detrimental for sensitive
applications such as healthcare services and it may lead to
public unrest and disinterest in online services.

Based on the above analysis and discussion we put forward
two questions for the researchers working in this field. First
question is whether the key compromise attack should be
designated as a valid attack or an invalid attack. That is,
researchers should provide either validity or invalidity to this
attack. Second question is that if the researchers provide
validity to this attack then they should provide a concrete
solution to it which is an open challenge.
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