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ABSTRACT In multiple-input multiple-output wireless communication system, artificial noise (AN) is
designed to be aligned into the null space of the legitimate channel so that it has no effect on the legitimate
channel. Meanwhile, AN will reduce the secrecy capacity of the eavesdropping channel so that AN increase
the secrecy capacity of the wireless communication system. Nevertheless, AN technology only pays attention
to the CSI of the legitimate channel but does not pay attention to the CSI of the eavesdropping channel so
that the secrecy capacity of the system can be further improved. In this paper, we analyze the performance
of traditional AN. A secrecy capacity optimization artificial noise for the whole communication system
to further improve the system’s secrecy capacity is proposed. The secrecy capacity optimization artificial
noise is considered as a kind of artificial noise which is disadvantageous to the legitimate receiver but
more disadvantageous to the eavesdropper. Furthermore, we further analyzed the technical details of AN
technology and found the key factor affecting the secrecy capacity. Meanwhile, the secrecy capacity
optimization artificial noise is effectively designed by applying these conclusions and the key factors of
secrecy capacity optimization artificial noise affecting the secrecy capacity of the wireless communication
system are described. The analysis and simulation results in practical environments show that the proposed
method has a good performance on improving the secrecy capacity.

INDEX TERMS MIMO, eavesdropping, physical layer security, secrecy capacity, artificial noise, secrecy

capacity optimization artificial noise.

I. INTRODUCTION

In the past period of time, wireless communication tech-
nology has developed rapidly. Especially in the past two
decades, the explosion of mobile phones and mobile internet
has brought huge economic benefits which has promoted the
rapid development of wireless communication technology.
The rate of communication increases rapidly, especially after
the explosion of MIMO technology, the rate of communica-
tion increases exponentially. However, the nature of wireless
communication has natural defects. The information trans-
mitted by wireless communication can be received by all
receivers, so it is very easy to be eavesdropped. Therefore,
the encryption technology of wireless communication is an
important topic in the research of wireless communication
technology. Wireless communication encryption technology
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is usually falled into two types: one is cryptography in the
traditional sense, which encrypts the transmitted signal so
that it is difficult for the eavesdropper to decipher, but if the
eavesdropper has enough computing power, the encryption
of the signal will be deciphered-no matter how perfect the
encryption technique is. The second is to encrypt the signal
from the point of view of physical layer and information
theory, which is first proposed by Wyner [2]. Its core idea is
that if the channel capacity of the legitimate communication
channel is larger than that of the eavesdropper, then part of
the information transmitted by the legitimate communication
channel will not be received by the eavesdropper channel,
that is to say, some information in the legitimate channel will
not be received by the eavesdropping channel. The differ-
ence between the capacity of the legitimate communication
channel and the eavesdropping channel is called the channel’s
secrecy capacity, which is called the physical layer security
technology.
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Physical layer security technology is not applied well in
single antenna communication system. So physical layer
security technology has not been fully developed for a long
time. Until MIMO technology begins to be widely used,
physical layer security technology has been paid attention
to gradually. Especially with the introduction of artificial
noise (AN) technology, physical layer security technology
has made significant progress [3]. It shows how physical
security technology improve the security performance of the
system effectively. The essence of AN technology is to add a
noise orthogonal to the legitimate channel in MIMO system,
so that the legitimate receiver will not be affected, and the
channel’s secrecy capacity of eavesdropper will be reduced
due to the influence of AN, so that the secrecy capacity of
wireless communication system will be improved.

In order to further expand the secrecy capacity of wire-
less communication systems, researchers have done a lot
of research. A novel power allocation and AN precoding
technology in MIMO-OFDM system are described in [4].
In [5] and [6], a creative technique based on interference
alignment and AN is proposed, which greatly expands the
application scope of AN technology. A three-level optimiza-
tion procedure to increase the average secrecy rate of this
wiretap channel by optimizing the transmit power alloca-
tion between the encrypted data symbols, unencrypted data
symbols and the AN symbols is proposed in [7]. A joint
optimization of AN signal and transmit filter for the infor-
mation signals in order to achieve a target secrecy level is
proposed in [8]. In [9], the optimal resource allocation for
the weighted sum secrecy rate maximization for legitimate
receivers by power and subcarrier allocation at the transmitter
is proposed. In [10], In order to fully reveal the benefits of the
legitimate receiver, we derive easy-to-evaluate expressions
for the secrecy outage probability achieved by the legitimate
receiver.

Researchers have made outstanding contributions in the
field of physical layer security, but researchers design AN
based on the hypothesis that the AN is orthogonal to the
legitimate CSI. In other words, previous research on AN
focus on the legitimate sender and ignore the eavesdropper,
although AN have many advantages, such as we do not need
to know the eavesdropper’s CSI, signals of transmitter and
legitimate receiver are not affected by any factors, etc.

But if we know all or part of the eavesdropper’s CSI, or we
know what distribution the eavesdropper’s CSI obeys, even if
we only know a little information of the eavesdropper’s CSI,
we can design AN for the whole wireless communication
system (including eavesdropper and legitimate receiver) to
further improve the system’s secrecy capacity.

Meanwhile, in the design of AN, researchers only pay
attention to the orthogonality of AN, but do not know what
characteristics of AN affect the secrecy capacity.

Based on the above analysis, a secrecy capacity optimiza-
tion artificial noise(SCO-AN) technology is proposed in this
paper. SCO-AN includes AN and local artificial noise. The
AN is orthogonal to the legitimate channel and the local
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artificial noise is not orthogonal to the leitimate channel.
Traditional AN is used to reduce the impact of SCO-AN
on the legitimate receiver. Local artificial noise is used to
further increase the secrecy capacity of the system. Local
artificial noise can transform the anti-noise ability of wireless
communication system into secrecy capacity. Local artificial
noise can be considered as the transformation of the anti-
noise ability of the system which will be broadly applied in
communication systems with high anti-noise capability or in
environments with high confidentiality requirements such as
battlefields.

For a wireless communication system, there may be an
infinite number of artificial noises as long as they satisfy
orthogonality. So, which kind of artificial noise is the best,
what is the standard of evaluation, how to design artificial
noise? we find that the component element of AN is the only
factor affecting the secrecy capacity of AN.

At the end of this paper, the simulation results show that
the SCO-AN makes the secrecy capacity of the system sig-
nificantly improved.

The main contributions of this paper are summarized as
follows :

« Following the AN method in [14]. we propose a SCO-
AN theory to further improve the secrecy capacity of
wireless communication systems by adding SCO-AN
that is not orthogonal to the legitimate channel H. The
SCO-AN is a method to transform the anti-noise abil-
ity of wireless communication system into the secrecy
capacity of the system. It is very useful in areas with
high secrecy performance such as battlefield.

o The influence of SCO-AN on secrecy capacity is dis-
cussed. It is proved that there is no upper limit for adding
SCO-AN in wireless communication system. Of course,
SCO-AN can be considered as a kind of noise. Under
certain SNR requirements, SCO-AN can’t be added
without limit.

o The theory of AN in [14] is supplemented. This paper
considers that the variance of the component element
of AN is the main factor affecting the secrecy capacity
of AN. Therefore, besides the traditional schemes such
as power enhancement, the concrete design of AN is put
forward. When designing SCO-AN, the above conclu-
sions are valid as well.

The rest of this paper is organized as follows. In Section II,
we describe the system modeli and present the SCO-AN.
Section III analyzes the secrecy performance of the SCO-
AN and the key factors affecting the secrecy capacity of the
system by AN are analyzed. Simulation results are shown in
Section VI, and conclusions are drawn in Section V.

Notation: At denotes the conjugate transpose of matrix A.
CM*N represents the space of complex M x N matrices. E(-)
represents the expectations.

Il. PROBLEM STATEMENT
In this section, the system model of SCO-AN is first described
and the AN theory is recalled and the SCO-AN is introduced.
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FIGURE 1. Framework of secure communication with wiretap channel.

A. SYSTEM MODEL

A wireless communication system model with eavesdroppers
is shown in Figure 1. In this system, Alice is the transmitter
of information, Bob is the legitimate receiver, and Eve is the
eavesdropper. Alice is equipped with N7 antennas, Bob is
equipped with Ng antennas and Eve is equipped with Ng
antennas. It must be noted here that Eve equipped with Ng
antennas may include two situations: a) a single eavesdropper
has more than one antenna, b) multiple eavesdropper with sin-
gle antenna collude. In contrast, worst case of secure commu-
nication is considered in this paper. H represents CSI between
Alice and Bob and G represents CSI between Alice and Eve.
H; and Gy, represent the channel between the transmitter to
the legitimate receiver and the channel between transmitter to
eavesdropper at time k, respectively. The elements 4; j(g; ;) in
H(or G) represent the channel gain between the i, transmitter
antenna and the j;, receiver(eavesdropper) antenna. X; €
CMr denotes the information transmitted by Alice at time k
received by Bob and Eve, respectively,

7 = Hyxy + ng, (1)
Vi = Gixg + e, (2)

where n; and e; are independent and identically distributed
additive white Gaussian noise(AWGN) with variance of o,
and 062, In order to make the results of information theory
applicable, We assume that block fading exists so that each
element in Hy and Gy, Hy € CNr>Ne G e CNrxNe, hij
gij 1s constant and each element is independent. For each
element in H; and Gy, the encoding and decoding of data are
independent. h; ; and g; ; are assumed to be independent and
unrelated complex number. For convenience of discussion,
we assume that the channel estimation of Hy and Gy is perfect
and error-free, and there is a channel (such as broadcast)
for information transmission between the transmitter and the
receiver so that the transmitter is able to get the CSI of
H; without error. It is generally considered that the CSI
of Gy obeys Poisson distribution. But this assumption only
complicates the discussion and does not help the discussion
presented in the paper so we assume that the CSI of Gy is
invariant and known in a certain time slot. The maximum
transmitting power is assuming to be Py, i.e, E[x; xx] < Po.
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B. ARTIFICIAL NOISE

AN technology is first introduced by [14]. AN is designed to
be in the null space of the legitimate receiver channel accord-
ing to the CSI between the transmitter and the receiver. There-
fore, the residual signal of AN at the legitimate receiver is
zero. For the eavesdropper, the residual signal of AN will
seriously affect the signal quality. The transmitter sends AN
wi € CMR while sending the normal signal s so that

Xy = Wi + Sk, 3)

wy is designed to lie in the null space of Hy so that
Hy wy = 0. We assume that Zy is an orthonormal basis for
Hy so that w;, = Z; v; and Z,JiZk = I. So the signals received
by the receiver and the eavesdropper are expressed as

z; = HiSk + ng, 4
Y& = GiSk + GrWi + e, )

(4) and (5) shows that the AN has no effect on the legitimate
channel because it lie sin the null space of the legitimate
channel. For eavesdropper, AN will degrade the channel of
the eavesdropper. In order to expand the influence of AN on
eavesdroppers, the power of AN is very large, thatis, |Gz H||
is very large. And vy is designed to be i.i.d complex random
variables with variance of akz.

In [14], the signal from the transmitter is designed to be
Sk = pxux where uy is the information signal and px obeys the
independent Gaussian distribution. py is designed to satisfy
the following conditions a) Hypx # 1, b)||px|l = 1.

So the lower bound of secrecy capacity is
SecrecyCapacity;, > C&

sec

=1(Z;U)—I(Y; U)

H;pi [P0 GiPil’o}
= log(14+ L0y o014 JGPTOL )
h E|Gkwk|™+0;

C. THE SECRECY CAPACITY OPTIMIZATION

ARTIFICIAL NOISE

Since the theory of AN is proposed, scholars have made
many outstanding contributions in this field. AN theory is
based on the basic framework of eavesdropping channel. The
eavesdropping channel and legitimate channel are a pair of
information countermeasure channels essentially.

Previous work could be regarded as a method in the frame-
work which makes no effect on the legitimate channels while
reducing the capacity of eavesdropping channels. The basic
principle of AN is to design the AN based on the legitimate
CSI so that the AN has no effect on the legitimate commu-
nication channel and has an impact on the eavesdropping
channel so that the secrecy capacity is improved.

Because the impact of AN on legitimate channel is zero,
the theory of AN is so simple and beautiful that it is impres-
sive. In the subconscious of scholars, noise is considered
harmful because of its randomness so that the noise can not
be eliminated, and the null impact of noise is considered to
be perfect. But AN is absolutely different from noise. AN is
designed and controllable. The traditional design of AN only
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pays attention to the legitimate communication channel, but
does not pay attention to the whole secure communication
system, which has certain limitations. For the limitation of
AN, we propose SCO-AN in this paper. The SCO-AN is
designed not only according to the legitimate receiver, but
also according to the whole secrecy communication system.
It should be noted that this paper only designs SCO-AN from
the perspective of information theory, and does not consider
the impact of SCO-AN on communication technology.

The goal of SCO-AN is to makes the secrecy capacity
of communication system improved further on the basis of
traditional AN. SCO-AN is a means of transforming the anti-
noise ability of the system into the secrecy capacity so that
SCO-AN may increase the secrecy capacity of the system and
make the communication quality worse at the same time. The
SCO-AN may be necessary in such environments as battle-
field, where information is highly confidential, the security
of communication is more important than the efficiency of
communication. In this case, it is necessary to introduce SCO-
AN. Of course, when we design the SCO-AN, the idea of AN
is borrowed to minimize the damage of the SCO-AN to the
communication quality of legitimate users.

The transmitter sends SCO-AN while sending the normal
signal

Xi = W + 5%, ™

where w, € CM consists of SCO-AN and local artificial
noise. s is the signal sent by the transmitter and s; € CVk

Wo = Wi + Wy, ®

wy, € CMR js called local SCO-AN which enhance the
secrecy capacity of the system and w; € CMR is the AN
introduced in (3). We assume that Z,, is an orthonormal basis
for w,, so that w,,, = Z,,v,, and Zj,,Zm = I and v, is designed
to be i.i.d complex random variables with variance o2. So the
signals received by the receiver and the eavesdropper are
expressed as:

zr = HiSk + Hiwo+ng, 9

= HiSt + Hi Wi +Hi Wi +n; = HiSke + He Wi+
(1)

Yk = GkSk + Gk Wg + €k (12)

So the lower bound of secrecy capacity after adding SCO-AN
is:

secrecys > Ce. =1(Z; U) —I(Y; U)
|Gipx >0
E|kas|2+ag)’

(13)

2
[Hyp |02

=log(l4+ ———4
02+E [Hywy|?

)—log(1+

where E[HyWy|? = (HyZuZ.LHL)o2.

Ill. THE PROPERTIES OF SCO-AN AND

THE FACTOR OF AN

A. APPLICABLE CONDITIONS OF SCO-AN

We need to find the proper w,, so that the secure capacity of
the system increases after adding w,,, that is to say, the sys-
tem’s secrecy capacity increases and the following formula
should be satisfied:

Sec recys — Sec recyg

H 2.2 G 2.2
— log(1 + [Hip "o, )~ log(1 + | kPk|20u i
02 + EHywy,| E|Ggw,|*+0;
Hipi |0, IGipr 202
—{log(1 + 2K 2wy Jog(l + —2K Zu_yy 5
{log( o2 ) — log( EIGka|2+UZ)} >

(14)

where E |Hy wm|2 = (Hy ZmZ,T,,H;E)a,%, According to previous
assumptions, only wy,, and w, are unknown in (14) that is,
EHiw,, |2 and E|Gk W, ]2 are unknown. So the necessary and
sufficient condition for (14) is given in (15), as shown at the
bottom of this page.

It seems very complicated, but in (15), only E|H;w,, |2 and
E |kag|2 are variables, and the rest are constants. So (15)
is considered to be a binary quadratic inequality. As long
as E|Hyw,,|* and E |kag|2 are properly designed to satisfy
(15), the secrecy capacity of the system could be improved.

Yk = GiSk + GrWg + €, (10) To make a convenient for analysis, we assume
Because of Hyw;, = 0, so |Hkpk|20uz — A, (16)
z; = HiSk + HikWo+n=Hi Sk + HyWi+Wp,+ng |Gpi|*0} = B, (17
1+ |Hypi P02 1+ |Hypi P02
- —e—)GrpilPoy + 1) (ElHownl®) + (1 + |HipiPo,) — S )E|Grws]*)
. |Giprl-o;, . |Giprl“oy,
E|Gka|2-i-(Ie2 E|kak|2-i-0'e2
1+ |Hipi |0} 1+ |Hipi |0}
+(1- 54— E|Hgwp | )YE|Grws )+ 1—( e —)GipiPo) + 1) + [HipiPoyy =0, (15)
|Grpi o, |Grpi| oy,
E|Gywk|*+02 E|Gywk|? + o2
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1 + [Hgplo?

=, 18
1 4 _Gupelod (1%
E|Ggwg |2 +02
E|Hywy|* = X, (19)
E|Gyw,> =, (20)

and all variances in (15) are set to 1. So (21) is obtained

Ko=(1—CB—CO)X +(1+A—C)Y
+(1— CO)XY+(1+A—C—CB) >0, (21)

K, is called the contribution degree of secrecy capacity.
It expresses the effect of SCO-AN on system secrecy capac-
ity. Because w, = W + Wy, so X and Y are only related to
W, and there is only one unknown variable w,, in (21). That
is to say, we just need to design the proper w,, to satisfy (21).

B. THE PROPERTY OF KA

In this chapter, in order to determine the extreme value of
Ka’s influence on communication systems, we discuss the
limit of Ka. Ka is a binary quadratic function about X and Y.
(21) can be obtained by taking the first-order and second-
order partial derivatives of the variable Ka with respect to
independent variable X and Y respectively.

0Ka _ 1-CB—C+(1-0C)Y (22)
X
9K,
=1+A-C+(1-0X (23)
Y
So,
9%K,
=0 24
72 (24)
9%K,
=0, 25
Ve (25)
9%K,
=(1-0), 26
OXY ( ) (26)

According to convex optimization theory, there is no
extremum point for Ka in space, that is to say, Ka is divergent
in space, so we can only find the maximum value of Ka
in a certain range. The fact that Ka has no extreme point
means that Ka has no maximum or minimum value, and its
value is all over the field. However, because excessive SCO-
AN will seriously affect the communication efficiency of
the system, the SCO-AN can’t be added indefinitely in the
communication system. We need to consider the requirement
of different communication systems for noise level and the
influence of SCO-AN on system BER, which will be dis-
cussed in the future. As shown in Figure 1, Ka is divergent,
and the intersection of Ka in the xoy plane is a plane rather
than a curve or a point, so (21) is the simplest way to solve
Ka.

From the above analysis, we can see that SCO-AN can be
added to the secure communication system without restric-
tion, which can increase the system’s secrecy capacity with-
out restriction. But in the actual system, the SCO-AN is also
noise in essence. Adding noise will increase the bit error rate
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of the communication system and worsen the communication
quality. Therefore, it is not recommended to use SCO-AN
in daily communication systems or systems requiring high
bit error rates. In communication systems with high security
requirements, such as battlefield communications, SCO-AN
will be excellent.

C. THE KEY FACTORS OF ARTIFICIAL NOISE

AFFECTING SECRECY CAPACITY

In this chapter, we will continue to disscuss the relationship
between X, Y and K, in (19), (20). In order to make X and Y
easier to be understood and discussed, we assume that

Wi = Zkas (27)

where V,,, is a vector obeying Gaussian distribution and the
mean value of a is 0 and the variance of V,, is 5,2. So

EHw,|* = (HZZ[H))o 2, (28)

A difference from [14], Z is a standard orthogonal basis
of Hy. According to the properties of standard orthogonal
basis, so that

LI =77, =1, (29)
So(28) could be written as
E|Hyw,,|> = (HH))o2, (30)

From (30), we know that the power of Hy w,, is related to the
variance of V,,. This is a very important conclusion. When
designing w,,, we can control X by controlling the variance
of w,, while guaranteeing that w,, obeys the Gaussian distri-
bution.

Since the artificial noise only needs to be orthogonal to H,
there are numerous cases of artificial noise. Different artifi-
cial noise has different enhancement to the system’s secrecy
capacity, so which kind of artificial noise has the best effect
and what is the design criterion?The above research provides
a solution to this problem. When designing artificial noise,
the following steps should be taken:

(a) The standard orthogonal basis Zx of Hy is obtained by
calculation.

(b) By using the Zg in (a) and the formula HyZ;v; = O,
the vi can be obtained.

(c) vi is a set of general solutions, we can control the
system secrecy capacity by controlling the variance of vy.

This conclusion is also valid in [6] and [6] could change to
SecrecyCapacityy > C%. =1(Z; U) — I(Y; U)

sec

Hypi|*o2 Gipi |02
— log(1+ PO joar 4 "’;"' “
O E ’Gka‘ sz + 02

(3D

From (31), we konw that if we want to change the
secrecy capacity, we only need to change the variance of vy.
Of course, when we design v, we need to satisfy wy = Z;vi.
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FIGURE 2. The average power of artificial noise.

The above conclusions are also applicable to Y. (32) could
be obtained from (8) and (27).

We = Wy + Wi
=Ly + Ly
= Zi(Vm + Vi), (32)

V., and V; are both Gaussian vectors. We assume that
Vg = Vi + Vi, (33)

Based on the properties of Gaussian vectors, we konw that

Vv, is a Gaussian vector with a mean of 0 and a variance of
2 2

(o +0,,).

E|Giwe| = |GrZi (Vo + Vi)V + V) Z]G]
= GkaVgV£Z£G£‘

- GkaZiGﬂ (0F +02)

= |Gi6f| @ +02) (34)

From (34), we konw that if we want to enhance or reduce
secrecy capacity of the wireless communication system,
we only need to change the variance of v¢ + v,,. Of course,
when we design v, we need to satisfy wy, = Zyvy,.

IV. SIMULATION RESULTS AND DISCUSSIONS
In this section, extensive simulation results are presented to
analyze the performance of the SCO-AN. In the simulations
the number of the antennas are setto be Ny = Ng = N =2
so that the channel H and G are matrices of 2 x 2. All
channels are Rayleigh fading channels. When calculating the
bit error rate, the signal is transmitted by QPSK modulation
and demodulation. The signal is not coded to increase anti-
noise ability. In Figures 4 and 5, secrecyN represents the
secrecy capacity using SCO-AN, and secrecy represents the
secrecy capacity using AN, the unit of SNR is dB.

In Figure 2, we simulate the average signal power of w,
and wy respectively. It can be seen that under different SNR
conditions, the energy of w, is always greater than that of wy.
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FIGURE 3. Comparison of the secrecy capacity of SCO-AN and AN6.
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FIGURE 5. The sum of secrecy capacity with and without SCO-AN.

In (8) we know that w, is composed of wy and w,,, so it
is obvious that the average signal power of w, is greater
than wg.

In Figure 3, we simulate the secrecy capacity of adding
SCO-AN and traditional AN respectively. It can be known
that after adding the SCO-AN, the secrecy capacity of the
system has been improved.
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According to the preceding conditions, we conduct
100 experiments for data statistics. Fig. 4 and Fig. 5 show
the changes of secure communication capacity when adding
SCO-AN and not adding SCO-AN. Fig. 4 shows the change
of the average value of the secure communication capacity.
Fig. 5 shows the change of the sum of the secure communica-
tion capacity. Fig. 4 and Fig. 5 show that the secrecy capacity
of the communication system has been further improved than
that of the traditional AN system by adding the traditional AN
to Fig. 4 and Fig. 5 and the secrecy capacity of the system will
increase with the increase of SNR.

From Figure 7, we quote the upper limit of secrecy capacity
proposed by [12]. It can be seen that after adding SCO-
AN w, to the system, the secrecy capacity of the system
breaks through the upper bound of the traditional AN secrecy
capacity, which greatly increases the secrecy capacity. This
also proves that SCO-AN has a great role in improving the
secrecy capacity of the system.

The results in (34) are simulated and verified. In the pro-
cess of simulation, the parameters of channel H and G remain
unchanged. As can be seen clearly in Figure 8, with the
increase of ak2 + a,%l, the channel’s secrecy capacity increases.

VOLUME 7, 2019

It also proves that the component element v, of SCO-AN is
the only factor affecting the system secrecy capacity.

V. CONCLUSION

In this article, we propose the theoretical framework of
SCO-AN, and verify that the SCO-AN has a greater improve-
ment on the system’s secrecy capacity than AN. At the same
time, it is verified that the variance of the component of AN
is the key factor affecting the system’s secrecy capacity and
this conclusion is also true for SCO-AN.
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