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ABSTRACT Smart grid, characterized by high efficiency, security, and flexibility, is gradually replacing the
traditional power grid. Data aggregation technology is frequently used to avoid user privacy disclosure as a
result of power consumption data transmission in the smart grid. However, traditional one-dimensional data
aggregation schemes fail to meet the demands of fine-grained analysis. Therefore, this paper proposes an
efficient privacy-preserving multi-dimensional data aggregation (P>MDA) scheme in smart grid by virtue of
homomorphic encryption and superincreasing sequence. The security analysis indicates that the proposed
scheme is proved to be secure in the random oracle model, satisfying all security and privacy requirements.
The extensive performance analysis shows that in comparison to the related schemes, the proposed scheme
achieves lowest computation and communication costs, thus appropriate for practical applications.

INDEX TERMS Smart grid, multidimensional data aggregation, homomorphic encryption, privacy

preserving.

I. INTRODUCTION

While the popularity of electricity has greatly facilitated
human life, it faces many challenges. For example, in North
America, more than 5 million people plunged into darkness
for 12 hours due to grid failures when 4.8 GW of electricity in
the grid stopped working [1]. In Europe, the temporary clo-
sure of a transmission line paralyzes the entire grid, resulting
in about 10 million people with no access to electricity [2].
Obviously, these grid accidents indicate the incompetence of
the traditional power grid in terms of current social develop-
ment. Therefore, smart grid (SG) has gradually appeared in
the research field [3]-[7]. Figure 1 illustrates the smart grid
model, which comprises the market, control center, service
provider, energy generation, transmission, distribution, and
customer [8], [9]. In the customer part, the smart meter (SM)
is responsible for collecting user’s power data in real time
and transmitting it to control center and service provider
through a secure two-way channel. Unlike the traditional
power grid’s one-way communication, the two-way com-
munication of smart grid enables users to get their bills in
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real time and use electrical equipment reasonably [10]. The
service provider is responsible for all the third-party services
requirement in SG, such as collecting power consumption
data for analysis and processing, and effectively predicting
the peak of power consumption. In addition, the control center
dynamically distributes power for the purpose of ensuring the
safe operation of the grid based on the analysis results of the
service provider [11].

Smart meter collects data at intervals of 10-15 min-
utes [12], leading to a large amount of data in the communica-
tion process. Therefore, the limited computing power of smart
meter inevitably causes processing delay and inefficiency.
This could provide potential criminals with opportunity to
steal user privacy contained in the data collected by smart
meter. In order to solve the above problems, researchers have
employed cryptographic techniques to process electricity data
so as to protect user privacy. Traditional schemes [13]—[20]
are mostly based on homomorphic encryption technol-
ogy [21], with the advantages of reducing the work load of
smart meter by aggregating power consumption data, thereby
protecting user privacy from being stolen during transmis-
sion. Nonetheless, a common drawback of these schemes
are that only the overall power consumption data within
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FIGURE 1. Smart grid model.

the aggregate range can be obtained. That means the spe-
cific power consumption of each device or each user cannot
be calculated. Given such a defect, multi-dimensional data
aggregation schemes in SG have been proposed [22]-[34],
which could not only improve the smart grid data aggregation
but also meet the requirements of fine-grained analysis.

In order to reduce computation and communication costs,
an efficient multi-dimensional data aggregation scheme is
proposed in this paper, referred to as P2MDA. Our contribu-
tions are as follows:

o The P2MDA scheme we presented employs the super-
increasing sequence [22] and the ElGamal encryption
technology [35], so SM could classify power consump-
tion data based on powered devices and thus achieve
multi-dimensional aggregation.

« The security analysis indicates that P2MDA is provably
secure in the random oracle model. In addition, the pro-
posed scheme fulfills all security requirements.

o The performance in terms of communication and com-
putation costs is evaluated through quantitative calcu-
lations. P2MDA is more efficient than other schemes
because it does not need bilinear pairing and map-to-
point hash operation.

The organization of this paper is as follows. Section 2 dis-
cusses the related work. The background is introduced
in Section 3 and P?MDA is proposed in Section 4.
In Section 5, the security of the proposed scheme is analyzed.
Section 6 presents the performance comparisons. Finally,
the paper is concluded in Section 7.

Il. RELATED WORKS

In SG, the short cycle of users’ power consumption data
is to ensure its efficiency and stability. Based on these
real-time data reflecting users’ activities, malicious attack-
ers can analyze users’ private habits. Thus, it is of vital
importance for researchers to explore effective measures to
protect user privacy. Some researchers have initially pro-
posed one-dimensional data aggregation schemes [13]-[20]
and multi-dimensional data aggregation schemes [22]—[34]
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in SG. The advantage of multi-dimensional aggregation lies
in its classification of powered devices for aggregation, thus
facilitating the fine-grained data analysis of the control center
in SG.

Multi-dimensional data aggregation can accomplish the
aggregation of two or more types of data. In the tradi-
tional one-dimensional data aggregation scheme, only the
total amount of user’s power consumption data can be
uploaded to the control center, so the control center can
only obtain the total amount of power used by the user. The
multi-dimensional data aggregation scheme classifies and
uploads the electricity consumption of different types of elec-
trical appliances in the user’s home to the control center, and
after the control center obtains the data, the data of the differ-
ent electrical appliances of the user can be analyzed, thereby
completing the power consumption fine-grained analysis.
These data have realistic applications in power peak predic-
tion and electricity price setting. At the same time, users
can adjust their power consumption strategies in real time
according to the power consumption of different appliances.

In 2012, Lu et al. [22] proposed the multi-dimensional
data aggregation in SG, which required specific informa-
tion about the total amount of electricity used and the con-
sumption of a certain appliance at a certain time. However,
thanks to the same ciphertext as that of Paillier encryp-
tion [36], users’ power consumption data could be recov-
ered as long as the decryption key is obtained. In addition,
based on the Chinese remainder theorem, Jia et al. [23]
put forward a multi-dimensional data aggregation in SG
which could resist human-factor-aware attacks. Lu et al. [24]
proposed a scheme to support two-dimensional data aggre-
gation using the fractional-order group technology, but the
scheme failed to consider the data integrity issue. Utilizing
the Chinese remainder theorem and ElGamal homomorphic
encryption [35], Sui et al. [25] suggested a multi-dimensional
data aggregation scheme which adopted the HMAC tech-
nology to encrypt data hop-by-hop, so the efficiency is not
high. Tahir et al. [26], claiming that the above scheme [24]
failed to ensure data integrity, proposed an improved scheme
which applied hash chain technology to realize data integrity
protection. However, the costs of computation and commu-
nication rose linearly with the increase in the number of
users. By virtue of the Paillier homomorphic encryption [36]
and BLS short signature [37], Shen et al. [27] presented
a multi-dimensional data aggregation scheme which make
use of Horner’s rule for the purpose of classifying dif-
ferent data. Based on Lagrangian interpolation technology,
Bo et al. [28] proposed a two-dimensional data aggregation
and fault-tolerant scheme in SG. Combining Chinese remain-
der theorem and Paillier homomorphic encryption [36],
Bo et al. [29] proposed a multi-dimensional data aggrega-
tion scheme which required no trusted third party. Mean-
while, it allowed users to be divided into different groups,
thus facilitating multi-dimensional data aggregation. Besides,
Li et al. [30] proposed a privacy-preserving multi-subset data
aggregation scheme. Though the scheme provided two pay-
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ment modes for SG users, it is not qualified in their data pro-
tection. Later, based on BGN homomorphic encryption [38],
Bo et al. [31] put forward a multi-dimensional data aggrega-
tion scheme that employed key-policy attribute-based encryp-
tion to enforce fine-grained access control at the dimension
level. Furthermore, a fine-grained and fault-tolerant multi-
dimensional data aggregation scheme is proposed by Ge
et al. [32]. The decryption efficiency of this scheme is
improved since no bilinear mapping and lambda method
is used. Taking into consideration security and efficiency,
Rafik et al. [33] used ElGamal homomorphic encryption [35]
and elliptic curve cryptography [39] to achieve efficient
multi-dimensional data aggregation scheme in SG. Using
hash-then-homomorphic and Paillier homomorphic encryp-
tion, Zhang et al. [34] proposed a privacy-preserving commu-
nication scheme in 5G smart grid slice and vehicle network.

In summary, as could be seen from the above review, most
of the existing data aggregation schemes in SG are based
on Paillier homomorphic encryption [36] or EIGamal homo-
morphic encryption [35] with huge communication cost.
By comparison, the proposed scheme in this paper is based
on elliptic curve cryptography [39] which could effectively
reduce computation and communication costs. In addition,
it is also capable of multi-dimensional data aggregation and
fine-grained analysis.

Ill. BACKGROUND

In this section, system model, security requirement, design
goal, elliptic curve and security assumption are described
respectively.

A. SYSTEM MODEL

As demonstrated in Figure 2, the system model consisted of
third trust party (TTP), control center (CC), gateway (GW),
and smart meter (SM). In our scheme, we mainly focuses
on efficient privacy-preserving and multi-dimensional data
aggregation, increasing the computational speed of smart
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FIGURE 2. System model.
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meter and gateway, and saving communication bandwidth
between smart meter and gateway, gateway and control
center.

1) TRUSTED THIRD PARTY (TTP)

The trusted third party is a trusted entity, who is in charge
of generating the blinding factor for the smart meter and
transmitting the sum of the blinding factors to the CC.

2) CONTROL CENTER (CC)

The control center is responsible for generating system
parameters, completing the registration of the gateway and
smart meter. Meanwhile the CC analyzes the aggregated data
transmitted by the GW, and acquires the power consump-
tion of various type of electrical equipment in the smart
grid.

3) GATEWAY (GW)

The gateway manages a large number of smart meters,
authenticates the legitimacy of the data transmitted by the
smart meter and aggregates the encrypted data. After that,
GW sends the aggregated and encrypted power data to the
CC through a secure channel.

4) SMART METER (SM)

The smart meter collects the power consumption data of
each user’s household electrical equipment, including refrig-
erator power data, washing machine data, air conditioner
power data, and so on. Then, SM encrypts all kinds of col-
lected data and uploads it to the GW after a short period
of time.

B. SECURITY REQUIREMENTS

A secure data aggregation scheme should satisfy the fol-
lowing security requirements: integrity, privacy-preserving,
confidentiality, authentication, and resistance against attacks.
In our system model, TPP and SM are considered as trustable,
CC and GW as “‘honest-and-curious’. In smart grid, the user
privacy and data integrity protection take the highest priority
among all security requirements. In addition, attackers often
launch various attacks such as modification attack, replay
attack, impersonation attack, internal attack, and man-in-the-
middle attack. Therefore, our system is supposed to fulfill the
following security requirements.

1) INTEGRITY

Data integrity refers to the accuracy and reliability of data,
ensuring that user data is not tampered with or corrupted by
attackers. Given that all messages are transmitted in public
channels, malicious attackers might utilize them to break reg-
ular transactions. A wrong message can not only be accepted
and analyzed by other users, but also threaten the security
of the entire smart grid. Therefore in order to guarantee
data integrity, a secure data aggregation scheme needs to be
capable of detecting any change in the data.
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2) PRIVACY

The protection of user privacy concerning electricity usage
information is crucial in smart grid. Smart meters frequently
upload power consumption data, so there is a great risk of
leaking users’ private information during communication.
Attackers can obtain users’ private habits and the number
of electrical devices after stealing their power usage infor-
mation. Therefore, a secure data aggregation scheme should
ensure the anonymity of users and the privacy of their data.
It has to make sure that attackers could not match the con-
sumption data with the specific user even if the data is leaked.

3) CONFIDENTIALITY

The electricity usage data belongs to user privacy, these data
reflect the real-time power usage of the user’s home. Once
leaked during the communication process, the data would be
used by malicious attackers to commit crimes. Undoubtedly,
users’ data confidentiality should be maintained by a secure
data aggregation scheme to prevent attackers from exploiting
any private information even if with a ciphertext.

4) AUTHENTICATION

Any electrical equipment should be verified for identity legal-
ity before joining the smart grid. In response to the verifi-
cation of user identity, the control center in smart grid is
responsible for authenticating the legitimacy of users and
their information. Considering that attackers could paralyze
the entire smart grid by sending illegal messages or dis-
guising legitimate users, a secure data aggregation scheme
must ensure that all users and their private information are
legitimate.

5) RESISTANCE AGAINST ATTACKS

Being an open network, smart grid is vulnerable to various
attacks, such as modification attack, replay attack, imperson-
ation attack, internal attack, and man-in-the-middle attack.
Hence, a secure data aggregation scheme must possess the
ability to resist different attacks so as to ensure the security
of communication.

6) MODIFICATION ATTACK

This type of attack occurs when an attacker illegally modifies
messages to cause the malfunction of smart grid. The key to
preventing such attack is to ensure the confidentiality of key
and ciphertext.

7) REPLAY ATTACK

Under such attack, a legitimate message transmission is
maliciously repeated or delayed. It is either carried out at
the source of a legitimate message or retransmitted after
the attacker intercepts the message. This attack can disrupt the
authentication process without knowing the specific content
of the message and effects transmission delay and communi-
cation bandwidth.
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8) IMPERSONATION ATTACK

An attacker mounting this attack utilizes the data of legit-
imate users to communicate in smart grid. The attacker
steals the identity information of legitimate users and delivers
malicious messages as those legitimate users, thus affect-
ing the normal communication in smart grid. Futhermore,
the attacker can even remove data protection measures, and
exposes the privacy of all users in smart grid.

9) INTERNAL ATTACK

This kind of attack happens when an internal attacker in
smart grid collects users’ electrical data regularly and legally,
then analyzes these data to obtain the users’ electricity usage
habits and private information [40]-[42]. Because of the
internal attackers are legitimate users, even if such attacks
occur, they are not easily perceived by other users.

10) MAN-IN-THE-MIDDLE ATTACK

This is an attack where an attacker (man-in-the-middle)
actively eavesdrops on users’ legitimate communication and
relay messages between two users to make them believe that
they are connecting with each other when in fact they are
communicating with the attacker, resulting in the disclosure
of messages. In addition, the attacker can also copy messages
during the user’s communication process, and obtain the
user’s private information.

C. DESIGN GOAL

As indicates above through the security requirements and
system model, the design goal of P2MDA is to satisfy the
following three parts:

1) EFFICIENCY

Limited computing and communication capacity of smart
meter requires the proposed scheme add no significant com-
munication and computation costs to it when implementing
functions. Therefore, the goal is to design an efficiency data
aggregation scheme avoiding bilinear pairing and map-to-
point hash operations.

2) SECURITY

A secure data aggregation scheme should take into account
various security threats. If the security of smart grid users
is not guaranteed, their privacy will be leaked and the usage
data be modified. Therefore, P?MDA is designed to meet the
demands of confidentiality, authentication, data integrity and
resistance to various malicious attacks.

3) MULTI-DIMENSIONAL

For the purpose of conducting fine-grained analysis, P2MDA
enables the control center to know clearly the number of users
and various types of power consumption data within the scope
of its management.
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D. ELLIPTIC CURVE

The concept of elliptic curve cryptography (ECC) is first
proposed by Millier [39]. F), is assumed as a finite field with
a large prime g. The elliptic curve E over F), is defined as
2 = x> + ax + b (mod p) where a,b < Fp and A =
4a’+27b* # 0. An additive group G is formed by the elliptic
curve E under the operation of point addition P + Q = R.
And the scalar multiplication operation over F), is expressed
askP =P+ P+ ---+ P (k times).

E. SECURITY ASSUMPTION

1) ELLIPTIC CURVE DISCRETE LOGARITHM PROBLEM
(ECDLP)

Given two random point elements P,Q in G and an elliptic
curve E, find an integer a € Z; such that Q = aP.

2) ELLIPTIC CURVE DISCRETE LOGARITHM ASSUMPTION
(ECDLA)

No polynomial-time algorithm could solve the ECDL prob-
lem with non-negligible probability.

IV. THE PROPOSED SCHEME

In this section described is an efficient privacy-preserving
multi-dimensional data aggregation scheme in smart grid,
comprising five phases: initialization, registration, user data
generation, data aggregation, and data reading. The notations
are listed in Table 1.

TABLE 1. Notations.

Symbol Definition
G An additive group
P A generator of G
Hi,Hs, Hs | Hash functions: Hy, Ha, H3 : {0,1}* — Zy
TTP Trusted third party
CcC Control center
GW Gateway
SM; Smart meter ¢
w Number of users
n Number of data types
d Maximum value of data

A. INITIALIZATION

All system parameters are generated by CC, and the blinding

factors are produced by TTP. Specifically w is assumed as

the number of users in the system, n as the total types of

electricity usage data for one user to be aggregated, and the

value of each type is less than the constant d.

The following steps are executed by CC to generate the

system parameters:

(1) CC generates a group G of the prime order g based on
an elliptic curve E defined over a finite field F), where
P € G, serving as a generator.

(2) CC chooses x € ZZ and computes Py, = xP.

(3) CC chooses hash functions: H; : {0, 1}* — ZZ, H, :
{0, 1}* — Zg, H3 : {0, 1}* — Zj.

(4) CC chooses a superincreasing sequence @ = (aj, az, - -
-, an), where ay, az, - - -, a, are big prime numbers such
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thatZJ’:;} aj-w-d <aifori=1,2,--,nand Y i, q;-
w-d <gq.

(5) CC outputs the system parameters {p, q, G, P, Ppup,
Hy, H, H3, a}
TTP executes the following steps to produce the blinding

factors:

(1) TTP randomly chooses a group of large numbers
ki, ka, - - -, ky € Z; and calculates k = > ki

(2) TTP returns k to CC and k; to each SM; via secure
channels, where i = 1,2, - - -, w.

B. REGISTRATION

In this phase, GW and all SM; register with CC respectively.

The detailed steps are as follows:

(1) SM; randomly chooses x; € Z; and r; € Z;, com-
putes the public key X; = x;P and a signature of
knowledge signature < R;,s; >, where R; = riP,
si = ri + xiH|(ID;, X;, R;). After that SM;, returns
< ID;, X;, R;, s; > to CC.

(2) After receiving < ID;, X;, R;, s; >, CC checks if R; =
siP — Hi(IDj, X;, R)X; holds. Then, it publishes <
ID,', Xi, R,’, S >.

(3) GW chooses xgw € ZZ and rgw € Zj; at random,
to compute the public key Xgw = xgw P and a signature
of knowledge signature < Rgw, sgw >, where

Rew = regwP,
sew = rew +xecwH1(IDgw, Xow, Row).
Later, GW returns < IDgw, Xgw, Rew, sgw > to CC.

(4) After receiving <  IDgw, Xow,Row, Scw >,
CC checks if

Rew = sgwP — Hi(IDgw, Xgw, Row)XGw

holds. Finally, CC publishes < IDgw, Xgw, Rew ,
SGwW >.

C. USER DATA GENERATION

During this phase, each smart meter SM; measures and gener-
ates n types of electricity consumption data (m;1, m;2, -+, M)
and transmits them to GW. The following are specific steps

(1) SM; randomly chooses t; € Z:; and computes the

ciphertexts
Cri = 1P,
Coi = 1iPpup + [(armiy + aomp + - - - + apmiy)
+ Ha(T)ki]P.

(2) SM; randomly chooses [; € Z(’; and calculates the signa-
ture

L = LP,
vi = i +x;H3(ID;, X;, C1,i, Coi, Li, T).

where T denoted the current timestamp.
(3) Finally, SM; returns < Ci4, C2;,ID;, T, Li,vi > to
GW.
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D. DATA AGGREGATION
After receiving total w electricity consumption data <
Ci14,Cr, ID;, T, Li, v; > of wusers from SM;(i = 1,2, - -
-, w), GW performs the following steps
(1) GW first examines the timestamp 7 then computes and
verifies if
viP = L + H3(ID;, X;, C1, C2,i, Li, T)X;

holds for eachi = 1, 2, - - -, w. Small exponent test tech-
nology [43] is employed by GW while performing the
batch verification so as to increase speed. GW randomly
selects a group of small numbers 6y, 65, ---, 6, € [1,2"]
to checks if

w
Q. 6P
w w
=Y . 6Li+) . 6HUD; Xi, i, Co, Li T)X:.

(2) After successful verification of smart meters’ signatures,
GW computes the aggregation data

C = lezl Ci,i,Cr = Z?zl Ca,i.

(3) GW randomly chooses lgw € Z;‘; then calculates

Low = lgwP,
vew = low + xewH3(IDgw, Xgw, C1, C2, Lew, T).

Finally, GW returns the data < Cy, C2, IDgw, T, Low,
vew > to CC.

E. DATA READING

Upon receiving < C1, Co, IDgw, T, Lgw, vgw >, CC per-
forms the following procedures to recover the aggregated data
(1) CC checks the timestamp T and computes

vewP = Lew +H3(IDgw, Xgw, C1, C2, Lgw, T)XGw .

(2) CC utilizes the private key x and the blinding factor k to
compute & = C, — xCy — Hy(T)kP.

(3) CCcomputes M =ayy ;" ymj+ayy i ymp~+--+
an Y1 miy by solving the discrete log of ® with the
base P using the Pollard’s lambda algorithm [40] with
the time complexity O(~vw - n - d).

By invoking the Algorithm 1, CC can recovers the aggre-
gated data (D1, D, - - -, D), where each Dj="}" | mj;.
Correctness
® = Cy —xCy — Hy(T)kP
w w
=Y. Cuimx) Cii—Hy(DkP
w
= Zi:l (tiPpup + [(@rmiy + aympp + - - - +apmiy)

+Hy(T)KIP) = x Y 1P — Ho(T)KP

w w w
= Zi:l tiPpub + (a1 Zi:l mi1 + ai Zi:l mi1 +

w w
e tay Zi:l min)P + Zi:l Hy(T)kiP
w
B Zi:l

tixP — Hy(T)kP

32912

Algorithm 1 Recovery All Aggregated Data

Input: superincreasing sequence a = (ay, az, - - -, a,) and M
Output: Djforj=1,2,---,n
begin:
setX =M
forj=nto1ldo
X — X mod q;
Dj=—"——
aj

end
return (D1, Dy, - - -, Dy)
end

w w w
= Zi:l 1iPpub + (a1 Zi:l mj1 + aj Zi:l mj; +
w w
ey mi)P A+ Hy(DKP =Y Py
— Hy(T)kP

w w w
= (al Zi:l mi1 + a2 Zi:l mip + - - +ay Zi:l min) p

From the Algorithm 1, we obtain

w w
X ZMZQIZ. lmi1+022. (M2t
1= =
w w
+ an—1 Zi—l Mi(n—1) + an Zi—l Mip.

Since any type of data is less than a constant n, we have

w w w
ai Zi:l mi1 + az Zi:l mip + -+ +dp—1 Zi:l Mi(n—1)
w w w
< aj Zi:l d+ a Zi:l d+ - +ap— Zi:l Mi(n—1)
n—1
= ijl ajwd

< ay.

Therefore,
w w
X mod g, = a; 2521 mi1 + a Zi:l mp + -

w
+an-1 Zi_l Mi(n—1)s

X — X mod a, w
Dn = a—n = Zi:l Ny .

With the similar procedure, we can obtain D; = > | mjj
forj=1,2,---,n—1.

V. SECURITY

The security model of P2MDA is introduced in this section
and adequately the proposed scheme is proved to be secure
in the random oracle model. Finally, comparisons are made
between the security of P2MDA and that of other schemes.

A. SECURITY MODEL

A secure multi-dimensional data aggregation scheme in SG
must satisfy the requirements of confidentiality and unforge-
ability, formally defined by two games executed by an
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attacker A and a challenger C. The following queries can be
made by the attacker A.

« Hash Hi, H,, H3 query: A query is given, and a random
value is returned.

« Create SM; query: A makes a query on the identity /D;
of SM;; C produces the corresponding blinding factor,
public key and private key for SM;.

o Corrupt SM; query: 4 makes a query on the identity
ID; of SM;; C sends the corresponding private key to A.

« Signctypt query: .4 makes a query on the message m;
under the identity /D; of SM;; C returns the correspond-
ing ciphertext C to A.

« Unsignctypt query: A makes a query on the ciphertext
C under the identity /D; of SM;; C decrypts the cipher-
text and returns the corresponding message m; to A.

The confidentiality (indistinguishability under the chosen
plaintext attack (IND-CPA)) is defined through the following
game played between an attacker .4 and a challenger C.

o Initialization: A chooses a challenging identity ID?, and
returns D} to C.

o Setup: C returns the system parameters to 4 after gen-
erating the master key and system parameters.

o Phase 1: A properly makes the Hash Hy, H, H3 queries,
Create SM; queries, Corrupt SM; queries, and Signcrypt
queries for polynomial bounded times.

o Challenge: After finishing Phase 1, A chooses two mes-
sages mg; = (mg,, mg,, - - -, mg,) and mj = (mj,, mj,, - -
- an) with the same length, and then calculates M{f =
Qg+ aymsy + -+ g, MY = amt, + aym +
-+ + aymj,. A sends (M, M{) to C who randomly
selects b € {0, 1}, generates the C; of the message M
and returns Cj; to A.

o Phase 2: A properly makes the queries as in Phase
1 except the Corrupt query on ID7

o Guess: A outputs the guess b’ € {0, 1}. The advantage
of A is defined as AdszD_CPA = |Pr[d/ =b] — %l.

Definition 1 (Confidentiality): The proposed scheme is
IND-CPA security if there is no polynomial-time attacker who
could win the aforementioned game with a non-negligible
advantage.

The unforgeability (existential unforgeability against adap-
tive chosen message attacks (EUF-CMA)) is defined through
the following game played between an attacker A and a
challenger C.

o Initialization A chooses a challenging identity ID}, and
returns ID} to C.

o Setup: C returns the system parameters to 4 after gen-
erating the master key and system parameters.

o Queries: A is allowed to make Hash Hy, H;, H3 queries,
Create SM; queries, Corrupt SM; queries, Signcrypt
queries, and Unsigncrypt queries but not Corrupt SM;
query and Unsigncrypt query on the challenging identity
ID?.

. Folrgery: A outputs a ciphertext (Cy ;> Gy ) onm; under
ID}, such that
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- (€, Cz,i) is a valid ciphertext on m; under ID}.
— ID? has never been requested in the Corrupt SM;
queries.

Definition 2 (Unforgeability): The proposed scheme
is EUF-CMA security if there is no polynomial-time
attacker who could win the aforementioned game with a
non-negligible probability.

B. SECURITY PROOF

Theorem 1: The proposed scheme is secure against IND-CPA
if ElGamal encryption is secure against the indistinguisha-
bility under the chosen plaintext attack.

Proof: Suppose a polynomial-time adversary A wins the
game in Definition 1 with a non-negligible advantage ¢, then
there is an algorithm /3 that can break the indistinguishability
of ElGamal encryption under chosen plaintext attack.

Initialization: A simulator S of ElGamal encryption gen-
erates the system parameters {p, g, G, P, Ppup} and sends
them to B. Then A selects an identity ID} as the challenging
identity and returns it to 3.

Setup: B chooses Hy, H, H3, a and returns the parameters
{r.q.G, P, Py, Hi, H>, H3, a} to A. Here, hash functions
H\, Hy, H3 are considered as random oracles in the proof.

B maintains the initially empty list as follows to keep the
consistency and response:

e Hj list Ly,: It consists of tuples (ID;, X;, R;, hy ;).

o Hj list Ly,: It consists of tuples (T, hy).

o Hj list Ly,: It consists of tuples (ID;, X;, C1 i, Ca,i,

L, T, h3 ;).

o Lgy;: It consists of tuples (ID;, x;, X;, si, R;, k;).

Phase 1: The following polynomial bounded times queries
are made by .4 adaptively.

H; query: A makes a query on (ID;, X;, R;), and then B
checks Ly, and executes the next step:

o If Ly, contains (ID;, X;, R;, h1,;), B would extract the

values h1; = Hi(ID;, X;, R;) from Ly, and return it to
A.

o If Ly, does not contain (/D;, X;, R;, b1 ;), B would ran-
domly choose a number £ ; € ZZ, add (ID;, X;, R, hy ;)
in Ly, and return hy ; to A.

H, query: A makes a query on 7', and then B3 checks Ly,

and executes the next step:

o If Ly, contains (T, hy;), B would extract the values
hy i = Hy(T) from Ly, and return it to A.

o If Ly, does not contain (T, hy;), B would randomly
choose a number hy; € Z";, add (T, hy,;) in Ly, and
return /i ; to A.

H3 query: A makes a query on (ID;, X;, Cy i, C24, L;, T),

and then B checks Ly, and takes the next step:

o If Ly, contains (ID;, X;, C1;, C2,i, L, T, h3;), then B
would extract the values h3; = (ID;, X;, C1,i, Ca.i,

L;, T) from Ly, and return it to A.

o If Ly, does not contain (ID;, X;, Cy;, C2, Li, T, h3 ;),

then B would randomly choose a number /3 ; € Z;,
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add (ID;, X;, Cy i, Co;, Li, T, h3;) in Ly, and return h3 ;
to A.
Create SM; query: A makes a query on the identity /D; of
SM;, and then B checks Lgy, and performs the next step:

o If Lgy, contains (ID;, x;, X;, si, R, k;), then B would
extract the values (X;, R;) from Lgy, and return them
to A.

o If Lgy;, does not contain (ID;, x;, Xj, si, Ri, k;), then B
would randomly choose x;, ri, hy i, ki € ZZ, calcu-
late X;=x;P, R; = rP, s, = r; + x;h1, and store
(UD;, X;, R;, hl,i) and (IDj;, x;, X;, s;, R;, k;) into LHl,i
and Lgy,, respectively. Finally, 53 returns (X;, R;) to A.

Corrupt SM; query: A makes a query on identity /D; of

SM;, and then B checks Lgy, and executes the next step:
o IfID; = ID}, B would abort the game.
o If ID; # ID}, B would check Lgy; for the tuple
(ID;, x;, X;, si, R;, k;) and return (x;, s;, k;) to A.
Signerypt query: 4 makes a query on the message m;
under the identity /D; of SM;, and then B extracts x; from
Lgsp, and randomly selects I, h3 ;, t;, ki € Zj;. After that, B
calculates C; = t;P, C2,; = tiPpup + [(army1 + aomp +
- A4 agmyy) + Hy(THki1P, L; = L;P, and v; = [; + xihg’i.
Finally, B stores (ID;, X;, C1,i, C2,i, Li, T, h3;) in Ly, and
returns (Cy ;, Co, vi, L;, T) to A.

Challenge: A randomly picks two same length mes-

sages mg = (mgl,mgz’ .. '7m3n)’ mT = (mTl,mTZ, ..
-,mj,) and calculates Mj = aymg + axmg, + --- +
apm . M = aym®, + aom’, + -+ + aym},, and sends

(M, M{) to B. Then B returns (M[j, M{) to the simulator
S of ElGamal encryption. Next, S randomly selects b €
{0,1} and #; € Zj, computes the ciphertext Cy, My = t*P,
Comp = t! Ppup + M} P, and returns (Crmp» Comp) to B.
After checking the tuples (ID},x], X[, s¥, RY, k) in Lgy,
and randomly choosing [}, T* € Z;, B calculates C]’"i =
Cimp, C5; = Coyy + Ho(THK'P, L = [P, and v; =
I¥ + H3(ID}, X}, sz" C;‘J.,Li*, T*)X}. At last, B returns
(CY ;G5 vi LY, T o A

Phase 2: A adaptively makes the queries as in Phase
1 except the Corrupt query on the challenging identity ID?.

Guess: B outputs b’ as the guess against the semantic
secure under the chosen plaintext attack against ElGamal
encryption.

Probability analysis: For the purpose of evaluating the
advantage of BB breaking the indistinguishability, the follow-

ing three events are defined:
o E;: B never abort the game in all Corrupt queries.
o E: B’s guess about the value of b is completely correct.
o E3: B outputs the message (C};, C5,, v, L, T*) such
that ID} = ID;.
According to the above simulation, Pr[Ej]> (1 — q%)chr’
1
Pr[E»|E(] > ¢, and Pr[E3|E; A Ep] > q% could be obtained,
1
where gy, and gc,r represent the number of Hj queries
and Corrupt queries respectively. Thus, the advantage of B
breaking the indistinguishability of ElGamal encryption is
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described as

\%

Pr[Ey AN Ey A E3] > Pr[E3|EL A EyPrEL|E(]Pr[EY]

> L&(l — L)QCW‘

qH, qH,

Because of the non-negligibility of ¢, we know that the
Pr[E| A E> A E3] is non-negligible. Above analyses show that
B could break the indistinguishability of EIGamal encryption
with a non-negligible advantage, thus implying that P>MDA
is indistinguishable under the chosen plaintext attack.

Theorem 2: The proposed scheme is semantic secure
against ciphertext unforgeability under the ECDL assumption.

Proof: Assume an attacker A can break ciphertext unforge-
ability of P2MDA with a non-negligible advantage ¢, then an
algorithm B can be constructed to solve the ECDL problem.
Given an instance of the ECDL problem as (P, aP = Q),
the task of B is to find an element a € Z;.

Initialization: A selects an identity /D as the challenging
identity and returns it to 3.

Setup: B selects x € Z,’; at random, calculates
xP = Ppup, and then returns the system parameters
p.q.G, P, Py, H, Hy, H3, a) to A.

Hi, Hy, H3 query: The same as in Theorem 1.

Create SM; query: A makes a query on the identity /D; of
SM;, and then B checks Lgy, and executes the next step:

o If Lgyy, contains (ID;, x;, X, si, R;, k;), B would return

(X;, R to A.
o If Lgp, does not contain (ID;, x;, X, s, R;, ki), B would
carry out the next step:

- If ID;=ID?, B would select s;, h1;, k; € Zf] ran-
domly, set X;=aP, R, = s,P — hlinl- and then
store (ID;, X;, R;, hl’i) and (ID;, L, X;,s;, R;, k;)
into Ly, ; and Lgy;, respectively. Finally, B would
return (X;, R;) to A.

- If ID; # ID}, B would select x;, r;, hy ;, ki €
ZZ randomly, calculate X;=x;P, R; = riP, s; =
ri + x;hy;, and then store (ID;, X;, R;, h1;) and
(IDj, xi, Xi, si, Ri, ki) into Ly, , and Lgyy;, respec-
tively. Finally, B would return (X;, R;) to A.

Corrupt SM; query: A makes a query on the identity /D;
of SM;, and then B checks Lgjs, and executes the next step:

o If ID; = ID}, B would abort the game.

o If ID; # ID}, B would check Lgy; for the tuple

(ID;, xi, Xi, si, Ri, ki).

— If Lgy, contains (ID;, x;, X;, si, Ri, ki), B would
return (x;, ;, k;) to A.

— If Lgy, does not contain (ID;, x;, X, si, Ri, ki), B
would make the Create query on ID;. After that, B
would return (x;, s;, k;) to A.

Signcrypt query: A makes a query on the message m;
under the identity ID; of SM;, and then B executes the next
step:

o If ID; = ID?, B would select v;, 1;, T € Z; randomly

before calculating Cl) ;=P Cz) i = LPpub + [(@1mi) +
aymip + -+ +apmin) + Ho(T)k, )P, L; = v;P — h; X, and
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h3’l. = H3(ID; X;, Cy;, Cy ;. Ly, T). Finally, B would
store (ID;, X;, C, ;, C, ;, L;, T, hy ) in Ly, ,, and return
(€ Cy v L T 10 A, ’

o IfID; # ID?, B would execute the user data generation
algorithm, generate (C1;, C2,;,ID;, T, L;, v;) and send
(C1,i, C2,p) to A.

Unsignerypt query: .4 makes a query on the ciphertext

(C1,i, C2,i) under the identity /D; of SM;, and then B checks
Lgy, and performs the next step:

o If ID; = ID}, B would abort the game.
o If ID; # ID}, B would decrypt the ciphertext to get the
message through the master key x.

Forgery: Finally, A outputs a forged ciphertext (C, ;,
G i L, T) under the identity /D; of SM;.

o IfID; # ID}, B would abort the game.

o IfID; = ID?, based on the forking lemma [44], B would
output another valid ciphertext (ID;, C, ;, C, vi,L;,T)
with a different choice of H3. Since both ciphertexts are
valid, two equations could be devised as follows:

viP = L; + X;h3 ;,
ViP = L+ X;hj ;.

Furthermore,

i —=VHP = viP — VP
= (h3,l' - h/S,i)Xi
= (hy; — W'3,)aP.

Finally, B outputs a = (v; — v;)(h&i — hg,i)_l as the
solution to the given ECDL problem.

Probability analysis: After completing the above simu-
lation, the probability of B solving the ECDL problem is
analyzed. Three related events are defined as follows:

o E;: B never abort the game in all Unsigncrypt queries

and Corrupt queries.

e E5: B outputs a valid ciphertext (Cl,i’ C2,i’ v, L;, T)

under ID;.

o E3:ID} =1ID;.

According to the above simulation, Pr[E] >
(1= goyicr o, PEy|El] > e, PrlE3|E) A Ep] = 5o
could be obtained, where gy, , gcor and gyps denote the num-
ber of H; queries, Create queries and Unsigncrypt queries.
Accordingly, the probability of B solving the ECDL problem
could be described as:

Pr[E; A Ex A E3] > Pr[E3|Ey A E2]Pr[EL|Eq]Pr[Eq]

> LS(] — L)qur‘H]Uns_

qH, qH,

Because of the non-negligibility of ¢, we know that the
Pr[E; A E; A E3] is non-negligible. Based on the above
analysis, we conclude that 13 could solve the ECDL problem
with a non-negligible probability. This is in contradiction
with the hardness of ECDL problem. Thus P2MDA is able
to provide unforgeability.
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C. ANALYSIS OF SECURITY REQUIREMENT
Here, the security of P2MDA is analyzed and then compares
with other related schemes.

Confidentiality: Theorem 1 implies that CC must calcu-
late equation ® = C —xC| — Ha(T)kP to obtain users’ data.
However, with no specific information about the private key
x and the blinding factor k, it is impossible for any attacker
to obtain users’ data. Therefore, P2MDA would meet the
demand of confidentiality.

Authentication: Theorem 2 suggests that no one could
generate a correct ciphertext < Cy;, C24,ID;, T, L, vi >
without the private key. Beside, the users’ identity could
be authenticated by GW via verifying whether the equation
Qo 6iv)P = Y1, 6L + Y1 ;H3(ID;, X;, Cy i, Ca i,
L;, T)X; holds. Consequently, P2MDA would satisfy the
requirement of authentication.

Integrity: In the proposed scheme, the -ciphertext
(C1,i, C2,;) is signed to generate the signature (L;, v;). And
Theorem 2 indicates that no attacker could generate a valid
signature. Thus, any change in the ciphertext (Ci ;, C2,i)
could be detected by checking the signature, suggesting that
P?>MDA could ensure the integrity of the ciphertext.

Privacy: In the proposed scheme, SM transports the elec-
tricity data to GW which then aggregates and returns the data
to CC. Through Algorithm 1, CC decrypts the aggregated
data, and recovers the sum of some types of electricity data.
During this process, attackers have no information about the
(i, ;) and could not extract any specific user’s data. There-
fore, P2MDA could protect user privacy.

Resistance against attacks: The proposed scheme is
proved to possess the ability to resist modification attack,
replay attack, impersonation attack, internal attack, and man-
in-the-middle attack.

« Modification attack. Theorem 2 proves that no attacker
could forge a legal ciphertext. GW could detect
any change in ciphertext based on the equations
(lezl Oivi)P = erzl 0;L; + lezl 0;h;X; and vP = R +
H3(IDgw, ng, Cl, C2, T)ng. Therefore, PzMDA
could resist any modification attack.

o Replay attack. The time stamp 7 is used in the
message < C1,,Coi, ID;, T, L, v; > and <
Cva, ch, IDcw, T, Lva, vVGw >, where Cz,,' =
tiPpub + [(a1mi1 + aompp + - - - + apmyy) + Ha(T)k; 1P,
vi = L + x;Hz3(ID;, X;, C1,;,C2,i,L;, T), and C2 =
> im1 Co.ivew = low + xgwH3(IDgw , Xow , C1,

Ca, Lgw, T). GW and CC could detect replay attack by
checking T. Therefore, P2MDA could resist any replay
attack.

« Impersonation attack. Theorem 1 shows that no attacker
could produce a legal ciphertext without users’ private
key. GW and CC could also detect impersonation attacks
by verifying the legitimacy of the ciphertext. Therefore,
P2MDA is able to resist any impersonation attack.

o Internal attack. Each SM; embeds the blinding factor k;
in Co; = tiPpyp + [(army) + aompp + - - - + apmjy) +
H>(T)k;]1P, and CC could not recover the specific power
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consumption of each user due to the inaccessibility of k;
in the data reading stage. Therefore, P>MDA is capable
of resisting any internal attack.

e Man-in-the-middle attack. Above analyses suggest
that in P2MDA, GW could authenticate the SM;
through checking the equation v;P = L; +
H3(ID;, X;, Cy,i, Ca,i, Li, T)X;. Similarly, GW could be
verified by CC via checking the equation vP = R +
H3(IDgw, Xcw, C1, C2, Lgw, T)Xgw holds. There-
fore, P2MDA is able to resist any man-in-the-middle
attack.

Additionally, the security of P>’MDA in smart grid is com-
pared with that of schemes [22], [24], [26], [28], [29], [33],
[34], as shown in Table 2, where v denotes “‘satisfy”” and X
“not satisfy”. S1, S2, S3, S4, S5, S6, S7, and S8 are used
to represent confidentiality, authentication, integrity, modi-
fication attack, replay attack, impersonation attack, internal
attack, and man-in-the-middle attack, respectively.

According to Table 2, P2MDA could satisfy all security
requirements that are described in Section III.

TABLE 2. Security comparisons.

Scheme S1 | S2 | S3 | S4 | S5 | S6 | S7 | S8
[22] SISl vV VX
[24] v X X X | vV | vV | X X
[26] 2 20 AN B S B VA I X
[28] S XXX
[29] |/ X X | vV |V | V| X
[33] XX/
[34] 2N "2 B A B A B 4
P2MDA | v |V |V |V |V |V |V |V

VI. PERFORMANCE EVALUATION
In this section, the performance of P2MDA is evaluated
in comparison with schemes [22], [24], [26], [28], [29],
[33], [34], from the perspectives of the computation cost of
SM, GW and CC, and the communication cost between SM
and GW, GW and CC, respectively.

For the sake of fairness, the multi-dimensional data
aggregation schemes in smart grid are compared under the
same security level of 80 bits. With regards the Paillier
encryption-based schemes [22], [28], and [29], two prime
numbers of 512 bits a,b are chosen. In terms of the
pairing-based schemes [24] and [26], we choose a bilinear
pairing e : G| x G; — Gr, where G is an additive group
formed by a generator P with the order g on a super singular
elliptic curve E : y* = x>+x mod p with embedding degree 2.
In addition, p, g are prime numbers of 512-bits and 160-bits
respectively and satisfies the equation g - 12 - r = p + 1.
As to the ECC-based scheme [33], we choose an elliptic curve
E : y* = x> + ax + b mod p with a prime order ¢, where
P, q are 160 bits prime numbers and a = —3, b is a random
160 bits prime number.

A. COMPUTATION COST
The performance evaluations in terms of computation cost of
P2MDA and the related schemes [22], [24], [26], [28], [29],
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TABLE 3. Time cost of operation (millisecond).

Notations| Descriptions Execution
time
Tn—ece | Scale multiplication operation in ECC 0.38
Tog Solving the DL operation mod p 0.64
Tmtp Map to Point hash function operation 3.58
T2 Exponentiation operation in Z,, > 2.02
Ty Bilinear pairing operation 10.31
Tp—D Paillier public key decryption operation 11.82
Tp—E Paillier public key encryption operation 9.89
exp —p Exponentiation operation in p 0.13
Tm Scale multiplication operation in bilinear pairing | 1.42
Th Exponentiation operation in Zy, 0.58

[33], and [34] are provided. Yet, some lightweight operations
(hash function, hash chain, and point addition) are not taken
into account. The well-known MIRACL Crypto SDK [45] is
used to quantify the running time of the cryptographic opera-
tions. The evaluations are conducted using a laptop computer
with 2.53GHz i5 CPU, 4 GB memory and 64-bit windows
10 operating system. The data in Table 3 was simulated for
10000 runs and their average is taken for consideration.

Based on the experiment results, the respective computa-
tion costs of [22], [24], [26], [28], [29], [33], and [34] and
P>MDA are summarized in Table 4.

Firstly, the computation costs of SM in different schemes
are calculated. In scheme [22], SM requires n+1 exponenti-
ation operations in Z,2, one scale multiplication operation in
bilinear pairing and one map-to-point hash operation. Hence
the SM’s computation cost is 175, + (n + DT,2 + 1Ty =
2.02n+7.02 ms. In schemes [24] and [26], SM requires three
exponentiation operations in G and three scale multiplica-
tion operations in bilinear pairing. As a result, its compu-
tation cost is 3Texp—p + 3T, = 4.65 ms. In scheme [28],
SM requires 4n 42 scale multiplication operations in bilinear
pairing, a Paillier public key encryption operation and 3n
exponentiation operations in Z,. Accordingly, the SM’s com-
putation cost is (4n+2)T, +1T,_g +3nT, = 7.42n+14.15
ms. Moreover, in scheme [29], SM requires 3n multiplica-
tion operations and n exponentiation operations in Zj,. Thus,
the SM’s computation cost is 3nT},, + nT, = 4.84n ms.
In scheme [33], SM requires 2+ 2 scale multiplication oper-
ations in ECC, so the computation cost is (2n + 2)T;—ecc =
0.76n + 0.76 ms. In scheme [34], SM requires (n + 8) expo-
nentiation operations in Z,», hence the SM’s computation
cost is (n + 8)T,2 = 2.02n + 16.16 ms. Finally in P2MDA,
SM requires four scale multiplication operations in ECC.
Consequently its computation cost is 47,—ecc = 1.52 ms.

Secondly, the computation cost of GW in each scheme
is obtained. In scheme [22], GW requires w + 1 bilinear
pairing operations, one scale multiplication operation in bilin-
ear pairing and w 4+ 1 map-to-point hash operations. Hence
the GW’s computation cost is (w + DT, + 1T, + (w +
DTymp = 13.89w + 15.7 ms. In schemes [24] and [26],
GW requires 3w + 1 exponentiation operations in G and
3 scale multiplication operations in bilinear pairing. Thus, its
computation costis (3w+1)Texp —p+3T,, = 0.39w+4.39 ms.
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TABLE 4. Computation cost (millisecond).

Scheme SM GW CC Total time
22] T+ () T2 1 Tty | (WA D) Ty T (0 D) Tty | 2Tp+1 Ty p+ 1 Tty 13.89w+2.02n+58.74 ms
=2.02n+7.02 ms =13.89w+ 15.70 ms =36.04 ms
[24] 3Texp —p+3Tm (Bw+1)Texp —p+3Tom ATenp —p+3Tm 0.39w+13.82 ms
=4.65 ms =0.39w+4.39 ms =4.78 ms
[26] Tosp —p+3Tim (3w+1) Toxp —p+3Tim AToep —p+3Tm 0.39w+13.82 ms
=4.65 ms = 0.39w+4.39 ms =4.78 ms
[28] (An+2) Tin+1Ty,_p+3nTh | (2w+1)Tm+wTy 1T, _p+2Tm 7.42n+3.42w+28.81 ms
=7.42n+14.15 ms =3.42w+1.42 ms =14.66 ms
[29] 3InTm+nTy 2wTy, 2w T +wThy, 6.24w+4.84n ms
=4.84n ms =2.84w ms =3.40w ms
[33] (2n+2) T —cce (w+2) T —ece (w42)Trn—ecetnTiog 0.76w+1.40n+2.28 ms
=0.76n+0.76 ms =0.38w+0.76 ms = 0.38w+0.64n+0.76 ms
[34] (n+8)T, 2 (5w+5)T, 2 (3w+T)T,, 2 16.16w+2.02n+40.4 ms
=2.02n+16.16 ms =10.10w+10.10 ms =6.06w+14.14 ms
P2MDA | 4T —cce (2w+2) T —ece AT —ecet1Tiog 0.76w+4.42 ms
=1.52ms =0.76w+0.76 ms =2.16 ms
Furthermore, in scheme [28], GW requires 2w + 1 scale 14000 | ' ' ' ' ]
multiplication operations in bilinear pairing and w exponen-
tiation operations in Z,. Consequently, the computation cost 2 12000 i
is @w + DT, + wT, = 3.42w + 1.42 ms. In scheme [29], =
GW requires 2w scale multiplication operations in bilinear % 10000 - 7
pairing, and the corresponding computation cost is 2wT;,, = % /
X ] € 8000 . g
2.84w ms. In scheme [33], GW requires w + 2 scale multi- = /
plication operations in ECC. So its computation cost is (w + E  e000 . g
2)Tim—ece = 0.38w + 0.76 ms. In scheme [34], GW requires é« ,/
(5w + 5) exponentiation operations in Z,2, hence the GW’s g 4000F / ]
. . _ . o I
cgmputatlon cost is Gw+d3T,. = lO.IOv.v—I—' 10..10 ms. Agd in 2000 1 / //// i
P“MDA, GW requires (2w+-2) scale multiplication operations =y
in ECC, thus with a computation cost as 2w + 2)Tj—ece = 0 k= s
0 200 400 600 800 1000
0.76w + 0.76 ms. Number of
Thirdly, the computation cost of CC in each scheme is HITDEr OT st
calculated successively. In scheme [22], CC requires two FIGURE 3. Computation costs of SM vs. Number of data types.
bilinear pairing operations, one Paillier public key decryp-
tion operation and one map-to-point hash operation. Hence, 20 T T T T
the CC’s computation cost is 27, + lT!,_D + 1T = o L PMDA—— [22] i
36.04 ms. In scheme [24] and [26], CC requires four exponen- fg ——[24] —=—[26]
tiation operations in G and three scale multiplication opera- = or [é?]] [[ii]] i
tions in bilinear pairing, so the computation cost is 4Texp —p + @ 60 g
3T,, = 4.78 ms. In scheme [28], CC requires a Paillier ; sl i
public key decryption operation and two scale multiplication S —
. . .. R . E sl —
operations in bilinear pairing. Hence the CC’s computation = — ]
costis 17,_p+2T,, = 14.66ms. In scheme [29], CC requires 2 sl ]
e . . o .. g ——
2w scale multiplication operations in bilinear pairing and w S ./-//</
exponentiation operations in Z,. Therefore, its computation L/ — i
costis 2wT,, +wT;, = 3.40w ms. In scheme [33], CC requires 10 /</ E
w + 2 scale multiplication operations in ECC and n solving 0 ; .
the DL operations mod p, so the computation cost is (w + 2 4 g 8 10
Number of data types

2D)Tin—ecc+nTiog = 0.38w+0.64n+0.76 ms. In scheme [34],
CC requires (3w -+ 7) exponentiation operations in Z,., hence
the CC’s computation cost is 3w + 7)T,2 = 6.06w + 14.14
ms. Lastly, in P2MDA, CC requires four scale multiplication
operations in ECC and one solving the DL operation mod p,
thus with a computation cost as 47— ecc + 1T10g = 2.16 ms.

Figure 3 and Figure 4 show the comparison results with
regards computation cost between schemes [22], [24], [26],
(281, [29], [33], [34] and P’MDA.
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FIGURE 4. Computation costs of GW vs. Number of users.

Figure 3 illustrates the correlation between the com-
putation cost of SM and the number of data types.
Clearly, the computation cost of SM in our scheme is
the smallest compared with [24] and [26]. Unlike that in
schemes [22], [28], [29], [33] and [34], the computation cost
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TABLE 5. Communication cost comparisons (bit).

Scheme Communication cost | Communication cost
SM-GW GW-CC

[22] 2659 bits 2659 bits

[24] 1024 bits 1024 bits

[26] 1184 bits 1184 bits

[28] 2048n bits 2048w+2048n bits

[29] 2048n bits 2048w bits

[33] 160n+544 bits 160n+544 bits

[34] 8448 bits 2048w+8448 bits

P2M DA | 704 bits 704 bits

of SM in our scheme remains the same with the increase
in n. On the other hand, the correlation between the compu-
tation cost of GW and the number of users is demonstrated
in Figure 4, which displays a lower slope of our computation
cost curve in comparison to that of other schemes. Compare
with scheme [33], although P>MDA has a slightly larger
computation cost of GW, its total computation cost is smaller.

We assume there are 1000 users and 10 types of
data, as shown in Figure 5. Then, the total com-
putation cost is further calculated in terms of num-
ber of users and data types. The computation cost of
schemes [22], [24], [26], [28], [29], [33], [34] and P2MDA are
13.89w+-2.02n4-57.45 ms, 0.39w+13.82 ms, 0.39w+13.82
ms, 3.42w + 17.42n + 28.81 ms, 6.24w + 4.84n ms,0.76w +
1.40n+2.28 ms, 16.16w+2.02n+40.4 ms and 0.76w+4.42
ms, respectively.

In summary, Figure 5 clearly shows that compared with
schemes [22], [241, [26], [281, [29], [33], and [34] P2MDA
has the smallest total computation cost. Generally, the limited
computing power and frequent data upload mode of SM in SG
will bring about data delay and other failures if the computa-
tion cost is too high. Therefore, P>’MDA is undoubtedly more
suitable for data aggregation in SG than other schemes.

B. COMMUNICATION COST

The performance evaluations in terms of communication cost
of P2MDA and schemes [22], [24], [26], [28], [29], [33], [34]
are provided below. In smart grid, SM first transmits elec-
tricity data to GW which then aggregates and transmits these
data to CC for analysing and processing. Therefore, the com-
munication cost is generated as a result of the communica-
tion between SM and GW and between GW and CC. As is
mentioned above, the length of elements in Gy, Gr, G, Z;,
Zy, L, respectively, is 512 bits, 1024bits, 160 bits, 160 bits,
1024bits and 2048bits. The length of one-way hash function
is assumed as 160 bits, and that of identity and timestamp
as 32 bits. The comparison of communication cost is shown
in Table 5.

On the one hand, the communication between SM and
GW is analyzed. In scheme [22], {C;, 0;, RA, U;, TS} is sent
from SM to GW, where C; € Z,2, 0; € Gy, RA and U;
are 32-bit identities, 7S is a 32-bit timestamp. Therefore,
the communication cost is calculated as |C; + |o;| + |RA| +
|Ui| + |TS| = 2048 + 512 + 32 + 32 + 32 = 2659 bits.
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In scheme [24], C; is sent from SM to GW, where C; € Gr.
Therefore, the communication cost is 1024 bits as |C;| =
1024 bits. In scheme [26], {C;, H;} is sent from SM to GW,
where C; € G, H; being a one-way hash function. Hence,
its communication cost is |C;| + |H;| = 1024 4+ 160 = 1184
bits. Furthermore, in scheme [28], {c;1, ¢i2, - - , Cin} 1S sent
from SM to GW, where ¢;; € Gr,j=1,2,---,n. Asaresult,
the communication cost is |c;;| = 2048n bits. In scheme [29],
{Ci1.r,Ci2r, -+, Cins} is sent from SM to GW, where
Cijr € Zp,j=1,2,---, n. Thus, the communication cost
is |Cij,»| = 2048n bits. In scheme [33], {C};, IDj;, S;;, T} is
sent from SM to GW, where C;; € G, S;; € G. IDj; is a 32-bit
identity and 7 is a 32-bit timestamp. So the communication
cost is calculated as |Cj| + |[IDy| + |S;| + |IT| = (n +
1) x 160 + 32 + 160 x 2 4+ 32 = 160n + 544 bits. In
scheme [34], {IDg, ID,, TS, R;, 6;, T;, B;, MAC(B,)} is send
from SM to GW, where ID, and ID, are 32-bit identities,
TS is a 32-bit timestamp, R; € Z,2,6;, € G, T; € Z,», B; €
Z,>, MAC(B;) € Z,>. Therefore, the communication cost is
D¢l + Dy + TS|+ |Ri| +16:| + |Ti| + |Bil + IMAC(B))| =
32+ 3243242048 4+ 160 + 2048 + 2048 + 2048 = 8448
bits. Atlast, in PMDA, {C1.;, Ca.;, ID;, L;, v;, T} is sent from
SM to GW, where C1; € G, C2; € G, L; € G, v; € ZZ.
ID; is a 32-bit identity and 7" a 32-bit timestamp. Therefore,
the communication cost is |Cy ;| +|Ca ;| + | D;| + |L;i| + |vi| +
|T| = 160 4+ 160 + 32 4 160 4 160 + 32 = 704 bits.

On the other hand, the communication between GW and
CC is analyzed. In scheme [22], {C, o¢, RA, GW, TS} is sent
from GW to CC, where C € Z,, 0, € G, RA and GW
are 32-bit identities 7S is a 32-bit timestamp. As a result,
the communication cost is calculated as |C| + |og| + |RA| +
|IGW| + |TS| = 2048 + 512 + 32 + 32 4 32 = 2659 bits.
In scheme [24], C is sent from GW to CC, where C € Gr.
Therefore, the communication costis 1024 bits as |C| = 1024
bits. In scheme [26], {C, H} is sent from GW to CC, where
C € Gr, H is a 160 bits one-way hash function. Hence,
the communication cost is |C| + |H| = 1024 + 160 = 1184
bits. Moreover, in scheme [28], {R(i), C(j)} is sent from GW
to CC, where R(i) € Z,2,i = 1,2,---,wand C(j) € Z,2,
j = 1,2,- - -, n. Consequently, the communication cost is
2048w + 2048n bits as |R()| + |C(G)| = 2048w + 2048n
bits. In scheme [29], C(i) is sent from GW to CC, where
the communication cost is 2048w bits as C(i) € Z,2, i =
1,2, - - -, w. Therefore, |C(i)| = 2048w bits. In scheme [33],
{C;,ID;, T, S;} is sent from GW to CC, where C; € G,
S;j € G, ID; is a 32-bit identity and T a 32-bit timestamp.
So, the communication costis |Cj| + [IDj| + [T | +|S;| =(n+
1)x1604-32+32+160%x 2 = 160n+544 bits. In scheme [34],
{ID,, 1Dy, T(i), TS, R, 6, B, MAC|, MAC3} is sent from GW
to CC, where ID, and ID, are 32-bit identities, TS is a 32-
bit timestamp, R € Z,2,60 € G, T(i) € Z,p,i=1,2,-- -, w,
BeZp, MAC) € Z,2, MAC; € Z,>. Therefore, the commu-
nication cost is bits as |IDy| + |[IDg| + |T(@)| + |TS| + |R| +
|0+ |B|+|MAC|4+|MAC;| = 324+324-2048w—+32+2048+
160 + 2048 4 2048 + 2048 = 2048w + 8448 bits. Finally,
in P2MDA, {Ci, C>, IDgw, Lgw,vow, T} is sent from GW
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(a) (b) (©)

(d) (e) ®

(2)

FIGURE 5. Computation cost. (a) Overall computation cost of scheme [22]. (b) Overall computation cost of scheme [24]. (c) Overall computation
cost of scheme [26]. (d) Overall computation cost of scheme [28]. (e) Overall computation cost of scheme [29]. (f) Overall computation cost of
scheme [33]. (g) Overall computation cost of scheme [34]. (h) Overall computation cost of scheme P2MDA.

to CC, where C; € G, C, € G, Lgw € G, vgw € ZZ, IDgw 24000 T T T T

is a 32 bits identity and T a 32-bit timestamp. Therefore, 21000 L ;"0 e PMDA——[22] 1

the communication cost is |C| + |Ca2| + [[Dgw | + |Lew | + _ %1000 —'—gg :Bg} ‘/

lvew |+ |T| = 160+ 160+ 32 4+ 160 4 160 4 32 = 704 bits. £ 18000 £ 33 ——p4
The cost generates by communication between SM and § 15000 L e 800 ) 1

GW and between GW and CC is displayed in Figure 6 and g © . pd

Figure 7, respectively. AR S R r— .
When the number of data types is assumed as 10 in i ‘/

Figure 6, PMDA saves 244.375 bytes, 40 bytes, 59.5 bytes, g 5000 ¢ . .

2472 bytes, 2472 bytes, 180 bytes and 968 bytes of band- © 6000l </ i

width successively during the communication between SM 4/

and GW, significantly decreases by 73.5%, 31.3%, 40.2%, 3000 | 7

68.2%, 96.6%, 96.6%, 67.2% and 91.6% in comparison to 0 ; i i i

schemes [22], [24], [26], [28], [29], [33] and [34]. 2 4 6 8 10
Similarly, when both the number of users and data Number of data types

types are assumed as 10 in Figure 7, P?MDA saves FIGURE 6. Communication cost SM-GW.

244.375 bytes, 40 bytes, 59.5 bytes, 5032 bytes, 2472 bytes,

180 bytes and 3578 bytes of bandwidth respectively 98.3%, 96.6%, 67.2% and 97.6% compared with the
during the communication between GW and CC, sig- schemes [22], [24], [26], [28], [29], [33], [34]
nificantly decreases by 73.5%, 31.3%, 40.2%, 68.2%, respectively.
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FIGURE 7. Communication cost GW-CC.

Judging from the above analyses, the costs of P2MDA
are considerably reduced during both communication phases.
Compare with schemes [22], [24], [26] and [34], P2MDA
achieves the lowest communication cost. In addition, unlike
that of schemes [28], [29], and [33], the communication cost
of P’MDA remains the same with the increase of 7 and w.
Effectively reductions in communication cost, communica-
tion bandwidth, and latency are achieved by the proposed
scheme. In summary, P2MDA is capable of improving com-
munication efficiency and saving communication bandwidth.

VIi. CONCLUSION

In this paper, an efficient privacy-preserving multi-
dimensional data aggregation (P?’MDA) scheme in SG has
been proposed. It has achieved the multi-dimensional data
aggregation based on homomorphic encryption and super-
increasing sequence. The security analysis has indicated
that the proposed scheme fulfills all security requirements.
Moreover, the performance evaluations have demonstrated
that P2MDA is more efficient and low-cost in terms of
computation and communication, for no bilinear pairing and
map-to-point hash operations are used. Therefore, P>MDA is
more suitable for applications in smart grid.
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