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ABSTRACT Mobile service computing relies on efficient and secure data transfer. Geometric routing, which
guarantees scalability, efficiency, and mobility, is a promising routing scheme for mobile services in the
resource-constrained Internet of Things (IoT). However, the private data transmitted by geometric routing
may be eavesdropped by the malicious node and the privacy-preserving becomes one of the important
issues for the mobile service in IoTs. Due to the resource constrains, approaches using encryption or
hashing are not suitable for geometric routing. In this paper, we propose a lightweight anonymous geometric
routing (LAGER) to protect the node-related private data. Instead of using the encryption or hashing
approach, LAGER adopts a coordinate confusion mechanism which provides each node an anonymous
coordinate of virtual node, such that the private data is decoupled from the node coordinate. The malicious
node cannot determine which node the data belongs to even if it obtains the private data. To support the
data transmission with anonymous coordinates, LAGER adopts a hybrid routing scheme by combining the
greedy routing and a source routing. The experiment results show that LAGER provides effective anonymity

with acceptable costs of scalability and efficiency.

INDEX TERMS IoTs, privacy, routing, geometric routing, greedy embedding.

I. INTRODUCTION
During the last decade, Internet of Things (IoT), which
interconnects ‘““all” things, has recently abstracted significant
attention. Billions of heterogeneous devices including the
mobile device in IoT are connected to the internet and collab-
orate to provide services over wireless networks. The routing
of IoT, which supports data transmission, is an important
part of mobile service computing. Since most devices in
IoT are smart sensor devices or embedded devices, the stor-
age, computing and energy resources of these devices are
all constrained, which makes the routing of IoT also faces
resource constraint challenges. Fortunately, geometric rout-
ing can naturally support the resource constraint of IoT due
to its succinctness, efficiency, scalability and mobility.
Geometric routing greedily embeds a topology into a
metric space and adopts greedy forwarding for routing.

The associate editor coordinating the review of this manuscript and
approving it for publication was Tie Qiu.

Each node is assigned a virtual coordinate of the metric
space and stores the coordinates of its neighbors in its routing
table. For greedy forwarding, each node chooses a neighbor,
which is the nearest to the destination according to the coor-
dinate distance, as the next hop, and the packet is greedily
forwarded to the destination hop-by-hop. The greediness of
greedy embedding guarantees that the next hop can always be
found.

Since each node only stores its neighbors, and the greedy
forwarding takes full use of the shortcuts [1] of the network
topology, geometric routing guarantees both efficiency and
scalability. Meanwhile, for some geometric routing schemes,
such as PIE [2], prefix embedding [3], [4], the structure of
coordinate is simple and succinct, which brings lightweight
calculations. Geometric routing also supports mobility and
it recovers from failures within a very short period of time.
All these advantages ensure that geometric routing works
well in IoT for mobile services. Geometric routing is not
only used for IoT, it is also widely used for F2F (Friend
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to Friend) overlays [5] and ICNs (Information Centric Net-
works) [6], [7] for content distribution.

Similar to other routing schemes of IoT, geometric rout-
ing also faces a security issue, i.e., the privacy disclosure.
On one hand, since the node coordinate of geometric routing
reveals some topology information, attacker can reconstruct
the embedded topology (a spanning tree) based on the coor-
dinates, and then obtains the relationship of any two nodes
on the embedded topology by monitoring the packet passes
through the attacker. Thus, the location of each node on the
embedded topology can be obtained by the attacker. On the
other hand, during the node communication, the content of
packets may also be illegally obtained by the attacker, which
causes the leakage of private data of the two nodes.

To overcome above privacy issues, hashing and encryp-
tion are two effective approaches. For the hashing approach,
the coordinate can be hashed to an incomprehensible coor-
dinate with a random number [5]. Due to the irreversible
property of hash function, it is impossible to derive the node
coordinate based on the hashed coordinate. For the encryption
approach, the private data can be encrypted during the data
transmission [8], such that attackers cannot get the private
data even if the encrypted data is captured. However, both
hashing and encryption cause serious resource consumption.
For each forwarding, each coordinate in a routing table should
be hashed. For each packet, the content of packet should be
encrypted. In a resource-constrained scenario of IoT, both of
the two approaches may not work well.

Not all privacy protection approaches rely on the hashing
or encryption. In some application scenarios, the private data
is meaningful only when the data is combined with a concrete
entity, such as the personal health data on the wearable device.
The health data is valuable only when it corresponds to a per-
son who owns the wearable device. Thus, if we decouple this
type of private data from its corresponding node, the private
data is meaningless, and attackers cannot obtain any valuable
information.

In this paper, we propose a lightweight anonymous geo-
metric routing scheme (LAGER) which is suitable for
resource-constraint [oT networks. Instead of using encryption
and hashing approaches, LAGER adopts a coordinate confu-
sion mechanism such that the real coordinate and data of a
node are decoupled. Even if the attacker obtains the entire
embedded topology, he still can’t know which two nodes
are communicating. To support the geometric routing with
coordinate confusion mechanism, LAGER adopts a hybrid
routing which combines a greedy forwarding with source
routing. Theoretical and experimental analyses show that not
only the anonymity of geometric routing is guaranteed, but
also the scalability and efficiency can be preserved.

The rest of this paper is organized as follows. In Section 2,
we discussed the related work of geometric routing. Section 3
reviews geometric routing and presents the detailed design
of LAGER with coordinate confusion mechanism and hybrid
routing scheme. In Section 4, the performance of LAGER are
analyzed and evaluated. Section 5 concludes the paper.
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Il. RELATED WORK

Mobile services in IoTs are widely used for a variety of smart
scenarios, such as the smart city [9], the smart campus [10],
the internet of vehicle [11], and so on. To support the mobile
service, lots of technologies, such as efficient routing [12],
mobile cloud [13], sensor cloud [14], emergency internet
of things [15], are adopted for the data transmission and
management. Security is also one of the main researches
for mobile services in IoTs. For example, the IoT device
security [16], network attacks [17], content security [18], and
privacy protection, etc. The privacy protection is the main
focus of this paper.

The privacy protection focuses on two aspects: the data
privacy protection [19], [20] and the location privacy protec-
tion [21]. The former is used to hide the private data via the
encryption approach when the data is stored in IoT devices
or transmitted over the network. The latter is used to prevent
the geographic position of service user being leaked. In our
paper, we focus on a type of private data which relies on the
content and the node location, and it can be viewed as the
combination of above two aspects. In addition, the private
data is transmitted via the geometric routing and our solution
is based on the characteristics of geometric routing.

Early geometric routing schemes [22], [23] adopt physi-
cal positions (such as GPS coordinates) as node coordinate
for greedy forwarding. These schemes are not suitable for
the lightweight anonymous routing. There exist three chal-
lenges: (1) Local minimal, a node receives a packet cannot
find the next hop which is nearer to the destination than
itself. (2) Non-practice, the physical coordinate is difficult to
acquire. (3) Inefficiency, the physical coordinate reveals pre-
cise location information, the anonymous coordinate should
be far away from the real coordinates to ensure anonymity,
which causes the cost of efficiency.

To overcome the second challenge, some schemes
[24], [25] adopt virtual coordinates for routing. These coor-
dinate is obtained by the embedding technique in some met-
ric spaces. However, there is no theoretical guarantee for
greediness of embedding scheme.

To provide theoretical guarantees, Papadimitriou and
Ratajczak [26] gave the definition of greedy embedding
which supports 100% routing success. Kleinberg [27] pro-
posed a universal greedy embedding approach for arbitrary
graphs and achieved a greedy embedding scheme in a Hyper-
bolic space H?2. He proved that the embedding of a topology
can be obtained by the greedy embedding of spanning tree of
the topology.

Lots of following researches are based on Kleinberg’s
work, and most of them focus on the succinctness (measured
by the coordinate length), efficiency and scalability of geo-
metric routing. PIE [2] isometrically embedded a spanning
tree into looo(log " and the coordinate length is O(log3(n)) bits
in power law graphs with 2 < A < 3. Hofer et al. [3] first
proposed a basic prefix embedding scheme based on PIE,
and then optimized the scheme by a virtual tree embedding
scheme for content addressing. The coordinate length of

29755



IEEE Access

Y. Sun et al.: LAGER for loT

Network Topology

FIGURE 1. The process of geometric routing.

optimized scheme is O(log?(n)) bits in power law graphs
with 2 < A < 3. Only the basic scheme can guarantee the
greediness. Our previous work [4] proposes a bit-string prefix
embedding scheme, as well as two succinct prefix embedding
schemes for geometric routing. All of them can guarantee
greediness. The coordinate length of the first scheme is
O(log*(n)) bits in power law graphs with 2 < A < 3 and the
coordinate lengths of the last two schemes are 0(10g2(n)) bits
for arbitrary graphs. Though all above schemes do not focus
on the security of geometric routing, our scheme LAGER is
based on above schemes and inherits their good properties.

Only a few researches focus on the security of geometric
routing. Some lightweight encryption approaches [28], [29]
for IoT are proposed, which can be used for geometric
routing. Muthusenthil and Murugavalli [30] proposed a pri-
vacy preservation and protection for cluster based geographic
routing protocol in MANET using the group signature and
encryption. Roos et al. [5] proposed anonymous addresses for
geometric routing. Each coordinate is set to the same length
and each element of coordinate is hashed to an arbitrary bit-
string with a random seed. The coordinate distance of greedy
forwarding is measured by the hashed coordinates. Different
from these security schemes, our scheme LAGER guarantees
the anonymity of node via a coordinate confusion mechanism
instead of the hashing and encryption approaches.

lll. LIGHTWEIGHT ANONYMOUS GEOMETRIC ROUTING
The main purpose of LAGER is to decouple the node-related
private data from the corresponding nodes, such that attackers
cannot determine which node the private data belongs to.
LAGER is based on greedy embedding, but it is not limited to
a certain embedding scheme. In this section, we first review
the process of greedy embedding, and then present the coordi-
nate confusion mechanism of LAGER, as well as the routing
of LAGER.

A. REVIEW OF GREEDY EMBEDDING
1) GEOMETRIC ROUTING
Geometric routing consists of two parts: greedy embedding
and greedy forwarding. Fig. 1 shows the process of geometric
routing.

The greedy embedding of a topology is generally achieved
by greedily embedding the spanning tree of the topology
into a metric space. For the greedy embedding in Fig. 1,
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the solid line constructs a spanning tree, and the dotted line is
called shortcut (non-tree edge) which is helpful to reduce the
routing path length. After the greedy embedding, each node
is assigned a coordinate.

Greedy forwarding is based on the embedded topology
with tree edges and non-tree edges. As shown in Fig. 1,
the packet is greedily forwarded to the destination hop-by-
hop. For each time, the neighbor, which is the nearest to the
destination, is selected as the next hop. The greedy embed-
ding guarantees that the next hop can always be found.

2) GREEDY EMBEDDING
LAGER is essentially a geometric outing scheme, and it
should also embed the topology into a metric space. We first
details the definition of greedy embedding, and then review
the embedding process. Finally, we present the embedding
scheme of LAGER.

The definition of greedy embedding is as follows. For
a connected graph G(V,E) and a metric space (X,d),
the embedding of G to X is denoted by a functionf : V — X,
where V is the node set of G, E is the edge set of G, and d is
the metric (distance function) of X. For Vv, u € G, 3w € N,
(N, is the neighbor set of v) and w # u, such that:

d(f ). f ) > d{f (w). f(w),

then we call that the embedding f is greedy. According to the
definition, the greedy embedding can guarantee 100% routing
success.

Kleinberg [27] has proved that for a graph G and a spanning
subgraph H of G, every greedy embedding of H is also a
greedy embedding of G. Thus, the spanning tree T of G is
always used to realize the greedy embedding of G.

The greedy embedding of a spanning tree is divided into
two steps. First, extract a spanning tree from a topology.
There exist multiple distributed protocols for spanning tree
extraction in practice, such as [31] and [32]. Second, greedily
embed the spanning tree into a metric space. The root node
is first assigned an initial coordinate, and then each node
computes its coordinate based on the coordinate of its parents,
the weight of edge, and other information.

Multiple greedy embedding schemes can be used for
LAGER. Here, we adopts our previous work bit-string pre-
fix embedding scheme (Prefix-B) [4]. The metric space
of Prefix-B is a bit-string prefix tree. On the prefix tree,
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each node is assigned a bit-string which is different from that
of its sibling. The coordinate of a node is a hierarchical bit-
string concatenating bit-strings on the path from the root node
to the node.

/0/0/0

/0/0/1

/0/0/00/0
FIGURE 2. Bit-string prefix embedding.

The process of Prefix-B is to assign each node a coordinate
of prefix tree. Fig. 2 shows an example of Prefix-B. The root
node is first assigned an initial coordinate /0. For each non-
root node, it assigned a bit-string by its parent. The coordinate
of the node is obtained by appending the bit-string to the
coordinate of its parent. If the edge is weighted, the bit-
string is also assigned a weight. For example, the node with
coordinate /0/1 assigns a bit-string 1 to one of its children.
Generally, the coordinate of the child is the combination of
/0/1 and 1, i.e., /0/1/1. Since the edge weight between the
two nodes is 3, the bit-string should be assigned the weight
and the coordinate of the child is /0/1/(3)1.

B. COORDINATE CONFUSION MECHANISM

The coordinate confusion mechanism assigns each node a
forged coordinate (we call it an anonymous coordinate)
which corresponds to a virtual node. The virtual node directly
or indirectly connects to a real node, we call the real node
an anonymous agent. The anonymous coordinate can be used
for routing of LAGER such that the real coordinate node is
hidden from the attacker.

Although the anonymous coordinate also contains the
topology information, it still guarantees the anonymity of
LAGER. For the anonymous coordinate, only a tree structure
rather than the entire topology can be inferred. Given an
anonymous coordinate, it is difficult for an attacker to find
the real coordinate nearby the anonymous coordinate on the
topology, because the non-tree edge cannot be revealed by the
coordinate and the distance between the real coordinate and
the anonymous coordinate may be very large even if the two
corresponding nodes are close on topology.

The process of coordinate confusion mechanism is divided
into two steps. Each node first determines its anonymous
agent, and then obtains its anonymous coordinate from the
anonymous agent.

For anode, its anonymous agent is selected by levels which
are determined by the number of hops to the node. As shown
in Fig. 3, three blue dash lines denote different levels of the
grid filled node with hop number 1, 2, 3, respectively. Though
a node may belong to multiple levels, our selection strategy
can handle this situation.
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FIGURE 3. Levels of anonymous agent.

Algorithm 1 Confusion Mechanism (RS) (at Node u)
1: p.iis the total number of times p should be forwarded;
: p.j is the current number of times p has been forwarded;
: p.list is a list of passed nodes stored in p;
. u.nei is the neighbor set of u.
. if u.nei € p.list or p.j = p.i then
u is the confusion node;
else
unrd_nei = u.nei \ (p.list (| u.nei);
randomly select a node v from unrd_nei;
p.list = p.list U {u};
pJj++;
send the packet p to v;
. end if

—_ e e
W N = O

Here, we adopt two selection strategies: Random Selec-
tion (RS) and Distance-based Selection (DS). For the two
strategies, a request packet with a number i is sent to find
the anonymous agent. The request contains a number i and
other information. The number i denotes on which level
the anonymous agent should be selected. The information
is used to construct the anonymous coordinate. Meanwhile,
the routing path of the request packet should be recorded by
each forwarded nodes, such that the anonymous agent can
obtain the source routing path to the request node.

For RS, the request node randomly selects a neighbor and
sends a request packet to a neighbor. After i times (or there
exist no next hop) of forwarding, the anonymous agent can
be found. To avoid the request entering a loop, the passed
node is recorded in the request packets. If the packet reaches
anode with j hops (j < i) which has no un-recorded neighbor,
the forwarding stops and the node is the anonymous agent.
Algorithm 1 details the process of RS when a node u receives
a request packet p.

For DS, the request node selects a neighbor which is the
farthest to the node according to coordinate distance. If some
neighbors have the same distance to the node, one of these
neighbors is randomly selected. Then the request packet is
sent to the neighbor. For each forwarding, the next-hop should
also be the farthest to the request node according to coordinate
distance. After i times of forwarding, the anonymous agent
can be obtained. Algorithm 2 details the process of DS on a
node u, where d is coordinate distance and w is the request
node.
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Algorithm 2 Confusion Mechanism (DS) (at Node u)
1: p.iis the total number of times p should be forwarded;
: p.j is the current number of times p has been forwarded;
. p.list is a list of passed nodes stored in p;
: u.nei is the neighbor set of u.
: if (u.nei € p.list) or (pj = p.d) or (Vv € u.nei \
(p.list (" u.nei), d(v, w) < d(u, w)) then
u is the confusion node;
else
unrd_nei = u.nei \ (p.list (| u.nei);
select a node v from unrd_nei, such that d(v, w) >
d(u, w)) and Vt € unrd_nei(t # v), d(v,w) > d(t, w);
10:  p.list = p.list U {u};

[T NS I S

b

11: pj++;
12:  send the packet p to v;
13: end if

After the anonymous agent of a request node is determined,
the anonymous agent produces a virtual node and sends the
coordinate of the virtual node (i.e., anonymous coordinate)
back to the request node. The anonymous coordinate is pro-
duced according to the hop number from the virtual node to
the anonymous agent. The hop number is stored in the request
packet, such that the request node can adjust the anony-
mous coordinate for different requirements based on the hop
number. The bit-string assigned to virtual node is random
produce by the anonymous agent. Fig. 4 shows an example of
coordinate confusion of two nodes (the blue node and the red
node with solid lines). The anonymous agent is on level 1 with
coordinate /0/0/00/0. The coordinate /0/0/00/01/1 of the
red node with dashed line is the ananymous coordinate of the
red node (solid line) with 2 hops to the anonymous agent.
The coordinate distance between the two red nodes is 8 hops,
but the distance on the entire topology is only 3 hops. The
larger the difference between the two distances is, the better
the effect of coordinate confusion mechanism is.

For better anonymous performance, the virtual coordi-
nate can dynamically change on a virtual subtree specified
by the anonymous agent, and the real node uses dynamic
virtual coordinates within the virtual subtree for routing.

FIGURE 4. An example of coordinate confusion.

29758

Thus, the attacker cannot distinguish which coordinate is
virtual and it is more difficult to find the real node.

C. HYBRID ROUTING SCHEME

In LAGER, each node uses its anonymous coordinate for
routing, such that the destination of routing is the virtual
node from the perspective of the attacker. Since the anony-
mous coordinate corresponds to a virtual node, the packet
can only reach the anonymous agent rather than the real
node via greedy forwarding. Thus, LAGER adopts hybrid
routing which consists of the greedy routing and the source
routing.

To support hybrid routing, each node stores two types of
routing information: the coordinates of neighbors and the
source routing information. Each node can be an anonymous
agent of multiple nodes. The source routing information is the
routing path from the anonymous agent to the real node. Such
that, when the packet reaches an anonymous agent, a routing
path to the real node can be found. Given an anonymous
coordinate of a node (the destination), the hybrid routing (the
black arrow) is divided into two steps. First, the packet is first
greedily forwarded to the anonymous agent hop-by-hop, and
then it is transported from the agent to the real node via source
routing. As shown in Fig. 5, the block arrow is the process of
hybrid routing of LAGER and the blue arrow is the process of
greedy routing of general geometric routing. For the hybrid
routing, the two steps represented by the dash line and the
solid line, respectively.

For any two node v, u, a packet is transported from v to an
anonymous coordinate of u. A node w is the anonymous agent
of u, then the path length of hybrid routing dj, is as follows,

dp(v, u) = dg(v, w) + ds(w, u),

where d, and dy are the path lengths of greedy routing and
source routing, respectively.

Hybrid routing can always find the real destination, i.e., the
real node. Since the anonymous agent is the nearest node and
the uniquely connected node to the virtual node, all packets
to the virtual node is greedily forwarded to the anonymous
agent. According to the definition of greedy embedding,
the greedy path to the anonymous agent can always be found.

0% /0/0/00/0/11
/0/0/00/0/01/1
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source

destination

....... » Greedy routing —> Source routing

FIGURE 5. General geometric routing and hybrid routing of LAGER.
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FIGURE 6. The mean coordinate length.

Meanwhile, the agent stores the source routing path to the real
node, then the real node can be reached.

IV. EVALUATION AND ANALYSIS

Our schemes are evaluated from three aspects: the scalability,
the efficiency and the anonymity. We built a simulator and
evaluated LAGER on synthetic topologies. The synthetic
topologies are generated by the BA model [33]. We set the
initial node number to 3, and set the average node degree
to 4, and produced some topologies with different sizes.
The power-law of a graph with 5000 nodes is 2.62. Though
LAGER supports both the weighted and unweighted graphs,
for a better comparison, we set the edge weight to 1.

A. SCALABILITY

According to the hybrid routing, the anonymous coordinate
is stored in each packet and the source routing to the real
node is in routing tables. Thus, we measured the scalability of
LAGER from two aspects: the anonymous coordinate length
and the distribution of source routing entries.

The anonymous coordinate length of LAGER is measured
with two strategies RS and DS, and it is compared with that of
Prefix-B. For each strategy, the level number of anonymous
agent is set to 1, 2, 3, respectively. The hop number from the
virtual node to the anonymous agent is set to 1.

Fig. 6 shows the mean coordinate length with the growth
of topology. Though Prefix-B is the shortest of all schemes,
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FIGURE 7. Distribution of source routing entries.

the maximum difference is no more than 4 bits. For LAGER
using RS, there is no obvious relationship between the coor-
dinate length and the level. For LAGER with DS, the lower
the level is, the shorter the coordinate is. According to the
analysis of Prefix-B [4], the coordinate length of Prefix-B is
much less than the theoretical result O(log2 n), and it has a
linear relationship with O(log n). It is clear that the coordinate
length of LAGER also follows the linear relationship.

Different from general geometric routing, the node of
LAGER stores additional routing entries, i.e., the source rout-
ing entry. Since each node has one anonymous coordinate,
the mean number of source routing entries is 1. Here, we eval-
uated this aspect via the distribution of source routing entries
on a topology with 8000 nodes.

As shown in Fig. 7, the distribution of routing entries is
unbalanced. The main reason is that the topology is produced
based on the BA model, the distribution of node degree is
consistent with the power-law distribution. Thus, the node
with high degree has a high probability to be selected as an
anonymous agent. For the RS, the distribution of three levels
(R1, R2, R3) are close. For the DS, as the level increases,
the distribution of routing entries becomes more and more
concentrated. In D3, all routing entries are stored in almost
20% nodes. Though the distribution is not uniform, the num-
ber of entries each node stores is acceptable. The maximum
number is no more than 75 and about 95% of nodes store no
more than 6 entries.

B. EFFICIENCY
The efficiency of LAGER is measured by the routing path
stretch and the length of routing path.

Path stretch is the ratio of the routing path length to the
shortest path length. The lower the path stretch is, the more
efficient the routing scheme is. Fig. 8 shows the mean path
stretch when the network grows. The path stretch of each
scheme remains stable with the growth of topology. Since
LAGER cannot directly greedily forward the packet to the
real node, the path stretch of Prefix-B is obviously better than
that of LAGER. For the LAGER with a strategy RS or DS,
the path stretch of low-level is better than that of high-level.
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The routing path of LAGER is measured by hops in a
topology with 8000 nodes. Fig. 9 depicts the CDF (Cumu-
lative Distribution Function) of routing hops on the topology.
The relationship between any two schemes is the same with
that on Fig. 8. Obviously, the routing path of Prefix-B is
better than other those of LAGER. The path length difference
between Prefix-B and LAGER is little, such as LAGER-R1,
LAGER-D1, the path length of LAGER is only 1 hops worse
than that of Prefix-B, and the worst case LAGER-D3 is only
4 hops worse than that of Prefix-B. The maximum routing
path of LAGER is no more than 13 hops. Overall, the path
length of LAGER is adversely affected by the hybrid routing,
but routing performance is acceptable.

C. ANONYMITY

The anonymity is measured by the confusion distance which
is the coordinate distance from a real node to the virtual node.
The larger the confusion distance is, the harder it is for the
attacker to find the real node.

Assume that the attacker obtains the whole embedded
topology (extended spanning tree with virtual nodes) in the
worst case, the anonymity of LAGER can be analyzed from
two aspects. First, the virtual node v and the real node u are
in the same subtree with u as the root node. Let sub(u) denote
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the size of subtree, and i denote the distance from v to u. The
attacker should find the real node from at least sub(u) nodes.
When the children number of node is determined, the sub(u)
is positively related to i. Second, u is not the ancestor node
of v, i.e., u and v is connected via shortcut edges. Assume
that the mean node degree is d, the attacker should find the
real node from about (d’—1) /(d —1) nodes, and node number
is also positively related to i.

Fig. 10 shows the mean confusion distance with the
growth of topology. Obviously, LAGER provides an effective
anonymity, the mean confusion distance is more than 5 hops
for any cases. The LAGER scheme using DS is much bet-
ter than that of LAGER using RS. Since the anonymous is
randomly selected, the results of schemes of LAGER using
RS are about the same. For LAGER using RS, the anonymity
(confusion distance) is significant improved when the level
increases.

V. CONCLUSIONS

This paper focuses on the privacy-preserving of geometric
routing for mobile service computing in resource-constraint
IoTs and proposes a lightweight anonymous geometric rout-
ing (LAGER) to protect the node-related private data from
leaking. Instead of using encryption and hashing approaches,
LAGER adopts a coordinate confusion mechanism to decou-
ple the node coordinate and the private data, and adopts
a hybrid routing for routing. The attacker obtains the pri-
vate data without knowing corresponding node has no attack
effect. LAGER is not limited to Prefix-B, it is a universal
lightweight anonymous approach and can be used for all
geometric routing schemes which adopts the spanning tree
for greedy embedding. LAGER can guarantee scalability,
efficiency and anonymity. The experiment results show that
LAGER provides effective anonymity with the cost of scala-
bility and efficiency, the cost is acceptable.
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