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ABSTRACT The Internet of Things (I0T) is an enormous ubiquitous-network, which connects the objects
through various sensors. The [oT technology promotes the interconnection and fusion between the physical
world and information space, and it facilitates the day-to-day life of people. However, since a lot of equipped
sensors are unattended and open, the IoT must face and overcome the main problems of security and
privacy. Authentication is one of the paramount security concerns in the IoT environment, in which a user
could directly access data from the sensors. Therefore, we propose an authentication and key agreement
scheme providing unlinkability for the IoT environment based on bilinear pairings. The formal security
proof demonstrates that the proposed protocol is unforgeable under the adaptively chosen message attack,
and the session key exchange is semantic secure under the eCK model. In addition, the computation and
communication costs of the proposed scheme are evaluated and compared with some existing similar
schemes, which exhibits that it pleasantly addresses the needs of the 10T as far as security properties and

computation expenses.

INDEX TERMS Authentication, IoT, privacy-preserving, security.

I. INTRODUCTION

The Internet of Things (IoT) [1] is a huge network of things,
and it can recognize, control and centrally manage all kinds of
objects around us through sensors, embedded devices and so
on. It opens up a new opportunity to connect people to sensor
devices distributed around them. With the development of
the sensor technologies, a lot of IoT applications have been
designed, such as healthcare services, smart grid devices
[2]-[4], smart transport systems [5], [6] and smart city etc.,
which enhance the living conditions greatly. In the context
of IoT application domains, there exist two types of net-
works, i.e., distributed and centralized networks [7]. In cen-
tralized networks, the sensor nodes cannot communicate with
end-user directly, while they are connected with each other by
acloud or a base station. With respect to distributed networks,
the end-user can obtain information straightaway from the
sensor nodes.

The sensors can gather some sensitive or classified infor-
mation from its surrounding environment, then transmit data
wirelessly to authorized control units in IoT applications.
The gathered information is evaluated, analyzed and certain

decisions are made based on the analysis to take some actions
which might in turn cause grave implications. For example,
a traffic monitoring system, which is responsible for the
detection of traffic conditions, collecting various parameters
related to road traffic flow, utilizes information collected to
control the traffic. However, the traffic monitoring system
is prone to some cyber attacks as lots of equipped sensors
deployed in unattended environment. A malicious user may
control a sensor to upload forged information to the system,
which may cause traffic chaos. For ensuring network security
and privacy in the IoT environment, it is vital to construct a
secure protocol to achieve mutual authentication and estab-
lish a session key between users and sensor nodes [8], [9].
Besides, due to the constraint on resource of computation and
communication, including the capability of CPU, the amount
of memory and the computational capabilities [10]-[13],
the cost of authentication and key agreement schemes should
be decreased as much as possible. Therefore, an efficient
authentication and key agreement schemes based on bilinear
pairings is designed for the distributed Internet of things
systems in this paper.
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Specifically, the features of the proposed scheme are as
follows:

1) Our proposed scheme achieves the unlinkability prop-
erty during authentication procedure to protect users’
privacy. Any two or more messages from different ses-
sions cannot be confirmed by any third party whether
these messages come from the same entity.

2) Our proposed scheme achieves anonymity. Since the
real identity of user is randomized, it is kept hidden for
any external unauthorized entities.

3) Our proposed scheme ensures the forward secrecy. All
transmitted messages have been randomized so that any
attacker cannot derive the previous session key from the
current session key.

4) Our proposed scheme achieves conditional traceability
to resolve possible disputes. If any dispute or mis-
behavior occurs during the authentication, the trusted
third party can reveal the real identity of users with the
exchanged authentication messages.

The remainder of this article is structured as follows:
Section 2 introduces some related work about authentication
schemes for IoT. Some brief preliminaries are provided in
Section 3. The detailed description of the proposed protocol
is presented in Section 4. Then, Section 5 offers security anal-
ysis about the proposed scheme. Section 6 gives performance
evaluation. Finally, we conclude the paper.

Il. RELATED WORKS

In the past decade, various authentication protocols have been
put forwarded by some researchers to ensure information
transmission security. Das [15] proposed a two-factor user
authentication scheme by using hash function for WSNs. The
idea behind this function is that gateway node will send a per-
sonalized smart card to a user during the registration process,
and then the user can access information from the network
using smart card and his password, and it is claimed that the
protocol could resist various attacks such as impersonation,
replay, and guessing attacks. However, in 2011, Yeh et al. [16]
pointed out that Das’s scheme is susceptible to insider attacks
and forgery attacks. Then, an elliptic curves based user
authentication scheme was designed by them to remedy these
security flaws. Liu et al. [17] presented a simple authentica-
tion and key establishment protocol based on ECC for IoT,
where OpenlD technology is used to enable user to have a
single account which permits the user to log in other different
sites. Then, Ndibanje et al. [18] demonstrated Liu et al.’s pro-
tocol cannot resist replay and compromised device attacks,
and then they proposed a symmetric encryption-based pro-
posal based on Liu et al.’s scheme, in which password update
procedure is added.

In 2014, Turkanovic et al. [19] proposed a lightweight
user authentication for heterogeneous WSNs, based on the
IoT notion, using symmetric cryptography, where a user can
access a targeted sensor node directly through the Internet
without connecting to gateway node, thereby ensuring a more
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direct way. However, in 2016, Farash et al. [20] demon-
strated that Turkanovic ef al.’s scheme exists some security
weaknesses, containing sensor node impersonation attacks
as well as stolen-smart card attacks and so on. Then, they
proposed an improved lightweight authentication protocol for
IoT environments that uses user’s smart-card and password
as two factors, and eliminates the afore-mentioned security
shortcomings. In the same year, Amin et al. [21] pointed
out that Farash er al.’s scheme is vulnerable to off-line
password guessing, new-smartcard-issue, stolen-smart card
as well as user impersonation attacks. Then, they presented
a modified model according to Farash et al.’s scheme and
proposed a remote-user authentication protocol for IoT, using
bio-hashing function.

In 2016, Liu and Chung [22] proposed a bilinear
pairing-based user authentication scheme and data transmis-
sion approach for wireless healthcare sensor networks, using
passwords and smart cards. They claimed that their scheme
can resist common attacks, such as offline password guessing
attack, replay attack, impersonation attack. But, in 2017,
Li et al. [23] observed that Liu et al.’s scheme suffers from
password disclosure attacks, replay attacks, sense data dis-
closure attacks, stolen smart card attacks and off-line pass-
word guessing attacks, and then they proposed an enhanced
user authentication and anonymity scheme for the IoT-based
medical care system, which only use lightweight computa-
tions, such as XOR operation and hash function. Wang [24]
observed that end-devices require weaker identities to achieve
a higher privacy because once strong identities are disclosed,
end-devices are completely exposed and proposed a bilin-
ear pairings-based authentication scheme with weaker iden-
tity for IoT, which combines group signature and Shamir
secret sharing scheme. Dhillon and Kalra [25] proposed a
multi-factor remote user authentication in IoT environments
based on XoR and hash operations.

Recently, Mishra et al. [26] constructed a robust authenti-
cation protocol using smart-card for loT-based WSN, which
employs password hash values and pre-shared keys to achieve
authentication between the gateway node and sensor node,
and they argued that it provides user anonymity and with-
stands various attacks. Li ef al. [27] presented an anonymous
authentication protocol for IoT environments that uses user’s
password, biometric information and smart-card as three fac-
tors, which is constructed by using hash function operations
and XoR operations. Karati et al. [28] constructed a bilinear
pairing-based signature scheme for industrial IoT environ-
ments without map-to-point hash function and random oracle
model, which is shown to be secure and low-cost.

Ill. PRELIMINARIES
In this section, some of the basic concepts and properties are
described briefly.

A. NETWORK MODEL
Figure 1 describes a general structure model of the Internet
of Things (IoT), which is used in our proposed protocol.
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FIGURE 1. A general structure model of the Internet of things.

Figure 1 shows that all smart devices, like sensors, are
connected through Internet. Various types of users, such as
nursing staff, home users or industrialists, could access the
data of smart devices by network and servers. A user and a
smart device need to achieve mutual authentication through
the Internet so that the user could access data from the smart
device.

B. NOTATIONS
All symbols used in this article are listed in Table 1.

TABLE 1. Notations.

Symbol Description

TTP The trusted third party

U The user

SN The sensor node

D, q Two large prime numbers

Gy An additive group with the order ¢

Go A cyclic multiplicative group with the order g

hoH. H, Oile—wa‘y hash flinclion,*where‘h : {0, 1}* -
2y, H {0,1}" — 27, Hy 0 {0,1}" — 25

MAC The message authentication code

e A bilinear pairing

ti, t; The current timestamp

pid; The alias for the ¢th user

Qr The public key of the third party

sT The private key of the third party

F=(zy) An elliptic curve point in a non-singular elliptic curve E,,, x and

y are X-coordinate and Y-coordinate of F respectively
D The XOR operation

I The message concatenation operation

C. BILINEAR PAIRINGS

Let G| be a cyclic additive group generated by the prime
order g and a generator P and G, be a cyclic multiplicative
group generated by the same prime order g. There exists a
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bilinear map e : G; x G; — G which meets the following
features [29]:

 Bilinearity. Fora, b € zz and A, B, C, D € Gy, we have:
e(aA, bB) = e(A, B)™
e(A+B,C)=¢(A, CeB, C)
e(A,B+ C)=¢(A, B)e(A, C)

o Nondegeneration. If A € G and B € Gy, then
e(A, B) # 1 and e(A, B) is a generator of G.

« Computability. For A, B € G, there exists an algorithm
to obtain e(A, B).

D. ELLIPTIC CURVE DISCRETE LOGARITHM PROBLEM

Let G1 be an elliptic curve group with the prime order ¢,
whose generator is P. Then, the following intractable prob-
lems in ECC are described as follows:

o The elliptic curve discrete logarithm (ECDL) problem:
Given points P, Q € Gp, where Q = aP for unknown
aec ZZ, to find a.

o The elliptic curve computational Diffie — Hellman
(ECCDH) problem: Given points P, O, R € Gy, where
Q = aP, R = bP for unknown a, b € ZZ, to compute
abP.

o The elliptic curve decisional Diffie—Hellman (ECDDH)
problem: Given points P, Q, R, S € Gj, where
Q = aP, R = bP, S = cP for unknown a, b, ¢ € z;,
to decide whether abP = cP.

IV. THE PROPOSED SCHEME

This section presents the details of the protocol which
includes the following phases: initialization phase, user regis-
tration phase, user login and request phase, and user authen-
tication and key agreement phase. The initialization phase is
used to generate system public parameters, the user registra-
tion phase is applied to produce entities’ public and private
key pairs, and the user authentication and key agreement
phase enables user and sensor node to mutually authenticate
each other.

Our scheme consists of three types of entities as shown
in Figure 2: user(U), sensor node(SN) and the trusted third
party(TTP). A user who uses certain application such as
medical device, smart phone to access data gathered by the
sensor node. TTP is only responsible for generating system
public parameters and issues partial private key of a user,
while the partial private key alone is not enough to be used
to impersonate a user. Notably, TTP does not get involved in
the authentication process.

A. INITIALIZATION PHASE
The initialization phase consists of the following steps.

1) Firstly, TTP chooses an elliptic curve additive group
G generated by P, whose order is the prime number ¢
and let G, be a multiplicative group generated by same
order, and then TTP picks three secure hash functions
h, H, H; : {0,1}* — z:;, a message authentication
code MAC and a bilinear pairing e: G; x G| — G».
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FIGURE 2. Authentication model for loT of the proposed scheme.

2)
3)

4)

TTP selects st € z(’; as its private key and computes the
corresponding public key Q7 = st P.

TTP sets the public parameters = {G1, G2, P, q, h,
H, H|, MAC, e, Or} and keeps its private key secret.
Finally, sensor node(SN) selects s; € zj as its private
key and computes his public key Q; = s;P.

B. USER REGISTRATION PHASE

1)

2)

3)

4)

User U selects the identity ID;, and the password
PW;, computes RPW; = h(PW;, ID;) and then sends
{ID;, RPW;} to TTP via a secure channel.

After receiving {ID;, RPW;}, TTP picks a random num-
berk € zZ, computes the partial public key Q;; = kP,
partial private key S;; = s7Qj1, user’s pseudonym
pid; = ID; @ h(RPW;, k) and f; = s7h(pid;) + k mod
q. Then, TTP returns {Q;1, Si1, fi, pidi} to U.

Upon receiving {Q;1, Si1, fi, pid;}, the user U com-
putes h(RPW;, k) = ID; @& pid; and ¢; =
h(h(RPW;, k), ID;, PW;). Then U inserts {f;, pid;, e;}
into his/her smart card.

Lastly, U selects a random number s € z; as
his/her other partial private key and computes the cor-
responding partial public key Q> = s;2P. And publics
his/her public keys {Q;1, Oi2} and keeps its private keys
{Si1, sin} secretly.

C. USER LOGIN AND REQUEST PHASE

User
data

performs the login and request phase to access
from the sensor node, which is described as

follows:

)

2)
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The user U inserts his/her smartcard and inputs ID;,
PW;, and then the smartcart computes H(RPW;, k) =
ID; & pid;, e; = h(h(RPW;, k), ID;, PW;).

If ¢, = e;., the smart card picks a random number
ri € Zz, computes U; = r;Q;. Then, U sends the request
message request = {U;} to the sensor node SN to

access data via a public channel.

D. AUTHENTICATION AND KEY AGREEMENT PHASE
The following steps illustrate the authentication and key
agreement process in detail.

1y

2)

3)

Upon receiving the message request from U, SN
chooses a random number r; € z, calculates Ej = r;P,
F; = rjsj_lU,- = rjsj_lr,-sjP = ririP = (x,y). Then,
SN generates its timestamp #; and computes MAC\(z)),
where MAC is the message authentication code. After
that, SN sends the message {t;, E;, MAC,(zj)} to U via
a public channel.

After receiving {t;, E;, MAC,(t))} from SN, U checks
the validity of #. If it is not valid, U rejects SN;
otherwise, U computes F; = rkj = rnP =
(x",¥"), MACy(tj). Then, U checks whether the equa-
tion MACy/(t;) = MAC,(#) holds. If no, U rejects SN;
Otherwise, U generates its timestamp #; and computes
rpid; = pid; ® x', aid; = WID;, r;) ® pid;, w; =
e(S,-l,y’Qj), 8 = sp + fiH(t, wi, F;) mod ¢ and the
session key sk = Hi(F;, h(ID;, r;), t;, tj). Then, U
sends the message {8, t;, rpid;, aid;}to SN via a public
channel.

Upon receiving the message {8, #;, rpid;, aid;} from
U, SN firstly verifies #;. If it is not valid, SN rejects U;
otherwise, SN computes pid; = rpid; ® x, h(ID;, r;) =
aid; ®pid;, w; = e(Qi1, ys;Or) and verifies whether the
equation 8.P = Qp + H(t;, w;, F))(Wpid)Qr + Qi1)
holds. If it is valid, SN calculates the session key sk =
Hy(Fj, h(ID;, 1), t;, t;); otherwise, SN terminates the
authentication.

{051,500, (@11, 0)}

U SN
{s;,0,}

Enters ID,, PW,

smartcard computes
h(RPW,,k)=ID, ® pid,

e, = h(h(RPW,,k),ID,, PW,)
checks ¢, =?¢,

selects 7, € z;

.
selects 7, € z,

U' =5 j request=<U,>
=10, ez, g p
-1
F/‘ =758 U, =(xy)
selects timestamp ¢,
MAC,(t;)
1., MAC, (1))
checks 7,
F=rE, =(x.y)
checks MAC, (t/):?MACJ,(t/)
rpid, = pid, ® x
aid, = h(ID,,r,) ® pid,
- =e(S,,10,
=l i Q) checks
selects timestamp 7, = i d®
o=s,+ fH(t,w,F)modg pud; =1pid, WX
sk =H,(F.h(ID,.r;).t,.)) W, =e(Qy, y5,0r)

h(ID,,1.) = aid, ® pid,
checks6.P =0, + H(t,,w,F)).

(h(pid )0, +0,)
sk =H,(F,,h(ID,,1),1,,1,)

aid, rpid; 5 1,

B N

FIGURE 3. Authentication and key establishing phase of the proposed
scheme.

The summary of the authentication and key agreement
phase is depicted in Figure 3.
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Once SN and U successfully authenticate each other over
the public channel, a secret session key sk can be agreed.
otherwise, U terminates the authentication with SN.

V. SECURITY ANALYSIS

A. THE FORMAL SECURITY ANALYSIS

In this section, we show that our proposed scheme is proved
unforgeable against adaptively chosen message attacks under
the random oracle model [30] and the session key is seman-
tically secure under the eCK model [38].

1) UNFORGEABILITY OF MESSAGE

In this part, our proposed scheme is to be proved unforgeable
against adaptively chosen message attacks under the random
oracle model. Let U —fo—SN denote the process that the user
U communicates the sensor node SN and SN —to — U denote
the process that the sensor node SN communicates the user U.
Obviously, the authentication of our proposed authentication
is composed by U — to — SN and SN — fo — U. We prove
the security by the following theorems, where the way U —
to — SN is proved in Theorem 1 and the way SN — o — U is
proved in Theorem 2, respectively.

Definition 1 (Unforgeability): We define a probabilistic
polynomial-time adversary(PPT) A who wants to forge a
valid message, a challenger C and an experiment played
between C and A. The proposed protocol is unforgeable
against adaptively chosen message attack if no any PPT A
wins the following experiment between A and C with a
non-negligible advantage, where the adversary A can issue
the following queries.

o Configuration — query: The challenger C distributes
QOr = srP, generates public parameters paramters =
{G1, G2, P, g, Or} and returns it to .A.

e h—query: The challenger C can model the random oracle
h by maintaining tuples (m, Rp) in a list Lj,, where Lj, is
initially an empty set. Once the oracle 4 is queried by the
adversary A with input m, C responds as below:

- If Ly has already existed an item of (m, Rp),
C returns R;.

- Otherwise, C picks a random number R/l, stores
(m, R})into L, and outputs R).

e H — query: The challenger C can simulate the random
oracle H by maintaining tuples (¢;, w;, F;, Ry)in a list
Ly, where Ly is an at first void set. Once the oracle H
is queried by the adversary A with input (z;, w;, F;),
C responds as below:

- If Ly has already existed an item (#;, w;, Fi, R»),
C returns R;.

- Otherwise, C picks a random number R/Z, stores
(ti, wi, Fi, R}) into Ly and outputs R).

e H;| — query: The challenger C can simulate the random
oracle Hy by maintaining tuples (Fj, Ry, f;, tj, R3)in
a list Ly, where Ly is initially an empty set. Once
the oracle Hj is queried by the adversary A with input
(Fj, Ry, t;, tj), C extracts the item (m, Ry) from L at
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first and responds as below:

- If Ly has already existed anitem (Fj, Ry, t;, tj, R3),
C returns R3.

- Otherwise, C picks a random number Rj, stores
(Fj, Ry, t;, tj, R})into Ly and outputs Rj.

e MAC —query: The challenger C can simulate the random
oracle MAC by maintaining tuples (¢, y, M;) in a list
Lyac, where Lyac is initially an empty set. Once the
oracle MAC is queried by the adversary A with input
(#;, ¥), C responds as follows:

- If Lyac has already existed an item (7, y, M;),
C returns M;.

- Otherwise, C picks a random number Ml./ , stores
(4, y, M}) into Lyjac and outputs M.

e Send — query: The adversary A issues this query to
obtain a response corresponding to the message m. The
corresponding messages will be returned.

Theorem 1: Assume that there exists a probabilistic poly-
nomial time(PPT) adversary .A who intends to forge a user to
generate a valid message of U —to— SN with a non-negligible
probability €. Then, there is a challenger C, who could solve
DL problem by interacting with A with a non-negligible
probability.

Proof: Suppose A is able to break our proposed protocol
with public data as input. It means that A could violate
U — to — SN authentication of the proposed protocol with a
non-negligible advantage. Given an instance of DL problem
{P, Q7 = xP}, where x € Z; is unknown. In order to output
the answer of DL problem, C interacts with A as follows.

If A could pass the verification of SN successfully, he or
she could generate a valid authentication message (¢;, §, aid;)
without knowing the user’s partial private key S;;, where ¢
is the current timestamp and aid; = h(ID;,r;)) ® x', § =
s +fiH (t;, wi, F;) mod g. In this case, A obtains H (¢;, w;, F;)
through H — query, and Q7 through Configuration — query.
According to the above different oracles, .4 could play his/her
fully forgery ability. According to the forking lemma [37],
if A repeats the above queries with a different choice of
Ry, then A is able to output another valid authentication
message {t;, 8%, aid;}, where aid; = h(ID;, r;) ® x', §* =
S + fi*H (t;, wi, F;) mod g and ¢; is the current timestamp.
Such that, we obtain the following two equations:

8.P=Q0n+ R(R107 + Qi)

§*.P = Qp + Ro(RTOr + Qi1) W
From (1), we can get
SP—8*P = (8 — 8P
= Ro(Ri — R)Qr
= Ry(Ry — R})stP
ORI L
Ry(Ry — RY)
Eventually, C obtains the output x = 1#8_}{) of the DL

problem instance (P, Q7) = (P, xP). The advantage that C
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uses A to solve DL problem is €* > (1 — —h) €. Obviously,
it contradicts with the assumption of the DL problem. There-
fore, A cannot violate U — fo — SN authentication of our
proposed protocol under the random oracle.

Theorem 2: Assume that there exists a probabilistic poly-
nomial time(PPT) adversary A who intends to forge a sensor
node to generate a valid message of SN — to — U with
a non-negligible advantage €. In other words, the message
{t;, Ej;, MAC\(1))} forged by A, can pass the authentication.
Then, there is a challenger C who could solve CDH prob-
lem by mteractmg with A with a non-negligible advantage
g > & — 2lk — —2.

Proof: Let Eventsy_s,—y denote A could forge an
authentication message {t;, Ej, MACy(t;)}. After intercepting
messages conditioned on the hypothesis that A does not
violate U — fo — SN authentication of our scheme. Then, one
of the following events Eyac—ture, Ev; E;» Eq—E;, may occur.

Epac—ture: The value MACy (1)) is guessed correctly by the
adversary A with the probability Zik, where k represents the
length of the hash function MAC.

Eyg;: The values U; and E; have been generated in a
previous session, and its probability is -5

E4—E;: The oracle MAC() is queried by .A with the message
{r2, Ej, MAC,(t)}.

Then, we obtain

Pr(Eventsy —io—u] < (PrlEMAC—Turel
+ Pr(Ey;g;] + PrlEg—E;])
1
2k
In the defined steps of the proposed scheme, every sen-
sor node establishes a secret value F; = rjs ;]Ui =

1
+ 5 + PriMAC(1)]

rjris; Q] = (x,y) separately with the user. Let E; = aQ;
and Ui = bQ; with unknown a,b € z . For the CDH

problem instance (Qj, Ej = rjs; Q], = r,Q,) A could get

the answer TjTis;

e—4—L It Contradlcts with the hardness of CDH problem.

k
The?efore, A cannot violate U — to — SN authentication of
our protocol.

According to Theorem 1 and Theorem 2, we can conclude
that our proposed protocol is unforgeable against adaptively

chosen message attack under the random oracle model.

Q, with the non- neghglble advantage ¢’ >

2) INDISTINGUISHABILITY OF SESSION-KEY
We adopt Wazid et al.’s security model [38] and demonstrate
that our proposed protocol provides the session-key security.
The security model in our in is defined firstly as follows.
Participants. There are two participants: user(U), and
sensor_node(SN ). Let I—[lU denote the i — th instance of U,
and ]_[JSN represent the j — th instance of SN. Any participant
instance is assumed as an oracle.
Partnering. We introduce a session identification sid
which is unique for each session. If instances [, and HJSN
are called partners, then the following conditions are
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satisfied: (1) The same session identification(sid) between
[Ty and [Tsy is shared; (2) [Ty, and [Tgy have accepted the
session; (3) ]_[U and ]_[ are each other’s partnered peer.

Freshness. If the session key among U and SN keeps free
of irrelevant the adversary A, We call the instances U and SN
are fresh.

Adversary. It is assumed that there exists a probabilistic
polynomial-time(PPT) adversary .A who can control all the
communications by issuing a series of oracle queries during
the execution of the protocol. All the adversary’s queries are
listed below:

e h(x): Once the oracle h is queried by A with the mes-
sage x, C picks a random number Ry, stores (x, Ry) into
Ly, and outputs R to A.

o Hj(z): Once the oracle H; is queried by adversary .A with
the message z, C responds in such a way that: C picks a
random number Rj3, stores (z, R3) into Ly and outputs
R3 to A. ‘ )

o Execute([y, / [ T5y): This query issued by the adversary
A simulates the eavesdropping attacks on honest exe-
cutions among U and SN. It outputs a transcript of the
exchanged messages during the honest execution of the
protocol. 4

o Reaveal([Ty / [Tsy): The query is designed to simulate
the known session key attack. If there is a valid session
for the instance [], / [Ty returns the shared session
key to A. Otherwise, returns null.

. Send(]_[U / [Ty m): The adversary A issues this query
to obtain a response message corresponding to the mes-
sage m. After an execution of the defined steps, the cor-
responding message will be returned.

o CorruptUser([]y): The adversary A issues this query
to corrupt the smartcard of [];, and extract all stored
information.

o Test([1y / [Tsy): This query is used to model the capa-
bility of the adversary A to distinguish between a
random number and a real session key SK by flip-
ping an unbiased coin b. If the session key of the
instance ]_[ v / TTsy has been defined, the session key of
My /TT. sy Will be responded to A if b = 1 or a random
value will be returned if b = 0; otherwise, a random
string will be responded.

Semantic security. The adversary A could issue any Test
query to the instances after being provided with the above
queries. The output of Test query is relevant to the bit b.
Lastly, A’s output is a result of a guessing bit b’ about b.
We say A successes if b’ = b. Let Succ represent the event
that A succeed in the game. The advantage that the adversary
A breaks semantic security of the proposed unlinkability
authentication scheme(UAS) is defined as follows:

Adv¥S =[ 2 Pr[Succ] — 1|,
If the advantage AdvUAS is negligible, we say the proposed

scheme is semantlcally secure.
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Theorem 3: Let A denote an adversary within a polynomial
time ¢ against the proposed protocol under the random oracle
model, then we have:

AdUAS < By T 2dsend
VP S W + W + D] >
where g, qH,, gsena Tepresent the number of i queries, Hj
queries, and Send queries, respectively; |h|, |H{| and |D|
denote the range space of % function and H; function, respec-
tively and a uniformly distributed password dictionary.
Proof: We use Succ; to represent the event that .4 wins
in the game G;, where i = [0, 3]. That is to say A guesses
bit b successfully.

Game Gy: In G, areal attack against our proposed scheme
from A is simulated. Firstly, the value of b is selected ran-
domly. According to the above definitions, we obtain:

AV =2 PrSucco] — 1 ()

Game G: To increase the probability that A wins game,
the query Execute([ ]y /[Tsy) is used to model the eaves-
dropping attacks. Since its goal is to derive some information
about the session key sk, A has to compute sk according
to the definition of the proposed scheme; however, sk =
Hi(Fj, h(ID;, r7), i, 1;), where F; = rjsj_lU,- = (x,y) and
h(ID;, r;) = aid; @ rpid; ® x. Certainly, U can compute the
same session key. The evaluation of sk depends on the tempo-
rary randoms r; as well as rj and h(ID;, r;). Therefore, in order
to obtain sk, the advantage that A wins game G| would not
be increased just by eavesdropping the transmitted messages,
request = (U}, {t;, Ej, MAC,(t))} and {3, t;, aid;, rpid;},
which implies that

Pr[Succi] = Pr[Succo] 3)

Game G;: This game transferred from Gy is to simulate
active attacks by adding h, H; and Send oracles in which
A tries to forge messages. A intends to trick participants
that the modified messages is real. By arbitrarily issuing
queries to i, Hy, A attempts to capture collisions. Note that
request = {U;}, {tj, Ej, MACy(t))} and {$, t;, aid;, rpid;} are
related to temporary random numbers as well as timestamps.
Therefore, there never exist collisions even though A issues
Send oracles. So, according to the birthday paradox, we get:

2 2
qn 49H,
|Pr[Succi] — Pr[Succy]| < + @)
21h| 2| Hp|

Game G3: Gz models the Corruthser(]_[iU) query.
By issuing CorruptUser (] [;,) oracles, A can get all infor-
mation inserted in the smartcard, which is {f;, pid;, e;}.
However, because the user’s identity ID; is protected by A(.)
function, It is not helpful for A to obtain session key sk.
Without the U’s correct password PW; via the password
dictionary attack, it is difficult to get ID; from pid;. Hence,
we get

qsend
[ D |

|Pr[Succy] — Pr[Succs]| < 5)
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Since all the random oracles are simulated, .4 has no choice
but guess the bit b by querying Test oracle, which leads to the
following result

1

Pr[Succs] = > (6)

Thus, from (3)-(6), we get
1
|Pr[Succo]—§| = |Pr[Succo] — Pr[Succs]|

< |Pr[Succo] — Pr[Succi]| + |Pr[Succi]
— Pr[Succy]| + |Pr[Succy] — Pr[Succs]|

2
< qﬁ + qu qsend
S 2|k 20H | DI
From (2), we have Pr[Succo] = Adv%AS /2 + 1/2. Hence,
2 2
qy UsZ 26]send
Ad UAS < Jh 1 4 .
PoS0nl U IH T ID]

B. THE INFORMAL SECURITY ANALYSIS
In this section, we present the informal security analysis and
show that our protocol is secure to various attacks.

1) UNLINKABILITY

In our scheme, since there is the use of the current timestamps
{t;, tj}, random values {r;, ;} as well as the hash functions, all
information sent by user U via public channel are random
values. For two or more authentication messages that are
sent by the same user, the attacker cannot determine whether
these authentication messages come from the same entity,
which means the user U cannot be linked to different sessions.
Hence, our proposed scheme provides unlinkability and the
attacker cannot trace participants by intercepting messages.

2) FORWARD SECURITY

Assume an attacker has had the current session key sk =
H1(Fj, h(ID;, 1), t;, t;), he or she cannot obtain the previous
session key from the current session key. Without knowing r;
and r; chosen randomly by user and the sensor node respec-
tively, it is difficult to compute F; for the attacker. Therefore,
our proposed protocol achieves forward security.

3) RESISTANCE AGAINST IMPERSONATION ATTACK

From Theorem 1. and Theorem 2., we can see that no attacker
can forge the messages {¢;, Ej, MAC (1))} or {8, t;, aid;, rpid;}
to pass the verification of the user U or the sensor node SN
respectively. Therefore, the proposed protocol can resist the
impersonation attack.

4) RESISTANCE AGAINST REPLAY ATTACK

Because the random numbers {r;, 7;} and the current times-
tamps {#;, #;} are used in the generation of the messages
(Ui}, {1, Ej, MACy(1)} and {8, t;, aid;, rpid;}, messages from
different sessions are distinctive, and any replayed message
can be detected. Therefore, our proposed scheme can resist
the replay attack.
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5) RESISTANCE AGAINST STOLEN VERIFIER ATTACK

In our proposed scheme, the information {f;, pid;, e;} is stored
in a user’s smart card. Suppose an adversary A steals the
smartcard and obtains the information {f;, pid;, e;}. However,
user’s identity ID;, password PW;, and the secret k cannot be
got or guessed correctly by the A because of the irreversibility
of hash function A(.). Besides, our proposed protocol does not
store any verifier tables to check the credentials entered by
the user U associated with the sensor node SN. Therefore,
our proposed scheme can resist the stolen verifier attack.

6) RESISTANCE AGAINST MAN-IN-THE-MIDDLE ATTACK
Suppose that an adversary A intercepts the message
{tj, Ej, MAC\(j)} and he/she wants to modify it to gener-
ate another message. So, he/she selects a random number
ri € z; as well as the current timestamp #; and calculates
E = rj’P. Because the adversary does not gain the sensor
node’s private key s;, he/she cannot compute F; and MAC,(%;).
Similarly, assume an adversary A intercepts the message
{8, t;, aid;, rpid;} and he/she wants to modify it to generate
another message. He/she selects a random 7/ € z, as well as
the current timestamp #/ and calculates F/ = r/E;. However,
he/she cannot compute pid;, w;, § without the user’s iden-
tity ID;, private key (Si1, si2). In conclusion, it is difficult to
modify the messages {t;, E;, MACy(t))} and {8, t;, aid;, rpid;}.
Therefore, our proposed scheme can resist man-in-the-middle
attack.

TABLE 2. Approximate running time of various operations.

Operation Description Computation time(ms)
T hash function operation 3x 1073
Tont—mul bilinear pairing operation 2.14 x 1071
Tpnt—add ECC point multiplication 1.6 x 1072
Tpairing ECC poitnt addition 6.07 x 10~ ¢

VI. PERFORMANCE COMPARISON

In this section, we present a detailed performance analysis of
our scheme in the authentication and key agreement phase.
Besides, our proposed protocol is compared with some exist-
ing similar schemes [31]-[36] on computation cost and com-
munication cost during authentication and key establishing
phase. Table 2 provides the approximate execution time of
every operation used in calculating computational cost, and
detailed description of every operation is listed as follows.

- Ty: The time cost of a hash function operation.

- Tpairing: The time cost of a bilinear pairing operation.

- Tpnt—mui: The execution time of a point multiplication
interrelated with ECC.

- Tpnr—ada: The execution time of a point addition interre-
lated with ECC.

In order to compare the computation cost of our pro-
posed scheme with other similar schemes fairly, the exper-
iments were performed on a macOS sierra operation system
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equipped with an Intel Core i5 1.6 GHz CPU. In addition,
because the execution time of some operations are negligi-
ble such as XoR operation, only the operations presented
in Table 2.

TABLE 3. Comparison of computation cost.

Protocol Computation Cost

Ours
Liet al.’s[31]
Wang et al.’s [32]
He et al.’s [33]
Xiong et al.’s [34]
Bakhtiari et al.’s [35]
Liu et al.’s [36]

8Tpnt—mul + 1Tpnt—add + 8Th + 2T pairing

10T pnt—mul + 4Tpnt—add + 5Th + 2T pairing
5Tpnt—mul + 10T, + 2T pairing

8Tpnt—mul + 2Tpnt—add + 10Ty + 2T pairing
TTpnt—mul + 15T + 9T pairing
TTpnt—mul + 5Th + 6Tpairing
6Tpnt—mul +6Th + 1Tpairing

TABLE 4. Comparison of running time.

Protocol Running time (ms)

Ours ~ 2.886
Liet al.’s [31] =~ 3.443
Wang et al.’s [32] ~ 2.314
He et al.’s [33] =~ 3.098
Xiong et al.’s [34] ~ 6.943
Bakhtiari et al.’s [35] ~ 5.155
Liu et al.’s [36] ~ 1.927

7 T T

n w £ o (2]

Time cost in authentication phase(ms)

ours  [31] [32]  [33] [34] [35] [36]
schemes

FIGURE 4. The comparison of computation cost.

From the illustrations in the Table 3, Table 4 and Figure 4,
it is observed that the computation overhead of our proposed
protocol is 8Ty —mur + 1Tppr—ada + 8Th + 2T pairing, and the
total execution time of our proposed is (8 x 0.214 4+ 0.016 +
8 % 0.003 4+ 2 % 0.607) ~ 2886ms. The total execution time
of [31] scheme i 107 s —mut +4T pur—add + 5Th + 2T pairing =
(10%0.214 4+ 4% 0.016 4+ 5 % 0.003 4+ 2 % 0.607) ~ 3.443ms.
The total execution time of [32] scheme is 5T s —pyy + 10T+
2T pairing = (5% 0.214 4+ 10 % 0.003 + 2 % 0.607) ~ 2.314ms.
The total execution time of [33] scheme is 87—y +
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2Tpni—ada + 10Ty + 2T pgiring = (8 % 0.214 4 2 % 0.016 +
10 % 0.003 4 2 % 0.607) ~ 3.098ms. The total execution time
of [34] scheme is 7T pps —mui + 15Th+9T pairing = (7%0.2141+4
15 %0.003 + 9 % 0.607) &~ 6.943ms. The total execution time
of [35] scheme is 7T pps —pui +5Tp+6T pairing = (7%0.214+45%
0.003+4-6%0.607) ~ 5.155ms. The total execution time of [36]
scheme i8 67t —mut +6Th+1T pgiring = (6%0.2144-6%0.003+4
0.607) ~ 1.927ms. And performance of our scheme has
been improved compared with other schemes [31], [33]-[35].
Despite the total execution time of our proposed protocol
is more than [32] and [36], ours has better security prop-
erties. Wang’s scheme [32] fails to resist user’s and appli-
cation provider’s impersonation attacks. Liu’s protocol [36]
is prone to privileged insider of application provider (AP)
attacks, which means the adversary can impersonate client to
send requested message. the reason is that network manager
sends the tuple {/, ind.,, right} to the application provider
but the validity of the tuple cannot be verified by AP.
Therefore, the adversary can forge a valid request message
according the tuple. Besides, Bakhtiari’s scheme [35] is
unable to resist man-in-the-middle attacks and impersonation
attacks. Hence, compared with some other schemes [31],
[33]-[35], the computation cost of our proposed scheme is
relatively low.

To compare communication overheads of our proposed
scheme with other similar schemes fairly, some assumptions
are given below:

- The length of random number, timestamp or sequence

number is 32 bits.
- The length of identity ID; is 160 bits.
- The hash function used in the proposed scheme is
SHA-1 [39]. Therefore, the length of hash digest is
160 bits.

- The length of an elliptic curve point F = (x,y) is
(160 + 160) = 320 bits.

- The length of a message authentication code(MAC) is
160 bits.

- Since we consider 1024-bit RSA cryptosystem, the size

of encryption/decryption block is 1024 bits.

TABLE 5. The comparison of communication overheads.

Protocol No. of messages  No. of bits
Ours 3 1344
Liet al.’s [31] 3 1984
Wang et al.’s [32] 2 1024
He et al.’s [33] 2 1856
Xiong et al.’s [34] 2 1600
Bakhtiari et al.’s [35] 5 1632
Liu et al.’s [36] 2 1472

Table 5 presents the comparison on the communica-
tion overheads of the proposed scheme and other sim-
ilar schemes [31]-[36] during login and authentication
phases. From the above assumptions, the communica-
tion overheads for the proposed scheme, Li’s scheme [31],
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Wang and Zhang’s scheme [32], He et al.’s scheme [33],
Xiong and Qin’s scheme [34], Bakhtiar-Chehelcheshmeh and
Hosseinzadeh’s scheme [35] and Liu ef al.’s scheme [36] is
1344 bits, 1984 bits, 1024 bits, 1856 bits, 1600 bits, 1632 bits
and 1472 bits, respectively.

In the proposed scheme, the size of the messages {U;},
{t;, Ej, MAC\(t))} and {3, t;, aid;, rpid;} is 320 bits, (32 +
320 4 160) = 512 bits, (160 + 32 4 160 + 160) = 512 bits,
respectively. Therefore, the communication overheads of our
proposed scheme is (320 + 512 4 512) = 1344 bits. The
communication overheads of the proposed scheme is less than
that in [31] and [33]-[36]. Despite the proposed scheme con-
sumes more communication cost compared with that in [32],
it provides better security and lower computation cost.

VII. CONCLUSIONS

In this paper, we present an efficient remote authentication
and key-establishment protocol for IoT systems. We demon-
strate that our authentication scheme provides unforgeablity
of message and indistinguishability of session key under
the random oracle model. In addition, the informal secu-
rity analysis shows that it satisfies various desirable secu-
rity properties. The performance comparison against some
similar protocols shows that our scheme has relatively low
computation cost and communication cost. In view of the
advantages in security and performance, our proposed is more
suitable for IoT applications.
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