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ABSTRACT Compared to traditional machines in computer networks, nano-bots in nano-networks face
challenges due to the limitations of processing capabilities and power management. Under these limitations,
these nano-bots can only perform simple tasks. Use of nano-bots can be applied to fields such as environmen-
tal, biomedical, and industrial fields. However, to use nano-bots in practice, their management and control
in nano-networks should be established. In this paper, a network protocol for use in in-vivo communications
applied to drug-delivery systems is proposed. Based on the circulatory system, three types of nano-bots are
designed to be used in a ring topology network. The physical channel of the communication is discussed in
detail, a docking process between nano-bots is proposed, a method to access the channel is presented and
simulation results of the communication network are presented.

INDEX TERMS Nano-network, nano-scale communications, nano-bots, in-vivo communications, physical

layer, medium access control layer.

I. INTRODUCTION
Drug delivery systems (DDSs) can be defined as a collection
of techniques designed for delivering drugs to the desired
location in a controlled and quantitative way without dis-
rupting the general function of the host. Recent advances
in the fields of nanotechnology [1], biotechnology [2] and
biomedical sciences [3] have made great strides in under-
standing the process and the physical application of this type
of delivery system. One promising implementation of drug
delivery systems is the use of nano-communication networks.
In literature, nano-communications is achieved in two
major propagation paradigms:

o Electromagnetic (EM) propagation
o Molecular (MC) propagation

In the electromagnetic approach, Terahertz (THz) frequen-
cies, has been suggested for nano-bot to nano-bot commu-
nication [4]-[9]. However, the effects of electromagnetic
radiation on living tissue can be considered a problem in
implementing EM based nano-networks for use, even under
the current safety limit of 1 mW/cm2 [10], [11]. The effects
on THz radiation in the human body is still an open question,
however there are experimental analysis on other species that

show DNA damage and induced anxiety under the influence
of short term THz radiation [12]-[14]. A final note to address
is the source of radiation relative to the living organism.
The human body has adaptations against electromagnetic
radiation if the radiation source is outside the body [15], [16].
However, if the radiation source is originating from inside the
human body, its effects are likely worse.

The second approach, Molecular propagation (MC), is the
act of using particles as a means of transmission infor-
mation [17]. This process can be a more suitable option
for nano-networks over THz communication which are the
energy indepedency of the propagation (i.e. diffusion) and
bio-compability. The use of molecular based propagation for
nano-network is seldom studied compared to THz where the
focus is mostly on the physical layer [18]-[25].

One of the driving forces behind the study of nano-
communication networks is its promise of delivering drugs
to its precise location quantitatively. Medical applications of
MC are reviewed in general in [27]. There can be numerous
application of utilizing nano-scale (nm) robots. The potential

fields of application can be given as [28];
« Neurological diseases: Neurological diseases are usu-

ally treated by delivering the drug in the nervous
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system. This is not a trivial task as the Blood-
Brain-Barrier (BBB) protects the brain against foreign
materials [29]—[31]. This makes it difficult to treat dif-
ferent diseases such as traumatic brain injury, multi-
ple sclerosis and epilepsy. One of the most promising
strategies utilize nanoparticles that imitates proteins that
normally pass the BBB [32]-[34].

o Genetic diseases: The use of a drug delivery system for
treating genetic diseases via gene therapy can be used in
the penetration of the desired genetic information in the
patient [35].

« Human Immunodeficiency Virus: An important chal-
lenge in HIV drug delivery is the degradation and poor
penetration in the gastrointestinal (GI) tract [36], [37].

o Gastro-Intestinal diseases: Most of the diseases of
the GI tract, e.g. ulcerative colitis and Crohn’s disease,
require advanced drug delivery systems to improve drug
delivery processes [38], [39].

There have been various studies conducted in nano-
scale communications [40]. These include: synchronization
attempts [41], relaying [42], routing [43], [44], Medium
Access Control (MAC) [45]-[48] and physical channel prop-
erties [49], [50]. It must be noted that, most studies regarding
nano-networks assume the propagation is achieved via elec-
tromagnetic waves (i.e. THz), even though there are alter-
natives which may prove to be biologically safer and more
secure against outer threats.

As with any electromagnetic communication, there can
be outside influences that may hinder the network, cause
it to malfunction or force it to behave in ways it was not
meant to behave [51]. The use of an EM-only communication
between nano-networks also opens up possibilities in which
an attacker can take control of the system and therefore
the security of nano-networks is still an important and open
question [52].

In this study, a novel in-body communication network
based on nano-technologies is proposed. There are two main
aspects which the proposed network address. Firstly, the net-
work is used to distribute a drug in the body by using static
nano-bots which contain a low amount of drug. This removes
an issue in the case a nano-bot fails, also, the amount of
drug released would not be dangerous for the individual. Sec-
ondly, this new communication method removes the neces-
sity of using a large amount of nano-bots communicating
via wireless communications based on terahertz, which can
negatively affect the human body. In addition, the physical
layer in which the nano-bots travel is described and the phys-
ical connection process of information exchanged between
the travelling nano-bots and stationary nano-bot is described
by proposing a novel docking/departing process based on
magnetic-locking.

The structure of the paper is as follows. In Section I,
an introduction to the study is given. Section II focuses on the
nano-bots conceptualized in this study; nano-bot bit, nano-
bot node and nano-bot gateway. Section III delves into the
architecture of the proposed nano-bots to be used in in-vivo
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communication. Section IV focuses on the physical layer
of the nano-network including the parabolic velocity profile
of the flow, the advective propagation and the duration of
magnetic docking/departing process, which takes place to
realize nano-bot to nano-bot communication possible. The
packet protocol is established in Section V and a short section
is given for the simulation results on the proposed topology
in Section VI and conclusion and future-work is give in
section VIL.
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FIGURE 1. A simplified diagram of the circulatory system used in
modelling the proposed ring nano-network [26].

Il. NANO-NETWORK
The circulatory system can be ideally represented as two ring
networks connected together as shown in Figure 1 with a
unidirectional flow. A ring network is a particular topology
consisting of each node connected to only two nodes in order
to create a unique ring path for the packet to flow through.
In the nano-network three types of nano-bots are envi-
sioned:

o Nano-bot bit (Np): this is the simplest nano-bot which
main aim is to carry a drug and/or a particle (bit) in the
nano-network. It is a mobile nano-bot which circulates
in the system by using the blood vessels. It should be
noted that the presence of a particle (bit) represents 1,
while its absence represents 0.

e Nano-bot node (Ny): this nano-bot is relatively more
complex than the N} and its main function is to transmit
and receive information in the nano-network. Itis a static
nano-bot which retrieves/injects (read/write) a drug or a
particle (bit) from/to a Np.
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FIGURE 2. Representation of a ring topology for computer network and nano-network (a) A classical ring network in computer communications where
each computer shares a common channel to transmit information between each other and the transmission can be done both ways in the channel (i.e.

full-duplex) (b) The proposed network topology that can be used in in-vivo communication. Unlike a computer communication, the transmission is
unidirectional which forces packets to be transmitted in one rotation.

FIGURE 3. Representation of a packet composed by n nano-bot bits chained together with nano-tubes. (1) The hatchet where the transmission between
the travelling nano-bot and the stationary nano-bot is made (2) The carbon nano-tube that creates stability and elasticity to allow a chain of nano-bots
to traverse the circulatory system (3) The piezoelectric nano-generator that allows to generate energy from collisions as it travels (4) is the nano-docking
system realized by the magnetic docking/departing process [53]-[55] (5) is the nano-motor that allows for stability and aligning with the stationary bot

in docking process [56], [57] [58]-[60].

o Nano-bot gateway (Ngw ): this is the most important
nano-bot in the nano-network and has several roles:
(1) retrieve the status of the Ny and Np; (ii) keep count of
Np in the circulatory system; (iii) send this information
to external devices in the proximity, e.g. alerting when
the amount of drug in the nano-network is insufficient,
alerting if an Ny and/or an N, fails etc. As with the
Ny, it is static and located where the two rings intersect,
and it retrieves/injects a particle (bit) from/to a N} for
internal communications.

In a computer network the ring topology can be affected
by the failure of a node or cable, which will cause the ring
to be broken. However, in the nano-network based on the
circulatory system, the failure of a node does not affect the
entire network as the medium is the blood vessel. In case of
a failure or misbehaviour of Nj, and/or Ny, it is the Ngw’s
task to report this to the external world and in some cases to
act internally. A graphical representation between a computer
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network and a nano-network based on a ring topology is
shown in Figure 2.

As the circulatory system can be seen as two rings con-
nected together, some of the Nps will always circulate in
the upper ring (first ring in Figure 1) and some will always
circulate in the lower ring (second ring in Figure 1).

The generic protocol stack used in the nano-network is
composed of three main layers:

« Physical Layer: this is based on molecular-based nano-
communications and makes the transmission of bits
possible.

o Medium access control (MAC) layer: this provides
access to the physical layer and describes how data
frames are exchanged in the nano-network.

« Application layer: this provides an interface between
the applications running in the static nano-bots and
the MAC layer, and it is used for exchanging
messages.
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The application layer will not be discussed in detail further
as it is not the aim of this work.

Ill. NANO-BOT PHYSICAL ARCHITECTURE

Figures 4 and 5 show the different physical architectures of
nano-bots present in the nano-network. The physical architec-
ture of a Np, (Figure 4) consists of several components such as

FIGURE 4. Representation of a nano-bot bit: (1) The valve that controls
particle-bit box for storing the bit exchanged by nano-bot nodes and the
nano-bot gateway; (2) The particle-gw valve that controls the storage for
storing the bits for providing the status of the nano-bot bit to the
nano-bot gateway; (3) is the nano-motor that allows for stability and
aligning with the stationary bot in docking process [56], [57] () is the
piezoelectric nano-generator that allows to generate energy from
collisions as it travels [58]-[60] (5) is the nano-controller unit responsible
for the minimum intelligence required for the travelling nanobot to be
aware of its surroundings [61]-[63] (6) is the nano-battery that stores
excess energy from the piezoelectric nano-generator [64] (7) The drug
reservoir (8) is the nano-docking system realized by the magnetic
docking/departing process [53]-[55] (9) The main inlet in which particles
are sent and received in the information transmission process.

@

FIGURE 5. Representation of a nano-bot gateway. (1) The nano-bot
charges itself from particle collision via piezoelectric nano-generators
[58]-[60] (2) The nano-controller responsible for the management of the
valves and the “intelligence” aspect of the bot in addition to the sensors
present in the nano-bot [61]-[63] (3) The battery unit responsbile of
storing excess energy generated from the piezoelectric nano-generators
[64] (4) Storage for the information particles (5) Storage for the drug
particle. (6) Transmitter to convey information regarding the body to the
outside environment (Gateway only) (7) Carbon nano-tube to transmit
information between travelling nano-bot and the stationary nano-bot
[65] (8) Controllable magnet (i.e. electromagnet) to realize the
docking/departing process [53]-[55] (9) Valves controlled by the
nano-controller to release drug and/or information particles to the
travelling nano-bot.
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particle boxes, a drug reservoir, nano-sensors, nano-motors,
a nano-docking system, a nano-recharging system and a
nano-controller unit.

As the N is used to carry a bit, a particular container is
required for storing a particle which will be injected/retrieved
by a Ny or Ngw, called the particle-bit box. A N, is also
used for delivering small quantities of drug when required,
for this reason a drug reservoir is necessary for storing it. It is
envisioned that a N will circulate in the main circulatory
system, therefore, the flow in the blood vessel can cause
turbulences which can wrongly direct the N, into capillaries.
For this reason, the Nj, is equipped with nano-sensors [63] for
measuring the velocity of the flow and nano-motors [56], [57]
to adjust its direction and maintain the center path of the blood
vessel. The motors also allow the bots to remain in the main
arteries and avoiding travelling to veins. The nano-docking
system is used to attach/detach the Nj, to the Ny or Ngw in
order to exchange particles and drugs. It uses a magnet for
stabilising the N, during the reading/writing process. This is
called docking/departing process, which allows connection
without any need for detecting the static node. This will be
studied in details in Section IV-D. In order to be functional the
N requires a small amount of energy which is provided by the
nano-recharging system. This is composed by four piezoelec-
tric nano-generators [58]-[60] providing clean and renewable
energy, which will be stored in a nano-battery [64]. The most
important component in the N, is the nano-controller unit
(NCU) [61], [62] which manages the internal components
of the Nj,. This needs to make sure that the N}, is following
the center path of the blood vessel by reading information
from the nano-sensors and adjusting the direction by using
the nano-motors. The NCU has the responsibility of open-
ing/closing the valves for releasing the correct amount of
drug or particles. Another important function is to provide its
functional status to the Ngw, e.g. battery level, failures etc.,
by releasing specific particles stored in the particle-gw box.
Each N, will be connected with a nano-tube to another N;,
thus forming a chain of Nps. A representation of this chain is
shown in Figure 3 and represents a packet.

Except for the antenna component, Figure 5 shows the
physical architecture of a Ny /Ngw in which the computa-
tional functionalities of a N, are enhanced. The main differ-
ence consists of using an advanced docking system composed
by n nano-tubes [66] for retrieving/injecting bits from/to n
Nps. It also consists of electromagnets in order to change the
polarity for attaching and detaching Nps. The particle-bit box
and the drug reservoir are bigger than the boxes in a N}, giving
the opportunity to a Ny to read and write multiple bits (a
packet) and release drug when required. In this case, the NCU
has responsibility for controlling the level of particles and
drug in the boxes, if their level is below a certain threshold a
request of particles or drug will be sent in the nano-network.
This mechanism gives the ability for Ny to always have the
capability to communicate and deliver drug when required.
Moreover, this enhances the reuse of particles in the network
for enabling communications. During the initialisation of the
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nano-network, a Ny will have a nano-motor in order to leave
the center path of the blood vessel and reach the membrane.
This nano-motor will not be used after the Ny becomes
static and therefore is not shown in Figure 5. The NCU in
a Ny is also equipped with a nano-memory device for storing
information [67].

Finally, the architecture of a Ngw is shown in Figure 5 in
which the capabilities of the Ny are enhanced by including
a wireless adapter to transmit information externally. The
Ngw main functionality is to collect information from the
nano-network for reporting its status. For example, it needs to
make sure that the N,,s and Ny s are fully operational. Another
important aspect is to synchronise packets in different rings
in order to avoid collision, therefore, a packet may be slightly
delayed. For this reason, each ring (first or second ring in Fig-
ure 1) can be seen as an isolated nano-network and from now
on in this work only one ring network will be studied.

It is assumed that when Nys and the Ngw are injected in
the circulatory system, these have their drug reservoirs full,
which can be used when required.

IV. PHYSICAL LAYER

To understand the communication process between nano-
bots, the medium where the transmission is done needs to be
modelled. In this section of the study, the propagation method
is established along with the velocity in which the particles
are transferred.

A. VELOCITY PROFILE

When a fluid travels through a confined space, the velocity
of that fluid experiences a change. Because there is higher
friction close to the boundaries, flow speed will decrease
in areas close to the boundaries and after time has passed,
the flow will develop a velocity profile [68].

R* (dP r?
=3 (%) (1-%) W

where dP/dx is the pressure loss per distance (Pa/s), R is the
radius of the pipe (m), 7 is the dynamic viscosity (N - s/m?)
and r is the radius of which the velocity is measured (m).
As can be seen, the velocity profile in a pipe is parabolic
with a maximum velocity occurring in the centreline (r = 0),
in addition due to the viscous effects, the pressure experiences
a decrease in the flow direction, making the pressure drop
negative.

In this study the nano-bots are made to travel in the center
of the blood vessels, therefore only the maximum flow will
be taken into account when modelling the propagation.

B. DIFFUSION

Known as Brownian Motion, diffusion is a process of random
particle motion caused by collisions of other fast-moving
atoms or particles in aquoeus medium [69], [70]. Even though
this process is random propagation in nature, information
could be transmitted from one point to another, relying only
by using diffusion. The main advantage of this technique is
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that the energy of the propagation is sourced from thermal
energy of its environment and can tap into this energy without
any need of an external energy source. Application of this
method can be observed in numerous biological processes
such as DNA replication, protein production [71] etc. The dif-
fusivity constant in water can be estimated using the Stokes-
Einstein relation [72].

kgT
D=
6 nr

@

where kp is the Boltzmann’s constant (J/K), T is the temper-
ature (K), n is the dynamic viscosity (N - s/m?) and r is the
radius of the sphere (m).

To model the propagation where only diffusion occurs,
Fick’s 2™ law can be utilized [73]. This phenomenon can be
expressed as;

aC (azc 92C 320)
=D

= — 3)

N axz 9y 32
where D is the diffusion coefficient (cm? /s), C is the con-
centration at a given point in space (kg/m?>). Therefore the
concentration of the molecules is dependent on the spacial
coordinates as well at the time C(t, x, y, 7).

The partial differential equation (PDE) given in Eq. (3)
can have numerous solutions, based on the boundaries of the
system. One of the minimalist approaches of solving Eq. (3) is
to solve it at the point of release of the chemicals (¢y). If M is
the initial number of molecules released from the transmitter
at the time 7y then the initial conditions for the molecular
concentration C for 1-D, also known as ‘“‘thin film solution”
in literature, diffusion process can be expressed as;

C(x] >0,70) =0 (4a)
Cx=0,1) = M) (4b)
C(lx] > 00,1) =0 (4¢)

In these equations §(x) represents the continuous Dirac
delta function for a given spatial dimension (x, y, z) defined
as [74]:

—+0o0
/ 500)dx = 1 )

—0oQ
By implementing the initial conditions on the PDE,
the Eq. (3) can be solved and the solution for the each
dimension are;

Cx,y,z,t) =

My Py 42
exp | — (6)
V(4 Dr)3 4Dt

C. ADVECTION

Communication that relies on particles in a aqueous medium
follows advective diffusion equation. In literature this is also
known as the convection-diffusion equation and the drift-
diffusion equation [75] which is expressed as [76];

Diffusion Advection
oC —_—~—— ——
5 =V (DVO) -V - (uC)+R (7

Advection—Diffusion
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where;

o C is the concentration of mass transfer (kg/ m3).

o D is the diffusivity coefficient (i.e. mass diffusivity for
particle motion) (m?/s).

o u is the velocity field that the quantity is moving with
(m/s).

e Ris the “sinks” or “sources” of the quantity C.

To solve Eq. (7), an approach is to change the frame of
reference from stationary coordinates (x, ¢) to moving coor-
dinates (6, t). This reference frame can be mathematically
expressed as;

0 = (x — uyt) ®
By substituting from Eq. (8) to Eq. (7) becomes,
aC 32C
— =D—— 9
ot 9602 ©)
As can be observed, Eq. (9) is Fick’s 2 Jaw with only
difference being having a moving reference frame 6. By using

the same boundary conditions described in Eq. (4) the solu-
tion for the equations become;

C(x,1) =

am(m) o
exp| ——
47 Dt P\ 4o

Converting back to the stationary frame of reference,
the final equation is obtained and the 3D solution can be seen

in Eq. (11).
Cx,y,z,t) = —MO ex (_—(x — uxt)z)
00 Jampny T 4Dt

- uyt)2 (z— uzt)2
X exp _4—Dt X exp (_4—Dl‘)

Y

The solution above describes an open environment (i.e. no
boundaries). However, if this equation needs to be used for a
system with boundaries (i.e. blood vessels) the equation must
be redefined with initial boundary conditions. By putting
x = rcosf and y = rsinf to Eq. (7), the expression can
be converted into cylindrical coordinates.

aC 3’C  aC Dg( dC
B La_z2_”8_z+7<ra_r>
where r, 6 and z are the cylindrical coordinates. 6 is omitted
since it is assumed that the system has angular symmetry.
The solution for this kind of equation with initial and
boundary conditions can be obtained by implementing

Hankel and Laplace Transform [77]. One such solution can
be shown below.

12)

o]

Crzn=—2 31
” ¢/Drt = hn
(ut —Z)z 2
————— — DpAjt
(on( 5
12906

u uz 2 Z+ ut
— ——exp | —— — DgAit ) erfc | ——
2Dy, p< Dy, K > <V4DLt>)
,02 2pJ1(Anp)o(Anr)
Ny =
R? R2|Jo(hnR) 2

where R is the radius of the cylindrical system (m), p is
the radius of the inner injected zone, ¢ is the solute mass
distribution in the inner inlet zone with instantaneous input
(kg/m?), ¢ is the porosity of the material, Dy is the transverse
dispersion coefficient (m?/h), Dy is the longitudinal disper-
sion coefficient (m?/h), A, is the Hankel transform parameter
determined by the following transcendental equation;
dJo(AuR)
dr N
As can be seen, defining boundaries on to the propagation
greatly increases the complexity of the analytical solution,
relying on different methods for solving the PDE, such as
separation of variables [78] or change of variables. In the
following subsection the physical interactions between nano-
bots will be discussed.

13)

0 (14)

D. DOCKING & DEPARTING PROCESS

For information to be transmitted from the travelling nano-bot
(Np) to the stationary (Ny or Ngw), the travelling nano-bot
has to physically connect to the carbon nano-tubes that are
connected to the stationary nano-bots. The docking process
and the particle transmission between nano-bots can be seen
in Figure 6.

FIGURE 6. A visual representation of the transportation of particles from
the travelling nano-bot to the stationary nano-bot.
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To realize the docking process, a magnetic locking mecha-
nism is proposed where the configuration can be seen in Fig-
ure 7. Recent advancements in material science has allowed
the magnets to shrink to nano-scale [53]-[55], with a the-
oretical size limit of, depending on the material, 3-50 nm
[79] at which the magnetization starts to randomly flip its
direction due to thermal activation, which marks the super-
paramagnetic state of the system. For the travelling nano-bot
to dock, the poles between the travelling nano-bot and the
stationary carbon nano-tube have to be opposite. This creates
a magnetic force that allows the docking procedure to occur.
The forces acting on the docking and departing procedures
can be seen in Figure 7 (A) and (B), This section is split into
two section describing the two dimensional forces acting on
the nano-bot.

1) AXIAL FORCES (F;)
In the docking process, the major forces that play a role can
be listed as;

o Gravitational forces (Fg)

o Drag force caused by the fluid (Fp)

« Axial magnetic force (Fy)

The gravitational force that is acting on the nano-bot itself
can be written as Newton’s 2" law [80].

Fg =mg 15)

where Fg is the net force applied (N), m is the mass of
the nano-bot (kg) and g is the gravitational constant of the
environment (m/s?).

The second force acting of the nano-bot is the drag force
(Fp) (aka. fluid resistance). This is a force acting opposite
motion to the body moving and can be represented by the
drag equation [68].

1
Fp = EpuzCDA (16)

where Fp is the drag force (N), p is the mass density of the
fluid (kg/m?>), u is the flow velocity relative to the object
(m/s), A is the reference area (m?) and Cp is the drag coef-
ficient, which is a dimensionless value related to the objects
geometry.

The final force that is acting on the nano-bot, F, can
be modelled using Amperian current loop models [81]-[83].
The equation for the horizontal magnetic force can be
written as;

wolilhz
VR +R)*+ 22

X[R%+R§+z2

Fz(ll, b, Z) =

R — Ry K& )} (an

where 1 is the magnetic permeability of vacuum (N/A2),
Iy and I is the current passing through the first and sec-
ond loop respectively (A), R; and R, are the radius of the
first and second magnets respectively (m), z is the distance
between magnets (m), K is the complete elliptic integral
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of the first kind and E is the complete elliptic integral of
the second kind with the following identities.

s
Ek) = f2 V1 —k2sin?6 do
0

(18a)
3 do
2
K(k):/ S (18b)
0 1 —k2sin%6
4R(R
172 (18¢)

n (R1 + Ry)? + 22

Based on these aforementioned forces acting upon the

nano-bot, the resultant force acting on the nano-bot (Fy) can
be shown as;

Fn =F,—Fp — Fg (19a)
myaN = F, —Fp — Fg = AFdocking (19b)
AF docki
aN = 2" docking (19¢)
mN

where ay is the acceleration occurring on the travelling nano-
bot towards to the carbon nano-tube (m/s?). Therefore the
time it takes for the docking process to occur can be calculated
as;

1
Xq = EaNf(% e
2mNxq
R 20b
docking \/ching ( )

where x4 is the distance between the nano-bot and the carbon
nano-tube (m). However, it must be noted, there is a dif-
ference between the forces acting on docking and departing
processes and that is the gravitational force (Fg) happening
on the travelling nano-bot where the force when departing
aids in the repelling. This slightly decreases the time in the
departing process.

AFdeparting =F,—Fp+Fg (21a)
2mNxg
Ideparting = —AFdepaIt'n (21b)
V ing

Therefore the total time it takes for the departing/docking
process to complete (fs) can be simply written as;

= \/ 2mNX4 . \/ 2mNX4 22)
AFdocking AI"departing

2) LATERAL FORCES (Fy)
As the transmission occurs where there is a constant flow
in the environment, the magnetic locking has to be able
to withstand the lateral forces acting on the nano-bot.
The lateral forces on the travelling nano-bot can be seen
in Figure 7 (C).

The first force to mention is the change of momentum on
the travelling nano-bot. For the travelling nano-bot to be able
to dock, the velocity of the travelling nano-bot needs to drop
from the environmental velocity to zero.

Fo=m (23)
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FIGURE 7. A diagram of the possible situation in magnet-to-magnet
interactions in docking/departing processes (A) Docking process (B)
Departing process (C) Lateral stability.

The second force acting on the travelling nano-bot is the
drag forces which is shown in Eq. (16) and the final force is
the lateral magnetic force (Fx) shown below [82], [83].

FX(Ille’xa Z)
_ NIilhpoR
o 2
/2
x / (Fu(r.x.2) — F(rax, 9ldé (24)
—/2
where
cos
FS(rs xs Z) = ¢

VR +1r)2+ 72
RR_p2_2
1
X (—E[k(r)] — K[k(r)]> (25)

Ry — I’)2 +z2
r o= \/(Rz cos ¢ + x)? + (R; sin ¢p)? (26a)
ry = \/(Rz cos ¢ — x)2 + (R, sin ¢)? (26b)
4R r
k(r) = (26¢)

R1+r)?+72

Therefore the minimum time which the system takes to
slow down can be shown as;

F,, = F, — Fp (27a)
m
——dv = ([ dt 27b
/ Fx—Fp f 270
mv
Fr_Fp Istability (27¢)

where fability 1S the time it takes for the travelling nano-bot
to decelerate (s)
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E. READ & WRITE PROCESS

Once a connection is physically established between the trav-
elling nano-bot and the static nano-bot, the particles are prop-
agated from the travelling nano-bot via the carbon nanotubes.
To increase the propagation an electric field is applied. This
process has been used in transporting water via carbon nan-
otubes [65].

When a charged particle in the liquid medium is acted upon
by a uniform electric field it will experience an acceleration
until the particle reaches the drift velocity (v4) defined by the
following relation [84].

vg = HE (28)

where vy is the drift velocity (m/s), E is the electric field
magnitude (V/m) and u is the mobility (m?/Vs). The time it
takes to travel up and down the nano-tube can be written as;
2L
=

In conclusion the total amount of time in the physical layer
can simply be written as;

(29)

In

It
I :

2L 2 2

MNXd MNXg
tpHy = — + + (30)
HE \/ AFdocking \/ AFdepar‘[ing

V. MEDIUM ACCESS CONTROL LAYER

Similar to a computer network, the main aim of the medium
access control (MAC) layer is to provide a control mechanism
for accessing the channel in order to enable Nys and the
Ngw to exchange information. The main properties that the
MAC layer needs to ensure is the fairness access to the
channel and to avoid collisions of frames. As underlined in
Section II, the nano-network can be seen as a ring network
with a unidirectional flow, in which a frame is composed of n
Nps. The nano-bots in the network that exchange information
are m, m — 1 Nys and a Ngw, which from now on will be
called nodes (N). Nodes in the network that would like to
communicate must be able to uniquely identify each other by
using a unique address, called NMAC address. The NMAC
addresses present in the nano-network are from 0 to m — 1.
These are pre-configured in the nano-memory in the NCU of
Nys and the Ngw prior their injection in the body.

In the nano-network there is a single channel in which
each node can access to for communicating. In this work,
a collision-free protocol based on the token ring protocol
(IEEE 802.5 [85]) is used for accessing the channel, having
only one frame of 7 bits (the token). The basic idea of a token
ring protocol is that only the node having an empty token can
transmit information. The token is passed from one to another
node by attaching, reading, writing and detaching it in fpgy
time. The token circulates around the ring node to node until
it reaches the destination node.

The source node knows that the destination node received
the information by looking at the token. If the informa-
tion present in the token is different to the information
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Token ring computer network
(IEEE 802.5 standard)

Empty token is received
by a node

Node removes the token Node changes the type
from the ring of the frame to data

v v

‘ Node sends data ‘ ‘ Node sends data ‘

v v

Intermediate nodes forward the Intermediate nodes forward the
data until reaches the destination data until reaches the destination

v v

‘ Destination sends back ‘ ‘ Destination sends back ‘

Token ring nano-network

received by a node

v

Token type frame is ‘

the acknowledgment (ACK) the acknowledgment (ACK)

v v

Sender node removes the ACK Sender node removes the ACK
and releases the token and releases a token type frame

FIGURE 8. Comparison between the token ring computer network (IEEE
802.5) and the token ring nano-network.

bits 1 2 [log, (m)] P

|GW| FT | NMAC address Payload

FIGURE 9. Frame format in the nano-network, where m is the number of
nodes and p is a constant size of the payload.

sent, the destination has properly received the information
(acknowledgement), otherwise the destination is marked as
unreachable. In case there is an absence of acknowledgement,
the source node empties the token and passes it to the next
node, therefore, giving the opportunity for other nodes to
transmit information (fairness).

The token in our nano-network differs from the token in the
IEEE 802.5 standard by the fact that it can be both a token or a
data frame. A comparison between the IEEE 802.5 standard
and the proposed nano-network is shown in Figure 8. While
in the IEEE 802.5 standard the token becomes a data frame
by resizing it, the frame (token or data) in the nano-network
has a fixed size (n Np) and each Nj, arrives at the same time.

The frame format is shown in Figure 9 and it consists of:

o Gateway bit (GW): indicates if the frame is only for the
gateway (1) or not (0).

o Frame type (FT): indicates the type of the frame; O for
the token; 1 for data request (DREQ); and 2 for data
response (DREP).

e NMAC address field: indicates the unique NMAC
address of a node in the nano-network. By default the
Ngw has a NMAC address with all bits equal to 0.

e Payload: this is the payload of a data frame
(DREQ or DREP).

The application in a Ny in the nano-network will generate
a data frame in two situations: (i) requesting drug or (ii)
sending its status and/or sensors data to Ngw. To request
drug, the application in the Ny will send a DREQ frame.
In this frame, the NMAC address field contains the claimant
NMAC address (source) and the gateway bit is set to 0, which
indicates that the drug is requested from all other nodes (Ngw
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bits 1 2 (Iog2 (m)] P

Payload

DREQ | 0 1 (i.e. quantity of drug required)

Source NMAC address

Payload

DREP | 0 | 2 | Destination NMAC address (i.e.N, s with drug)

FIGURE 10. Format of DREQ and DREP frames for drug delivery in the
nano-network, where m is the number of nodes and p is a constant size
of the payload.

included). The format of DREQ frame for requesting drug
is shown in Figure 10, in which the payload can contain
information that can be useful for improving the communi-
cation, for example to describe the quantity of drug required
depending on the level of the drug in the reservoir. The
quantity of drug (Q,) that can be delivered is given as;

Qa =3+ [log2 (m)] +p &1V

where m is the number of nodes and p is the size of the
payload. When a node receives it, its application will check
the information in the payload and will release the drug in the
Nps by setting which of them contains the drug. If it does not
have the required quantity, it will change the information in
the payload, for example by describing the quantity of drug
that it is still required and forward it. When a node receives it
and it is able to fulfil the request (the quantity in the frame is
the same as the requested quantity), it will change the frame
type to DREP with the claimant NMAC address (destination)
in the NMAC address field as shown in Figure 10. At this
point, other intermediate nodes will simply forward the frame
until it reaches the destination.

When a Ny needs to send its status and/or sensors data,
its application will send a DREQ frame. The payload can
contain information that describes the status of the node
and/or sensor data, the NMAC address field contains the
claimant NMAC address (source) and the gateway bit is
set to 1, which indicates that the frame is for the gateway
only. Therefore, intermediate nodes will forward the frame
until it reaches the gateway. The application in the gateway
will extract the information related to the source node and
will generate a DREP frame with the NMAC address field
containing the NMAC address of the node which generated
the frame (acknowledgement).

The time (#;7) required for a frame to travel from one node
to the next node (link) is constant and can be expressed as;

n = (32)

Vs

where d; is a fixed small distance (cm) between two nodes and
Vs is the average blood velocity in the aorta, which is equal to
40 - 107 nm/s [86]-[88]. The latency of a transmission (/;) in
a link between two nodes can be calculate as [89];

Il = t; + tpuy (33)

where #; is the propagation delay and fppgy is the latency
caused by a node for handling the token. As #; is very small,
the limiting factor in /; is tppy.

12909



IEEE Access

h=20nm, B=15T R =100 nm, B=15T

T T T T T I T T 30 T T T T T T 25— I I I T T T T T
E ——R; = 50 nm F ——h = 100 nm| tdocking
6F ——R; = 100 nmH 25 i ——h = 200 nm|] . tdeparting
o R; = 150 nm [ h = 300 nm| 2 tdocking T fdeparting 7]
5F —— Ry = 200 nmH 20 u ——h = 400 nm| N
% 4: —— Ry = 250 nm_ % E ———h = 500 nm 21_5'_ 1
ZF = A o [
o F o " g
5 3E E 5t &
= f = o
2F E [
1F r
0 :\.—; Po— b
40 0 10

0 4 8 12 16 20 24 28 32 36 20 30 40 50 60 70 80
Distance (nm) Distance (nm) Distance [nm]
(a) (b) (c)
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By considering the first ring (Figure 1) with a length (L,)
of around 40 - 107 nm [90], the round-trip time for a token
to circulate in the ring and, be handled by the source and the
destination nodes, can be calculated as;

L
RTT = — + 2]
VF

(34)

Therefore, the maximum time (¢4« ) required for the token
to circulate if all m nodes have information to be transmitted
(worst-case) can be calculated as [91];

tmax = (m - I;) + RTT (35)

In the worst-case, the effective throughput (token/s) of a
node with a free token in the nano-network is given by;

1
Tworst = ——
max

(36)

However, not all nodes will always have information to be
transmitted. For this reason, in the nano-network the proba-
bility for a node to use the token is p. By giving the probability
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of each of the m — 1 nodes waiting equal to 1 — p, the value
to access the channel is as [92];

mp (1 —p 37

From which it is possible to derive that the probability of a
successful transmission with optimal p is as:

m—1 m—1
Pr [optirnal p] = [—] (38)

m
From this equation, it is possible to calculate the through-
put (token/s) in the nano-network given the optimal probabil-

ity p as:
Pr [optimal p]

RTT (39

Toptimal =
VI. RESULTS
In the first part of the section the physical aspect of the com-
munication is analysed and the parameters of the simulation
can be seen in Table 1.
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TABLE 1. Simulation parameters of magnetic locking process.

Parameter | Symbol Value Unit
Permeability of free space [93] Lo 47 x 1077 | h/m
Magnetic flux density B 1.5 T
Magnet radius R 100 nm
Magnet height h 500 nm
Drag coefficient [94] Cp 0.42 —
Velocity of blood [90] Vg 20 cm/s
Density of blood [95] p 1060 kg/m3
Acceleration of gravity [93] g 9.81 m/s?

As mentioned, the magnetic attraction plays an important
role in realizing the system and therefore simulation work is
carried on the magnetic force between the nano-bots and the
horizontal distance (x;) where the effect of different radii can
be observed in Figure 11a and different heights in Figure 11b.
As can be seen, the radius and the height play a prominent
role in increasing the overall force exerted on to the travelling
magnet. A final simulation is done on the physical time it
takes the docking/departing to finish and can be seen in Fig-
ure 11c. It must be noted that because the gravitational force
acting on the nano-bot is minute compared to the magnetic
force that its effect on the system is negligible whether the
force aids or hinders the magnetic force.

In the second part of the section the behaviours of the
nano-network are investigated by varying the number of
nodes m present in the network for different values of tpyy.
Figure 12a shows the throughput of the nano-network when
each node has data to transmit at the same time. It is possible
to see that in this situation the increase of m results in a
decrease in throughput, reaching 0 when m rises to co.

As underlined in Section V, not all nodes will have data
to be transmitted and, by using Eq. (38), the probability of a
successful transmission with optimal p by varying m is shown
in Figure 12b. In here it can be seen that by increasing the
number of nodes, the probability of a successful transmission
tends to the asymptotic value of 1/e.

From this result, the throughput of the nano-network with
optimal p by varying m and for different values of tpyy is
shown in Figure 12c. Therefore, independently by the number
of nodes in the nano-network, the throughput will not be
worst than RTT /e (token/s).

VIl. CONCLUSIONS

This paper presents a concept in which nano-scale commu-
nication can be established in in-vivo circulatory systems.
To create the information transmission necessary for the net-
work, travelling nano-bots are described which utilize the
flow of the blood circulation for their propagation. By using
encapsulated drug/information carriers (i.e. nano-bots) the
problem of diffusion and unwanted chemical transmission is
avoided. Stationary nodes are used to receive environment
information, gather data and send this to other stationary
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nano-bots (packets) using travelling nano-bot. This whole
network is defined as a ring network used in traditional
computer networks. Based on this topology, a communication
protocol is established with the package size and the physical
limitations in mind, such as the magnetic docking/departing
processes and information transmission between nano-bots.
A third nano-bot, nano-bot gateway, is discussed that is used
to create a communication link with the outside environment
using electromagnetic waves. This is done to increase the
security of the communication and to decrease the amount
of radiation the body is exposed to. Lastly, simulation work
was done on the analysis of the network’s performances and
was shown to be able to transmit information. Future-work
will focus on studying other MAC protocols and above layers
and their network analysis in addition to focusing on different
environments and their effect on the proposed physical sys-
tem. We also plan to evaluate the number of maximum Nps
that the system can support which defines the dimension of
the token.
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