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ABSTRACT We present a novel ultra-wideband low-cost transmit/receive architecture with reduced power
and hardware requirements, which includes interference mitigation capabilities and accommodates multiple
users. Specifically, a novel encoding approach is introduced to multiplex signals across large bandwidths and
achieve secure communication and interference mitigation through spread signals. In this paper, a detailed
description of the proposed high data rate system architecture is presented. Simulations are also provided in
the presence of high-power interferers with eight concurrent users. To assess the performance and impact
of the encoding/decoding process, a noise analysis was conducted for the transmitter and receiver chains.
Specifically, bit error rate curves are generated at different stages of the system. The measurements show

interference margin ratios improvement by at least 16 dB.

INDEX TERMS 5G communication, millimeter wave, CDMA, beamforming, interference, co-existence.

I. INTRODUCTION

There are several methods in the literature to mitigate sig-
nal interference in radio frequency (RF) communications.
In addition to filtering, other methods may employ active
interference cancellation to suppress interference at the
receiver front-end [1]-[5]. Among available methods, inter-
ference cancellation techniques can be classified into several
approaches [6]: space, time, frequency, time-frequency, and
code domains. Space domain methods use antenna arrays
with adaptive beamforming [7] to suppress interfering signals
by steering the beam to different directions or by placing nulls
along the direction of the interfering signals [8]-[11]. In time-
domain methods, adaptive filtering is performed using
finite impulse response (FIR) and infinite impulse response
(IIR) filters [12]-[14]. However, these interference cancel-
lation methods are limited to narrowband interferers and
incur hardware complexity. Also, frequency domain meth-
ods have been proposed for interference rejection [15]-[18].
A major drawback for the latter is hardware complex-
ity due to requiring Fast Fourier transform (FFT), inverse
FFT, or wavelet transform blocks as part of the hardware.
Additionally, windowing blocks are needed to avoid signif-
icant spectral leakage [14], implying higher costs. Further,
time-frequency excision techniques require an estimate of the
interferer instantaneous frequency [19], implying even more

complex hardware. A sophisticated orthogonal-like Gabor
expansion may also be required to estimate the interferer
signal prior to subtracting it from the input [20].

Most of the above interference suppression techniques are
limited in terms of their spectral and spatial filtering, and suf-
fer from limitations in hardware and digital cancellation tech-
niques [1]-[4]. That s, in presence of high interference levels,
these techniques, if implemented individually, fall short to
achieving enough suppression. Also, most require previous
knowledge of the interferer’s position, channel, and signal
identity [3]. Of course, in realistic scenarios, and when com-
municating across wide bandwidths, interferers are unknown
to the receiver. Therefore, more advanced techniques are
required to suppress interference and avoid signal fratricide.

Alternatively, interference rejection can also be achieved
by employing direct sequence spread spectrum modulation
(DSSS) [21]. Popular communication systems typically use
code domain for interference cancellation. For instance,
Wi-Fi, CDMA2000, and Global Positioning System (GPS)
use Barker codes [22], a combination of Walsh and Gold
codes [23], and long Gold codes [24], respectively. The
key advantage of spread spectrum modulation is immu-
nity to noise and multipath distortion, including interfer-
ence mitigation. Also, Code Division Multiplexing (CDM)
is known for its high spectral efficiency as compared to other
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FIGURE 1. Hybrid F/CDM receiver architecture for ultra-wideband multi-user communications. The RF front-end
consists of a frequency division demultiplexing block to channelize the multi-GHz signal. Each sub-channel can
accommodate up to K-users, each uniquely encoded with a CDM code.

double-sided modulation schemes [25]. CDM is also known
to be robust against narrowband interference. Further, the ran-
dom properties of CDM code sequences make them attractive
when deployed in fading channel environments [25]. This is
because it can discard the samples generated by multipath
propagation [25]. In addition, protection against channel per-
turbation can be achieved when implementing CDM with
channel coding, which provides error detection and correc-
tion features. That is, coding gain increases the interferer’s
power margin and receiver’s resilience against high power
malicious attacks [26]—[29].

With this in mind, in this paper, we present for the first
time, an ultra-wideband (UWB) receiver architecture with
interference mitigation that exploits the spatial and spectral
diversity for high speed multi-user communication.

Some of the unique features of our system include: 1) up to
27 dB of combined gain, 2) enhanced security at the physical
layer, 3) large instantaneous bandwidth access of 1.3 GHz
allowing for wider signal spreading to enable strong inter-
ference mitigation, and 3) 10-fold increase in data rates as
compared to other CDMA protocols.

The block diagram of this architecture is shown in Fig. 1
and is based on a hybrid Frequency/Coding Division Mul-
tiplexing (F/CDM) front-end operating across a few giga-
hertz (e.g. 10 GHz) of instantaneous bandwidth. The goal
is to deliver high data rates to multiple users (see Fig. 2).
Using FDM, it is possible for signals with large instan-
taneous bandwidth to be received and channelized at the
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RF front-end into smaller sub-channels to accommodate
bandwidth constraints imposed by RF components such
as low noise amplifiers (LNA), filters, mixers, analog-to-
digital (ADC) and digital-to-analog (DAC) converters and
digital modules (field-programmable gate arrays (FPGAs),
application-specific integrated circuits (ASICs)). Also, with
smaller sub-channels (viz. <1.5 GHz), a more reasonable
transmission can be achieved taking into account bandwidth
limitations posed by the power amplifiers (PAs). Further,
use of CDM implies large number of users per sub-channel
and significant immunization against high power malicious
interferers. In addition to F/CDM, to relax hardware require-
ments, our hybrid receiver employs on-site coding (OSC)
at the analog baseband. As such, it can combine all signal
paths pertaining to each sub-channel and digitize them using
a single ADC. OSC has been previously implemented and
verified in [30]-[35] for digital beamforming applications,
and has demonstrated significant hardware, power, and cost
reduction while maintaining its performance intact. For the
sake of simplicity, the OSC stage was omitted from the block
diagram.

In this paper, an analysis of the wideband multi-user
architecture is presented. Specifically, in the first part of
the paper, the maximum number of users is optimized.
To do so, the available 10 GHz bandwidth is sub-divided
into 7 sub-channels, 1.4 GHz each. For each sub-channel,
the maximum number of users that can be accommodated
without compromising performance is examined. To do so,
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Bit-error-rate (BER) is calculated to determine the maximum
number of allowable users per sub-channel. Subsequently,
we evaluate system performance in presence of high power
interferers. The goal is to evaluate the maximum interferer-
to-signal ratio (ISR) for uninterrupted communication for all
users. Results show that very little degradation occurs for up
to 8 users using the same band, in presence of an interferer at
10 dB above the received signal.

This paper is organized as follows. Section II provides
a detailed description of the proposed architecture and its
advantages. In Section III, two case studies are used to assess
the performance of this novel hybrid system. Section IV
describes the measurements and presents measured results
and simulations.

Il. DESCRIPTION OF THE HYBRID F/CDM RECEIVER
ARCHITECTURE

The hybrid F/CDM receiver employs an UWB antenna array
with continuous operation across very large bandwidths
(viz. 10 GHz). These arrays are based on tightly coupled
dipole elements with compact feeding networks. They have
already been designed and implemented to deliver more than
13.5:1 continuous impedance bandwidth [36], [37]. Such a
large bandwidth enables high data rate communications and
allows for UWB beamforming. The benefits of such arrays
can only be realized when paired with suitable back-end
architecture. However, as already mentioned, RF electronics
are mostly narrowband. In this paper, we present a novel
receiver architecture that can accommodate wideband signals
using multi-GHz of instantaneous bandwidth. Central to its
performance is a frequency division multiplexing front-end.
As shown in Fig. 2, the large bandwidth is divided into
N —sub-channels. Each sub-channel covers a much smaller
bandwidth and has its own dedicated RF electronics. Also,
to allow for multi-user communication and hence maximize
usage of communications resource (CR), we assume that
multiple users are communicating with the receiver at the

P High Power
Narrowband
Interferer

(User,Cr.Bch  (Useri,Cx,Bic)a {Useri, Cw.Bi)n

K Users

(User;,Cq,84)4

1
10 GHz

FIGURE 2. Frequency domain representation of an N-channel signal
across 10 GHz, with each channel accommodating up to K-users. Such
composite signal can be demultiplexed and decorrelated using the hybrid
F/CDM front-end. Also shown a high power interferer in the second band.
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same time using the same sub-channel. This is possible using
code division multiplexing (CDM). To do so, we assume that
each user’s signal is encoded with a unique Gold code, up-
converted to a specific frequency band. This is illustrated
in Fig. 3.

User (n,k)
CDM (5¢)
ol >
Q)
LO (fn)

FIGURE 3. User (k, n) simplified transmitter architecture. The transmitted
signal is coded with a Gold code c; , and upconverted to the nth
frequency band.

All users (total of K -users) transmitting over the same sub-
channel are encoded with the same family of Gold codes, ¢k,
for each of the k™ user, where k corresponds to the number
of users and 7 to the frequency band. We note that the spatial
distribution of these user is random. That is, each user is
transmitting at an angle 6y .

The total composite signal at the receiver is the sum of all
coded signals across all N-frequency bands. In other words,

N K
0= stanl®) + (o) M
n=1 k=1

In the above, s ,(f) and ng ,(¢) refers to the coded signal and
the channel noise of the k" user, respectively. As an example,
we assume that a 10 GHz instantaneous bandwidth is avail-
able to deliver high data rates to multiple users. Each user’s
signal is also assumed to have a bit-rate R, = 10 Mbps rate
and is spread with Gold code sequence of length 127 across
1.27 GHz [38]. As a result, a process gain can be achieved,

equal to

Spread Bandwidth
Gp = 1000g1o0 Bit Rate
= 21.03 dB 2)

After spreading, each user signal is up-converted to a dif-
ferent channel, depending on the interference level. In this
case, we will have up to 7 different channels, each 1.27 GHz
wide and to accommodate a large number of users (see Fig. 2).
We note that in addition to processing gain, coding gain
can be achieved using conventional channel codes. As such,
a 6 dB channel coding gain using Turbo codes can be also
achieved [39], raising the total combined gain to ~27 dB.

Ill. SYSTEM PERFORMANCE IN PRESENCE

OF INTERFERENCE

A. ERROR PROBABILITY

An advantage of using large bandwidth is interference mitiga-
tion. Below, we evaluate the maximum number of users that
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can be accommodated by the same channel in presence of
high-power interference. Throughout the study, we assume a
Binary Phase Shift Keying (BPSK) modulation for simplicity.
Our initial analysis (see Fig. 4) shows that BER degradation is
small when combining up to 8 users in a channel. On average,
2 dB of degradation is observed. We note that the blue curve
in Fig. 4 refers to the worst case error and is calculated using
(40]

Phpsk < Q([l - W]\/Z&/M) 3)
C
where Q is the Q-function which represents the tail distri-
bution function of the standard normal distribution [41], Ej
denotes the average bit energy, C. is the cross-correlation of
the Gold codes, N, refers to the number of users, and L. is
the length of the Gold Code. Referring to Fig. 4, it is clear
that the computed average BER for 8 users falls between the

theoretical lower limit and worst-case BER curve [40].

BER for Binary Phase-Shift Keying (BPSK)

% 3 Theoretical
) 10 Worst Case
1st user
2nd user
10'4 E 3rd user
——4th user
— 5th user
- ——6th user
10°¢
7th user
—8th user
10-6 I I I |
0 2 4 6 8 10

E,/N, (dB)

FIGURE 4. BER curves for 8 users communicating using the same
frequency band.

Next, we conducted simulations in presence of a nar-
rowband interferer. Both coded and uncoded signals were
considered. For uncoded signals, we injected an interferer
in the communication link of a single user, without any
interference mitigation technique. More specifically, interfer-
ence was introduced as a single, high power tone within the
transmission bandwidth. This was done using a time-domain
waveform added to the transmitted signal after passing it
through the AWGN channel. As shown in Fig. 5, the prob-
ability of error increases significantly as the Interference-
to-Signal Ratio (ISR) increases. Notably, for ISR = 20 dB,
the signal is no longer recoverable.

However, when F/CDM is employed, as in Fig. 6, interfer-
ence 10 dB above the signal only causes 1 of degradation with
2 concurrent users. Further, with 8 concurrent users, only 3 db
of degradation is observed. That is, the proposed Gold codes
with spreading provide strong interference mitigation.

VOLUME 7, 2019
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FIGURE 5. BER curves for 1 user communicating in presence of
interference.

SNR Degradation vs Interferer-to-Signal Ratio (Lc =127)
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FIGURE 6. SNR degradation vs Interference-to-Signal ratio for 2, 4, and
8 concurrent users.

Notably, degradation for 8 users is only 0.8 dB more than
degradation for 4 users. This is due to the nature of the spread
signal. In other words, the resulting spread signal does not
have a flat frequency response and is affected differently
depending on the interferer’s frequency of operation.

B. CHANNEL CODING GAIN FROM TURBO CODES

As noted earlier, the CDM operation provided 21 dB of pro-
cessing gain. An additional 6 dB of gain can be achieved using
Turbo codes [39], implying a total combined gain of 27 dB.
As it is well known, Turbo codes refer to a class of convolu-
tional codes whose BER performance approach the Shannon
limit of —1.59 dB. Specifically, we employed CDM and rate
1/2 Turbo codes. For this coding scheme, the average BER
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———Theoretical BER
—*—Average BER for 8 users

Bit Error Rate

Eb/No (dB)

FIGURE 7. BER performance for each of the 8 users. Each user employs
CDM and Turbo Codes.

10°

——Theoretical BER
—+—Average BER for 8 users

Bit Error Rate

Eb/No (dB)

FIGURE 8. BER performance for each of the 8 users in presence of a
single high-power interferer. Each user employs CDM and Turbo Codes.

performance is shown in Fig. 7. It is observed that all users
experience significant coding gain as a result of combining
CDM and Channel coding (as compared to a single-user
uncoded BPSK communication link).

As a final simulation, Code Division Multiplexing and
Channel Coding were tested in presence of a single high-
power interferer. The BER for 8 users are shown in Fig. 8.
We again observe that the total average degradation is only
3 dB as compared to curves shown in Fig. 7. That is, interfer-
ence does not affect BER significantly.

IV. MEASUREMENTS

A. MEASUREMENT SETUP

In this section, we carry out measurements to verify
the achieved processing gain via the proposed UWB
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multi-user hybrid F/CDM transceiver architecture. To do
so, we employed an equipment setup using Keysight
(M8190A [42] as a transmitter. The latter allows up to
6 GHz bandwidth and employs Guzik Technologies equip-
ment (M9734G [43]) as a receiver, allowing operation across
6.5 GHz. Both the transmitter and receiver were designed in a
software defined fashion to minimize cost. Further, Direct RF
sampling was used to remove the bottleneck of complex RF
front-ends for ultra-wideband signals. For this experiment,
we focused on the interference suppression capabilities of the
link. Therefore, we used a single antenna at the transmitter
and receiver.

The transceiver operation is as follows: After creating the
signal in baseband, the Keysight M8190 Arbitrary Wave-
form Generator was used to Digitally Up-Convert (DUC)
and transmit the signal at 4.5 GHz center frequency. A stan-
dard horn antenna was then used to transmit the signal. The
receiver architecture was implemented using the M9734G
digitizer as shown in Fig. 9. Notably, this digitizer employs
interleaved ADCs to achieve 20 GSPS sampling rates.
A photo of the actual hardware setup is shown in Fig. 10.
As already mentioned, the channel bandwidth is approxi-
mately 1.3 GHz and, as noted, multiple users can readily
occupy the same bandwidth without appreciable BER degra-
dation.

Below we proceed to carry out BER measurements to
assess improvements in processing gain using CDM spread-
ing across 1.3 GHz bandwidth. First, we carry out mea-
surements without interference and then proceed to do the
same in presence of an interferer. Channel coding was not
implemented in this measurement study.

B. SYSTEM CHARACTERIZATION

The first step towards link characterization is the estimation
of losses. To do so, the theoretical and measured BERs were
measured for a single BPSK communication link. An initial
set of measurements were done using BPSK modulation as
shown in Fig. 11. It was found that for a BER = 1073,
an approximate loss of 3 dB was observed due to imperfec-
tions such as cable losses, mismatches and, possibly, due to
a non-optimized implementation of the system (timing loops,
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FIGURE 10. Measurements hardware setup.

symbol tracking loops, etc). Therefore, we will assume that
Lgys ~ 3 dB.

In a second set of measurement, we injected an interferer
to the link. Specifically, the intereferer’s power was varied
by 14 dB by adjusting its power at f = 4.5 GHz, viz.
in the middle of the operational bandwidth. It was found
that for a signal-to-interference-plus-noise level of 18 dB,
we can achieve 1073 BER as shown in Fig. 11. This is 8 dB
degradation in our interference margin as compared to the
measured BPSK link with no interference.

10°
==Theoretical BPSK
—BPSK w/o Interferer
10'1 E - -BPSK w/ Interferer |4
— -CDMA w/ Interferer
1072} ]
w103} E
m 10
1074} 1
1075} 1
1078 | | | |
-5 0 5 10 15 20 25

E/(l,+ N,) (dB)

FIGURE 11. Theoretical and measured BER for a BPSK communication
link and CDMA link in absence and presence of a single high-power
interferer.

In another measurement, we introduce CDM in the com-
munication link. Fig. 11 shows the measured BER data in
presence of an interfering signal. These measurements were
obtained by running the transmit/receive system for several
hours using a randomized set of codes and recording the BER
across various SNR values. As seen, CDM with spreading
length L. = 127 across a 1.3 GHz, implies significant reduc-
tion in BER. Specifically, we found that for BER = 1073,
we only need E, /Iy = 2 dB implying a gain of 8 dB gain.
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In total, we achieved 16 dB of gain margin. This corresponds
to the processing gain. Theoretically, our processing gain
should be 21 dB. That is, 5 dB loss is due to Lyys and other
losses due to interference injection.

V. CONCLUSIONS

We presented a novel receiver architecture for wideband
multi-user communication links with interference mitigation.
The receiver includes several innovations:

1) Multi-user connectivity using hybrid Frequency and
Coding Division Multiplexing (F/CDMA).

2) CDM signal spreading with up to 40 dB of processing
gain if channel coding is employed.

3) Interference mitigation due to UWB code spreading.

4) Ten-fold increase in peak data rates as compared to
other CDMA protocols [44], [45].

Overall, it was demonstrated that the available large band-
width with code spreading can lead to substantial processing
gain, even in presence of interference. These capabilities were
demonstrated, for the first time, experimentally.
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