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ABSTRACT Satellite communication systems serve as an indispensable component of wireless
heterogeneous networks in 5G era for providing various critical civil and military applications. However,
due to the broadcast nature and full accessibility of wireless medium, serious security threats exist from such
systems. As an effort to address this issue, this paper, for the first time, investigates the secure communication
in a non-geostationary orbit (NGSO) satellite system from a physical layer security perspective. Specifically,
we focus on the downlink of an NGSO satellite which provides services to a fixed earth station and is
wiretapped by a fixed eavesdropper. We first apply three types of orbiting models to characterize the
movement state of the satellite. Based on the orbiting models, we then provide theoretical analysis for the
secure communication performance of such a system. The expressions of two fundamental performance
metrics, secrecy capacity and secrecy outage probability, are derived in a closed form for any system time.
Finally, we conduct extensive simulations to validate our theoretical performance analysis and illustrate the
security performance in a practical NGSO satellite communication system.

INDEX TERMS Non-geostationary orbit satellite system, physical layer security, performanceevaluation.

I. INTRODUCTION

Satellite communication (SATCOM) systems have some
advantages over terrestrial communication systems, such
as cost effectiveness, global availability, superior reliability
and scalability, etc. [1], [2]. Thus, they serve as an indis-
pensable component of wireless heterogeneous networks
in 5G era for providing various critical civil and military
applications [3], [4]. However, due to the broadcast nature
and full accessibility of wireless medium, the communica-
tions through SATCOM systems are particularly vulnerable
to eavesdropping attacks by unauthorized receivers. Tradi-
tionally, security of satellite communication is guaranteed by
cryptographic-based techniques (e.g., encryption and decryp-
tion) on the upper layers, which rely on the computational

complexity [5]. Cryptography gives a rise to high power cost
resulting in shortening the satellites’ lifetime. Moreover, with
the rapid development of quantum computing, cryptogra-
phy will encounter unprecedented challenges [6]. Therefore,
cryptographic technologies are not sufficient to ensure perfect
secure communication in satellite systems.

As a complementary technique of cryptographic-based
methods, physical layer security (PLS) is an information-
theoretic approach which exploits the fundamental character-
istics of wireless medium to achieve perfect secrecy. Since
PLS is promising to guarantee the everlasting security with-
out the dependence of encryption/decryption, it has been
attracting considerable attention from both academic and
industrial communities recently. Based on the fundamental
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results of Shannon in [7], Wyner [8] first developed the
ground-breaking theories of PLS, indicating that the perfect
secrecy can be achieved if the capacity of legitimate channel
is superior to that of wiretap channel. Following this line,
researchers have been devoted to the study of PLS under vari-
ous channel models, including Gaussian wiretap channel [9],
broadcast channel [10], multi-access channel [11], two-way
wiretap channel [12], MIMO wiretap channel [13], and so on.
Meanwhile, diverse applications of PLS in wireless commu-
nication systems have been proposed in the literature. For
example, the works of [14]-[16] studied PLS for 5G wireless
networks; the works of [17]-[23] discussed the cooperative
jamming and relay selection strategies in two hop cooperative
networks with the consideration of PHY-SCE; the works
of [24]-[27] explored the PLS based routing in multi-hop
wireless networks. For a detailed survey on PLS in wireless
communication systems, please kindly refer to [28]-[32] and
the references therein.

Despite extensive efforts have been devoted to the research
of PLS in terrestrial communication systems like cellular
networks and ad hoc networks, that in SATCOM systems
is still largely uninvestigated. Petraki et al. [33] for the first
time studied PLS in a geostationary satellite communica-
tion system and introduced rain fading into the analysis.
Lei et al. [34] considered the beamforming techniques and
power control under the scenario where a multi-beam satellite
sends messages to multiple terrestrial users surrounded by a
single eavesdropper. Later, Zheng et al. utilized an empiri-
cal model of rain attenuation provided by the International
Telecommunication Union Recommendation (ITU-R) [35],
and extended the results to a general scenario where each
legitimate user is surrounded by multiple eavesdroppers [36].
To improve secrecy rate, Kalantari et al. [37] applied net-
work coding technology in bidirectional multibeam satel-
lite communications. In addition, based on the shadowed
Rician model [38], some works analyzed the performance of
PLS in land mobile SATCOM systems, which can be found
in [39] and [40].

It is worth noting that all aforementioned works focused
on the geostationary satellites, however, in reality there are
also a great number of satellites moving around the earth,
e.g., non-geostationary orbit (NGSO) satellites, and their PLS
performance has not been understood yet. To this end, this
paper, for the first time, investigates the secure communica-
tion in NGSO satellite networks from a physical layer secu-
rity perspective. For the NGSO SATCOM systems, we take
the satellite movements into consideration, which makes the
performance evaluation a new problem different from that in
the geostationary case. By introducing the mobile models of
satellites, theoretical analysis is conducted which can be used
to predict the performance of secure communication at any
time. Moreover, the signals of SATCOM systems are usually
very sensitive to the atmospheric environments due to the
employment of high frequency bands (i.e., Ku, Ka, and V
bands) [41]-[43], we also develop our theoretical framework
with the consideration of atmospheric factors, to make the
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performance prediction of the communication in NGSO sys-
tems more accurate and practical.

The main contributions of this paper are identified as
follows:

o We, for the first time, consider the secure communi-
cation of an NGSO SATCOM system from a phys-
ical layer security perspective. In order to make the
performance analysis tractable under the scenario of
non-geostationary orbit, we apply three types of orbiting
models to characterize the movement state of an NGSO
satellite.

« Based on the satellite orbiting models and with the full
consideration of rain attenuation, we develop an ana-
Iytical framework for the performance evaluation and
prediction of NGSO SATCOM systems. Specifically,
the expressions of two fundamental performance met-
rics, i.e., secrecy capacity and secrecy outage probabil-
ity, are derived in closed-form.

o We conduct extensive simulations and draw a variety
of figures to show that how the satellite elements and
rain attenuation affect the communication security per-
formance, which can serve as important guidelines for
the configuration and operation of practical NGSO SAT-
COM systems.

The remainder of this paper is organized as follows.
Section II introduces the system models and Section III char-
acterizes the satellite orbiting. In Section IV, we conduct
the performance analysis. Section V presents the simulation
results and finally Section VI concludes this paper.

In the rest of this paper, we will use the following notations.
Vectors are written as (~). The transposition of a matrix is
written as [-]7 and | - | denotes the absolute value of a
variable. Subscripts (- )gar, (- )so0, (- )7 and ( - ), represent that
some coefficient is related to the earth, the satellite orbit,
the legitimate earth station and the eavesdropper, respectively.
[ - ]4p indicates a value in decibels. x ~ N(m, ©) denotes a
random variable x following the Gaussian distribution with
the mean m and the variance ©. @ is the cumulative distri-
bution function of a random variable following the standard
normal distribution and P is the probability operator.

Il. SYSTEM MODELS
In this section, we introduce the system models involved in
this study.

A. NETWORK MODEL

As illustrated in Fig. 1, in this paper we consider a satellite
communication system operating over a non-geostationary
orbit (NGSO), which consists of an NGSO satellite and a
fixed earth station. We focus on the downlink of this system,
i.e., the satellite serves as the transmitter and provides ser-
vices to the earth station (legitimate receiver). The satellite
has a coverage area on the earth surface which can be approx-
imately modeled as a circle with the subsatellite point (a point
on the earth vertically under the satellite) as center point and
Rg,; as radius. The length of communication link between the
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FIGURE 1. Model of NGSO satellite communication system.

satellite and earth station varies with the satellite orbiting and
the earth rotating, therefore, the earth station cannot receive
any information once it is out of the satellite coverage area.
We consider that this downlink is overheard by another fixed
earth station (eavesdropper). Moreover, we assume that the
transmitter, receiver and eavesdropper are all equipped with
a single antenna.

B. CHANNEL MODEL

In terms of channel effects, there are significant differences
between satellite communication (SATCOM) links and ter-
restrial communication links. In order to satisfy the require-
ment of large channel capacity, SATCOM systems tend to
operate over higher frequency bands like Ku band and Ka
band, whose channel quality is sensitive to the tropospheric
environments. Especially, rain is the dominant factor severely
degrading the availability and performance of space-earth
links. Therefore, in this paper we take both the signal attenu-
ation caused by the free-space propagation and atmospheric
environments into consideration.

1) FREE-SPACE LOSS

Free-space loss indicates the power loss resulting from the
electromagnetic wave spreading in free space without reflec-
tion or diffraction. All wireless communication links suffer
from the free-space loss and it can be expressed as

4mpf )2

ey

C

FSL:(

where p represents the length of the communication link,
f denotes the frequency band over which the satellite system
operates and ¢ denotes the velocity of light, ¢ & 3 x 10° km/s.
It can be seen from formula (1) that the free-space loss in this
study is time-variant and will change following the satellite
orbiting.

2) RAIN ATTENUATION
Unlike terrestrial communication links which are negligibly
influenced by rain attenuation, space-earth links are highly
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FIGURE 2. lllustration of rain attenuation.

sensitive to rain attenuation. The level of rain attenuation
depends on the rain rate of the region where the earth station
located in. As illustrated in Fig. 2, in order to characterize
the effects of rain attenuation on space-earth links [RA];p,
we abstract the basic factors from the state-of-art empiri-
cal model proposed in ITU-R P.618-12 [35], which can be
expressed as

[RAlup =y XL x B, 2)

where y (dB/km) denotes the specific attenuation of rain,
L denotes the slant-path length below rain height, and
B denotes the proportion of the slant-path suffering from
rain attenuation, which can be estimated following the steps
proposed in ITU-R P.618-12 [35]. L can be computed as

_ Hg—H

T osin(ED )

where Hg,, denotes the height of the earth station above mean
sea level, Hy is the height of rain, and EI denotes the elevation
angle of the antenna at the earth station.

It is worth noting that under the scenario of non-
geostationary orbit, some system parameters are time-variant,
such as p and El. In order to characterize the system perfor-
mance dynamically, we need to introduce the trajectories of
satellite flying into the analysis, as shown in the next section.

For convenience, we give a list of main notations involved
in this paper, as summarized in Table 1.

IIl. SATELLITE ORBITING MODELS

In reality, there are a great number of NGSO satellites.
In order to capture the movement state of an NGSO satel-
lite, in this section we introduce three reference frames,
namely the perifocal coordinate system (PQW frame),
the geocentric-equatorial coordinate system (IJK frame), and
the topocentric-horizon coordinate system (SEZ frame).
In addition, we also need to utilize the satellite elements,
i.e., the basic information of a satellite, which are provided
by the two-line elements (TLE) [1] from the U.S. National
Aeronautics and Space Administration (NASA).

3373



IEEE Access

Y. Xiao et al.: Secure Communication in Non-Geostationary Orbit Satellite Systems: Physical Layer Security Perspective

Perigee Equatorial plane

Orbit /
/ The Earth

[, f
Core of the Earth ‘lf
2 ~

Zenith

Satellite

Satellite
_ N Perigee

Tw West East

e

The line of Aries

(@) (b)

x
Sourth

(©

FIGURE 3. Satellite orbit and its different reference frames. (a) Perifocal coordinate system. (b) Geocentric-equatorial coordinate

system. (c) Topocentric-horizon coordinate system.

TABLE 1. Main notations.

Notations | Meaning
a Semimajor axis of an ellipse
e Eccentricity of an ellipse
El Antenna elevation angle
f Frequency band that the satellite operates over
FSL | Free-space loss
G Power gain of the antenna
Hpq, | Height of the earth station above mean sea level
Hgat Height of the satellite above mean sea level
Rsat Coverage radius of the satellite
i Inclination of the satellite orbit
L Slant-path length below rain height
LST Local sidereal time for the earth station
n Noise
P Signal power
r Position vector of satellite
r Magnitude of the vector ¥
R Position vector of the earth station
RA Rain attenuation
Hp Height of rain
B8 Proportion of path suffering from rain attenuation
¥ Specific attenuation based on rain rate of the zone
where the earth station is
t Time
0 Geocentric latitude
A Geographic latitude of the earth station
I Range vector from the earth station to the satellite
P Distance of communication from the earth station
to the satellite
v True anomaly, the angle from perigee to the satellite
position measured at the earth’s center
w Argument of perigee of the satellite
Q Right ascension of the ascending node of the satellite

A. PQW FRAME
PQW frame presents the orbital plane of an artificial satellite.
As shown in Fig. 3(a), PQW frame sets the center of the earth

as the origin, the positive x axis passes through the perigee
in the orbital plane. The positive y axis lying in the orbital
plane is rotated 90° from the x axis and points to the moving
direction of the satellite. P and Q are unit vectors of the
positive x axis and the positive y axis, respectively. The pos-
itive z axis can be judged by the right-hand rule. Therefore,
the position vector £(¢) of the satellite in PQW frame can be
expressed as

F(t) = (r(t)cos v(t)) P+ (r(t)sinv(t)) (3, 5)

where r(t) denotes the magnitude of F(¢), v(¢) denotes the
true anomaly, and ¢ denotes the system time. Furthermore,
v(t) can be determined by performing the procedures pro-
posed in [1] and r(¢) can be calculated as
aso (1 — ego)
1+ es, - cosu(t)’
where the coefficients as, and eg, represent the semimajor
axis and the eccentricity of the satellite orbit, respectively.

r(t) = (6)

B. IJK FRAME

IJK frame describes how the local geographic coordinate of
an earth station changes following the earth rotation, thus it
has an influence on the relative position of a satellite to the
earth station. As illustrated in Fig. 3(b), the earth’s core and
equatorial plane act as the system’s origin and the fundamen-
tal plane, respectively. I, J and K denote the unit vectors in
the IJK frame, and the positive direction of I points to the
line of Aries. Then, we can transform the position vector of
a satellite from the PQW frame to the IJK frame through a
transformation matrix R as

r(1) .
() =R[?8} ©)
k(1) ¢

where r;(t), rj(1), and rg (¢) are the components of r(¢) in the
IJK frame and R is expressed by (7), as shown at the bottom
of this page.

Cos 2 cos w — sin 2 sin w cos i
sin 2 cos w + cos 2 sin w cos i
sin w sin i

R:
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FIGURE 4. Earth station in the IJK frame.

Except for the position of a satellite, the coordinate of
an earth station can be also presented in the IJK frame as
Fig. 4 shows. With geographic information, an earth station’s
coordinate [R;(t), R;(t), Rk (t)]T can be written as

R;(t) (Ky + Hgyp) cos A cos(LST (1))
Rj(t) | = | (Ky + Hggr)cosAsin(LST(2)) |, (8)
Rk (1) (Kn (1 - eEarz) + Hggy) sin A

where Hg, denotes the height of the earth station above
mean sea level, A denotes the geographic latitude of the earth
station, LST represents the local sidereal time which is Green-
wich sidereal time added by the earth station’s east longitude

in degree, Ky is given by Ky = dagar/\/1 — €%, sin® A,
agsr and eg, are the semimajor axis and the eccen-
tricity of the earth, respectively. Then, the range vector
p(t) from the earth station to the satellite can be further
derived as

p(1) = ¥(t) — R(2). ©)

C. SEZ FRAME

In the SEZ frame, the position of a satellite is observed from
the earth station, where the position and horizon plane of the
earth station are treated as the origin and fundamental plane,
respectively. As shown in Fig. 3(c), positive directions of x
axis and y axis are respectively taken as the south with unit
vector S and the east with unit vector E, the unit vector Z
points to the zenith of the observer. The range vector 6(¢) in
the SEZ frame can be transformed from that in the IJK frame
following a standard procedure as formula (10), as shown at
the bottom of this page, where the geocentric latitude 6 is
an imaginary angle differing from the geographic latitude A,

as shown in Fig. 4. The relationship between 6 and A is

given by

Kn(1 = ¢g,,) + HEar
Kn + Hgar

The distance p(t) between the earth station and the satellite
can be derived as

1
ot) = (p§(t) + pE(1) + p%(t)) ’

tan A. (11)

= (0 + P30+ PF0)". (12)

The elevation angle of the antenna in the earth station EI(t)
can be written as

EI(t) = arcsin <p Z(t)) . (13)
p(t)

Remark 1: Tt should be pointed out that single or two
orbiting models cannot make the PLS performance analysis
tractable. Therefore, we need to combine the three mod-
els and exploit the transforms among them to derive the
exact performance expressions, as elaborated in the next
section.

IV. SECURE COMMUNICATION

PERFORMANCE ANALYSIS

With the help of rain attenuation-aware channel model and
satellite orbiting models, in this section we analyze the secure
communication performance of the NGSO SATCOM system
from a PLS perspective, which is mainly characterized by the
secrecy capacity and secrecy outage probability.

A. SECRECY CAPACITY

Secrecy capacity (SC) is defined as the maximum informa-
tion rate at which the transmitter (satellite) can transmit data
to the receiver (legitimate earth station) securely, i.e., the
eavesdropper is unable to decode any information. According
to Wyner’s theory [8], SC is determined by the difference
between the capacity of legitimate channel and that of wiretap
channel. More formally, let C(¢), C;(¢) and C,(¢) denote the
SC, the capacity of legitimate channel and wiretap channel at
system time ¢, respectively, then Cs(?) is given by

Cs(n) = [Ci(1) = C(O] T, (14)

where [x]T = max{0, x}.

For the NGSO SATCOM system considered in this paper,
the relative position between the satellite and the earth sta-
tion varies with the satellite orbiting and the earth rotat-
ing, such that the earth station or the eavesdropper cannot
receive any information once it is out of the satellite coverage

ps(1) sinf cos(LST(t))  sin@ sin(LST(t)) —cosf pr(t)
pe) | = —sin(LST (1)) cos(LST (1)) 0 py(1) (10)
pz(1) cos @ cos(LST(t)) cos@ sin(LST(t)) sin @ Pk (1)
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area. Let Hg,(¢) denote the vertical height of the satellite
above mean sea level at the system time 7, then the maxi-
mum communication distance o, can be approximated as

Pmax(t) = 4/ Sm(t) + RSm Regarding the value of Hg, (1),

it can be calculated by solving (8), where it only needs to sub-
stitute the parameters (such as the coordinate) corresponding
to the satellite.

We use p;(t) and p,(¢) to represent the length of legitimate
channel and eavesdropping channel, respectively. For p;(¢) >
Pmax(t), the satellite does not transmit any information to
the earth station; for p;(t) < pPmax(t) and pe(t) > Pmax(?),
the eavesdropper is out of the satellite coverage area, thus the
secrecy capacity is equal to the capacity of legitimate channel.
Let P;(t) and n; (resp. P,(t) and n.) denote the received signal
power and noise power at the legitimate earth station (resp.
eavesdropper). Since the rain fading channel between the
satellite and the earth station can be regarded as an AWGN
(additional white Gaussian noise) channel! [33], then the SC
at any system time ¢ can be formulated as (15), as shown at
the bottom of this page.

It can be seen from formula (15) that for deriving Cy(¢),
we need to determine the received signal power P; and P,.
We use Pr to represent the power of transmitted signal
and Gr to represent the antenna gain. According to the
rain attenuation-aware channel model and satellite movement
models developed in previous sections, P; and P, can be
calculated as

PrGr

FSLy(¢) - 1010/RAIOlas
C2PTGT

- (47Tf)2 . 10%[1@41(!)]513 .

Pi(t) =

: (16)
P ()

and
PrGr

FSL.(1) - 101710 [RA:()]aB
CZPT Gr

B (4rf)? - 10T0RAMas .

Pe(t) =

, (17)
p2(1)

where FSL is determined by formula (1), [RA]gp is deter-
mined by formula (2), p is determined by formula (12),
the subscripts (-); and (). indicate the parameters corre-
sponding to the legitimate earth station and the eavesdropper,
respectively.

'n future works we will consider other channel models, such as Rician
channel and Shadow-Rician channel.

For simplicity of expressions in this paper, we define some
symbols as follows:

¢ Pr(t)Gr
Ko) = =5~ e (18a)
lRAl(’)JdB
Ki(t) = mpf(0) - 10 (18b)
Ka(t) = nep2(0) - 10 10" (180)
K0 = [mpf)] = [nesdw] . as

By substituting (16)-(18) into formula (15), the SC of the
NGSO SATCOM system at any time can be finally deter-
mined. For the case of p;(t) < ppmax(t) and p.(t) < Pmax(?),
formula (15a) can be re-written as

Ko(OKx (1) — KoK (O T
Cs(t) = |1 1
© P&<'+mmmm+Kmmm)]

For the case of pj(t) < pmax(t) and p.(t) > Ppax(),
formula (15b) can be re-written as

_ Ko(1)
Cs(t) = log, <1 + Kl(t)>'

19)

(20)

To simplify the SC expression (19) for the case of p;(¢) <
Pmax(t) and pe(¢) < pmax(t), we make approximations in the
high SNR (signal-to-noise ratio) region. From Fig. 2, L can

d
be expressed as L = :Rﬂ P f ap, and we denote that

ko = pi/pe and k, = yi/ye then Cy(r) in the high SNR
region can be approximated by
Ko(t
4 o( ))

Cy() = log, <1+K°§t;) log, (1 0
o (Ko(t)> N (Ko(t)>
2 xn) "\ ko

10106’10”9 1 O]lT) VelePe
= log, 3
101810 (k/’"’) 10 T0ko V11 e

= log, 10 - (logione —

2log10k, — logion;)

1
+ —1log, 10 - @21)

10
Taking the derivative of C; with respect to y, in (21),
we then have

dcC; 1
- = —log, 10
a7, = 1008210 (e
We can see that as y, increases, C; will monotonically
increase if o, > kjk, o, while it will monotonically decrease

if o < kpkyoy.

(aepe - kpkyalpe) Ye-

— koky o) pe. (22)

|:log2 (l + ﬁ) — log, (l +
n
Cs(t) =
(0 log, (1 n Pl(t)> 7
n

N/A,
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P.(1)

+
>] v P = Pmax(®) A pe(t) < Pimax(1), (15a)
1) < Pmax(®) N pe(t) > Pmax(t), (15b)
01(1) > Pax (). (15¢)
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B. SECRECY OUTAGE PROBABILITY

In this study we assume that the satellite sets the transmission
rate to be arbitrarily close to the secrecy capacity, thus the
event of secrecy outage refers to the case that the capacity of
legitimate channel is inferior to that of wiretap channel, such
that the information can be decoded by the eavesdropper. The
secrecy outage probability (SOP) is defined as the probabil-
ity that the event of secrecy outage happens.

We use Pg,(t) to denote the SOP at the system time ¢.
According to the above definition, Py, (#) can be formulated
as (23), as shown at the bottom of this page. It can be seen
that we only need to determine the expression of (23a). From
expression (19) we can see that secrecy outage will happen
when K> (t) < Kj(t), thus the SOP is given by

Pyo(t) = P(Cs(1) = 0) = P (Ka2(r) < K1(1))
=P (BeLe(t)ye — BiLi(Dy1 < K3(1)).  (24)

Since the surroundings of radio waves propagating can
make a huge difference to the randomness of wireless chan-
nels, considering the likelihood of abnormal weather in a
region, the specific attenuation which the legitimate earth sta-
tion and the eavesdropper experience follows the independent
and identically distributed (i.i.d) Gaussian distribution, which
can be modeled as y; ~ N(7,07) and yo ~ N(., 52).
The mean value y() can be calculated by the statistic data
sets from Recommendation ITU-R [44], whereas the variance
0(2_) reflects the degree of weather abnormality which can be
set according to the real weather status. Therefore, expres-
sion (24) can be re-written as

oo [ pxtks) e’(yz_,s'izefi,_,f%?)z
PM”ZA o VERLne
IR
\/EﬁlLl(t)Gze 1T dx. (25)
We further define that
mmé/muy&ﬁ—mm, (26)

where f, (-) and g,, (-) represent the probability density func-
tions of y; and y,, respectively. Equation (25) then can be
finally expressed as

1 o0
h(z)d.
2nwmmwnwm@m@y[&m(@z

_G=fLon)?
T e

Psu(t) =

_ (x—z—zﬂezLemge)Z
o0 2pZLE(1) .
. f71<3(z)fe eteloe -e

27 (BiLi(1)o1) - (BeLe(1)0e)

GBI O)7)+PeLe®ve)*
oo e BP0 +82LE 00
/ dz

K02 (BPLA(1)0}7 + BRLE(1)02)

BeLe()ye — BiLi()yr — K3(1)
B0 + B2
where ®(-) denotes the cumulative distribution function of the

standard normal distribution.

We denote thatk; = y;/y.andy = BeLeVe—BiLivi—K3 =
(ae — kpk);oq) peYe — K3. Then, from equation (27) we can
see that for o, > k,kjay (resp. o < kpkjyay), as y, increases,
y increases (resp. decreases) and Py, (¢) will monotonically
decrease (resp. increase).

Remark 2: Tt is worth noting that the important rain atten-
uation and satellite orbiting issues have been carefully incor-
porated into the security performance evaluation, i.e., the
derivations of SC and SOP. More significantly, our theoret-
ical analysis can be used to not only estimate the current
transmission performance, but also predict the performance
of secure communication at any time, providing guidelines

for the design, operation and optimization of practical NGSO
SATCOM systems.

=1-9 . @D

V. SIMULATION RESULTS AND DISCUSSIONS

In this section, we first conduct Monte Carlo simulations [45]
to validate our theoretical performance analysis, and then
provide extensive numerical results to illustrate the secure
communication performance in an NGSO SATCOM system.

A. SIMULATION SETTINGS

To validate our theoretical performance analysis for the con-
cerned NGSO SATCOM systems, a dedicated MATLAB
simulator was developed to simulate the real-time communi-
cation process of an NGSO satellite with fixed earth stations,
which is available at [46]. Satellite CFESAT is chosen as the
transmitter in following simulations, and its satellite elements
are summarized in Table 2. We set that CFESAT transmits
signals over 16 GHz and its coverage radius is 4000 km.

In addition, without loss of generality, we set the altitude of
legitimate fixed earth station and eavesdropper as H; = 0 km
and H, = 0 km, respectively, and the proportion of path
suffering from rain attenuation as 8 = 0.5. Unless otherwise
specified, we randomly choose a legitimate receiver located
in (24.554°N,46.822°F) and an eavesdropper located in
(8.751°N, 38.951°E). We simulate the communication pro-
cess with rain data of January for the NGSO SATCOM
system and set o7 = o, = 1 to describe the abnormality
of climate. The detailed settings of network parameters in
our simulations are summarized in Table 3. Readers can

P(Cs() =0),  p1(1) < pimax() A pe(t) < Pmax(1), (23a)

Pyo(t) = 0, P1() < Pmax(®) A pe(t) > Ppax(t), (23b)

N/A, P1(t) > Pmax (). (23¢)
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FIGURE 5. Validation of theoretical analysis. (a) Secrecy outage probability vs. specific rain attenuation of eavesdropper ye. (b) Secrecy
outage probability vs. degree of climate abnormality of eavesdropper oe.

TABLE 2. Satellite elements of CFESAT from NASA.

Elements Value
Satellite number 30777
Epoch year 2017
Epoch day 232.834166
Inclination 1 = 35.427800
Right ascension of the ascending node | 2 = 40.106500
Eccentricity e = 0.00623
Argument of perigee w = 225.040700
Mean anomaly 134.981300
Mean motion 14.23304826 rev/day
Revolution number at epoch 57791 rev
TABLE 3. Parameter settings.

Parameters Value

Satellite CFESAT

Start time of simulation 12:00 PM, Jan.1, 2018

Simulation period 2 days

Sampling frequency 1 per minute

Data sets of rain rate January
Transmitting power Pr = 200 watts
Gain of transmitting antenna Gr =48.2 dB
Frequency f =16 GHz

Radius of coverage area Rgqt = 4000 km
(24.554° N, 46.822°F)
(8.751°N, 38.951°F)

n; = 1 watt, n, = 1 watt

Location of legitimate receiver

Location of eavesdropper

Noise power

Proportion of path suffering from rain | 5; = 0.5, e = 0.5
attenuation

Degree of climatic anomaly o=1,0e=1

also flexibly perform our MATLAB simulator with any other
desired parameter settings, such as the information of satel-
lite, locations of earth stations, transmitting power, and so on.

B. VALIDATION

We conduct Monte Carlo simulations for the secrecy outage
probability of the concerned NGSO SATCOM system at
19:01 PM on Jan. 2, 2018 (UTC), and the corresponding
simulation and theoretical results are summarized in Fig. 5.
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Fig. 5(a) illustrates the behavior of SOP with the variation
of specific rain attenuation y,. We can see that the simula-
tion results match nicely with the theoretical curve, which
indicates that our theoretical analysis is highly efficient to
evaluate the secure communication performance of a NGSO
SATCOM system. It can be also observed from Fig. 5(a) that
the SOP decreases with the growth of y, (this is due to the
reason that o, — kykja; > 0 holds at this simulation time),
and the speed of such decrease is rapid with y, ranging from
5 dB/km to 12 dB/km.

Fig. 5(b) shows the simulated and theoretical SOP versus
the climate abnormality o,. We can see that the simulation
results match well with the theoretical curve, validating the
effectiveness of our performance evaluation for the NGSO
SATCOM system. Another observation from Fig. 5(b) is
that a larger degree of climate abnormality will lead to the
decrease of SOP at this moment, and severe abnormal pre-
cipitation of eavesdropper can drive the SOP to be about 0.5.
Comparing the results in Fig. 5(a) and Fig. 5(b), it indicates
that the impact of specific rain attenuation is more serious
than that of climate abnormality on the secure communication
performance of a NGSO SATCOM system.

C. DISCUSSIONS

Since rain attenuation is a dominant factor which influences
the communication in an NGSO SATCOM system, we con-
duct extensive simulations to explore its effects on the PLS
performance. All series of simulations start from the same
spatial state that the coordinates of the satellite, legitimate
earth station and eavesdropper are respectively identical with
their coordinates at 12:00 PM on Jan. 1, 2018. Each simu-
lation lasts for 2880 minutes, and during such a simulation
period CFESAT orbits the earth about 30 times.

Fig. 6 presents the performance of secrecy capacity and
SOP in different months. We can see that both the behaviors
exhibit the periodicity, but they just experience two cycles
during 2880 minutes (such a phenomenon can be also seen in
the figures later). This is due to the reason that the coordinates
of earth stations also vary with the earth rotation in space.
It is known that the rain rate in each month is different,

VOLUME 7, 2019



Y. Xiao et al.: Secure Communication in Non-Geostationary Orbit Satellite Systems: Physical Layer Security Perspective

IEEE Access

o FEEEEE FFAETIE o Jan.
i = e o
ERLLCT TN oo
N %o e Apr.
o May.
Jun.
Jul.
Aug.
Sep.
Oct.
Nov.
Dec.

Secrecy capacity
5

oooooo

T T T T !
1840 1860 1880 1900 1920 1940
Time (min)

(@)

o Jan.

g 1.00 ooDon- Mmoo 0o Lo o Feb.
a Fos Mar.
© 2 g
& 0.80 Sos Apr.
g_ i H JMay-

i . 8o 02 un.
go.so a LI || R ] s Jul.
£ S e T a @ Aug.
S 0.40 1 d’ - - o Y § o Sep.
g nd'f‘ o Oct.
8 0.20 L 5 Nov.
S g F o Dec.
8 o P
0 0.00 4888 como om oo

T T T T 1
1840 1860 1880 1900 1920 1940
Time (min)

(b)

FIGURE 6. Performance of secrecy capacity and SOP in different months. (a) Secrecy capacity. (b) Secrecy outage probability.

[ Legitimate user
240 ] [ Eavesdropper

Jan. Feb. Mar. Apr. May. Jun. Jul. Aug. Sep. Oct. Nov. Dec.

FIGURE 7. Precipitation of each month.

so Fig. 6 describes the PLS performance under different
rain rate situations, and such performance obviously presents
distinctive seasonal features. In this simulation, the legitimate
earth station is located in a region with a hot desert climate,
which experiences very little rainfall, especially in summer,
while the eavesdropper is located in a region with a tropical
savanna climate, which has distinct wet and dry seasons. For
a more intuitive understanding of the two climates, we sum-
marize in Fig. 7 the average precipitation of each month in
the two regions.

We can discover from Fig. 6 that the secrecy capacity of
the system is higher in summer than that in winter, this is
because that the eavesdropper has a lower channel capacity in
the monsoon season from June to August. Regarding the SOP,
we find that except January and November, it approaches to
either O or 1. This is due to the reason that the rain rates of the
legitimate receiver and eavesdropper are almost the same in
January and November, but a huge gap exists in other months.
Another empirical acquirement from Fig. 6 and Fig. 7 is that
the SOP tends to be 0 if the rain rate of the legitimate receiver
is less than half of that of the eavesdropper. The changes of
SOP in January and November result from the variations of
distances between the satellite CFESAT and the two earth
stations.

We then explore how the abnormal weather influences the
PLS performance of the NGSO SATCOM system. Fig. 8
presents the secrecy capacity and secrecy outage probability
under different degrees of weather abnormality in the region
of eavesdropper earth station. In this simulation, we use the
mean value y, instead of the instantaneous value y, to obtain
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an average secrecy capacity. Therefore, the secrecy capacity
with different values of o, is the same, and we only plot its
behaviors with 0, = 10 in Fig. 8(a). Regarding the SOP
performance, we can see from Fig. 8(b) that the weather
abnormality will incur a distinct impact. When the system has
alow SOP, for example, the relative location of the legitimate
earth station is superior to that of the eavesdropper, a larger
value of o, can lead to an increase of SOP; otherwise, if the
system has a high SOP, a larger value of o, can results in a
decrease of SOP. Moreover, SOP will be driven to about 0.5
as o, is large enough. It suggests that the PLS performance
of an NGSO SATCOM system can be improved through
some technologies such as artificial rain dispersal for the
legitimate earth station, and cloud seeding which enhances
the precipitation for the eavesdropper.

We further draw Fig. 9 to show how the transmission
frequency influences the PLS performance of the NGSO
SATCOM system. We can see that the impact of transmission
frequency on secrecy capacity and secrecy outage probability
is somewhat sophisticated. As the transmission frequency
increases, the PLS performance is sometimes improved and
sometimes deteriorated. For example, with a higher transmis-
sion frequency, the system has a lower SC and a higher SOP
at about 1080 minute, while it can achieve a higher SC and a
lower SOP at about 1840 minute. It is known from [47] that
the specific rain attenuation will increase as the transmission
frequency increases. Thus, a larger f will lead to a larger
Ve (¥e), and further results in a larger Cs and a smaller Pg,
if @e > kpk, oy, while a smaller C; and a larger Py, if a, <
kyky oy It is worth noting that usually o, > k,ky, ct; holds on
the condition that the relative position of the eavesdropper
is superior to that of legitimate earth station, i.e., the PLS
performance of the system is poor. Therefore, we obtain an
empirical guideline for the practical operation that it is better
for the satellite to transmit signals using a high frequency
when the eavesdropping situation is serious, while using a
low frequency if the legitimate transmitting is in a superior
condition.

Finally, we consider a potential eavesdropper which could
be located in any place on the earth, and draw the PLS
performance corresponding to the eavesdropper’s location
on a global map, as shown in Fig. 10. In this figure, the
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system time is 17:26 PM on Jan. 2, 2018, and the subsatellite
point of CFEAST is at (16.42°S, 59.91°E). We can see from
Fig. 10(a) and Fig. 10(b) that the secrecy capacity and SOP
can keep their best in most of regions on the map. This
is because that the eavesdropper located in such regions is
out of the coverage of CFESAT. It is obvious that the PLS
performance becomes poor as the eavesdropper approaches
the location of the legitimate earth station, which inspires
us to build a conservation zone around the legitimate earth
station in the practical system configuration. It is worth noting
that the PLS performance map for any satellite, any location
of an earth station and any system time can be drawn through

3380

running our simulator, and such a map is helpful for the real
operation in an NGSO SATCOM system.

V1. CONCLUSION

This paper studied, for the first time, the performance
of a satellite communication system operating over a
non-geostationary orbit, from a physical layer security per-
spective. In order to characterize the movement state of an
NGSO satellite, we introduced three types of satellite orbiting
models. With the help of these models and full consideration
of rain attenuation, we analyzed the PLS performance of the
concerned system in terms of secrecy capacity and secrecy
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outage probability, deriving their expressions in closed-from.
The effectiveness of our performance analysis has been val-
idated by simulations. Our theoretical results can be applied
to predict the system PLS performance at any time and pro-
vide guidelines for the practical system configuration and
operation.
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