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The energy crisis and carbon emissions have become two
critical concerns globally. As a very promising solution,
the concept of Internet of Energy has appeared to tackle these
challenges. The Internet of Energy is a new power generation
paradigm developing a revolutionary vision of smart grids
into the Internet. The communication infrastructure is an
essential component for implementing the Internet of Energy.
A scalable and robust communication infrastructure is crucial
in both operating and maintaining smart energy systems. The
wide-scale implementation and development of Internet of
Energy into industrial applications should take into account
the following challenges:

« Integrating highly scalable and distributed alterna-
tive energy generating sources with other available
power grid systems: To promote a green-energy-based
industry and society and realize the optimization of
energy utilization, the efficient gathering, transportation,
and storage, and how to integrate these into the existing
power grid are great challenges.

« Advanced metering, monitoring and controlling sys-
tems: Since the observability, controllability and pre-
dictability are three critical aspects in the Internet of
Energy, real-time monitoring and controlling are faced
with great challenges in order to collect precise energy
consumption data, give deep analysis and provide rich
user information. Thus, users can adjust their energy
consumption intelligently with optimization as a main
goal.

o Cyber Security and Privacy-aware data manage-
ment for Internet of Energy: Among many applica-
tions in Internet of Energy, energy consumption data
could be linked and mined to gain useful insights for
optimization of energy utilization. At the same time, pri-
vacy and security concerns can prevent the information
disclosure, energy waste and disaster. Further safeguards
are needed to build trust in the data, which is instrumen-
tal for making critical decisions for the development of
Internet of Energy.

While there are several well-established senior jour-
nals, such as the IEEE TRANSACTIONS ON INDUSTRIAL
INFORMATICS, IEEE TRANSACTIONS ON SMART GRID, and
IEEE SYSTEMS JOURNAL, this Special Section in IEEE
ACCESS focuses on the architectures, cyber security, and
applications in the Internet of Energy. Nine high-quality
articles have been accepted from leading groups around the
world after a rigorous peer-review process. IEEE journals
are considered as the flagship journals in the engineering
field. IEEE ACCESS is a new multidisciplinary, application-
oriented, all-electronic archival journal which continuously
presents the results of original research or development across
all the IEEE’s fields of interest. Because of its open access
nature, this Special Section is freely accessible to all readers
all around the world.

Due to global warming and energy crisis, renewable
distributed energy resources, such as wind turbines, are inte-
grated into the grid. As the microgrids are located on cus-
tomer’s premises or remote areas, its condition needs to be
monitored in real-time. In the article by M. Rana, ““‘Architec-
ture of the Internet of energy network: an application to smart
grid communications,” the author models an AC microgrid
with generating units, local loads and electronic devices.
Then, the set of nonlinear differential equations is expressed
as a state-space model, which is easy to analyze and estimate.

Multiple microgrid clusters allows much higher flexibility,
availability and reliability compared to singular microgrids.
However, their proper coordination requires communica-
tion interfaces which are often disrupted by massive data
flows, diverse traffic patterns and inadequate infrastructure.
K. Boroojeni et al. in their article ‘A novel cloud-based plat-
form for implementation of oblivious power routing for clus-
ters of microgrids,” describe the general framework of using
the oblivious routing algorithms to deal with this problem.

One of the main envisioned conceptions of the Internet
of Energy is to make full use of RERs (renewable energy
resources) to meet the load demand with high reliability and
quality. To achieve these objectives, in “A multi-agent sys-
tem based event-triggered hybrid control scheme for energy
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Internet,” C. Dou, et al. are concerned with event-triggered
hybrid control for the energy internet based on a multi-agent
system approach, with which renewable energy resources can
be fully utilized to meet load demand with high security and
quality.

How to preserve user’s privacy is an important issue in
Internet of Energy. However, most of the existing privacy-
preserving works consider less about the data utility. In the
article by Z. Guan, et al., ““Utility-privacy tradeoff based on
random data obfuscation in Internet of Energy,” a utility-
privacy tradeoff scheme based on random data obfuscation
is proposed.

Most cases of energy shortage occur during peak energy
load, and hence previous works focused on shifting peak load
to address energy shortage. However, few of these works took
the IoE (Internet of Energy) framework into account. In the
article by C. C. Lin et al., ““Peak load shifting in the Internet
of Energy with energy trading among end-users,” the authors
create the peak load shifting model of an energy storage
system in the framework of Internet of energy where end-
users can adopt their respective energy storage facilities to
charge and discharge energy, to minimize the total operating
costs, and trade their respective stored energy in the energy
market.

Global energy can be managed and controlled efficiently
by information and communication technologies in Internet
of Energy. In the article by Z. Zhou et al., ““Game-theoretical
energy management for energy Internet with big data-based
renewable power forecasting,” they focus on the coordinated
management of renewable and traditional energy. The authors
consider a conventional power system; i.e. the utility com-
pany, the energy storage company, the microgrid, and elec-
tricity users.

The existing PV (Personalized Ventilation) systems face
several challenges that prevent their large-scale deploy-
ment. To solve this problem, J. Yan er al., in the article
“Modeling and implementation of electroactive smart air-
conditioning vent register for personalized HVAC systems,”
present a novel Heating, Ventilation, and Air Conditioning
(HVAC) system that can achieve more than 30% energy
savings compared with conventional methods in building
conditioning.

As an important part of the Internet of Energy, a com-
plex access environment, flexible access modes and a mas-
sive number of access terminals, dynamic and distributed
mass data in an active distribution network will bring
new challenges to the security of data transmission. In the
article by S. Deng et al., “Distributed mining for con-
tent filtering function based on simulated annealing and
gene expression programming in active distribution net-
work,” the authors propose a content filtering function min-
ing algorithm via simulated annealing and gene expression
programming.

Based on a heterogeneous ring domain communication
topology, a clustering algorithm and an event-driven cluster
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head rotation mechanism is proposed in the article by
W. Zhang et al., “E2HRC: an energy-efficient heteroge-
neous ring clustering routing protocol for wireless sensor
networks.”” An energy-efficient heterogeneous ring clustering
(E2HRC) routing protocol for wireless sensor networks is
proposed. Related messages are designed and analyzed in
detail.

ACKNOWLEDGEMENTS

We are happy with the technical depth and span of this
Special Section, and also recognize that it cannot cover all
of the Internet of Energy technologies. Finally, we sincerely
thank all the authors and reviewers for the tremendous efforts,
and of course the IEEE ACCESS Editor-in-Chief and staff
members for their great guidance.

KUN WANG, Guest Editor

School of Internet of Things

Nanjing University of Posts and Telecommunications
Nanjing 210003, China

YAN ZHANG, Guest Editor
Department of Informatics
University of Oslo

0315 Oslo, Norway

SONG GUO, Guest Editor

Department of Computing

The Hong Kong Polytechnic University
Hong Kong

MIANXIONG DONG, Guest Editor

Department of Information and Electronic Engineering
Muroran Institute of Technology

050-8585 Muroran, Japan

ROSE QINGYANG HU, Guest Editor
Electrical and Computer Engineering Department
Utah State University, Logan, UT 84322, USA

LEI HE, Guest Editor

Electrical Engineering Department
University of California at Los Angeles
Los Angeles, CA 90095, USA

79273



IEEE Access

IEEE ACCESS SPECIAL SECTION EDITORIAL

KUN WANG received the B.Eng. and Ph.D. degrees from the School of Computer, Nanjing
University of Posts and Telecommunications, Nanjing, China, in 2004 and 2009, respectively.
From 2013 to 2015, he was a Postdoctoral Fellow with the Electrical Engineering Depart-
ment, University of California at Los Angeles, Los Angeles, CA, USA. In 2016, he was a
Research Fellow with the School of Computer Science and Engineering, The University of
Aizu, Aizuwakamatsu, Fukushima, Japan. He is currently a Full Professor with the School of
Internet of Things, Nanjing University of Posts and Telecommunications. He has published over
50 papers in referred international conferences and journals. His current research interests are
mainly in the areas of big data, wireless communications and networking, smart grid, energy
Internet, and information security technologies. He is a member of the ACM. He received the
Best Paper Award at the IEEE GLOBECOM’2016. He was the Symposium Chair/Co-Chair
of the IEEE IECONI16, the IEEE EEEIC16, the IEEE WCSP16, and the IEEE CNCC17. He
serves as an Associate Editor for the IEEE ACCESS, the Journal of Network and Computer

Applications, and the EAI Transactions on Industrial Networks and Intelligent Systems and an Editor of the Journal of Internet

Technology.

YAN ZHANG received the Ph.D. degree from the School of Electrical and Electronics Engi-
neering, Nanyang Technological University, Singapore. He is currently a Full Professor with the
Department of Informatics, University of Oslo, Norway. His current research interests include
next-generation wireless networks leading to 5G, green, and secure cyber-physical systems,
such as smart grid, healthcare, and transport. He is a IEEE Vehicular Technology Society (VTS)
Distinguished Lecturer. He is also a Senior Member of the IEEE ComSoc, IEEE CS, IEEE
PES, and IEEE VTS. He is a fellow of IET. He serves as the TPC Member for numerous
international conferences, including the IEEE INFOCOM, IEEE ICC, IEEE GLOBECOM,
and IEEE WCNC. He served as the Chair for a number of conferences, including the IEEE
GLOBECOM 2017, IEEE VTC-Spring 2017, IEEE PIMRC 2016, IEEE CloudCom 2016, IEEE
ICCC 2016, IEEE CCNC 2016, IEEE SmartGridComm 2015, and IEEE CloudCom 2015. He
is an Associate Technical Editor of the IEEE Communications Magazine, an Editor of the IEEE
TRANSACTIONS ON GREEN COMMUNICATIONS AND NETWORKING, the [IEEE COMMUNICATIONS

SURVEYS AND TUTORIALS, and the IEEE INTERNET OF THINGS JOURNAL, and an Associate Editor of the IEEE ACCESS.

79274

SONG GUO received the Ph.D. degree in computer science from the University of Ottawa. He
was a Full Professor with The University of Aizu, Japan. He is currently a Full Professor with
the Department of Computing, The Hong Kong Polytechnic University. His research interests
are mainly in the areas of cloud and green computing, big data, wireless networks, and cyber-
physical systems. He has published over 300 conference and journal papers in these areas and
has received multiple best paper awards from IEEE/ACM conferences. His research has been
sponsored by JSPS, JST, MIC, NSF, NSFC, and industrial companies. He is a Senior Member
of ACM and an IEEE Communications Society Distinguished Lecturer. He has been actively
participating in international conferences as the General Chair and TPC Chair. He has served
as an Editor for several journals, including the IEEE TPDS, IEEE TETC, IEEE TGCN, /IEEE
Communications Magazine, and Wireless Networks.

VOLUME 6, 2018



IEEE ACCESS SPECIAL SECTION EDITORIAL IEEE Access

MIANXIONG DONG received the B.S., M.S., and Ph.D. degrees in computer science and
engineering from The University of Aizu, Japan. He was a Researcher with the National Institute
of Information and Communications Technology, Japan. He was a JSPS Research Fellow with
the School of Computer Science and Engineering, The University of Aizu, Japan, and a Visiting
Scholar with the BBCR Group, University of Waterloo, Canada, supported by the JSPS Excel-
lent Young Researcher Overseas Visit Program from 2010 to 2011. He is currently an Assistant
Professor with the Department of Information and Electronic Engineering, Muroran Institute
of Technology, Japan. His research interests include wireless networks, cloud computing, and
cyber-physical systems. His research results have been published in 120 research papers in
international journals, conferences, and books. He was selected as a Foreigner Research Fellow
(a total of three recipients all over Japan) by the NEC C&C Foundation in 2011. He has received
best paper awards from the IEEE HPCC 2008, IEEE ICESS 2008, ICA3PP 2014, GPC 2015,
and IEEE DASC 2015. He has served as the Program Chair of the IEEE SmartCity 2015 and the
Symposium Chair of the IEEE GLOBECOM 2016. He was a Research Scientist with the A3 Foresight Program, from 2011 to
2016, funded by the Japan Society for the Promotion of Sciences, the NSFC of China, and the NRF of Korea. He serves as
an Associate Editor for the IEEE COMMUNICATIONS SURVEYS AND TUTORIALS, the IEEE NETWORK, the IEEE ACCESS, and
Cyber-Physical Systems (Taylor & Francis), and as a Leading Guest Editor for the ACM Transactions on Multimedia Computing,
Communications and Applications, the IEEE TRANSACTIONS ON EMERGING TOPICS IN COMPUTING, the IEEE TRANSACTIONS
ON COMPUTATIONAL SOCIAL SYSTEMS, Peer-to-Peer Networking and Applications (Springer) and Sensors, and as a Guest
Editor for the IEICE Transactions on Information and Systems, Mobile Information Systems, and the International Journal of
Distributed Sensor Networks.

ROSE QINGYANG HU held various industrial and academia positions and actively participated
in the industry 4G standards/technology development and system-level simulations. She was
responsible for Nortel 4G system-level simulation and performance evaluation. From 1998 to
2002, and from 2004 to 2010, she held several management and senior research positions in
telecommunication industry. She was an Assistant Professor with the Electrical and Computer
Engineering Department, Mississippi State University, from 2002 to 2004. She is currently an
Associate Professor with the Department of Electrical and Computer Engineering, Utah State
University. Her current research interests include next-generation (5G) wireless network, cyber-
physical systems, design and optimization, simulation, modeling, and performance evaluation.
She has published extensively and holds numerous patents in these areas.

LEI HE received the Ph.D. degree in computer science from the University of California at
Los Angeles, Los Angeles (UCLA), in 1999. He was a Faculty Member at the University of
Wisconsin—-Madison, Madison, from 1999 to 2002. He also held visiting or consulting positions
with Cadence, Empyrean Soft, Hewlett-Packard, Intel, and Synopsys. He is currently a Professor
with the Electrical Engineering Department, UCLA. He has published one book and over
200 technical papers. His research interests include modeling and simulation, VLSI circuits and
systems, and cyber-physical systems. He was a Technical Advisory Board Member for Apache
Design Solutions and Rio Design Automation. He has received 12 best paper nominations
mainly from the Design Automation Conference and the International Conference on Computer-
Aided Design and five best paper or best contribution awards, including the ACM Transactions
on Electronic System Design Automation 2010 Best Paper Award.

VOLUME 6, 2018 79275



	Biographies
	KUN WANG
	YAN ZHANG
	SONG GUO
	MIANXIONG DONG
	ROSE QINGYANG HU
	LEI HE


