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ABSTRACT Long range (LoRa) technology is a wireless communication technology, which may provide
low-power, low-rate, and LoRa communication. It may widely be used into many applications, such as
smart metering and factory monitoring. However, some features of LoRa technology also bring new security
weaknesses. Therefore, we propose an improved session keymanagement to secure themeter-reading system
based on LoRa technology. In our proposed scheme, we add a trusted key distribution server for the related
devices to generate their session keys and manage all the keys, where the symmetric session keys are used to
protect the communication data between the servers and the terminal devices. In addition, in order tomaintain
the long-term security of the proposed meter reading system, our proposed lightweight key management
scheme can update the session keys automatically and remotely. Finally, we make analysis and experiments
to evaluate our proposed key management scheme for the meter-reading system, the related results show our
proposed scheme is secure and effective.

INDEX TERMS LoRa, wireless communication, meter-reading system, key management, security.

I. INTRODUCTION
A. BACKGROUND
Smart grid is an enhanced power grid that uses digital com-
munications technology to increase grid efficiency, sustain-
ability and reliability. One of the most significant advantages
is that entities in smart grid can make communication each
other in real time. Smart meter, which is a basic function
device in smart grid, not only can meter the basic elec-
tricity consumption as the traditional electric energy meter,
but also have two-way multi-rate measurement function,
user-terminal control function, bidirectional data communi-
cation function based on multiple data transmission modes,
and anti-theft function [1]. It allows a power supplier to
obtain user electricity consumption remotely and timely,
and re-allocates the electricity resources to meet the users’
demand without unnecessary waste. Also, meter-reading sys-
tem has generally gone through three phases: manual meter
reading phase, IC card prepaid meter reading phase and

automatic meter reading phase. Currently intelligent and
remote meter reading system using wireless communica-
tion technology can save a lot of manpower and finan-
cial resources. Therefore, with the development of smart
gird, wireless meter reading devices are being improved,
many traditional short-distance wireless data transmission
methods are not able to meet the accuracy requirements
of future wireless meter reading devices [2]. Also, with
the construction of smart city, the existing 3G/4G cellular
networks and close-range networks cannot both meet the
needs of smart gird. Therefore, based on a low-power wide-
area wireless network technology, it needs to be researched
that how to construct intelligent monitoring and measure-
ment [3], [4]. Currently, wireless technologies used in Inter-
net of Things, such as WiFi, Bluetooth, etc., limit the
scope of communication and have more power require-
ments. ZigBee technology is related to the inherent scal-
ability limitation of network. Other wireless technologies
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such as GPRS, LTE and EDGE support a wider scope
of communication, but their communication devices are
required to consume a lot of power [5]–[7]. In the last
two years, a new low-power wide-area network (LPWAN),
LoRa technology has rapidly been developed with its low
power consumption, wide coverage and strong penetrabil-
ity. It makes up the insufficiency of other communication
technologies. LoRa technology can provide long-distance
wireless communication and longer battery lifecycle due to
low power consumption. Also, LoRa technology has the
ability to connect thousands of nodes to gateway, and pro-
vides secure transfer and adaptive data rate (ADR). So, it is
being applied to multiple fields [8]–[11]. Currently, it is a
new attempt that LPWAN is introduced into electric-power
meter-reading system to design an electric-power meter-
reading system based on LoRa wireless communication
technology.

LoRa is a wireless communication technology, which may
provide low-power, low-rate and long-range communica-
tion [12]. It uses the free ISM band (industrial, scientific
and medical radio band). A LoRa network consists of four
different components: network devices, network gateways,
network servers and application services. The communica-
tion setup of LoRa network is similar to that ofWiFi network,
where network devices make communication through LoRa
gateways. Gateways usually need to scan corresponding spec-
trum, receive LoRa data packets from terminal devices and
forward the data to corresponding application services in
network servers which may process the data packets, where
network server is also used to store metering data and appli-
cation server is used for users to look up metering data. Also,
every terminal device must have a LoRa transceiver chip
which is designed and manufactured by the Semtech corpora-
tion. Figure 1 shows the system architecture of meter-reading
system based on LoRa technology, where the network server
and the application server both are managed in the power
management center. Because LoRa technology uses the free
ISM band and its communication range can achieve up to
22 kilometers, LoRa technology can be a choice to be used
for meter-reading system.

As smart grid that relies on information networking can
expose the weaknesses of network system, it first needs
to be researched whether the electric-power meter-reading
system based on LoRa technology may bring new risk of
network attacks [13]. In the electric-powermeter-reading sys-
tem, the collected readings from electric-power meters may
face the threats of being sniffed, intercepted or altered. For
example, an intruder may steal a private key from an insecure
meter node [14], and then connect to the system network
and attempt to decrypt the exchanged messages to control
the meter node. The work in [15] found that LoRa terminal
devices also have security weakness when they enter some
networks. As smart meters are resource-constrained nodes,
some cryptographic solutions are not ideal for providing
security. Therefore, implementing a lightweight encryption
solution to protect user privacy and meter reading integrity

FIGURE 1. System architecture of meter-reading system based on LoRa
technology.

is critical to smart meter computing, communications and
storage.

B. OUR CONTRIBUTIONS
Aim at solving the security weaknesses of the electric-power
meter-reading system based on LoRa technology, we propose
a secure session key management scheme for meter-reading
system based on LoRa Technology. In our proposed protocol,
when a smart meter joins a meter-reading system, we add a
trusted key distribution server (KDS) in the power manage-
ment center to help the smart meter to calculate and manage
the network session keys and the application session keys.
In the process of meter reading transmission, we use the
session keys to cryptographically protect data between the
smart meter and the network server. Further, our proposed
lightweight key management method can update the session
keys automatically and remotely. Our contributions are as
follows:

1) In meter-reading system based on LoRa technology,
we propose a new solution to add a trusted key dis-
tribution server. The improved LoRa-WAN architec-
ture consists of electric meters (built-in LoRa module),
LoRa gateways, network server, application server and
key distribution server (KDS). For the security perspec-
tive, electric meters and LoRa gateways are untrusted
entities, network server, application server and key
distribution server are trusted entities, where network
server is also used to store metering data. During the
stage that one terminal device (electric meter) connects
into the LoRa-WAN, KDS is responsible for the termi-
nal device to generate its session key and transmitting
it securely to the network server and application server,
where the symmetric session key is used to protect the
communication data between the network server and
the terminal device.

2) To secure communication between LoRa-WAN
entities, each message must contain a timestamp to
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prevent replay attack, and the communication peer
stores the last received timestamp value. Each time
an entity receives a message, it checks the received
timestamp and the stored (last) timestamp. Addition-
ally, because it is high risk to use a fixed symmetric
key for a long time, all the symmetric keys shared
by the communication entities in our proposed key
management scheme are updated dynamically.

3) Based on the security requirement of meter-reading
system, we analyze the security and efficiency of our
proposed scheme. Our proposed scheme can provide
end-to-end security, session key protection, verifica-
tion and confidentiality of updating session keys and
resisting replay attack. Also, the experiments show our
proposed scheme is efficient.

C. ORGANIZATION
The rest of this paper is organized as follows. In Section 2,
we discuss the related works about meter-reading system,
LoRa technology and their security problems. In Section 3,
we propose a secure session key management scheme
for meter-reading system based on LoRa Technology.
In Section 4, we analyze the security and efficiency of the
proposed scheme. In Section 5, we make some experiments
to test the efficiency of the proposed scheme. Finally, we draw
our conclusions in Section 6.

II. RELATED WORK
The traditional meter reading technologies for smart meter
mainly include wireless meter reading technology andmobile
cellular network meter reading technology. Currently, some
wireless meter reading technologies, such as WiFi and Zig-
Bee, have limited coverage, lack of anti-interference ability
and low receiving sensitivity, thus the technologies cannot
be used for long time. Additionally, mobile cellular network
meter reading technology and related terminal devices based
on 4G-based Internet of Things both need additional software
and hardware costs [14]. Long range technology (LoRa) is
a new solution proposed by the Semtech corporation, whose
frequency bandwidth is below 1 GHz. LoRa is mainly used to
radio modulation and demodulation based on non-authorized
spectrum under a long-range, multi-nodes and low-power
wide area network [15].

Currently the LoRa technology union defines the
LoRa-WAN architecture, which consists of terminal devices,
gateways, a network server and an application server [16].
Further, LoRa-WAN describes its network layer architec-
ture that can support LoRa system and its physical layer
function that can provide long-range communication through
LoRa modulation. Also, the related document proposed by
the LoRa technology union describes two modes to acti-
vate terminal devices in LoRa-WAN, including Over The
Air Activation (OTAA) and Activation By Personalization
(ABP). In the mode of OTAA, terminal device must exe-
cute the joining process to participate in data exchange
with network server, where the joining process includes

two messages: the ‘‘joining request’’ message sent by the
terminal device and the ‘‘joining permission’’ responded by
the network server. In the mode of ABP, terminal device
loads all the related information that can be permitted to
access LoRa network when it starts. In [16], [17], the LoRa
technology union further describes some characteristics of
LoRa-WAN, compared with the other existing solutions.
First, the communication mode between terminal nodes is
asynchronous, where terminal nodes only make communi-
cation while they need to send data, thus the mode is more
advantageous than other solutions that require much energy
cost to synchronize terminal nodes. Second, LoRa-WAN
provides high network capacity by using adaptive data rate
and multi-channel multi-mode transceiver in gateway, which
allows simultaneous transmission through a large number of
terminal nodes and multiple channels. Thirdly, LoRa-WAN
constructs two security layers to ensure its whole security,
which include the network security layer that ensures the
authenticity of network nodes and the application security
layer that protects user’s data from being accessed by network
operators; also, LoRa-WAN [16] guarantees the security of
its data among LoRa devices through symmetric encryption.
Although LoRa-WAN provides enough methods to secure its
functions, LoRa devices are still vulnerable to some attacks.
For example, an attacker may repeat or delay the transmitted
messages to the terminal device or the network server through
the LoRa-WAN network.

At present, some researches on the application of LoRa
technology to meter reading system mainly involves the reli-
ability of data transmission of LoRa devices and the protocol
security of terminal devices accessing to LoRa-WAN. Aras
et al. [18] investigated potential security vulnerabilities in
LoRa technology, where they use commercial-off-the-shelf
hardware to detect the sensitivity of LoRa devices against
different types of attacks. It is proved that a malicious attacker
may make a replay attack to LoRa devices when the attacker
obtains a transferred message by sniffing the transmission
between terminal LoRa device and gateway. Additionally,
lack of secure key management may also expose important
information from terminal devices and gateways to malicious
users. Cheng et al. [19] proposed a secure smart metering
infrastructure based on LoRa technology for electric meter
data transmission. Their proposed scheme uses symmetric
encryption technology to protect the end-to-end commu-
nication between substation automation system (SAS) and
smart meter. Furthermore, in order to maintain a long-term
security of the proposed metering system, they designed a
key management protocol to update all the keys dynami-
cally. However, in their proposed scheme random tempo-
rary numbers are used to prevent replay attacks, thus it is a
load for the electric meters with limited memory. Tomasin
et al. [13] studied the security of the initial connection
process between terminal devices and network servers in
the LoRa-WAN protocol. In order to avoid replay attack,
random number technology is used into transmitted data
packet. Also, their experiment analyzed the inaccuracy of
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random number generator and the potential vulnerabilities of
LoRa-WAN protocol against DoS attack. Naoui et al. [20]
proposed a solution to improve the security of Lora-WAN
protocol. The gateways are used to secure the communication
between terminal devices, networks and application servers,
where every gateway helps terminal device to calculate its
session key by performing the corresponding cryptographic
operations. Every gateway only calculates a part of session
key associated with terminal device without being able to
calculate out the final session key. However, the replay attack
may still occur between terminal devices and network servers
in their proposed scheme. Naoui et al. [21] proposed an
improved solution to enhance the security of Lora-WAN
protocol. It adds a third-party entity to secure the commu-
nication between terminal devices, networks and application
servers. The third party helps terminal device to calculate its
session key by performing the corresponding cryptographic
operations. However, to update session key, the previous same
steps must be again executed for a new joining procedure,
which is tedious and energy-intensive, and influences the data
transmission of electric meter.

III. SECURE SESSION KEY MANAGEMENT SCHEME TO
METER-READING SYSTEM BASED ON LORA
TECHNOLOGY
In meter-reading system based on LoRa technology, when
smart meter is added to LoRa-WAN, they (terminal devices)
must be activated by the modes of OTAA or ABP. So, con-
sidering the existing problems in the two modes, we improve
the mode of OTAA. Our proposed system aims to enable
remote metering by a secure and cost-efficient way through
adopting an improved session key management protocol in
the meter-reading system based on LoRa-WAN architecture.

A. LORA-WAN ARCHITECTURE BASED ON IMPROVED
SESSION KEY MANAGEMENT
In meter-reading system based on LoRa technology, we pro-
pose a new solution to add a trusted key distribution
server. Thus, the improved LoRa-WAN architecture consists
of electric meters (built-in LoRa module), LoRa gateways,
network server, application server and key distribution server
(KDS). LoRa gateways mainly relay messages between elec-
tric meters and network server through transparent manner.
Application server is used for users to look up metering data.
So, for the security perspective, electric meters and LoRa
gateways are untrusted entities, network server, application
server and key distribution server are trusted entities, where
they are located in the power management center. During the
stage that one terminal device (electric meter) connects into
the LoRa-WAN, KDS is responsible for the terminal device
to generate its session key and transmitting it securely to the
network server and application server, where the symmet-
ric session key is used to protect the communication data
between the network server and the terminal device. So, in our
proposed scheme, in order to maintain long-term security of

meter-reading system, KDSmanages all the keys. The system
architecture is shown in Figure 2.

FIGURE 2. LoRa-WAN architecture based on improved session key
management.

B. SESSION KEY MANAGEMENT FOR LoRa-WAN
ARCHITECTURE
In the section, we propose a key management scheme for
LoRa-WAN architecture. To secure communication between
LoRa-WAN entities, each message must contain a times-
tamp to prevent replay attack, and the communication peer
stores the last received timestamp value. Each time an entity
receives a message, it subtracts the received timestamp from
the stored (last) timestamp, if the computed value is less
than the preset value, then the received message may be
accepted. Our proposed scheme uses symmetric keys to pro-
tect data transmitted between the network server and other
devices embedded with LoRa module, where each smart
meter embedded with LoRa module shares a secret symmet-
ric key with the network server. By encrypting transferred
data on a symmetric key, we prevent the transferred data
from being sniffed or changed. However, it is high risk to
use a fixed symmetric key for a long time. In order to solve
this problem, all the symmetric keys shared by the com-
munication peers in our proposed key management scheme
are updated dynamically, where a symmetric key Ki is only
used to verify for the i−th time period. Our proposed key
management scheme is described as the following stages.

1) SYSTEM SETUP
According to our proposed system architecture, the trusted
KDS respectively generates two session keys SK1 and SK2
with the network server and application server through asym-
metric encryption, where the two keys are used to respectively
secure the communication between KDS and the two servers.
Additionally, each terminal device (smart meter) is initially
embedded with a terminal device unique identifier (DevEUI )
and a unique 128-bit AES Key (AppKey) being used to verify.
Therefore, when smart meter based on LoRa is initially added
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to LoRa-WAN, the key AppKey is used to secure the com-
munication between KDS and smart meter in our proposed
scheme. Compared with the existing solution [16], the key
AppKey is only stored in the KDS. All the related symbols
used in the proposed scheme are shown in Figure 3.

FIGURE 3. Notation.

2) JOINING LoRa-WAN STAGE
In the section, we describe the procedure that smart meter
joins LoRa-WAN, where smart meter makes interaction with
other entities according to Figure 4. The specific steps are
described as follows:
• Step 1: The terminal device (smart meter) sends a ‘‘Join
Request 1’’ message signcrypted by the shared key
AppKey to the KDS, where the message contains the ter-
minal device unique identifier DevEUI , the application
unique identifier AppEUI and the terminal device times-
tamp DevTS. The message is signcrypted to generate a
4-byteMIC according to the following calculations:

en = aes128encrypt(AppKey, JoinRequest

1 :: AppEUI ||DevEUI ||DevTS),

mc = aes128cmac(AppKey, en),

MIC = Func[0−3](mc),

where aes128encrypt is an encryption function defined
by the LoRa Alliance, aes128cmac is a signature func-
tion, Func[0−3] is an intercepting function of bytes
for generating a 4-byte MIC, and MIC is a message
integrity code obtained by performing the Func[0−3]
on one message, which is used to check whether the
encrypted content had been tampered with.

• Step 2: The KDS uses the key AppKey to verify the
received MIC by recomputing its own MIC on the
received message, if the message is valid, then the KDS
continues to decrypt the received message. Then the
KDS stores the terminal device timestamp DevTS into
its database. Also, the KDS also generates a times-
tamp KDSTS and sends a ‘‘Join Request 2’’ message
encrypted by the key SK1 to the network server, where
the message includes DevEUI , AppEUI and KDSTS.

The message is also signcrypted to generate a 4-byte
MIC according to the following calculations:

en = aes128encrypt(SK1, JoinRequest

2 :: AppEUI ||DevEUI ||KDSTS),

mc = aes128cmac(SK1, en),

MIC = Func[0−3](mc).

• Step 3: The network server uses the key SK1 to verify
the received MIC by recomputing its own MIC on the
received message, if the message is valid, then the net-
work server continues to decrypt the received message.
Then the network server stores the timestamp KDSTS
into its database and then sends the message ‘‘Join
Accepting 1’’ encrypted by the key SK1 to the KDS,
where the message includes the network server times-
tamp NwkTS, the network identifier NetID, the terminal
device address DevAddr and some other configuration
parameters (RxDelay and CFList) used for RF delay
and related channels. The message is also signcrypted
to generate a 4-byte MIC according to the following
calculations:

en = aes128encrypt(SK1, JoinAccepting1 ::

NwkTS||DevAddr||NetID||RxDelay||CFList),

mc = aes128cmac(SK1, en),

MIC = Func[0−3](mc).

• Step 4: The KDS uses the key SK1 to verify the received
MIC by recomputing its own MIC on the received
message, if the message is valid, then the KDS continues
to decrypt the received message. Then the KDS stores
the timestamp NwkTS into its database. Then the KDS
generates two random values r1 and r2, and computes
two session keys as follows:

NwkSKey = aes128encrypt

(AppKey, 0x01||NwkTS||NetID||

sDevTS||r1||pad16),

AppSKey = aes128encrypt

(AppKey, 0x01||NwkTS||NetID||

DevTS||r2||pad16).

Finally, the KDS sends the message ‘‘Join Accepting
2’’ encrypted by the key AppKey to the smart meter,
where the message includes NwkTS, KDSTS, NetID, r1,
r2, DevAddr , RxDelay and CFList . The message is also
signcrypted to generate a 4-byte MIC according to the
following calculations:

en = aes128encrypt(AppKey, JoinAccepting

2 :: NwkTS||KDSTS||DevAddr||NetID||r1||r2||

RxDelay||CFList),

mc = aes128cmac(AppKey, en),

MIC = Func[0−3](mc).
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FIGURE 4. Secure LoRa-WAN key management protocol.

• Step 5: The smart meter uses the key AppKey to verify
the received MIC by recomputing its own MIC on
the received message, if the message is valid, then the
smart meter continues to decrypt the received message.
Then the smart meter stores the timestamps NwkTS and
KDSTS into its database. Also, the smart meter sets K 0

= NwkSKey as its initial session key with the network
server and clears all intermediate computed results.

• Step 6: Similarly the KDS sends the NwkSKey with the
new timestamp and the corresponding computed MIC
signed by the key SK1 to the network server, and sends
the AppSKey with the new timestamp and the corre-
sponding computed MIC signed by the key SK2 to the
application server. Then, the KDS adds a record for the
corresponding smart meter in its key managing table,
sets and stores i = 0 and K i= NwkSKey, and sets the
expiration time for K 0, where i is the index of numbers
of key life-cycle and clears all intermediate computed
results.

• Step 7: Finally the smart meter and the network server
exchange the ‘‘Joining and Finishing’’ messages, and if
the correspondingMICs on the messages are equal, then
it denotes that the two entities have received the same
session key, where the messages both include DevEUI
and NetID. The messages are signcrypted to generate
two same 4-byte MICs according to the following cal-
culations:

en = aes128encrypt(NwkSKey,

Joining and Finishing :: DevEUI ||NetID),

mc = aes128cmac(NwkSKey, en),

MIC = Func[0−3](mc).

3) KEY UPDATING
In the section, we describe how to update the session key
NwkSKey for the smart meter and the network server. In our
proposed scheme, the session is generated and managed by
KDS. For long-term security, the session key should be valid
for a limited period of time and needs to be updated. So, after

FIGURE 5. Session key updating management.

the session key NwkSKey expires over its life-cycle, the KDS
must initiate a session key update protocol to updateNwkSKey
between the smart meter and the network server. To prevent
that the attacker can predict and attack the updating process,
the life-cycle of session key may be dynamic.1 When a smart
meter joins the proposed meter-reading system based on
LoRa technology, the KDS stores the initial session key K 0

with the expiration time time0 into its key managing table,
and respectively sends the key to the network server and the
smart meter as described in the Joining LoRa-WAN stage.
We assume that the meter Devj (j ∈ {1, 2...m}) was added
to the proposed meter-reading system, whose initial session
key is K 0. When the KDS scans that the session key of Devj
has expired, the KDS, the network server and the meter Devj
respectively calculate the new session key using the same
hash function. Also, the KDS updates its key managing table
for Devj and sets the new random value as the next life-cycle.
Finally, the meter Devj deletes all the intermediate calculated
values including K 0. The updating procedure is described as
follows (and as shown in Figures 52 and 6).
1) The KDS monitors all the session keys for every meter

and updates the expired keys. Once the key Kj for
the meter Devj has expired, the KDS needs to com-
plete the key updating process. The KDS calculates
K i+1
j =H(K i

j ||Rj), where i ∈ {0, 1, 2...n− 1}, H(·) is a
one-way hash function, n represents the total number
of updates in the device management life-cycle, and
Rj is a random number. Then, the KDS generates a
timestamp KDSTSj and another random number xj,

1The two session keys SK1 and SK2 in the system setup stage are stored
in the key managing table to respectively secure the communication between
KDS and other two servers, as described in Step 6 of the joining LoRa-WAN
stage.

2In the Figure 5, the session keys are being updated to K10
j with j ∈

{1, 2...m} and the previously calculated session keys are cleared in the key
managing table.
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FIGURE 6. Session key updating procedure.

sends a ‘‘Key Updating’’ message to the meter Devj
and the network server respectively, where the message
includes KDSTSj, xj and Rj. The message respectively
needs to be encrypted by the keys K i

j and SK1 as
follows:

α1,j = aes128encrypt(K i
j ,KDSTSj||xj||Rj),

α2,j = aes128encrypt(SK1,KDSTSj||xj||Rj),

where α1,j is sent to the meter and α2,j is sent to the
network server.

2) The meter Devj decrypts the received message α1,j by
using K i

j to obtain Rj,

KDSTSj||xj||Rj = aes128decrypt(K i
j , α1,j).

Then the meter checks the timestamp KDSTSj, cal-
culates K i+1

j =H(K i
j ||Rj) and y1,j=H(xj). Finally,

the meter sends the message ‘‘Updating Accept 1’’ to
the KDS, where the message includes DevTSj and y1,j,
and the message is encrypted by the key K i+1

j :

β1,j = aes128encrypt(K i+1
j ,DevTSj||y1,j).

3) Similarly, the network server uses SK1 to decrypt the
received message α2,j to obtain Rj,

KDSTSj||xj||Rj = aes128decrypt(SK1, α2,j).

Then the network server checks the timestampKDSTSj,
calculates K i+1

j =H(K i
j ||Rj) and y2,j=H(xj). Finally,

the network server sends the message ‘‘Updating
Accept 2’’ to the KDS, where the message includes
NwksTSj and y2,j, and the message is encrypted by the
key SK1:

β2,j = aes128encrypt(SK1,NwksTSj||y2,j).

4) The KDS receives the two messages respectively from
the meter and the network server, and then decrypts
them to obtain y1,j and y2,j,

DevTSj||y1,j = aes128decrypt(K i+1
j , β1,j),

NwksTSj||y2,j = aes128decrypt(SK1, β2,j),

and checks the corresponding timestamps. If the corre-
sponding timestamps are valid, then the KDS further
checks whether y1,j, y2,j and the value of H() on xj
are equal. If they are equal, then the three entities had
calculated out the same session key so that the new
key is successfully updated. The KDS sends a message
‘‘Updating Confirmation’’ to the meter and the net-
work server respectively, where the message includes
KDSTSj. The message is encrypted by K i+1

j and SK1
respectively,

α3,j = aes128encrypt(K i+1
j ,KDSTSj),

α4,j = aes128encrypt(SK1,KDSTSj),

where α3,j is sent to the meter and α4,j is sent to the
network server. Finally, the KDS updates its key man-
aging table for the meter Devj, and clears all computed
intermediate results.

5) Finally, the meter and the network server decrypt the
received messages respectively, and further check the
timestamp KDSTSjs from the decrypted messages,

KDSTSj = aes128decrypt(K i+1
j , α3,j),

KDSTSj = aes128decrypt(SK1, α4,j).

If the timestamps are valid, then the meter and the
network server will setK i+1

j as the new session key, and
clear all computed intermediate results,3 including K i

j .

IV. ANALYSIS OF THE PROPOSED SCHEME
A. SECURITY ANALYSIS
In the section, we analyze the security of our proposed
scheme.

1) End-to-end security: The communication between the
network server and the smart meter is secured by sym-
metric encryption on their sharing symmetric session
key K i=NwkSKey. As data are encrypted, the transmit-
ted meter readings are not available to others, such as
network concentrators (because they do not have cor-
responding session keys). Additionally, although every
meter has a symmetric key, the key is valid only for a
period of time before the next updating time. Therefore,
when an attacker corrodes a meter for its session key,
it does not affect other metering devices under the same
domain name.

2) Session key protection: In our proposed scheme,
the session keys NwkSKey and AppSKey are calculated

3In our proposed scheme, we suggest that the session key of the application
server is also updated, where the key updating procedure is the same as that
of the network server.
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by the KDS instead of the network server in the original
LoRa system. Therefore, the network server can no
longer calculate the AppSKey. Also, to avoid using the
same parameters to calculate NwkSKey and AppSKey,
the KDS generates two random numbers for calculating
two different session keys. Each session key NwkSKey
is set with an expiration time for updating, the KDS can
dynamically update the session key NwkSKey between
the network server and the smart meter to maintain
long-term security.

3) Verification and confidentiality of updating session
keys: in the updating key stage, the session key
NwkSKey is not directly transferred for updating, only
the related entities respectively calculate and updates
the session key NwkSKey. Also, for the integrity of the
updated key, the KDS introduces two random numbers
Rj and xj to control the key updating sequence, where
the KDS can check that whether the responding mes-
sages of the network server and the smart meter are able
to correspond the random numbers, so as to secure the
integrity of the updated key.

4) Resisting replay attack: Random number is used to
prevent replay attack, and the related entities must
store the corresponding random number to avoid replay
attack. However, the method is difficult to be applied
for some terminal devices, such as smart meter, because
the devices have restrictedmemories to not store a large
number of random numbers. So, in the updating key
stage, the timestamp KDSTS is used into the updating
communications among the related entities in our pro-
posed scheme. The network server and the smart meter
only need to save the last received timestamp (such
as T1), and then compare it with the current received
timestamp (such as T2). For example, if T2−T1 > 1T ,
then the updating message may be accepted; otherwise
the message is rejected, and the related entities may
further check whether there exists replay attack in the
current communication.

B. PERFORMANCE ANALYSIS
In the section, we analyze the performance of the proposed
session key management. Considering the response time for
the requests from the proposed entities, we make experi-
ments to test the time consumption in the joining LoRa-WAN
stage and the key updating stage. In our experiments, time
consumption is mainly evaluated from wireless transmission,
symmetric encryption and decryption (AES), Hash computa-
tion.

1) Joining LoRa-WAN stage

a) Communication time
According to the Figure 4, there are 8 commu-
nication procedures in the joining LoRa-WAN
stage, including 4 wireless transmission
procedures. Therefore, the total wireless
communication time of the initialization

phase is Tw1 =
∑

i∈{1,4,7,8} Ti, where Ti is the
i−th communication time required to transfer
the corresponding data packet in the joining
LoRa-WAN stage.

b) Encryption and decryption time
According to the Figure 4, the encryption and
decryption time spent in the three main enti-
ties is TED1 = 8 · TEncry + 8 · TDecry,
where TEncry and TDecry respectively represent
the AES encryption and decryption time on
128-bit key.

2) Key updating stage

a) Communication time
After smart meter is connected to LoRa-WAN,
the meter reading system may make meter
reading from the meter. According to the
Figure 4, we can estimate that the wireless
communication time in the key updating stage
is Tw2 =

∑
i∈{1,2,4} Ti, where Ti is the i−th

communication time required to transfer the
corresponding data packet in the key updating
stage.

b) Encryption and decryption time
According to the key updating protocol in
Figure 4, the encryption and decryption time
spent in the three main entities is TED2 =

6 · TEncry+ 6 · TDecry, where TEncry and TDecry
respectively represent the AES encryption and
decryption time on 128-bit key.

V. EXPERIMENTS
In the section, we make experiments to evaluate our pro-
posed key management scheme for the meter-reading system
based on LoRa technology. Our experimental environment
mainly consists of a network server, a key management cen-
ter (server) and some terminal devices. Also, the AES encryp-
tion and decryption are based on 128-bit key, where all the
related programs are finished by java1.6 and Eclipse_6.0 to
simulate the key management procedure. In the experiment,
the execution times of hashing computation and AES algo-
rithm are very short for some small data packets, thus the
influence of the two operations to the whole key management
procedure may be almost ignored in our proposed key man-
agement scheme (The transferred data packets are very small
in our proposed scheme.).

1) Communication time in joining LoRa-WAN stage
According to the Figure 4, there are 4 wireless trans-
mission procedures in the joining LoRa-WAN stage,
where the format and size of transferred message are
shown in Figure 7, where every data packet is related
to one step from the joining LoRa-WAN stage.4

The experiment simulates the wireless transmission
procedure on 4 different data packets, the executed

4In the Step 7, we respectively test for smart meter and network server.
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FIGURE 7. Message format 1.

FIGURE 8. The wireless transmission time on 4 different data packets.

FIGURE 9. Message format 2.

times are shown in Figure 8. Figure 8 shows 100 exe-
cuted times on 4 different data packets, where a red
point represents one executed time. From the Figure 8,
we may know the executed time is increased while
the size of data packet is increased. So, the wireless
transmission procedure is efficient on 4 different data
packets.

2) Communication time in key updating stage
According to the Figure 4, there are 3 wireless trans-
mission procedures in the key updating stage. In the
experiment, the size of our session key NwksKey is
16 bytes, the size of Rj is 32 bytes, the sizes of the
random number and the timestamp are both 4 bytes. So,
the format and size of transferred message are shown
in Figure 9, where every data packet is related to one
step from the key updating stage.

FIGURE 10. The wireless transmission time on 3 different data packets.

The experiment simulates the wireless transmission
procedure on 3 different data packets, the executed
times are shown in Figure 10. Figure 10 shows 100 exe-
cuted times on 3 different data packets. Similarly we
may know that the executed time is increased while the
size of data packet is increased, and in the key updating
stage thewireless transmission procedure is efficient on
3 different data packets.

VI. CONCLUSIONS
LoRa is a wireless communication technology, which may
provide low-power, low-rate and long-range communication.
In this paper, we propose a secure session key management to
secure the meter-reading system based on LoRa technology.
In our proposed scheme, we add a trusted key distribution
server for the related devices to generate their session keys
and manage all the keys. Also, our proposed lightweight
key management scheme can update the session keys auto-
matically and remotely. So, our proposed key management
method can be used to the LoRa-WAN architecture to realize
more secure, fast access and remote communication for smart
meters. Finally, wemake analysis and experiments to evaluate
our proposed key management scheme for the meter-reading
system, the related results show our proposed scheme is
secure and effective.
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