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ABSTRACT A fragmented network is a phenomenon caused when a metropolitan area network is affected
due to some natural calamities such as fire, earthquake, flood, and so on. A reliable communication among
nodes in the fragmented network is a vital research issue. Different solutions have been proposed to establish
communications among nodes in such a fragmented network. One such solution is to make the use of named
data networking (NDN). The NDN with the help of content store, pending interest table, and forwarding
information base, establishes the communication with other nodes based on the names of contents, rather
than the nodes themselves. However, these solutions are inefficient in the case of fragmented networks. In this
research, we propose an NDN-based technique which uses the satisfied interest table (SIT) along with the
push-based special alert message to communicate with other nodes to overcome such issues. We also use the
Nonce phenomena to avoid loops during communications. The use of SIT helps a node to find the relative
information quickly in the fragmented networks. By using this technique along with the SAM, we achieved
better efficiency and response time.

INDEX TERMS Fragmented networks, named based network (NDN), satisfied interest table (SIT),
metropolitan area network (MAN).

I. INTRODUCTION
The Internet of Things (IoT) has the ability to provide
feasible and extendable solutions of scalable connectivity
around the globe. Consequently, in the process of building
homogeneous and heterogeneous device communications,
IoT plays a promising role to examine, maintain, monitor,
and control these devices. The frequent use of smart devices
and connectivity along each other is one of the major rea-
sons that researchers are being attracted towards the IoT.

Through IoT, numerous smart applications are being evolved
such as smart health-care [1]–[3], intelligent grid [4], intel-
ligent homes [5], [6], smart campus [7], and intelligent
city [8], [9]. One of the impact applications of IoT is Disas-
ter Management Scenario (DMS) that mainly occurs due to
flood, earthquake, fire, and storms.

In a particular domain of DMS through IoT, the research is
being carried out by many organizations, such as ZIZMOS–
funded by SBIR [10] and RIO setup center– sponsored
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FIGURE 1. Overview of communications in the IoT network.

by IBM. The DMS, specifically for fire, is a promising
application for the places which are overcrowded with smart
devices, i.e., smart campuses, malls, and airports etc. Sim-
ilarly, in the IoT perspective, the smart colony is also an
important scenario where thousands of people are residing
and the connectivity of devices is 24/7. However, this is quite
hard to maintain because such scenarios are significantly
difficult to protect and manage as one has to assure the pro-
tection of each and every device from disasters. In such sce-
narios, the main side-effect is the information loss when the
infrastructure of a network is damaged [1]. In Metropolitan
Area Network (MAN), IoT based DMS is the only solution
which could be beneficial for the protection and maintenance
of a smart colony. The IoT based DMS provides reliability,
efficiency in memory and energy, and robustness among all
IoT devices, which is the main motivation to work in the
domain.

With the existing IP architecture, there are several short-
comings such as fool-proof security protection, shortage of IP
addresses for IoT devices, real-time naming of bulks of infor-
mation, no built-in support for mobile nodes, no mechanism
for network fragments, excessive consumption of memory
and power with heavier TCP/IP on tiny nodes, bandwidth
consumption, and lastly, the large size of IP packets. These
are among significant issues that make typical IP scheme
unsuitable for the IoT based DMS [11]–[14].

To mitigate these issues in the existing IP architecture,
Information Centric Networking (ICN) architectures are get-
ting evolved from the last few years. So far, there are
eight architectures of ICN, which are proposed for station-
ary as well as mobile networks. These architectures are

NetInf, CCN, CONVERGENCE, COMET, MobilityFirst,
PURSUIT, DONA, and NDN [15]. Irrespective of the IP
architecture, ICN architectures mainly deal with content
names instead of their respective hosting node and IP
addresses. ICN naming plays a vital role by taking into
account addresses of both IoT sensors as named-content
accompanied by the information they provide as named con-
tent. The CCN is used in an IoT network replacing the host
centric TCP/IP paradigm [13], [14], which is quite useful.
Figure 1 presents the communication between among IoT
devices which are part of a smart metropolitan, as shown
in Figure 2.

ICN based models (such as NDN) have interest and infor-
mation messages that are used to obtain a reply from the IoT
network [15]. To give better security, these two messages are
marked by subscribers and publishers of the contents. Fur-
thermore, the publication of any data is started on the receipt
of purchaser’s demand for the arrangement of information,
which makes it additionally secure. Furthermore, the existing
cellular architectures can be used to re-enroll data from IoT
devices with new adjacent devices. Note that an IoT device in
an NDN can store information locally and make it available
to other nodes when the data is not available in disaster sit-
uations. The existing ICN architectures offer the availability
of data in dynamic ways [15]. It can be observed that NDN is
more appropriate to construct than an IoT based DMSmodel.
In this paper, we propose an NDN-based DMS model that
utilizes satisfied interest table (SIT) alongside push-based
signal messages to group with other nodes. The utilization
of SIT causes the node to rapidly locate the required data
in disaster scenario. The results show that better accuracy
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FIGURE 2. Various application scenarios in smart metropolitan cities.

and response time can be achieved by using an NDN based
model.

Furthermore, the paper provides an in-depth overview of
NDN and its applications in the IoT domain. This techni-
cal paper presents the significance of NDN in fragmented
networks where connectivity may be scarce or unreliable.
Being extended from Khan et. al. [16], one of the main
contributions of this paper is to provide a proof of concept
through the implementation of NDN based DMS. The DMS
uses the SIT with Beacon and Nonce phenomenon to provide
an optimum performance. The rest of the paper is organized
as follows: in Section II, the background of IoT, ICN, and
ICN based NDN are analyzed in broader perspectives. Most
recent technological advancements related to NDN enabled
IoT are described through DMS prototype in Section III.
Section IV is about the NDN based communication model
for fragmented networks and performance evaluation of the
applications of NDN in fragmented networks. In Section V,
we provide the proof of concept for NDN based DMS in
fragmented networks along with configurations and setup.
Finally, Section VI provides an overview of results and
presents performance of the proposed technique. The paper
is concluded along with future works in Section VII.

II. BACKGROUND
A. INTERNET OF THINGS (IoT)
Internet of Things (IoT) is a term first coined in 1999 by
Ashton [17]. In today’s terminology, IoT is an intercon-
nection of different objects such as sensors, humans,

computation devices, and other gadgets. All these objects are
called smart devices and mostly these devices have a built-in
wireless connectivity. All these devices are configured with
some network configurations so that they can pass data
to other devices. The purpose of this network connectivity
among different objects is to monitor, analyze, and pass-on
data to other devices so that they canmake a decision, perform
a specific user-defined task, and update their status value
so that other objects can make decisions and take actions
accordingly [18], [19]. Figure 2 represents an IoT scenario
where different devices and objects are sending and receiving
data.

IoT is the new extent of research where every smart
object is connected to other object while sharing information.
Through IoT connectivity among different smart objects,
we can perform our daily tasks more easily, efficiently, and
accurately [20]. According to a recent survey, 12 billion smart
devices are connected that share information. According to
this survey, 26 billion smart devices will be connected to
the Internet by 2020 [21]. As the number of IoT objects is
increasing everyday, it is expected that there will not be a
single object remaining which is not part of the IoT revo-
lution. This is the reason IoT will affect on our social and
personal life [22]. There are different application areas of
the IoT which are being developed and enhanced. We have
categorized the application areas in Figure 3.

Traditional IP based infrastructures are different from layer
based IoT infrastructures. As previously mentioned, IoT is
the combination of interconnected smart objects where these
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FIGURE 3. Application categorization for IoT.

objects are assigned unique addresses. For better connectivity
and addressing, the IoT infrastructure is divided in the follow-
ing four layers [23].

1) Application layer: All applications that support IoT
infrastructure are run and managed by the application
layer.

2) Controlling Services: This layer performs manage-
ment roles, i.e., minimizes the data redundancy and
processes the information by applying different process
management methodologies.

3) Network layer: This layer controls fragmentation in
the network and provides continuous connectivity.

4) Sensor inter-connectivity and physical layer: Sen-
sors are tiny components that are attached to smart
devices or dispersed in the real environment. The layer
is responsible for the integration of data from these
devices as well as processing and analyzing data.

The IoT is bringing a change in every aspect of life and
we are becoming more dependent on IoT devices. However,
IoT devices are constrained because of limited size, memory,
and power. Several organizations are working towards differ-
ent dimensions of the IoT.

1) Organizations and technologies include IPv-6, CORE,
IETF, 6LowPAN, and ROLL groups [24] working on
IP based IoT solutions and projects.

2) Different IP based projects are RH3, IPv6, CoAP,
Media Type etc.

The classical IP infrastructures are facing different issues
like system security, memory drainage, low addressing space
and no caching etc. [25]. Due to these limitations, we need
modifications and enhancements to make the IoT capable of
meeting ever growing demands of users [24].

B. INFORMATION CENTRIC NETWORK (ICN)
To address limitations of the classical IP infrastructures,
different solutions have been proposed such as Information
Centric Network (ICN), which is an IP-less mechanism.
It is a name based architecture that implies the phe-
nomenon through which we can get required information and

data (content) based on names instead of an IP. ICN is free
from various overheads like assigning IP addresses to servers,
router data, complex calculations, packet order of data, secu-
rity of the channel and so on [12].

The ICN, CCN, and NDN models are investigated by the
industry, for example, (DONA and NetInf) [15]. Some of the
salient fetatures of these projects are their naming conven-
tion, API control, and security etc. [15]. A typical ICN is
comprised of the following parameters:

1) Name object (NO): This parameter keeps track of dif-
ferent objects by their unique assigned names other
than storing other parameters such as storage, address,
and location etc.

2) Security along with Naming: It is the key element in
this architecture to protect from different attacks, for
example, DoS and Trojan.

3) Application Programming Interface (API): In the ICN
architecture, API is different for requester and NO.

4) Routing and Forwarding implementation: There are
twomain approaches followed to handle routing imple-
mentation, i.e., NO requests (from the requester) and
reply to the requester.

5) Caching: In ICN, every node has the ability to use cache
with respect to CS.

There are many advantages of the ICN architecture when
compared with traditional IP structure. For example, i) nodes
in an ICN can reach other nodes through names, ii) ICN keeps
track of those paths which are more frequently used, and
iii) multicasting provision is available in this architecture.
For the complete operation, ICN needs a small number of
fields to generate requests. ICN makes use of sensors for
different requests. These sensors are time-based and temper-
ature based. Due to the implementation of different multi-hop
and multicasting mechanisms, ICN has improved quality of
services (QoS) [12], [15].

In Figure 4, we present a communication architecture for
the ICN. Firstly, a subscriber, named ‘A’, floats a message
to its nearby router, namely ‘Router 1’. A request for the
data packet is made on the bases of a unique name. The
request then moves through different content routers. Each
receiving node checks if the request can be entertained by
finding an exact match in the PIT. The flow of this request is
represented through red arrows in the figure. If the match is
found, the required data is sent back through the same path
where the request was generated along with the data packet.
The reply to the request is shown with green colour arrows.

C. ICN-NDN
Different ICN architectures have been proposed in recent
years, but Named Data Networking (NDN), is very promi-
nent due to its salient features such as data structure, secu-
rity, application interface, routing strategy, efficient content
retrieval, and better bandwidth consumption. It is best suited
for a network where mobility occurs as well as for a discon-
nected network [26]. The NDN architecture has been used in
several scenarios, for example, smart home or smart campus,
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FIGURE 4. ICN based communications architecture.

as discussed in Section I. In NDN, there are two types of
packet transmissions, i.e., interest packets and data packets.
There is also a unique node structure that contains CS, PIT,
and FIB. Each architecture has its own special features and
functionalities [27].

CS contains cache information that can be retrieved when
any interest packet satisfies the content interest. PIT contains
the tracks of pending interest messages. This means that inter-
est has been forwarded but the content is not arrived and is
waiting for a match of that data [28]. FIB contains the record
of all interest packets that is sent to other routers to get the data
packet [29].Whenever an interest packet satisfies the interest,
the data packet is sent back. It follows exactly the same route
where the interest packets come through. A unique security
signature is used to incorporate the security. The architecture
is well demonstrated in the domain of smart building, which
is discussed in [5] and [30].

Currently, many organizations are working on various
NDN-IoT based projects. These are listed below [31]:

1) NDN based video online learning.
2) NDNbased system for partially disconnected networks.
3) NDN based virtual reality.
4) NDN based unscrupulous network.

In NDN, mainly three types of data structures are used:
1) Content Store (CS)
2) Pending Interest Table (PIT)
3) Forwarding Information Base (FIB)
In this architecture, the node has data and interest pack-

ets. In the traditional architecture of IP, we have addresses

containing IPs instead of names. In NDN, these tiny data and
interest packets are used to retrieve information. In interest
packet, we have [data name] and in data packet, we have
[data name, unique sign in encrypted form and the data].

D. ICN-IoT
ICN based IoT is a new direction of research where different
smart devices and sensors generate information. ICN creates
a new research venue where we retrieve the sensor data
through names of contents rather old-style IP structure [12].
Summarized information about different IoT-ICN based
applications is given in Table 1.

ICN-IoT aims to provide scalability, security, and effi-
ciency where the data is in huge amount. There are dif-
ferent vulnerabilities such as internal and external attacks,
and verification issues. A context-aware implementation of
distributed policy along with security features is described
in [7]. ICN-IoT based applications are provided in Figure 5.

FIGURE 5. ICN-IoT applications taxonomy.

III. NDN BASED DISASTER MANAGEMENT
METHODOLOGIES
Smart cities have several integral applications in place where
we intend to provide better services to improve daily life.
Several systems have been proposed, which leverage state of
the art technologies and make the use of information gathered
for the service enhancement [32]. Vehicular NDN (VNDN) is
another example of the NDN. In VNDN, if some necessary
information is lost when needed, an NDN operation will be
disturbed. This issue can be handle through PUSH based
beacon message could be used.

In another research, Yaqub et. al. [36], consider vehicular
ICN (VICN) strategies. They have also used PUSHmessages
for fast network convergence. In this framework, data struc-
ture includes ‘content ID’ which is communicated through
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TABLE 1. Future of IoT-ICN applications.

LONGEST PREFIX MATCH in the FIB. Delay and disrup-
tion tolerant network (DTN) is a new type of networking
architecture that also uses PUSH notification and beacon
messages in case of a disaster [37]. Seedorf et. al. use the
same beacon message phenomenon in the DTN [35], [38]
by utilizing the ICN architecture. ICN-NDN based disaster
application taxonomy is provided in Figure 6.

The objective of this paper [37] is to present a framework
that uses NDN for disaster management. In disaster condi-
tions, network fragments are formed and interest messages
are exchanged with other nodes [39]. Seedorf et al. [37] pro-
posed that certain parameters need to be gathered such as
location in case of a disaster. Jabbar et. al. [40] proposed
a lighter adaptation of HTTP called REST system for IoT
applications.

Sourlas et al. [41] suggested an information flexibility
system for CCN/NDN router design. It alters the existing

FIGURE 6. Taxonomy of NDN based disaster management methodologies.

NDN/CCN switch architecture design. The interest mes-
sages are sent to neighboring clients in case a disaster
occurs. The experiments show that their proposed scheme
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TABLE 2. Comparison between NDN-fragmented network methodologies.

performs better and gives higher throughput especially when
the infrastructure is destroyed [39]. Hasegawa et al. [42],
proposed anNDNbased crisismessage system in light of [43]
with the attribute-based message encryption technique [42].
The authors proposed an option for existing cellular net-
works. Furthermore, the system is adaptive to disaster
situations [35]. The comparison between NDN-based Frag-
mented Network methodologies have been summarized
in Table. 2.

IV. NDN-BASED COMMUNICATION MODEL
FOR FRAGMENTED NETWORKS
As we know that a fragmented network is formed due to
the occurrence of different disasters. Our proposed scheme
is based on two different modes, i.e., before and after the
occurrence of a disaster.

The proposed solution is divided into different parts. In first
task, we detect that disaster has occurred and fragments have
been formed up. Detection is based on the threshold value of
different sensors. In the next step, we switch the normal mode
into disaster mode where the actual working of the model has
been started. The alert beacon message [32] will be flooded
into the entire network. The flowchart is shown in Figure 7.

To test the scheme, we consider a disaster scenario that
has occurred due to the fire. We have used the base model of
SIT [41]. Simple NDNmodel is not capable of handling such
kind of scenarios where the information is limited and the
network is fragmented. In the proposed scheme, we enhance
the architecture to make the NDN network resilient.

The model works well in the case of fragmented net-
works but there are few limitations, for example, this model
takes more processing time to detect and switch between

FIGURE 7. Flowchart of the proposed NDN based disaster management
scheme.

two modes [41]. In addition, there is no proper mechanism to
alert other nodes that now the mode has been changed. Every
timewhen a request comes to the CS, it checks and repeats the
whole procedure for that. This affects the overall performance
of the model. Our scheme follows the basic model of SIT
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FIGURE 8. Basic NDN and SIT model (Adapted from [41]).

FIGURE 9. The basic flow of proposed scheme along with beacon [32] and nonce [37].

along with different techniques [41]. In Figure 8, the basic
model of NDN and SIT has been shown, which describes the
disaster management system.

A. EARLY DETECTION AND ALERT MESSAGE
In the literature review section, we have discussed the work-
ing of a simple NDNmodel. The SIT is designed to fulfill the
requirements of the basic fragmented network. The working
of SIT is divided into the following steps:

1) When packet request comes on the face of CS model,
it checks the availability of information, if found, sends
it back.

2) If not found in the CS, it checks in the PIT. If found
then sends it back.

3) If not found in the PIT, it checks in the FIB table.
If found, the request is sent to the respected router and
then information is sent back on arrival.

4) If not found in the CS, PIT, and FIB, it checks the
information in the SIT table. If the information is found,
this means that now the network has been fragmented
because this shows that previously the information was
part of that network and now due to some reasons this
node is not a part of other networks.

The SIT works like cache storage. Though, we are briefly
working on the storage parameter in this research work,
our scheme utilizes memory efficiently because routers and
gateway nodes have limited storage capacity. We have used
the sensor value because we are assuming that it is built-in
in a router. When the threshold values increase from the
pre-defined values, it automatically changes the mode to the
disaster mode [41].

In addition, we have used the push-based beacon [32] alert
message to alert other nodes in the network. The benefit of
this message is that other nodes will change their mode so
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FIGURE 10. Detail flow control of the proposed NDN-IoT scheme.

that they do not have to repeat the whole process of finding
information in the PIT and FIB.

We have followed the Nonce [37] policy so that the SIT
stores the value in an efficient manner as we know that routers
have limited storage capacity. Figure 9 shows the basic policy
of Nonce [37] along with the special alert message [32].

B. WORKING OF THE PROPOSED SOLUTION
We have used the same concept of SIT along with Special
Alert Message (SAM) [32] and proposed a slight change in
the given architecture. The SAM is generated from a producer
node when the threshold limit of fire sensor is exceeded to
its predefined threshold limit, i.e., 50 degrees Celsius. This
indicates that now the network is fragmented and the producer
will respond to a fixed sequence number. In our scenario,
‘0’ represents the fire disaster state. When consumer nodes
get this sequence number in the CS and PIT, it broadcasts the

SAM interest packet to its nearly placed consumer nodes. The
SAM is forwarded through amulti-hop transmission forward-
ing technique so that all subscriber nodes receive the packets.
On the other hand, ‘1’ represents normal flow, which means
that the communication among nodes follows a generic NDN
architecture. We have also used the Nonce policy whenever
an entry is placed in the SIT [37]. The detailed flow control
diagram of the proposed scheme is shown in Figure 10.

C. LIMITATION OF THE PROPOSED SCHEME
There are some limitations in this research that are to be
addressed. Firstly, the scheme takes more initialization time
to check the sensor value. Secondly, the model utilizes extra
bit to store sequence value, and lastly, the scheme utilizes
more processing time in normal mode as compared to the
SIT due to the comparison of sensor value and threshold
value [41].
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V. PROOF OF CONCEPT EXPERIMENT
For the fragmentation of network, we used fire disaster sce-
nario in a Metropolitan Area Network (MAN). To design the
scenario, we take a group of small buildings. We call it as
smart colony (SC). The model architecture of the scenario is
illustrated in Figure 11.

FIGURE 11. Detailed architecture of the proposed scenario.

For the simulation and experiment purposes, we have con-
sidered that there are many sensors in a particular building;
one of these sensors is the fire sensor, as shown in Figure 11.
We consider one building as one cluster. There is only one
producer sensor in the building and rest of the sensors act
as consumer nodes. Every node is configured with the IEEE
802.15.4 Zig-Bee protocol, which is operated in a normal
mode and fragmented mode as described in the proposed
scheme. Data packets are requested by consumer nodes from
the producers in the normal mode, while an alert is automat-
ically generated from the producer to the consumer nodes
when the fire sensor exceeds the threshold limit. This mode
is presented as fragment mode. In the fragment mode, crucial
data is being transferred from one building to another using a
multi-hop wireless communication scheme. Each simulation
has run for 500 seconds and the final results have obtained by
taking an average of twenty runs. The distribution of nodes in
a single cluster (building) is defined in Figure 11.

In a cluster, we placed NDN nodes using the random
function. The area covered by clusters is 100 × 300 meters.
In each cluster, we have 200 NDN nodes covering the area
of 25 × 25 meters, parallel to the street in the proposed
scenario, as shown in Figure 2. Every node is using IEEE
802.11 protocol (Wi-Fi). A cluster signifies the buildings and
all of these clusters are a part of a society separated by a
distance of 50 meters. Each building has all the common
attributes, i.e., static nodes, mobile nodes, and hybrid nodes.
We used the random-directionmodel for nodes’ mobility. The
operating system used for this purpose is Ubuntu 16.04 LTS.
The detail description of the experimental setup is defined
in Table 3.

VI. RESULTS AND DISCUSSION
For the better understanding of results, we divided our solu-
tion into different parts. Initially, we apply the technique

TABLE 3. Experiment details along with different parameters.

FIGURE 12. Throughput comparison of the proposed methodology with
the SIT.

in normal mode, where we say that the entire node struc-
ture is connected and no fragments are formed. Secondly,
we increased the fragment size, which means that the pro-
posed technique and the SIT are applied on the larger and
smaller sizes of nodes [41]. This is achieved through random
function. If the random factor is increased, a larger number
of nodes will appear disconnected in the simulation results.
We run the simulations according to the experimental details.
We take 20 simulations to calculate each parameter for better
results.

We have compared the proposed scheme with the exist-
ing SIT scheme. We have taken different scenarios, where
the fragment size is increased variations in the result are
investigated. In the metric of latency, the proposed scheme
takes more time than the SIT in initialization and sensing the
values from the fire sensors, but comparatively, it takes lesser
time while switching the mode from normal to the disaster
mode [41].

Figure 12 shows the throughput comparison of the
proposed solution with the SIT [41]. In normal mode,
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both techniques have the same throughput because no par-
ticular work of sensors is being carried at this point since no
fragments are formed up (see Figure 12).When the fragments
are formed, the proposed model outperforms the SIT and
provides better throughput.

FIGURE 13. Simulation results for the network.

The slight increase in the latency with the normal mode is
because of the initialization of devices and switching of the
mode. However, during the occurrence of a disaster, results of
the proposed scheme are better than the SIT. As the fragment
size increases, the latency of in the proposed scheme is lower.
The comparison of latency with the SIT is made in Figure 13.

VII. CONCLUSION
In this research, we have proposed a hybrid NDN-IoT based
model where network connectivity is either lost or limited
due to a disaster scenario. We have used the SIT along with
Beacon andNoncemechanisms provided byNDN to improve
the network efficiency in terms of throughput and latency .
We defined the early detection mechanism using Beacon alert
message for the detection of a disaster. This improved the
overall processing time. We have enabled Nonce for better
memory utilization and throughput. Working in the scenario
of fragments, we simulated the proposed scheme and com-
pared results with those of the SIT for the following param-
eters: latency and throughput. It is worth to mention that the
proposed system outperformed in both metrics. We believe
that this research can also be extended for different scenarios
such as smart homes, smart transportation, smart buildings,
and especially in smart underwater sensor networks where
the information is no longer reachable. For the future work,
we can improve the following parameters:

1) Network scalability: we can enhance the number of
nodes and space in the network

2) Memory: We briefly investigated memory consump-
tion, but as we know that sensors and smart devices
have limited memory space, we need improvement in
the memory utilization.

3) Model complexity: Smart devices and sensors are less
energy efficient. If we have complex node architec-
ture, it will definitely take more power to handle

the complexity, therefore, it is still needed to work in
the complexity aspect.

4) Architecture modification: We still need a recovery
mechanism in case of fragment occurrences.

5) Loop detection:We can also improve the loop detection
mechanism with the help of custom built technique.

6) SIT entry: We need an algorithm to reduce the archi-
tecture complexity and improve the entry of packet
interests in the SIT.
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