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ABSTRACT This paper investigates the physical-layer security of uplink non-orthogonal multiple
access (NOMA) in the cellular Internet of Things (IoT) with invoking stochastic geometry. Poisson cluster
process-based model is applied to characterize the NOMA uplink transmission scenario, where [oT terminals
are located around the serving base station. Considering the severe interference brought by a large number
of IoT terminals, inter-cell interference is also taken into account. To enhance the physical-layer security
of uplink NOMA transmission with limited overhead increment at IoT terminals, the base stations not only
receive the signals from IoT terminals but also keep emitting jamming signals all the time to degrade the per-
formance of any potential eavesdroppers. In order to characterize the physical-layer security performances,
we derive expressions of coverage probability and secrecy outage probability. To obtain further insights,
network-wide secrecy throughput (NST) and network-wide secrecy energy efficiency (NSEE) are analyzed.
It is demonstrated that the security performance can be improved by the proposed full-duplex base station
jamming scheme at the cost of reliable performance. The analytical and simulation results show the effects
of BS intensity and jamming power on network performances. We also verify that NST and NSEE can be
significantly enhanced by our proposed scheme. Using these results, the security of confidential information
transmitted by low-complexity IoT terminals can be protected from overhearing.

INDEX TERMS Full-duplex receiver, Internet of Things, non-orthogonal multiple access, physical layer
security, uplink.

I. INTRODUCTION forthcoming fifth generation (5G) system will be the impor-

A. BACKGROUND

The internet of things (IoT) promises ubiquitous connectivity
of everything everywhere, which represents a new technology
trend in the years to come. Cellular networks are expected to
play a fundamental role to provide first mile connectivity for
a big sector of IoT terminals [1], [2]. As expected, there will
be over 25 billion devices connected to cellular networks by
2020, far beyond the number of devices in current wireless
networks [3], [4]. Therefore, it is a great challenge for cellular
IoT to provide connectivity to such large number of IoT ter-
minals. Among all existing technologies, techniques for the

tant enablers for the development of IoT. Non-orthogonal
multiple access (NOMA), which is the potential access tech-
nology for 5G, allows serving multiple users simultaneously
using the same resource block (RB) at the cost of increased
intra-cell interference. NOMA thus is deemed to have a
superior spectral efficiency than the traditional orthogonal
multiple access (OMA) [5]. It has also shown great potentials
to be applied in cellular IoT.

Using NOMA in uplink cellular IoT scenario, a set of user
equipments (UEs) transmit signals to their associated base
station (BS) using the same RB. In order to minimize the

2169-3536 © 2018 IEEE. Translations and content mining are permitted for academic research only.

VOLUME 6, 2018

Personal use is also permitted, but republication/redistribution requires IEEE permission. 58405

See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.


https://orcid.org/0000-0002-9630-7132

IEEE Access

S. Zhang et al.: Enhancing the Physical Layer Security of Uplink NOMA

intra-cell interference, the BS may apply successive inter-
ference cancelation (SIC) to decode signals. SIC technique
in IoT uplink NOMA transmission works as follows [6]:
The BS first decodes the strongest signal by considering the
signals from other users as noise. That is, the decoding of
the strongest signal experiences interference from all users in
the same RB, whereas the decoding of the the weakest signal
receives zero interference in its cluster (considering ideal
conditions). A general concept of uplink NOMA transmission
was firstly analyzed in [7], in which minimum mean squared
error (MMSE)-based SIC decoding is applied at the BS.
There are many benefits when NOMA is applied to uplink
cellular IoT. Besides the spectral efficiency gains, BS can
serve a group of UEs using the same RB, which enable
BS to serve a great number of IoT terminals. The random
access (RA) process is not needed to access the network, lead-
ing to a significant reduction on signaling overhead [3], [8].

With ubiquitous UEs in IoT adopted in everywhere,
an unprecedented amount of private and sensitive data is
transmitted over wireless channels. The security problem
of IoT is therefore of great importance. Traditionally, secu-
rity problem is treated mostly in upper layers, and most
of the security solutions primarily focus on cryptographic
technologies. However, the ultra-low hardware complexity of
IoT terminals poses a great challenge to adopt conventional
computational complexity based encryption algorithm [9].
Fortunately, physical layer security has emerged as an appeal-
ing approach to provide information theoretically unbreak-
able secrecy. The basic thought of physical layer security
exploits the open and time-varying nature of wireless channel.
Numerous researches have been made based on the concept
of physical layer security, such as network performances
analysis [10], [11], cooperative communication [12], [13],
signal processing [14], [15] and cache-enabled communica-
tion [16] [17]. As for the secrecy problem in IoT, an overview
of low-complexity physical layer security schemes that are
suitable for the IoT such as ON-OFF switching and space-
time block codes are presented [18]. The secrecy problem
of NOMA has also been considered from the physical layer
security perspective, in which most of the existing works are
based on the assumption that perfect SIC can be achieved.
The optimal design of point-to-point NOMA transmission
were studied in [19] and [20]. Considering large-scale net-
works, the application of NOMA in multi-user network with
mixed multicasting and unicasting traffic was studied in [21],
in which spectral efficiency and security gain are analyzed.
In [22], physical layer security of downlink NOMA in large-
scale networks was investigated, taking both single-antenna
and multiple-antenna BS scenarios into consideration. The
physical layer security of uplink NOMA in large-scale net-
works was analyzed in [23], where fixed and adaptive trans-
mission schemes were considered.

B. MOTIVATION AND CONTRIBUTION
To date, the most of framework analyzing physical layer
security in NOMA system cannot be applied directly to
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uplink NOMA system in IoT. The reason is that the inter-cell
interference in IoT can be quite severe owing to the large
number of IoT terminals. However, inter-cell interference is
either not considered or simply treated as a constant value in
most of the existing work studying physical layer security for
NOMA system, such as [22] and [23]. The lack of a realistic
inter-cell interference model makes it difficult to analyze
the impact of some key system parameters, such as transmit
power, BS/UE densities, and secure scheme, on the secrecy
performance of NOMA system in [oT. Besides, compared
to downlink transmission, we note that the characterize of
inter-cell interference in uplink NOMA transmission is par-
ticularly more challenging due to the mathematical structure
of the inter-cell interferences. Also, as IoT terminals have
limited hardware complexity, power and computing ability,
the overhead at IoT terminals is extremely important when
designing the physical layer security scheme, which poses a
great challenge in improving the physical layer security of
IoT uplink NOMA transmissions.

To this end, we dedicate to safeguard the uplink NOMA
transmissions in IoT from overhearing. Inter-cell interfer-
ence is taken into account in the considered uplink trans-
missions scenario, where multiple IoT terminals are more
likely to be located around the serving BS. Besides, the
full-duplex (FD) BS jamming scheme is proposed, which
requires little power consumption and computing ability at
IoT terminals. Importantly, we adopt a practical assump-
tion that the SIC at BS is imperfect, i.e., the error is prop-
agated to all remaining messages if there exists a SIC
failure. In order to avoid sophisticated high-complexity mes-
sage detection at the receivers, 2-UEs NOMA has been
included in the 3rd Generation Partnership Project (3GPP)
Long Term Evolution Advanced (LTE-A) [24]. In this work,
a random user pairing technique is adopted to ensure that
only two users share a specific orthogonal RB, which
can be readily separated by low-complexity SIC [25], [26].
The major contributions of this paper are summarized as
follows:

« We model the uplink NOMA transmissions in IoT using
the theory of stochastic geometry. Particularly, the Pois-
son Cluster Process (PCP) model is applied to depict
the scenario where multiple IoT terminals are located
around the serving BS. Besides, eavesdroppers (Eves)
with uncertain locations are modeled by the Poisson
Point Process (PPP) model.

« Based on the proposed model, we provide a physi-
cal layer security characterization of uplink NOMA
in IoT. As the inter-cell interference in IoT can be
quite severe, the influence of inter-cell interference is
taken into consideration. We obtain expressions for
coverage probabilities and secrecy outage probability
of the most detrimental Eve. Besides, network-wide
secrecy throughput (NST) and network-wide secrecy
energy efficiency (NSEE) are also analyzed, which
reflects the comprehensive secrecy performances from
a network-wide perspective.
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o In order to enhance the physical layer security of the
considered network, the FD BS jamming scheme is
proposed, which is suitable for improving IoT secrecy
performances considering the constrains of hardware
complexity and power in IoT terminals. Besides, the
security enhancement brought by the proposed scheme
is also analyzed.

« Based on the proposed analysis and simulations, several
important observations are reached: 1) BS intensity and
jamming power introduce a tradeoff between reliability
and security, which can be improved by a proper design
of BS intensity and jamming power. 2) NST and NSEE
can be significantly enhanced by our proposed FD BS
jamming scheme.

C. ORGANIZATION
The rest of the paper is organized as follows. In Section II,
the system model and performance metrics are introduced.
In Section III, we obtain analytical results of the perfor-
mances metrics. In Section IV, the FD BS jamming scheme
is introduced. Analytical and simulation results are presented
in Section V and conclusions are drawn in Section VI.
Notation: Throughout this paper, bold lowercase letters
denote vectors, E [-] stands for the expectation operator and
P () for the probability measure, ||-|| denotes Euclidean norm.
CN (u,v) denotes the circularly symmetric complex Gaus-
sian distribution with mean u and variance v The key symbols
used in the paper are listed in Table 1.

TABLE 1. Key symbols used in the paper.

Symbols Notations

b Intensity of BSs

Ae Intensity of Eves
hugusg small-scale channel gain between node u1 and node ug
Rp, Rg Codewords rate and secrecy rate
P, Pc Transmit power and other power consumption at UE
Py, Pp Jamming power and other power consumption at BS
d(l)/n Distance between UE; and serving BS.
d(z)/rg Distance between UE2 and serving BS.

Pu,1, Pu,l Coverage probability of UE; and UE2

Il. SYSTEM MODEL

As shown in Fig. 1, we consider an uplink cellular IoT
network composed of BSs surrounded by UEs. The loca-
tions of BSs and UEs are distributed according to a Matern
cluster process [27], [28]. In detail, the locations of BSs are
modeled by a parent homogeneous PPP ¢, = {by, b2, - - -}
in the Euclidean plane with density A,. Each BS forms the
center of a cluster around which a fixed number of daughter
points (UEs) ¢ are uniformly spatially distributed in a circle
of radius R with density function f (z) given by

1 )
fo=12 ifflz| <R

0 otherwise

ey

where z is the two dimensional coordinates relative to the
cluster center, ||-|| is the Euclidean norm. Besides, ¢ UEs are
assumed to be randomly divided into ¢/2 orthogonal pairs
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FIGURE 1. Network model for secure uplink NOMA transmission
with ¢ = 2.

using different RBs, such as a time slot or an orthogonal
frequency band. For simplicity, we focus our attention on
investigating a typical pair of UEs, denoted by UE; and UE;.
A number of passive non-colluding Eves are distributed
along the whole plane, which are assumed to have powerful
detection capabilities and can overhear the messages of all
orthogonal RB. The spatial distribution of Eves are modeled
using a homogeneous PPP distributed in R?, which is denoted
by ¢. and associated with a density A.. We note that the
PPP model is adopted to model randomness of Eves’ spatial
distribution as the locations of the passive Eves are difficult
to get, e.g., [9], [22].

We assume that each UE and BS is equipped with a single
antenna. Eves are also considered to be equipped with a single
antenna to disguise themselves to UEs. Wireless channels
are assumed to suffer a large-scale path loss governed by
the exponent ¢ > 2 together with a quasi static Rayleigh
fading with fading coefficients independent and identically
distributed (i.i.d.) obeying CA (0, 1). We denote ,,,, as the
Rayleigh fading channel gain between node u; and node u5,
which can be modeled by the exponential random variable
with unit mean. Considering a typical cell, 2 UEs transmit
confidential messages s; to the serving BS b € ¢, with
power P, such that the superposed NOMA signal at BS b or
Eve e can be given by:

o= 3 \Puhusllii = x| s+ xefbe) (@)
i=1,2

where n is additive noise, which obeys complex Gaussian
distributed with mean zero and variance §2.

Considering the hardware complexity of UEs, adaptive
transmission rate scheme is difficult to be used. Thus, we uti-
lize fixed rate Wyners wiretap encoding scheme [29] to
encode secret information. Let Rg and Rg denote the rates of
the transmitted codewords and redundant information respec-
tively, and Rg = Rp — Rg denotes the secrecy rate. According
to Shannon theorem, if the channel from the UE to connected
BS can accommodate rate Rg, the BS can decode the confi-
dential information. Otherwise, if none of the channels from
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the BS to Eves can accommodate the redundant rate Rg, the
information is deemed to be protected against wiretapping,
i.e., secrecy is achieved. Based on Wyners encode, the fol-
lowing outage based metrics are analyzed in this paper.

o Coverage Probability: Coverage probability of UEs,
denoted as p,;,i € {l,2}, quantifies the probability
that the message can be decoded at the intended receiver
without error. The reliability performance can be mea-
sured by coverage probability.

o Secrecy Outage Probability: The secrecy performance
is measured by secrecy outage probability (SOP),
denoted as ps,. SOP quantifies the probability that per-
fect secrecy can not be guaranteed. We consider the Eve
which has the best channel to the UE. If the Eve fails to
decode the confidential message, information secrecy is
achieved. Otherwise, a secrecy outage occurs.

In order to analyze the network-wide secrecy performances,
we focus our study on the following two items:

1) NST. To assess the efficiency of secure transmissions,
we use the metric named NST (bps/m?/Hz) [30], which is
defined as average rate of message reliably and securely
uplink transmitted by UEs per unit bandwidth and per unit
area. As the intensities of UE; and UE, are the same as A,
NST denoted by 2 will be

Q=1 > Ry(1 = pso) pui- 3)
i=1,2
Here, we clarify that the NST takes both reliability and secu-
rity into consideration.

2) NSEE. To evaluate the energy efficiency of
secure transmissions, we use the metric named NSEE
(bps/mz/HzNV) [31], which is defined as the ratio of NST
to the power consumed by UEs and BSs per unit bandwidth
and per unit area. Mathematically, NSEE denoted by W is
expressed as W = %, where Py, denotes the total power
consumption for UEs and BSs per unit area. We note that
NSEE can reflect comprehensive performances of network
reliability, network security and power consumption.

Ill. PHYSICAL LAYER SECURITY OF

UPLINK NOMA IN CELLULAR loT

In this section, we analyze the physical layer security of the
considered IoT uplink NOMA networks. The typical cluster
assumption is adopted in the sequel.

A. COVERAGE PROBABILITIES

We first derive the coverage probabilities of 2 UEs in the
typical cluster to analyze the reliability performance of the
network. In the considered scenario, the BS in typical cell is
vulnerable to two kinds of interference, i.e.,

« Intra-cluster interference: Intra-cluster interference is
the interference caused by UEs in the same NOMA pair
using the same RB. Some of the intra-cluster interfer-
ence can also be removed by performing SIC.

« Inter-cluster interference: Inter-cluster interference is
the interference caused by the UEs outside the typical
cell using the same RB.
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In order to remove intra-cluster interference with SIC, the BS
needs to order the received power from 2 UEs. As the impact
of the path-loss is generally the dominant factor compared to
the channel fading effects [27], it is assumed that the order
of the received signal powers is equal to the order of the
distances from the UEs to their serving BS.! The distance
from UE; and UE; to the serving BS are denoted by d; and d>.
‘We thus order the distances as {d(l), d(2)}, in which d(1) <d(y).
Note that dy and d are i.i.d. While d(1) and d(,) are interde-
pendent with different distribution from d; and d>. Without
loss of generality, UE; is assumed to be closer to the BS and
the distance from UE; to the serving BS is d(1). According
to the principle of uplink NOMA, the signal from UE; is
decoded first by treating the received signal from UE; as
interference. If the UE; s signal can be successfully decoded,
the serving BS can removes UE;’s signal from the compos-
ite received signal and then decodes UE;’s signal without
intra-user interference. Otherwise, UE; will experience the
interference from UE;’s signal, which is referred to as SIC
error propagation (the imperfect SIC) [27]. The signal-to-
interference-plus-noise ratio (SINR) of UE; and UE; after
SIC can be respectively expressed as

_ Puhulbod(l)_a

Iilltra + [il:lter + 82

. Puhuspyd2)™
(1 =D)L, + 1"

inter

Y1

Y2 “

+8%
where
1.1

intra

= Puhuyped2) ™%,

Liwa = Puhupodiny ™,
Boer= > D Puhupllu—bol™. (5

begp\bo uefui,uz}
We note that the successful decode of UE;’s signal is repre-
sented by a binary digit b (1) = 1 whereas the SIC failure
is given by b (1) = 0. Therefore, b (1) obeys the Bernoulli
distribution with parameter p, ;. When decoding the signal
of UE, it will suffer the intra-cell interference and inter-cell
interference. Thus, the coverage probability of UE; is evalu-

ated as

pu1 =P (logy 1+ y1) > Rp). (6)

Considering the SIC error propagation at UE,, the coverage
probability of UE; is evaluated as

pu2 = P(log, (1+y2) > Ry)
> 2R _ l)

= pu1P (Puhuzbod(Z)_a
= pu, _—
Puhuzbod(Z) ¢

L, + 82
S S R 1).
2
Iintra + Ii’flter + 62
)

IWe note that the SIC based on long-term channel states is more practi-
cally feasible since it requires less overheads for channel estimation. Thus,
this SIC method provides us a tradeoff between SIC effect and channel
estimation overheads. Besides, the SIC error brought by this method has also
been consideration in this paper.

inter

+ (1 —pu,l)P<
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In order to get the coverage probabilities of 2 UEs, we first
derive the Laplace transform of the intra-cluster interference.
Then we derive the Laplace transform of the inter-cluster
interference incurred at the representative BS. Finally, the
coverage probability expressions for 2 UEs can be derived.

Lemma 1: The Laplace transform of the intra-cluster inter-
ference experienced by the transmissions of UE; and UE; can
be given as follows:

L F®—F()
‘Cintra () = sP, (% + 1) (RZ _ }’12) ?
2F
L () = v2) ®

sP, (a0 +2) 2’

where

Y [ 2 2 r* i|
Fry=r""F|1,1+—,24+—,— . )
o o sP,
Here, 2 F [-] denotes the Gauss hypergeometric function, 7|
denotes the distance between BS and UE;, r, denotes the
distance between BS and UE;.
Proof: See Appendix A.
As for the Laplace transform of the inter-cluster interfer-
ence, the definition expression in (5) can be rewritten as
I

b= O > Puhulx+yl™  (10)

begpp\bo uefuy,uy}

where x denotes two-dimensional vector from the repre-
sentative BS by to the other BS b € ¢p\bg, y denotes
two-dimensional vector from the interfering UEs to serv-
ing BS in other cluster. Then, the Laplace transform of the
inter-cluster interference can be derived in the following
lemma.

Lemma 2: The Laplace transform of the inter-cluster inter-
ference for the representative BS can be given as follows:

Lo (5) = exp (—27'[?»17 (/OR (1 - D]z)vdv
+ /OO (1 —Dzz)vdv», (11)
R

L )
2u51nl(v R+u)
d

u

D R+v iR v

1= u
R—v 1+ sPuu""

+ / o 2u d (12)
—— du,
o R? (1 + sPuu_“)

where

and
2 2 2
Rtv & — 24 gin~! (—V _5 tu )
Dy = / KR Y lau o (13)
Vv—R 1+ sP,u¢

Proof: See Appendix B.

Using the Laplace transform of the intra-cluster interfer-
ence and inter-cluster interference, we can obtain the cover-
age probabilities in the typical cluster, which is given by the
following Lemma.
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Lemma 3: The coverage probabilities of 2 UEs are given by
R
Pul = / exp (—5201)£i1mm (1) Line, (e) faqry (r1) dry
0
K 2 2
Pu2 = (1 _pu,l)f €Xp <_8 CZ)‘Cintm (c2) E?nter (c2)
0

R
X fa@y (r2) dra2 + pu,1 /o exp (—5262)C?mer (c2)
Xfa@) (r2) dr

(14)
where
¢ =P, (2Rb - 1) re iefo,1),
4]’1 r12
Jaq) (r) = = 1_ﬁ , T <R,
)3
Ja) () = R < R. (15)

Proof: See Appendix C.
Here, we note that coverage probabilities for 2 UEs
decrease with the increasing A, because the larger A, brings
severer inter-cell interference.

B. SECRECY OUTAGE PROBABILITY

In this subsection, we analyze the secrecy outage probability
of a typical UE. We consider the worst-case scenario of the
IoT cellular networks, in which Eves are assumed to have
enough detection capabilities to distinguished multiuser data
stream in the same cluster by applying multiuser detection
techniques [22], [23]. It is also assumed that the received sig-
nal power from other cluster is too small that the data stream
can not be distinguished. Specifically, Eves will not be inter-
fered by intra-cluster interference upon subtracting interfer-
ence generated by the superposed signals from each other and
will still suffer from inter-cluster interference. We note that
this assumption may overestimate Eve’s multi-user detection
capabilities and leads to the lower bound of the network
secrecy performances. Similarly to typical cluster assump-
tion, a typical UE is chosen arbitrarily as all UEs are equal
from the perspective of Eves. We thus consider the most
detrimental Eve which has the best channel to the typical
UE. Therefore, the received SINR at the most detrimental Eve
(with respect with typical UE) can be expressed as follows:

—a

inter

o= Y. Y Pullu—e|™. (17

bepp\bo ue{ uy,uz}

where

Then, SOP can be expressed as follows:
pso = P (logy (14 v.*) > Ry — Ry). (18)

In order to derive the SOP, Laplace transform of the

inter-cluster interference Ei"nt or for the most detrimental Eve
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is derived first. Using the Plam measure [28] and bounding
technology, an upper bound on L{ . can be given in the
following lemma.

Lemma 4: An upper bound on Laplace transform of the
inter-cluster interference for the most detrimental Eve can be
given as follows:

. 2 2 2
'Cintgr (s) =exp | —2mAp(sP)eB |1 — o’ 2+ <)
(19)

where B (x, y) is the Beta function.
Proof: See Appendix D.

Note that Tabassum et al. [27] use the same bounding tech-
nique to derive analytical bound and numerically studied the
accuracy of the derived bounds. The analytical and simulation
results also validate the accuracy of our approximation on the
Laplace transform of the inter-cluster interference.

Then, the SOP of the most detrimental eavesdropper can
be computed as follows:

Lemma 5: The upper bound of SOP for the most detrimen-
tal eavesdropper is given by

o
DPso = 1—exp (—Zﬂke/ eXp(—(SzC(,») Lo (co) redre),
0
(20)

where ¢, = (2Rb_RS —
Lemma 4.

Proof: Substituting (14) into (16), we thus obtain SOP
for the most detrimental eavesdropper as follows:

1) P, 'r2, and L€

inter are given in

Pyhyere™
Pso = P | max ——— uele 5 > 2Re—=Rs
€€, Ifer +34

—1-E,, (]—[ P (e < ce (It + 52)))
e

Pe

o0
1—exp (-27'[)»@ /0 P (hue >Cp (Ii‘;ter+52>> redre),

2y

IA

where the last line follows the PPP distribution of Eves and
Jensen’s inequality [9], [10]. Then SOP in Lemma 5 can be
derived.

We note that the upper bound py, in (21) gives an accurate
approximation of the exact SOP over the entire range of
Pso € [0,1]1[9], [29]. Therefore, we adopt the upper bound
in (21) as the approximation of p,, which is also validated
by our simulation results. It is obvious that SOP decreases
with the increasing Ap because the inter-cell interference at
Eves increases with larger Ap.

C. NST AND NSEE ANALYSIS

Finally, we evaluate NST and NSEE of the considered net-
work. Having p,, ;, i € {1, 2} in Lemma 3 and p,, in Lemma 5,
a lower bound of NST can be given as follows:

Q= ApRs (1 — pso) (Pu,l +Pu,2)- (22)

58410

As for the power model, we assume that the power con-
sumption includes the signal transmission power consump-
tion, dynamic circuit power consumption of transmit chains
and the static power consumption in transmit modes [32].
Then, the total power consumption can be given by

Piotal = 2xp (Pu + Pc), (23)

where Pc combines the dynamic circuit power consumption
of transmit chains and the static power consumption in trans-
mit modes. Having €2 in (20) and Py, in (21), a lower bound
of NSEE is given by

_ R (1 — pso) (pu,l +pu,2)
a 2 (Py+ Pc) '

Remark 1: From the analysis of considered network, inten-
sity Ap, code rate R, and R; are key parameters which have a
great impact on network reliability and security. The secrecy
performance can be improved at the cost of reliable perfor-
mance by setting a larger value of Aj. Therefore, 1, triggers
a trade-off between reliability and security, and plays a key
role in improving NST and NSEE. However, the set of A
in practical network design depends on various factors, such
as the real demand and economic considerations, which may
lead to poor secrecy performances. As for R and Ry, although
they can be optimized to maximize NST and NSEE, the
channel differences between legitimate channel and wiretap
channel has not been widen. As a result, the optimal design of
Ry, and R; only has a limited capability of security enhance-
ment. Thus, design of effective protocols is still needed to
enhance the physical layer security of the considered net-
work. Note that our analysis can also be extended to k-UE
NOMA case.”

(24)

IV. ENHANCING SECURITY WITH THE

AID OF FULL-DUPLEX BS JAMMING

In this section, we present a method to further improve the
physical layer security of the considered network. Recently,
great progress has been made in FD technology, in which self
interference (SI) can be efficiently mitigated in the analog
circuit domain [33], digital circuit domain [34], and spatial
domain [35], respectively. Based on efficient SI cancelation,
we enable BS to radiate jamming signals upon their informa-
tion receptions. By doing so, additional degrees of freedom
can be gained to improve the network security.

The general idea of FD receiver jamming has been
introduced in point-to-point and network transmission sce-
narios [34]-[36]. Specifically, Zheng et al. [36] and
Chen et al. [37] consider a single-input multi-output (SIMO)
channel with the receiver using single- and multi-antenna
jamming, respectively. Zheng et al. [38] investigate the
potential benefits of FD receiver jamming techniques in

2As for k-UE NOMA case, the main difference is the intra-cell interfer-
ence model. The probability density function of the distance between BS
and the k-th UE is needed when deriving the Laplace transform of intra-cell
interference. Then, the network performances can also be analyzed using the
same analytical framework.
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enhancing information security from a network perspective.
When it comes to our considered scenarios, it is a good way
of thinking to improve the secrecy performance with the aid
of BS, considering the constrains of hardware complexity and
power in IoT. In this work, we consider to enhance security of
uplink NOMA in cellular IoT with the aid of FD BS jamming.
In the following, physical layer security in the considered
network are analyzed.

A. COVERAGE PROBABILITIES

In addition to the intra-cell interference and inter-cell
interference, the representative BS is also interfered by
self-interference and mutual-jamming from the neighboring
cells. As SI depends on the transmit power, we assume a
linearly increasing SI associating with the transmit power in
this paper [35], [39]. Thus, the SINR of UE; and UE; can be
respectively expressed as

Pyhypody™

4!

Iiiltra +?nter +If + 77Pn + 82 ’
Puhy,podioy™
y2 = e (D ~. (25
- b(l))Iintra + Iinter + If + 1Py +4
where
— _ —o
Ir =3 Prlioigllb = ol ™, (26)

P, is the transmit power of the jamming signal, n is the
parameter that reflects the SI cancelation capability, and
n = 0 refers to the perfect SI cancelation while 0 < n < 1
corresponds to different levels of SI cancelation. The cover-
age probabilities in the typical cluster with FD BS jamming
can be derived using the following Lemma.

Lemma 6: The coverage probabilities of 2 UEs are given by

Pu1 = /OR exp (— (82 + nPn) C1)

><‘Cilntra (c1) ‘C?nter (c1) ‘Cf (Cl)fd(l) (r))dry,

1mz=pm{Apr(—@2+nRJCQEQW@ﬂ£f@ﬂ

xfa (r2) dra+(1—py.1) fo ! exp(— (52 +nPy) c2)

Xﬂizntra (c2) E?nter (c2) ‘Cf (CZ)fd(Z) (r2) dra, (27)

where

Ly (c) = exp (—nkb(an)”“F (1 + 3) r (1 - 3))
(04 o

(28)

Lilmm (c) is given in Lemma 1, £ is given in Lemma 2,
ci, i € {1,2}, fuqy (r1) and fy(2) (r2) is given in Lemma 3.

Proof: The Laplace transform of FD BS jamming inter-
ference can be given as follows:

Ly (c) = E [exp (—cly)]

=E| [ En, [0 (—cPuhiiyllb—boll™*)]
bepp\bo
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R 1
=21 A l— — |yd
exp( Y4 b/o ( 1+cP,,y—“>y )’)
2 2
exp (—n)»b(an)z/“F (1 + —) r (1 - —))
a a

(29)

The equation (a) follows the probability generating func-
tional (PGFL) of PPP. Using the same approach in Lemma 3,
the coverage probabilities in Lemma 6 can be derived.

Note that coverage probabilities will decrease when using
FD BS jamming because it brings self-interference and
mutual-jamming to BS. It can also be inferred that coverage
probabilities decrease with the increasing P,,.

B. SECRECY OUTAGE PROBABILITY

Using the same assumption in Section III.B, Eves are inter-
fered by inter-cell interference and jamming signals, where
inter-cell interference is given in (15). Considering the typ-
ical cell, UE u transmit confidential message to the BS by.
Jamming signals at Eve e can be expressed as follows:

If = ) Puheplle — b~
begy
= Y Puheplle = b~ + Puhapylle — boll ™. (30)

bepy\bo
Let r and r, denote the distance between the typical UE
and BS and the distance between the typical UE and Eve,
respectively. Therefore, the distance between the BS and Eve
can be expressed as:

le — boll = v/r2 + r,2 — 2rr,cosf, 31)

where the angle 6 is uniformly distributed in the range
[0, 27r] [38]. Therefore, the received SINR at the most detri-
mental Eve can be expressed as follows:
Puhyere™
]/e* = max C‘I,{L}’;z (32)
e€Pe Iinter + If +48
Then, SOP can be derived in the following Lemma.
Lemma 7: The upper bound of SOP for the most detrimen-
tal eavesdropper is given by

DPso = 1 —exp(—2m A,

o0
X /0 exp (—ceSZ)Lfmer (ce) Lf p, (ce) Credre),

(33)
where
E;/bo (ce)
2/a 2 2
=exp | —mwrp(ceP)“T (1+— T [1——) ],
o o
1 2r  pR
C=—3 / / : —drdf
TR Jo Jo 14 cePu(r? 4+ re2 — 2rrecos ) ?
(34)
Ce, and Efm o (Ce) can be derived in Lemma 4.
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TABLE 2. Simulation parameters.

Parameters Values
Codeword rate Ry, 1bps/Hz
Secrecy rate Rs 0.5bps/Hz

Radius of BS R 200m

Path loss coefficient o 4

Noise power §2 —120dBm
Intensity of Eves e 10~ 5unit/m?
SI cancellation parameter 7 —100dB
Transmit power at UE P, 20dBm
Other power consumption at UE Po 12dBm
Other power consumption at BS Pp 12dBm

Proof: See Appendix E
Itis shown that SOP decreases with the increasing P,,. Thus
the secrecy performance can be improved by using FD BS
jamming.

C. NST AND NSEE ANALYSIS

Similarly, substituting p,;,i € {1,2} in Lemma 6 and p,,
in Lemma 7 into (3), NST can be derived. As for the power
model in NSEE, extra power is consumed to radiate jam-
ming signal, thus the total power consumption is Py =
Ap 2P, + 2Pc + P, + Pp), where Pp combines the dynamic
circuit power consumption of transmit chains and the static
power consumption in transmit modes at BS. Therefore,
NSEE can be given by

_ R (1 — pso) (pu,l +pu,2)
(P, +2Pc+P,+Pp)’
Remark 2: It can be inferred that radiating jamming sig-
nals at BS can largely interfere the information overhearing
at Eves which benefits the secrecy. Whereas the increased
jamming signals also interfere with legitimate receivers and
thus harm the reliability. Thus, P, arouses a tradeoff between
reliability and security. In order to maximize NST, P,, should
be optimized to balance the tradeoff between the reliabil-
ity and security. In order to maximize NSEE, P, should
be optimized not only to balance the tradeoff between the
security and reliability, but also to reduce the total power
consumption as much as possible. As NST and NSEE can

not be maximized simultaneously, P, also arouses a tradeoff
between NST and NSEE.

V. NUMERICAL RESULTS

In this section, we employ the Monte Carlo based simula-
tions to verify the correctness of our analysis. Additionally,
performance of the considered uplink NOMA IoT system
is also evaluated. The simulation parameters are configured
in Table 2. Besides, we adopt the PPP model on a square
[0, 1000] m x [0, 1000] m for BSs and Eves and Rayleigh
channel fading model with unit mean value, as done in the
analytical model.

(35)

A. COVERAGE PROBABILITIES AND

SECRECY OUTAGE PROBABILITY

In this subsection, the effects of BS intensity and the jamming

power on reliability and security performance are examined.
We illustrate coverage probabilities and SOP, i.e., py 1,

pu2 and py,, over different intensity A, in Fig. 2 without
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FIGURE 3. p, 1, Py, > and pso versus ratio of P, over Py with
Ap = 10~ 5unit/m2.

the FD BS jamming. It is obvious that p, 1, py,2 and ps
are decreasing functions of X, which is consistent with the
analytical results in (12) and (18). This implies that secu-
rity performance can be improved at the cost of reliable
performances with larger A,. However, the value of A, is
highly related to the real demand, which may lead to a poor
secrecy performance. Thus, the design of security scheme
is of great importance to improve the secrecy performances
of the considered network. The coverage probabilities and
SOP over different jamming power P, is shown in Fig. 3,
in which 7 is fixed at —100dB. It is obvious that p, 1, p,.2
and py, are decreasing functions of P,,. Therefore, the secrecy
performance can be improved while the reliable performance
will be reduced with larger P,,. Besides, the energy efficiency
will also be reduced as p,,; and p, > decreasing and power
consumption increasing with larger P,. This implies that P,
introduces not only a tradeoff between reliability and secu-
rity, but also a tradeoff between the energy efficiency and
security. In Fig. 2 and Fig. 3, it can be observed from the
curves and the corresponding markers, the analytical results
of the coverage probabilities are in quite good agreement
with corresponding simulation results. This fact validates
the correctness of our analytical results. As for the secrecy
outage probabilities, the simulation results are a little smaller
than analytical results, which is explained as follows: 1) we
make an approximation to derive the upper bound of Laplace
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transform of the inter-cluster interference for the most detri-
mental Eve; 2) Jensen’s inequality is utilized to derive SOP.
The observations from the Fig. 2 and Fig. 3 can help the
designers of IoT uplink NOMA networks to appropriately
select the intensity of BS and the jamming power according
to the performances for different requirements.

B. NST AND NSEE

In this subsection, we first analyze the effects of BS intensity
and the jamming power on NST and NSEE. Then, we com-
pare the normalized NST with NSEE to get further insights.

9.5

85r <

NST

—— Xy =8 x 107 (Analysis)
o A, =8x 1075 (Simulation)
- = =\, =107° (Analysis)
4 A, =107 (Simulation)
Ay = 1.2 x 107 (Analysis)
Ay =12 x 1077 (Simulation)

LN

75F

. . . . . . . . .
0 02 04 06 08 1 12 14 16 18 2
Ratio of F'n over P“

FIGURE 4. NST versus ratio of P, over Py,.

Fig. 4 depicts NST versus P, for different values of A;.
It is obvious that as P, increases, NST first increases and
then decreases. The underlying reason is that too small jam-
ming power lead to poor secrecy performance whereas too
large jamming power leads to poor reliable performance;
both aspects result in small NST. This also implies that
proposed FD BS jamming scheme can largely improve the
network-wide security performance with a proper set of P,,.
Besides, the optimal P, is tagged in the figure. We find
that the optimal P,, which maximizes NST is related to Ap.
The optimal P,, will be smaller with larger A; because more
inter-cell interference are introduced with larger Ap, leading
to less jamming power demand.

- P, = 0 (perfect SIC)
— P, = 0 (imperfect SIC)
-- P, = 0.5P, (perfect SIC)
— P, = 0.5P, (imperfect SIC)
Simulation results

0.8 1

0 0.2

0.4 0.6
BS intensity Xb

FIGURE 5. NSEE versus 1, for different SIC assumption.

Fig. 5 shows NSEE versus 1, for different SIC assumption.
We observe that the imperfect SIC will degrade the network
performance. Also, we note that the effect of FD BS jamming
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scheme on NSEE is largely related to A,. NSEE is enhanced
when Ap is small. Otherwise, NSEE may be degraded. Then,
we analyze NSEE with two conditions: P, = 0 and P, =
0.5P,. When NSEE with P, = 0 is the same as NSEE with
P, = 0.5P,, the IoT terminal intensity is denoted as A}. It is
implied that A} in perfect SIC assumption is larger than that
in imperfect SIC assumption. The underlay reason is that the
effect of interference on reliable performance is weakened for
perfect SIC assumption. This fact indicates that the ignorance
of imperfect SIC will lead to error in the network parameter
design.

< = d—d—d—a G-

43

-<1-<1~<<,_<~<_<
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3
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Y
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n

o
o

o
o
a

o
o

n n I .
0.5 1 1.5 2 25 3
Ratio of P overP,

FIGURE 6. Normalized NST and NSEE versus ratio of P, over P, with
different 1.

We compare normalized NST and NSEE in Fig. 6.
We observe that the optimal P, which maximizes NSEE is
smaller than the optimal P, which maximizes NST for a
given Ap. As maximizing NST and NSEE cannot be achieved
simultaneously, different value of P, is applied in different
reality scenarios. When the network is in the busy condition,
i.e., NST is preferred, P, which maximizes NST should be
selected. When the network is in the idle condition, i.e., NSEE
is preferred, P, which maximizes NSEE should be selected.

VI. CONCLUSION

In this paper, we analyze the physical layer security per-
formances of uplink NOMA-IoT. We consider the uplink
transmission scenario where UEs are located around the
serving BS. Passive non-colluded Eves are assumed to be
randomly distributed with uncertain locations. Both intra-cell
interference and inter-cell interference are considered in our
analysis. The FD BS jamming scheme is proposed to enhance
the network physical layer security performance. The impact
of imperfect SIC is also considered in our analysis.

We obtain expressions of coverage probabilities and SOP.
Additionally, NST and NSEE are also derived to analyze the
network-wide secrecy performances. The effects of A, and P,
on network performances are analyzed. It is proved that
Ap and P, have an opposite effect on coverage probability
and secrecy outage probability, which introduces a tradeoff
between reliability and security. Besides, P,, also introduces
a NST-NSEE tradeoff. It is worth mentioning that the results
in this paper are theoretically oriented and offer a useful
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design guide for uplink NOMA transmission in IoT. We also
note that our work only gives a rough solution to balance
the tradeoff between NST and NSEE, this tradeoff will be
analyzed in detail in our future work.

APPENDIX A

PROOF OF LEMMA 1

Conditioned on d(j) = ry, the Laplace transform of the
intra-cluster interference of UE; as defined in (5), can be
derived as follows:

’Cilntra (s) =E [exp (_SIiLtm>]

= Edqp, [Ehuzbo [exp (—sPuluybyd(2) )] |d(1)=rl]
(a) 1
Qe | ————Jdgy =
d(2) |:1 —‘,—SPud(z)_a | (1) 1:|
R
(b) 1 2r;
= dr. 36
/rl 1"*‘S‘r')u”Zﬂ)lR2_7”12 "2 (36)

Note that (a) follows the Laplace transform of random vari-
able 5y, which is exponentially distributed with unit mean
and (b) follows the probability density function of d(2) condi-
tioned on d(1) = ry.

Similarly, the Laplace transform of the intra-cluster inter-
ference of UE; conditioned on d() = r», can be derived as
follows:

LR (6) = Eexp (=5t )]

=E —— |dp) =
d1) |:1+SPud(1)_a ‘ ) r21|

2 2r1
= dri. 37
0 12 (1 + sPurlfa)

Then, Lemma 1 can be derived by solve the integrals above.

APPENDIX B

PROOF OF LEMMA 2

We can write the Laplace transform of the inter-cluster inter-
ference as follows:

E;‘nter (S)
= E[exp (=s/ie,) ]

=E| [] TI Enw[exp (—sPuhpullx +y1I7%)]

| bEwp\bo ue N'®

- 1 i
(=] <)
1+ sPullx +yl

@ g l_[

b 1 2

@ exp —Ab/ 1-— (Ey _— ) dx
R? 1+ sPyllx+y| ™

| bewp\bo
B

(38)

where (a) follows the Laplace transform of random vari-
able h,, which is exponentially distributed with unit mean,
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(b) follows from the PGFL of PPP since all cluster centers
follow a homogeneous PPP [40]. Letu = ||x + y|| denotes the
distance from the representative BS to a UE at other cluster,
v = |lx|| denotes the distance from the representative BS to
the other BS, B in (b) can be further expressed as

o0 1 2
B:Zn/o (1— (/ume(ulv)du> )vdv

(39)

where fy (u |v) can be attained in [41] as:
when(i)) v>R,v—R<u<R+v,;(i)v<R,R—v <
u<R+v,

u 2w . (V-R*+u?
== - — — ), @0
fu ) R? 7R? - ( 2uv 40)

when i) v<R,0<u<R-—v,

2u
5

fouly) =25 (41)

Therefore, the Laplace transform of the inter-cluster interfer-
ence can be given as Lemma 2.

APPENDIX C

PROOF OF LEMMA 3

We first derive the probability density functions of
dq) and d ). Considering the independent random variables
dy and dy, it can be ordered as {d(1), d()} where d(1) < d(2).
Then, the probability density functions of d(1y and d() can be
derived as

d (1 =P (min (d1, d2) > 1))

faqy (r) = =
4r r2
and
d (P (max (dy, dp) < r))
fae) (r) = dl
,
43
= < R. (43)

Substituting (4) into (6), the coverage probability of UE; is
given by

V% 1—P<[ . 1[01 @ _>2R”—1)
u, 1 2
intra i

inter

— exp (_ oy (2R — 1) (11 1%+ 52))

Py,
R
= /(; exp <—5261>Ci1mm (c1) Lt or (c1) faqy (r1) dry,
(44)

where ¢; = P, ' (2R —1)r®. Similarly, the coverage
probability of UE; can also be derived.
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APPENDIX D

PROOF OF LEMMA 4

Let z denotes two-dimensional vector from Eve to the rep-
resent BS, y denotes two-dimensional vector from typical
UE to serving BS. The Laplace transform of the inter-cluster
interference of the detrimental Eve can be written as follows:

£ienter (S)
= E[exp (—s

mter )]

El [T T1 Ewlexp (=sPulpuliz+y1~®

bep\bo ue N'v
(@) i 2
=exp|—X 1—| E dz
P b/Rz < ! [1 +sPu||z+y||“D
(b) 1
< exp —Ab/Z 1 - E, —5 dz
R (1+sPullz +yl7%)
L A

(45)
where (a) follows from the PGFL of Matern cluster
process [27] and (b) follows Jensen inequality Ey[a]b <
E,[a’].b > 1. Substituting m for [lz+y|, A can be

expressed as
2
> dmdy

/fY(y)/ (sP g
o 2
2 n
wro? [ 1—(—1”“) dn

2 [ t_é
27 (sP &/ ——dt

2 2 2
2n(sPu)aB<1——,2+—>. (46)

A

Note that (c) is derived by substituting (sP, )an for m
and (sPu) @ in (c) is due to the two dimensional integral. (d) is
derived by performing integral by parts and (e) follows the
definition of the Beta function.

APPENDIX E

PROOF OF LEMMA 7

Let Ife/bo Zbe(ﬂb\bo P hbb() lle — b|| ™%, Ib() = Pnhebo
lle — bg||~%, thus Ie =1Ip,+1 f/b . Substituting (31) into (17)

and using the same approach in Lemma 5, we can express
SOP for the most detrimental eavesdropper as follows:

Pso
=P max Puhuere ™ > 2Rv=Rs _
e€ge 1, mter +1 /b() + IbO + 82
=1—exp(—2mA,
o P,h
xf P uel'e 5 > 2R=Rs _ redre)
0 1nter +1 f/bo + Ibo +4
D
47)
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Using the same way as (38), D can be calculate as
D = exp (— 682) inter (Ce) Ef/bo (ce) E (Ce) (48)

where ¢, = (2Rb_RS — 1) P, 'r,%. Then, EZO (c.) and
E; Jbo (ce) can be calculate as:

Zo (ce)

=F [exp (—celbo)]

=E )

1+ cePn(r? + re? — 2rrecos6)

2 r
— / / __drdf
" 7R 0 1+ cePy(r? + re? —2rrecos6) ?

(49)
‘C; /bo (ce)

= E [exp (—cf) ]

=E| [] Enslexp(—cePuhepllb —e|™)]
bepp\bo

2a 2 2
= exp (—m\b(cep,,) r <1 + E) r (1 - ;)) (50

Substituting (46), (47) and (48) into (45), Lemma 7 can be
derived.
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