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ABSTRACT We have implemented a practical plug-and-play measurement-device-independent quantum
key distribution (MDI QKD) system with polarization division multiplexing (PDM). MDI QKD is known
as a secure protocol that can inherently prevent detection loopholes. Significant efforts have been made
toward implementing MDI QKD systems. Recently, a plug-and-play architecture has been proposed for
implementing the MDI QKD system, and its feasibility has been experimentally verified in both free space
and fiber channel. However, in order to apply it to the real world, it is necessary to develop a more practical
architecture including multiplexing methods and self-compensation techniques. In this paper, we have
proposed and implemented a practical plug-and-play MDI QKD architecture that can be implemented
regardless of whether the quantum channel lengths of Alice and Bob are symmetric or asymmetric using
PDM and can be operated even under ambient-temperature-changing environments through an optical
path-length self-compensation technique. Experimentally, we have achieved 6.25 × 10−6 bits per pulse as
the key rate and the quantum bit error rates under 3% on 25-km quantum channels.

INDEX TERMS Quantum cryptography, measurement-device-independent, plug-and-play, polarization
division multiplexing, optical path-length self-compensation.

I. INTRODUCTION
Quantum key distribution (QKD) [1], [2] theoretically guar-
antees unconditional security by the laws of quantum
physics [3]–[5]. However, when implemented as a system,
it is exposed to various quantum hacking methods [6]–[16]
because of the imperfect characteristics [17], [18] of real
devices. To overcome security risks generated by the gap
between actual and ideal devices, three methods are usually
mentioned. The first method involved the development of a
device-independent QKD (DI QKD) [19]–[22]. DI QKD is
a QKD protocol that ensures security regardless of device
characteristics. Nevertheless, DI QKD is impractical thus
far because it requires the loophole-free Bell test, which is
technically very difficult to implement. Secondly, there are
security patch methods [23]–[27]. They guarantee security

against well-known hacking methods; however, they may
be exposed to potential risks of unidentified attacks. The
last one is a measurement-device-independent QKD (MDI
QKD) [28]–[30]. The security of MDI QKD is guaranteed
independently of the characteristics of measuring devices.
Most quantum hacking methods are primarily targeted at the
measuring devices. Therefore, the security of QKD can be
greatly improved by applying MDI QKD. In the MDI QKD
protocol, Alice and Bob send the modulated single photons—
independently prepared at each user—to a third party
(Charlie) for Bell state measurement (BSM) and then gener-
ate the secret keys according to Charlie’s measurement results
and their own modulation information. Since BSM measures
only the correlation between two photons, for extracting
the secret keys it is necessary to know their own encoding
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FIGURE 1. Experimental setup of the plug-and-play measurement-device-independent quantum key distribution. The green area (a) is for the
PDM and light gray area (b) is for the intensity modulator feedback system. On each user side (Alice and Bob), two PBSs are added to reduce the
polarization-dependent loss of IM. LD: laser diode (1550 nm); PBS: polarization beam splitter; IM: intensity modulator; BS: beam splitter;
FM: Faraday mirror; DL: delay line; SPD: single photon detector; QC: quantum channel (25 km); VOA: variable optical attenuator; PM: phase
modulator; SL: storage line (15 km); PINPD: p-i-n photodiode; DAC: digital-to-analog converter; FPGA: field programmable gate array; HWP: half
wave plate.

information of Alice or Bob. Thus, although all BSM results
are eavesdropped, nobody except Alice and Bob, who know
their own encoding information, can extract the secret keys
(as described in [28]–[30]). Therefore, the security of MDI
QKD can be guaranteed independent of the measuring
devices. However, to realize BSM, active controls for polar-
ization, wavelength, and photon arrival timing are essentially
required to maintain the indistinguishability of two photons
that make the system become more complex and imprac-
tical [29]–[32]. Therefore, as a solution for improving the
practicability, a plug-and-play architecture [33], [34], which
is favorable for mode matching, has been proposed.

In the plug-and-play architecture, the optical pulses of
Alice and Bob are generated by a single laser and pass
through the same interferometer. Therefore, wavelengths and
phase reference frames of Alice and Bob are automatically
matched. Besides, polarization drift due to the birefringence
effects of the optical fiber can be naturally compensated
through the round trip of the optical signals using a Faraday
mirror (FM). Consequently, no active controls except the
timing control are required, and this makes the system simple.

The plug-and-playMDIQKDhas already been experimen-
tally verified in both free space and fiber channel [35]–[37].
Among the reported studies, Tang’s work is noticeable
because it reports the first plug-and-play MDI QKD imple-
mented in the optical fiber. However, due to its unique
technique—called the passive timing calibration method—
it requires several additional components, including laser

diodes, and it can only operate when the quantum channel
lengths of Alice and Bob are asymmetric. In Tang’s paper,
Charlie cannot choose the transmission path since the optical
pulses are divided by a simple beam splitter (BS). So, the time
division multiplexing should be used to distinguish signals.
It means that their setup cannot be implemented in symmetric
quantum channels.

In this study, we have implemented a more practical plug-
and-play MDI QKD system. Polarization division multiplex-
ing (PDM) technique has been applied to overcome the above
issue. Since the optical pulse trains are distinguished accord-
ing to the polarization like as horizontal-Alice, vertical-Bob
and generated at independent timing by using the PDM, our
setup can be implemented regardless of whether the quantum
channel lengths of Alice and Bob are symmetric or asymmet-
ric. Further, a compact optical path-length self-compensation
system has been applied to avoid the problem of change in
photon arrival timing due to ambient temperature changes.
In the following section, we will describe the proposed sys-
tem architecture and the experimental results.

II. PROPOSED ARCHITECTURE
The proposed scheme of the plug-and-play MDI QKD is
shown in Fig. 1. The overall signal flow is as follows. First,
because of the plug-and-play architecture, only a single laser
is used for the light source of Alice and Bob. The light is
modulated into optical pulse trains with a pulse width of 3 ns
(FWHM) at a repetition rate of 1 MHz by two of Charlie’s
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intensity modulators (IMs). Although we used low repetition
rate 1MHz for feasibility test, our proposed setup also can
be operated at a faster rate. For the higher speed operation,
we need to consider not only the repetition rate of Charlie’s
IMs but also the time-bin size of Michelson interferometer
and path lengths between IM to FM in each of Alice and Bob.
Each optical pulse of the trains is separated into two time-bins
(early time-bin and late time-bin) with a time delay of 100 ns
via a Michelson interferometer. Subsequently, the trains are
split by a second polarization beam splitter (PBS) according
to the polarization states. Since the optical pulse trains of
Alice and Bob are distinguished and generated at indepen-
dent times by using this PDM technique, our scheme can be
operated regardless of whether the quantum channel lengths
of Alice and Bob are symmetric or asymmetric. The horizon-
tally (vertically) polarized optical pulse train is transmitted to
Alice (Bob) through a 25 km quantum channel and encoded
using the time-bin phase encoding [29,] [30], [38]. The Z
basis can be encoded by selecting either an early or late
time-bin using an IM, whereas the X basis encoding can be
done by modulating the relative phase of time-bins to 0 or π
using a phase modulator (PM). The encoded light is reflected
by an FM, attenuated by a variable optical attenuator (VOA),
and then returned to Charlie. The correlation of the returned
photon pairs of Alice and Bob are measured using BSM,
which is implemented with a BS and two single photon
detectors (SPDs) with a quantum efficiency of 10%, a gate
width of 3 ns, a dead time of 1 µs, and a dark count rate of
4 × 10−6 counts per gate pulse. Additionally, SPDs are also
used for the optical path-length self-compensation system,
which can compensate for the variation of the effective fiber
length due to ambient temperature changes [31], [39].

If the result of BSM is |9−〉 which is defined as
1/
√
2(|10 > −|01 >), Charlie announces the result via the

classical channel. Experimentally, it means that the photons
of Alice and Bob are detected at two alternative time-bins
(i.e., one of the detectors has an event at the early (late)
time-bin and the other detector has an event at the late (early)
time-bin). After Charlie’s announcement, Alice and Bob can
generate secret keys through the basis exchange and post-
selection with each own encoding information.

III. EXPERIMENTAL SETUP AND RESULTS
A. POLARIZATION DIVISION MULTIPLEXING
The proposed setup can be operated independently of whether
the quantum channel lengths of Alice and Bob are sym-
metric or asymmetric through the PDM technique. To apply
this technique, we implemented a setup shown in Fig. 1 (a)
and used only polarization maintaining fiber (PMF) cou-
pled devices for implementing Charlie. The signal flow is
as follows. At first, the vertically polarized light is divided
into two individual paths by the first BS, and the IM on
each path generates the optical pulse trains of Alice and
Bob. Then, the optical pulse trains, which are orthogonally
polarized with respect to each other because of the first half

wave plate (HWP), are combined by the first PBS and pass
through the same path and interferometer. Finally, they are
split into Alice and Bob by the second PBS according to
the polarization states. By using this PDM method, optical
pulse trains of Alice and Bob are distinguished according
to the polarization and generated at independent timings by
two of Charlie’s IMs; therefore, the proposed QKD scheme
can be operated regardless of whether Alice and Bob have
symmetric or asymmetric quantum channels.

FIGURE 2. Variation of the IM output power. The light gray area indicates
the target optical power when the count of the output optical pulse of the
IM equals that of its input electrical pulse.

FIGURE 3. Variation of the SPD count rate in an environment where the
quantum channel (25 km) of Alice is enclosed in a heating cabinet. While
the optimal driving delay of the IM varies over 2 ns for 10 min, the SPD
count rate is recovered three times over the threshold value (1400 c/s) by
the optical path-length self-compensation system.

By the way, we had to solve an intrinsic problem of the
IM used for this multiplexing technique. Depending on the
operating condition, the output power of the IMvaries slightly
even under a constant DC control voltage [40], [41]. There-
fore, we applied the IM feedback system to compensate this
DC drift. The feedback system tracks the DC voltage at which
the output power is maintained in the region of the target
power (the light gray region of Fig. 2) in response to the oper-
ating condition changes. As shown in Fig. 1 (b), the feedback
system was implemented using a field programmable gate
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FIGURE 4. (a) is a cross section of the Panda PMF. The transmission speed is determined by the polarization (i.e., the horizontally polarized light is
transmitted at a speed greater than that of the vertically polarized light). (b), (c) are setups of Mach-Zehnder and Michelson interferometers. In the
Michelson interferometer, the difference of the transmission speed according to the transmission axis in the PMF is automatically compensated by FMs
that reflect the input light to orthogonally rotated output light. Therefore, the phase reference frames of Alice and Bob are naturally identical regardless
of the polarization states of the optical pulse signals. Whereas, since the MZI does not have such a compensation function, the optical pulses of Alice
and Bob have non-identical phase reference frames in the MZI. BS: beam splitter; DL: delay line; FM: Faraday mirror.

array (FPGA), p-i-n photodiode (PIN PD), digital-to-analog
converter (DAC), and BS. The FPGA counts the electrical
output signals of the PIN PD, which detects optical output
signals of the IM. If the measured count per train is not equal
to the pulse number of a train, the FPGA changes the DC
control voltage until they are equal. To verify this feedback
system, we measured the variation of the IM output power
for approximately 9 hours. As shown in Fig. 2, the feedback
system stably maintains the output power of the IM, whereas
the output power without the feedback varies greatly up to
30% error.

B. OPTICAL PATH-LENGTH SELF-COMPENSATION SYSTEM
To implement a fiber-based QKD, it is essential to com-
pensate for the variation in the effective fiber length caused
by temperature changes. By this effective length variation,
the photon arrival time is changed up to approximately 18 ns
in one day for a 25 km quantum channel [39]. Therefore,
even if the gate pulse timing of the SPD is set to cover the
photon arrival time in the initial stage, it cannot be maintained
for a long time. To avoid this timing problem, we applied the
optical path-length self-compensation system.

In this system, when the measured single photon count
rate is lower than a threshold value, the driving timings of
Charlie’s IMs which generates optical pulse trains for Alice
and Bob are automatically adjusted, so that the count rate
is over the threshold value again. By repeating this process,
the QKD system can cope with temperature changes.

To confirm whether this self-compensation system can be
operated appropriately in response to the rapid change in the
effective fiber length, we measured the SPD count rate in
an environment where the 25 km quantum channel of Alice
was enclosed in a heating cabinet. The temperature of the
heating cabinet was rapidly changed from 30 ◦C to 60 ◦C.
Since the effective optical fiber length becomes longer with
the increase in ambient temperature, the gate timing cannot
cover the photon arrival timing. In other words, photons arrive
after SPD gate timings. Consequently, the SPD count rate
falls below the threshold value as shown in Fig. 3, but it
is recovered again by the self-compensation system. In this

case, because the photon arrival timing is delayed by an
increase in the effective length, count recovery is achieved
by reducing the time delay of the driving pulses for Charlie’s
IMs. By checking the results of this experiment, we can see
that the self-compensation system works properly.

C. MICHELSON INTERFEROMETER
Since Charlie consists of only the PMF-coupled devices due
to implementation of the PDM, we used the Michelson inter-
ferometer instead of Mach-Zehnder interferometer (MZI)
in order to generate the time-bin phase basis. Specifically,
the speed of light in a PMF is determined by the polarization
(see Fig. 4 (a)). Therefore, Even though two optical pulses of
Alice and Bob, which are orthogonally polarized with respect
to each other, can pass through the same interferometer, they
have non-identical phase reference frames in the MZI that
cannot compensate for the difference in transmission speed,
as shown in Fig. 4 (b). This leads to further error in the X
basis. Whereas, in a Michelson interferometer (Fig. 4 (c)),
since the polarization of the output light is orthogonal to
the input light by FMs, the difference in transmission speed
according to polarization can be automatically compensated.
Therefore, the phase reference frames of Alice and Bob are
naturally identical, even though Alice and Bob have different
transmission axes according to the polarization states. Conse-
quently, the variation of |9−〉 that leads to the X basis error
can be solved as shown in Fig. 5. The |9−〉 count rate of the
Michelson interferometer is maintained stably, unlike the one
for the MZI.

D. QKD SYSTEM OPERATION
To confirm the performance of our setup with the above
techniques, wemeasured the quantum bit error rates (QBERs)
and SPD count rates for several hours in 25 km quantum
channels without temperature controls. When the mean pho-
ton number was 0.5, we achieved the average QBERs as
2.4% (Z basis) and 28% (X basis) and the key generation
rate as 6.25 × 10−6 bits per pulse (see Table 1 for more
information). As shown in Fig. 6, QBERs and count rates
were maintained stably for that time. Furthermore, from the
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TABLE 1. Experimental conditions and results.

FIGURE 5. Comparison of |9−〉 count rates of two interferometers. The
count rate in the Michelson interferometer is much more stable than that
in the MZI. In the MZI, the count rate changes greatly according to the
difference in the phase reference frames of Alice and Bob.

FIGURE 6. Results of validation of the performance of the QKD. The
stabilities of QBERs verify the feasibility of our experimental setup. The
inset shows that the optical path-length self-compensation system can
maintain the count rates over the threshold value (1400 c/s). Since the
quantum channels were under room temperature conditions in this
experiment, the occurrence frequency of the self-compensation system
was less than that in Fig. 3. QBER_Z: Z basis QBER; QBER_X: X basis
QBER; SPD1: SPD1 count rate; SPD2: SPD2 count rate.

results of this experiment, we can verify that the feedback and
self-compensation systems can operate properly.

IV. CONCLUSION
In this study, we have implemented a practical plug-and-
play MDI QKD system. By applying the plug-and-play

architecture, we could implement our setup using minimal
number of active controllers. Moreover, our setup can not
only be implemented independently of whether the quantum
channel lengths of Alice and Bob are symmetric or asym-
metric via our unique technique ‘‘PDM’’ but also cope with
the ambient-temperature-changing environment by using the
‘‘optical path-length self-compensation’’ technique that is
essential for a fiber-based QKD system.

We have proved the feasibility from the experimental
results of 2.4% (Z basis) and 28% (X basis) as average
QBERs and 6.25× 10−6 bits per pulse as the key generation
rate. Given that the theoretical QBERs are 0% for the Z basis
and 25% for the X basis when a laser is used as the light
source (as described in [35] and [37]), the actual QBERs of
both bases are under 3%. Moreover, the functional aspect of
the proposed setup is also verified by experimentally validat-
ing the functionality of our key methods.

Based on our experimental results, we believe that our
practical architecture will offer even more benefits if it is
implemented in a real-deployed fiber network environment.
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