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ABSTRACT This paper presents a novel combinatory strategy to embed weighted-type fractional Fourier
transform (WFRFT) precoding signals into transform domain communication system (TDCS). The original
data can be divided into two parts. One part is modulated with the cyclic code shift keying in the traditional
TDCS. The other part is first disguised as other higher order baseband modulations MPSK through WFRFT
proceding process, then will further be embedded into the traditional TDCS system. A double-random
scheme is designed to dynamically generate the pseudo phase for WFRFT rotation and TDCS basic
function’s phase. Theoretical analyses show that the higher spectral efficiency can be obtained while causing
little effect on its original communication quality. The final simulations demonstrate that the constellation
precoding method can help disguise the original signals into other higher order baseband PSK modulations
with a controllable Gaussian-like noise. Besides, owing to the dynamically double-random phase generation
scheme, the proposed combinatory WFRFT-TDCS system can gain better anti-eavesdropping capacity while
maintaining its own communications’ quality with regards to bit error rate performances.

INDEX TERMS Weighted-type fractional Fourier transform (WFRFT) precoding, embedded transform

domain communication system (TDCS), double-random phase, anti-eavesdropping.

I. INTRODUCTION

Nowdays, wireless communication is more widely used in
our daily life, and also becomes more and more indispens-
able owing to its convenience and being almost free of the
space and time constraints. Especially, the developing 5G
wireless technology enjoys unprecedented opportunities and
exhibits promising prospects [1], [2]. Meanwhile, because
of its inherent properties, i.e. broadcast nature, information
disclosure and high deployment densities, wireless com-
munication is vulnerable and easily suffer an unexpected
attack or interception by other unauthorized receivers with
the radio coverage. To guarantee the communication’s secu-
rity, the traditional cryptography-based method is employed
and focuses mainly on the network layer or other upper
layers in the open system interconnection (OSI) system.
However, as for the cryptography-based systems, the distri-
bution and maintenance of the secret key become more and
more difficult to be implemented and subsequently make the
secret key more vulnerable to malicious attacks [3]. Recently,
as an important alternative to the cryptography-based meth-
ods, physical layer (PHY) has gained considerable concerns,

mainly because it is implemented on the bottom layer and
doesn’t rely on the upper wireless links. Especially, when the
device’s power is low, PHY scheme security needn’t consume
significant overhead and can still well guarantee the system’s
security [4].

Traditionally, the spread spectrum (SS) based system
has been proved a practical technology to guarantee both
the communication quality and security [5], [6]. Meanwhile,
considering more and more new intercepting technologies
and methods are provided, the original transmitting signal
becomes less reliable and easier to be captured or exploited
when the communication system utilizes only the SS tech-
nology. Hence, new PHY strategies are necessarily adopted
to further guarantee the communication security. As a novel
time-frequency domain analyzing tool, weighted-type frac-
tional Fourier transform (WFRFT) was first put forward by
Shih [7]. Then, Mei et al. provided a hybrid carrier (HC)
system based on WFRFT, and also proved that HC could
be a promising strategy that can improve both the commu-
nication security and quality because of its time-frequency
domain distribution property [8], [9]. Besides, because the
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Gaussian-like components of WFRFT signals can serve as an
artificial noise for the eavesdropper while causing no degra-
dation on the authorized users [10], [11], WFRFT has also
been proved to be an effective technology on PHY security
communication. The traditional single-parameter WFRFT
(SP-WFRFT) has only one parameter, namely, WFRFT
order «. To some extent, the SP-WFRFT processed signal will
exhibit constellation splitting and Gaussian-like properties
with different o selections. According to [12], other more
parameters will also affect the WFRFT modulated signals’
characteristics. Unlike the SP-WFRFT, the MP-WFRFT has
a much more complicated constellation mapping criterion
and can help reduce the probability that the eavesdroppers
attempt to grab the accurate parameter set by scanning the
parameters [13], [14]. To make full use of SS and WFRFT
technology, Qiu proposed a hybrid carrier direct spread code
division multiple access (HC-DS-CDMA) and a hybrid car-
rier code division multiple access (HC-CMDA) system to
combine the traditional spread spectrum with WFRFT, and
proved the combinatory structure can achieve a better bit
error rate (BER) performance over the narrowband inter-
ference (NBI) and additive white Gaussian noise (AWGN)
channels.

In view of the fact that transform domain communication
system (TDCS) was put forward in cognitive radio (CR)
scenarios by German [15], and can be regarded as a spread
spectrum technology to some extent [16]. Especially, when
the cyclic code shift keying (CCSK) modulations are imple-
mented, TDCS can well be compatible with the tradi-
tional orthogonal frequency division multiplexing (OFDM)
scheme [17], [18]. Compared with the traditional SS tech-
nology, TDCS can enhance the system’s anti-NBI ability by
properly designing the magnitude of the basic function (BF).
In addition, the BF vector can make the original signal behave
like a Gaussian noise, which can further protect the system
from being detected by other unauthorized receivers through
the energy-based or statistic-based deletion methods.

Based on the above theories, it’s tempting to design the
combinatory WFRFT-TDCS system to make full use of the
properties of TDCS and WFRFT. In the combinatory sys-
tem of this paper, a novel combinatory structure is pro-
posed to embed MP-WFRFT processed signals into TDCS
based system. To overcome the multi-level values of the
MP-WEFRFT signals and be well compatible with TDCS,
by properly selecting the parameter set [¢, V], we design
the MP-WFRFT precoding method to make the MP-WFRFT
processed signals to disguise as a higher order baseband
modulation MPSK(M > 4) with a controllable Gaussian-like
noise. Besides, the double-random pseudo phase generation
scheme is designed to dynamically generate the BF’s phase of
TDCS and rotating phase of MP-WFRFT. The MP-WFRFT
precoding strategy and the double-random phase generation
scheme can effectively assist the traditional TDCS system to
improve its communication security.

This paper will be organized as follows: In Section 2,
we elaborate the definition and basic properties
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of MP-WFRFT. In Section 3, by designing the combina-
tory WFRFT-TDCS system, we take deep analyses on the
MP-WEFRFT precoding method and double-random phase
generation scheme. In Section 4, we analyze the theoretical
performances on the power spectral density (PSD), spectral
efficiency, anti-AWGN and anti-eavesdropping capacities.
In Section 5, we conduct numerical simulations to evaluate
the performances of the proposed system. Conclusions and
future works are drawn in the final section.

Il. WEIGHTED-TYPE FRACTIONAL FOURIER TRANSFORM
Considering the basic definition and properties of
MP-WEFRFT are frequently used in the theoretical derivations
and related performance analyses in other sections, in this
section, we will elaborate the definition and properties for
MP-WFRFT in detail.

A. DEFINITION OF MP-WFRFT
Let xo be the arbitrary complex baseband signals, and the
vector form of xp is xo = [x0,0, X0.1, - - -xo,N_l]T € C, where
C denotes the set of complex numbers. Then the MP-WFRFT
of xo can be defined as [12]
M—1
TV = Wi @) = Y e FYM e )
=0
where M denotes the number of basic operators, and
M > 4; Fy denotes the normalized discrete Fourier trans-
form(DFT) matrix, and the (u, v)-th element is Fy(u,v) =
(1/+/N)exp(—j2mruv/N),u,v=0,1,--- ,N — 1.
Moreover, as for Eq.(1), wi(a,V),l = 0,1,---,
M — 1 denote the corresponding weighting coefficients,
whose expressions are given by

1= P27 [ o (Mmy +1)-

ol V=57 ) exp {iﬁ [(Mnh i)~ Zh]} @
In Eq.(2), « is the transform order of MP-WFRFT; my,, my,
are the extension parameter derivated from the transform
periodicity, and MV = [mg,my,--- ,my—_1],NV =
[ng,ny,--- ,ny—1],and V= [MV,NV]. Then [«, V] can be
regarded as the MP-WFRFT parameter set.

B. PROPERTIES OF MP-WFRFT
According to [12], the MP-WFRFT operator Tlffl’v in Eq.(1)
should satisfies the following four requirements
« Continuity postulate: w;(a, V), =0,1,--- ,M — 1 are
continuous for the fraction order .
« Boundary postulate: w;(n, V) = §(n — 1), 0 < n,l <
M —1.
« Periodicity postulate: w;(a, V) = wj(a+M,V),0 <1 <
M — 1, for every choice of the order «.
o Additive postulate: for every choice of the order «

and B, TA‘;’V has the following property, T]f,‘I’VTE’V =
Tﬁ,VTot,V _ Tot+;3,V
M Iv =i

According to the continuity and periodicity postulates, we can
deduce that WFRFT order « is a real number, namely, ¢ € R,
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where R denotes the set of real numbers; besides, o has the
period of M. Then we can constrain « in the range [0, M).
To satisfy the boundary postulate, as for the extension param-
eters V, each element in V should be integer, then my,, my, € Z,
where Z denotes the set of integer numbers.
Moreover, according to additive postulate, TAO,;’VTA’Z’V

TA’?,’VT:,‘,’V = T:fﬂ V. when o = — B, combining with
the definition of MP-WFRFT in Eq.(1), then, TV TV =
T:f;rﬁ Vo T,B,’V. We can infer that the original transmitting
signal can be fully recovered through the MP-WFRFT (with
order ) and the inverse MP-WFRFT (with order —«) opera-
tors. We mainly considering the situation where M = 4 owing
to the fact that the MP-WFRFT based system can be well
compatible with the traditional single carrier(SC) and multi-
carrier(MC) systems. In addition, the analysis process and
related conclusions can also are similar with the situations
where M > 4. Thus, this paper focuses mainly on the
multiple-parameter 4-WFRFT (MP-4-WFRFT). For clarity’s
sake, we will skip the prefix and use WFRFT for short in the
following parts. Considering the normalized DFT matrix Fy
has the property, FR, = Iy, FIZ\, =Ty, F?V = TyFy. When
M = 4, the expression of Eq.(1) can be rewritten as

WeV = wo(a, VIFS, + o1(a, VIFY
+ wa(a, V)F3, + w3(a, V)F5,
= woler, My + wi(a, VIF,
+wa(a, V)T + w3(a, VITNFy 3)

where wj(e, V), = 0,1, 2,3 corresponds Eq.(2); and Ty
denote the inverse matrix, whose expression is given by

1 0 0 0 0
0O O 0 0 1
0 O 0 1 0
Ty = ) 4)
0 O 1 0 0
_0 1 0 0 O_NxN

According to Eq.(3), the basic WFRFT process can be imple-
mented as Fig. 1. In Fig. 1, the MP-WFRFT signals consist
of four parts. The first part with coefficient wp(e, V) and
the third one with coefficient wy(c, V) are the time domain
signal; the second and fourth ones with coefficients w; (o, V)

Serial Signal
Input
Inverse| @(@V) Serial Signal
—» S/P Module Output
DFT r, o«» P/S >
F N

N o, (a,V)
Inverse
Module

w,(a,V)

FIGURE 1. Implementation structure of WFRFT.
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and w3(«, V) respectively are the frequency domain signal.
The time domain signal superposition is related to the con-
stellation rotation and splitting characteristics. And the fre-
quency domain signal determine the system’s quasi-Gaussian
characteristics mainly because that the random time-domain
signals with DFT process approximately obey the Gaussian
distribution [19], [20].

According to the MP-WFRFT’s implementation process
in Fig. 1, we need only one DFT module and two inverse
modules. As for the MP-WFRFT based system with the
block length N, through the fast algorithm, Fast Fourier
Transform (FFT), DFT can be implemented with the cal-
culation complexity O(Nlog,(N)), and the Inverse mod-
ule doesn’t incur other addition or multiplying operations.
In addition, As shown in Eq.(3), another 4N multiplying oper-
ations are needed when implementing MP-WFRFT. Thereby,
the MP-WEFRFT process needs O(4N + Nlog,(N)) opera-
tions. Compared with the FFT process, the MP-WFRFT pro-
cess would bring a negligible computational burden, which
makes that the MP-WFRFT can be easily implemented in the
practical communication applications.

Ill. SYSTEM’'S DESCRIPTIONS

When an unauthorized user tries to eavesdrop the autho-
rized transmitting signals, the eavesdropping process can be
categorized into three steps: (i) Detection; (ii) Interception;
(iii) Exploitation.

The presence of The modes and patterns The Correctness of i
of the transmitting the exploiting

\ i the transmitting
Detection »| Interception » Exploitation

§ Eavesdropping process

FIGURE 2. Three steps of the eavesdropping process.

As shown in Fig. 2, the threat model can be built as the three
steps in eavesdropping process. As for the Eavesdropping
process, first, the unauthorized user should try to detect the
presence of the transmission; then, when the presence has
been confirmed, the modulation modes or other signal pro-
cessing methods should be recognized or recovered to help
the unauthorized user capture the transmitting signal prop-
erly; last, after the transmitting signal has been detected and
captured, the modulation parameters or encrypting strategies
should be correctly obtained to finally exploit the original
transmitting signal.

Thus, according to the three eavesdropping steps
mentioned-above, we build our following combinatory
WEFRFT-TDCS structure based on the following reasons:
the BF sequence in TDCS can serve as a spread spectrum
sequence to some extent and make the original signal behave
like Gaussian-like noise, which will make it quite difficult
to be detected by other unauthorized receivers through tra-
ditional energy-based and statistics-based detection meth-
ods. Besides, WFRFT technology can disguise the original
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FIGURE 3. Architecture of the combinatory WFRFT-TDCS system.

baseband constellations into other higher modulations with
a power-controllable Gaussian-like noise. Then, WFRFT
processing constellations can prevent the transmitting signal
from being intercepted by the constellation-based recognition
methods. That is, the constellation patterns are quite diffi-
cult to be recognized by unauthorized users. What’s more,
the pseudo periodicity of the BF sequence in TDCS and
the parameter diversity of modulation parameter set [, V]
in WFRFT can cost the unauthorized user a large mount of
time to correctly crack, then the BF sequence and WFRFT
parameter set [, V] both can serve as an encrypting key
to protect the authorized communication system from being
exploited.

In this Section, we will illustrate our combinatory
WEFRFT-TDCS architecture and analyze some significant
modules in detail, namely, WFRFT Precod module, Pseudo
phase generation, Combinatory Demodulation in receiver.

A. COMBINATORY WFRFT-TDCS STRUCTURE

Fig. 3 depicts the overall structure of the proposed system.
For clarity’s sake, we use the notation Tx and Rx to denote
the transmitting and receiving parts respectively. In Fig. 3,
first, as for Tx, the original signal is d divided into two
parts dpsk and dccsk: one part dpsg is MPSK-modulated
into x¢, then through WFRFT Precod, x¢ can be further
transformed into w. Combining with the rotation phase
Prot Proti = el’roui), the final WFRFT precoding signals
S (S [So, S, - -- ,SN,l]T) can further serves as the
embedded signal into the traditional TDCS; the other part
dccsk is modulated by cyclic code shift keying(CCSK) on the
traditional TDCS. By embedding WFRFT processing signals
into the traditional TDCS, the original transmitting signal
is encrypted and the system’s communication’s security can
be guaranteed. Then, the combinatory signal ¢ is transmitted
through AWGN channel. Finally, as for Rx, there exists cor-
responding parts for the demodulation of C; and xo ;. In the
following subsections, we will make elaborate analyses about
the WFRFT Precod module, the double-random sequence
Gen and the related demodulation scheme.
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Decimal to Binary

B. WFRFT PRECOD
In this subsection, we mainly analyze how BPSK signals can
be disguised into MPSK signals. The precoding process and
analysis method can be well expanded in other higher order
PSK modulations (MPSK, M > 2). Through WFRFT pro-
cess, BPSK signals can first be transformed into quasi-4PSK
signals. Then, by rotating the constellation phase randomly,
the quasi-4PSK can be further disguised into quasi-MPSK
signals. In the following paragraph and figures, we often omit
the parameter set vector (¢, V) in wj(a, V), (I =0, 1, 2, 3)
and used the short notation w;, (I =0, 1, 2, 3) for the
description’s clarity.

Let x1, x, and x3 be the 1-3 times DFT of xy. Based on
Eq.(3), the WFRFT of x( can be given by

we Y (xg) =

woXo + w1xX1 + wrxs + w3x3
(oFY 4+ o1 F} + ioF3, + o3F3)xo
= (woly + @1Fy + 02Ty + w3Fyxo  (5)

in Eq.(5), xo and x; can be regarded as the time-domain
signals and the corresponding superposition wgxg + wax2
is directly related to the constellation rotation and split-
ting (constellation-splitting characteristic); x3 and x| are the
DFT of x, and xo respectively. Considering that DFT is a
linear transformation and the DFT of random time-domain
signal is closely related to Gaussian noise (constellation-
blurring characteristic), then xo and x» can be regarded
as the frequency-domain signals and the combination of
w1x1 and w3x3 can simply be regarded as the Gaussian-like
signals. So we mainly focus on the constellation-splitting
characteristic in MP-WFRFT Precod module, and more atten-
tion should be paid to the first (woxp) and third (wyx7)
parts rather than the second and fourth parts(corresponding
the constellation-blurring characteristic) in Eq.(5). And the
second(wix1) and fourth(w3x3) ones can be simply regarded
as the quasi-Gaussian noise.

1) BPSK—4PSK
According to the analysis in Fig. 1, the WFRFT based sys-
tem’s constellation splitting is related to the time domain
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signals (woxop + wox>), while the constellation blurring is
attributed to the frequency domain signals (w1x1 + w3x3).

e, @4 Qr&'An
) e 1
91‘6J 4, . n AI"
092 Q); - ew
wy =’ .
A, 4

(a) (b) (©

FIGURE 4. Geometry analysis model of BPSK— 4PSK through WFRFT
process. (a) Composition of vy and w,. (b) Constellation-splitting caused
by wgxg and w,x;. (c) Geometry analysis model of BPSK— 4PSK through
WEFRFT process.

To get an intuitive analysis on the constellation-splitting
characteristic, in an inverse vision, we take the coefficients
wo and w; as the basic vector, and take x¢ and x, as the
weighting factors. Then, through geometry analysis, the sig-
nal superposition of wpxo and wrx> can be illustrated in Fig. 4.
Fig. 4(a) depicts the basic model of the composition of wq
and wp, and w, is the corresponding composition vector.
Considering (xg,x2) has four possible values, namely, (1, 1),
(1, —1),(—1, 1) and (—1, —1), when the weighting factors x¢
and x; are added, there are totally four different compositions,
as shown in Fig. 4(b). Besides, when the quasi-Gaussian noise
(w1x1 + w3x3) are considered, the final constellation after
WERFT process are depicted in Fig. 4(c). In Fig. 4(a), for
description’s clarity, we define 61 and 6, as the phases of the
vector wy and w respectively. Then the angle 6y between
vector wg and w. can be calculated by 8y = (wg, w.) =
01 — 6>, where (-) is the operation to obtain the angles.

Considering that the constellation of stand baseband sig-
nals are uniformly distributed in the X-Y axis, we should have
the following angle and magnitude constraints:

« angle:

wo should be perpendicular to wr(wplwy), that is
{(wo, wp) = 90°; Besides, in order to get a constellation
distribution centered on X and Y axes, the angle of w;
(6>) should be forced to be parallel to X or Y axes, that
is 6, should be forced to 0° or 90°.

« magnitude:

Through WFRFT process, the disguising constellation
should mainly exhibit the constellation-splitting charac-
teristics, then the magnitude of w; and w3 (|w1] + |w3])
should be confined to a small limit. Besides, the magni-
tude ratio of wy to wo(|wz|/|wel| ) has a direct influence
on the neighboring distance of different constellation
points.
In fact, as for the constellation splitting process(BPSK—
4PSK) in Fig. 4, the four constellation splitting points can be
distributed uniformly on a unit circle only when |wz| = |wp|.
For other coefficient magnitude ratios (|wz|/|wol # 1),
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in a matter of clarity, we still regard the WFRFT precoding
constellations as the 4PSK baseband constellations.

Based on the basic angle and magnitude constraints men-
tioned above, to disguise BPSK into 4PSK, we can build the
related optimal model as follows

min £(@, V) = /|0 exp(i/2)— ool +y/ o1 P-+owos

e~ (2
s.t. wia, V)= 4§)exp{ L [Gmt D@ @m+1) lh]},
1=0,1,2,3:
V = [mg, m1, my, m3, ngy, ny, nz, 3l ;
lwo(a, V)| > 81; |waler, V)| > 62;
max(lwy (o, V)|, lws(a, V)|) < 83;
my, ny € Z+,h =0, 1,2, 3;
ae€[0,4),a eR.

(6)

In Eq.(6), we design the object function based on the coef-
ficient ratio(Jwy|/|wp| ) and the quasi-Gaussian coefficient
magnitude |w1| and |w3|. We also set the related angle and
magnitude relationships as the constraints. Besides, due to
the periodicity in w;, we only consider the cases where the
parameters in [«, V] are greater than zero. ZT denotes the set
of nonnegative integer numbers. Through the optimization of
Eq. (6), we can finally get optimal parameters [«, V].

2) 4PSK—MPSK

In the WFRFT precoding scheme, through phase rotation,
the WFRFT-disguising signals(4PSK) can be further trans-
formed into MPSK. We only consider the condition that
M = 8 and M = 16 because the analysis methods and
related conclusions are similar for other conditions where
M = 2May (M, > 4).

(@) (b)

FIGURE 5. Rotation diagram for 4PSK— 8PSK. (a) 6y = 47/16
(b) 0 = 2/16.

Fig. 5 illustrates two possible rotation patterns masking
4PSK into 8PSK. As for the basic four constellation points
(red color points) of Fig. 5(a) and (b), by analyzing the
basic geometry of Fig. 4, according to the definition of tan-
gent function, the magnitude ratio of wy to wo(|wz|/|wol)
correspond A = tan(6p).

As shown in Fig. 5(a) and Fig. 5(b), 6y has two possible
values, namely, 22.5°(2rr /16 ) and 45°(47r /16 ). Then, with
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one-bit mapping phase rotation, the finally 8PSK can be
generated. Based on Fig. 5, the one-bit mapping matrix is
listed in Table 1.

TABLE 1. One-bit phase mapping for 4PSK— 8PSK.

Phase Mapping 0 1
A=tan(4n/16) Ox7w/4 1xw/4
A=tan(2x/16) Oxw/4 2xmw/4

(©) d)

FIGURE 6. Rotation diagram for 4PSK— 16PSK. (a) 6y = 4n/16.
(b) 0 = 37/16. (c) 6 = 27/16. (d) by = 7/16.

Fig. 6 illustrates four possible rotation patterns diagram
masking 4PSK into 16PSK. With the same analysis method
in Fig. 5 (4PSK— 8PSK), we can get the four different con-
ditions to mask 4PSK into 16PSK. Unlike one-step rotation
Fig. 5 (4PSK— 8PSK), there need four-step rotations in Fig. 6
(4PSK— 16PSK).And the corresponding two-bit mapping
matrix is listed in Table 2.

TABLE 2. Two-bit phase mapping for 4PSK— 16PSK.

Phase Mapping 00 01 10 11

)\—tan(47r/16) 0*m/8 1+7/8 2%7/8 3xm/8
A = tan(37/16 ) 0*m/8 2xmw/8 4xm/8 6x%7/8
A=tan(27/16) —3x7/8 O0%x7w/8 1x7w/8 4xm/8

A=tan(l7/16) —2x*7/8 O0x*7/8 2x7/8 4x7/8

Through WFRFT precoding process in Fig. 6, the original
signal x( can be transformed into S, in which the i-th element
is S;. Then, S; can be simply regarded the quasi-8PSK or the
quasi-16PSK signals. Thus, S (S = [So, S1, - -~ ,SN,1]T) is
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the vector form for the WFRFT precoding, which can be
calculated by

§ = e o Wy x0) = pro O W (7
where © denotes the wise-product operation; p,, denote
the rotating phase in the WFRFT process, and p.,, =
[prot,Oa Prot,1, " * ’prot,N—l]T- Besides, Drot,is1 = o,1,---,
N — 1 are generated from the phase mapping Table 1
(4PSK—8PSK) or Table 2 (4PSK— 16PSK). More details
about the random phase p,,, will be discussed in the next
section.

C. DOUBLE-RANDOM PSEUDO PHASE GENERATION
As analyzed in the WFRFT Precod module of the former
subsection, the original BPSK signals can be disguised into
MPSK signals. Then the WFRFT precoding signals (MPSK)
is embedded into the traditional TDCS. To enhance the com-
munication’s security, the random rotation phase in Table 1
and Table 2 are generated by the pseudo random number
generator. In the frequency domain, the basic function (BF)
phase vector e?bse can be also generated by a m-sequence
generator. In this subsection, we provide a double-random
sequence generating scheme for BF’s phase vector e?bse in
TDCS and rotation phase e 37wt in WFRFT Precod module.
When [, V] in Eq. (3) is selected, the basic constel-
lation distribution is totally decided. When the WFRFT
and traditional TDCS with unchanged parameters in a
long term, it’s still unsafe because the unauthorized
users can intercept the exchange information through the
autocorrelation-based detection or feature extraction-based
recognition methods [21]. So we should adopt other encrypt-
ing methods to further ensure the communication’s security.
Thus, a dynamically pseudo phase generation is proposed
to assist enhancing the proposed system security. In [22],
an effective method is provided to generate the pseudo
phase based on m-sequences. According to [22], based on
m-sequences, the proposed phase generation of this paper
is operated as Fig. 7. For design’s clarity, in our phase
generation scheme, two parameter sets are utilized to

Uy Uy Uy e oo UpsUpglp3 Up) Uy

[oJo]1] \I\I\O\I\O\FnstagesLFSR
*** -Ea3BdEE: 1\
r stages

Phase Mapping

T e
s €10, 272", 22/2" .. 270 (27 =1) /2]
k=0,1,2,...,N-1

Basic function in time domain
Cyclic right shift C;

phase mapping

Basic function in frequency domain
Phase rotation
A} r Al

[ola]b]--Fb [ — DFT(b,) = 4,

L1l Ll DFT(b<”,C,>N)

—
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k

FIGURE 7. Double-random sequence generator and Mapping process in
TDCS.
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dynamically generate the corresponding pseudo number,
which can double guarantee the pseudo phases’ security. And
these two parameters are [n, Ug], Uy = [ug, U1, ..., Un_1]
and [r, Cyl, Co = [co,c1,...,cn_1]. There are three main
steps to generate the BF pseudo phase in TDCS with CCSK
baseband modulation:

Step 1: As for the basic function in TDCS, through liner
feed shift register(LFSR), the first parameter set in [n, Up]
is used to generate the m-sequences, which has a period of
2" — 1. Up(Ugy = [ug, u1, - .., u,_1]) is the preset states for
the LFSR, and Uy can be set to all possible register states
except the all-zeros state [23]. Different stages n and different
initial states Uy will generate different binary sequence b =
[bo, by, - - , by_1]T for the phase mapping module.

Step 2: With the binary sequence selection parameter set
[7, Col, we choose the » LFSR outputs which usually include
any combination of the n LFSR stages. The initial binary
values Co (Co = [co, c1, ..., cn—1]) is used to decide which
r LFSR stages are selected, and Cy satisfies the constraints

7;()1 ¢i = r, r < n. After double random process,
the pseudo phase can Ppaser, K = 1, 2, ..., N belongs
to the set {0, 27/2" 27w -2/2" ..., 2n (2" — 1) /2"}. And
Po=1p0.0. P01, pon—11", pox = ePbusek,

Step 3: As for CCSK modulation, in Fig. 5, for the basic
function(BF) of TDCS, the corresponding mapping process
from time domain to frequency domain is also depicted.
According to the BF property: the cyclic shift in time domain
corresponds the phase shifting in frequency domain [24].
The final BF phase py,,. is generated from p after cyclic
left shift C; bits, namely, ppases = poxe 127kCi/Meesk =
e Pbasek g —J27kCi/Mccsk |

Then, as for the WFRFT rotation phase, to be consistent
with the generation of p(, we can simply choose 1 or 2 bits out
of the r LFSR outputs to generate the WFRFT rotation phase
#10t, and p,, in Eq.(7) can be calculated by p,,, = e i?wt,

D. RECEIVER
According to the embedding structure in Fig. 7, the final
combinatory signal X can be expressed by

X =SB (8

where S corresponds Eq.(7), and S = [ So, S1, -+, Snv—1] T,
diag(S) returns a square diagonal matrix with vector S as the
main diagonal; B is the BF matrix, whose (k, i)-th element is
given by By ; = Akeiﬂbase,k e —J2mk-Ci/Mccsk
Then, the (k, i)-th element of X in Eq.(8) can be calculated
by
) 21 k-C;
Xi i = SiByi = Agel"weke” Mccsk S ©

In Eq.(9), S; can be simply regarded as a MPSK signal,
then, without loss of generality, we can take the i-th row of
X as an example to analyze the system’s recovery perfor-
mances. At Tx, the WFRFT-TDCS combinatory signal x can
be expressed by

x = [Xo,i, X0, »XNfl,i]T (10)
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Then, at Tx, the final transmitting signal ¢ is expressed by
t=Fy'x (11)

Over AWGN channel, at Rx, through OFDM demodulated
module, x can be transformed into

y=Fytn)=x+n (12)
In Eq.(12), n is the AWGN noise vector, and n =
[ng, ny, - - - ,nN_l]T. For sake of clarity, we use the short

notation iy ~ N(u,02) to describe the properties of Gaussian
distributed random variable, where  and o2 are the expected
value and the variance of ny respectively. Then, considering
the DFT matrix Fy is a unitary linear transformation, n'(n’ =
Fyn) will obey the same statistical distribution property, that
is, is W'y ~ N(p,02), and 'y is the k-th element of n’.

As shown in Fig. 3, to recover the original data, we should
take the following two steps: 1) CCSK Demod; 2) WFRFT
Decod. Besides, because the WFRFT Decod process relies
on the recovery performance of BF at Rx, we will con-
duct the process of CCSK Demod prior to WFRFT Decod.
Fig. 8 depicts the combinatory recovery scheme for CCSK
Demod and WFRFT Decod. More details about the com-
binatory recovery will be analyzed in the following two
subsections.

1) CCSK DEMOD

As for the CCSK Demod process, according to periodic
convolution theorem, the DFT of the product of two discrete
sequences is the periodic convolution of the DFTs of the
individual sequence [25]. Let u, b and g be the time domain
signal of input, basic function and output in vector form
respectively. Then, the following formula can be utilized as
an efficient way to recover the original input signal

g = {IDFT {DFT {u} (DFT {b})*}}
= Fy,' [Fy@)(Fn®))*] (13)

where (-)* denotes conjugate calculation.

Owing to the fact that only the real parts of the received
signal will finally make a sense on the recovery of the original
transmitting signal, we can conduct the final CCSK Demod-
ulation as follows

g =Re |Fy! [Fx@Fn®)"]| (14)

where Re(-) denotes the function to get the real part of a
complex number.

In this paper, we assume that the amplitude of basic
function in Tx and Rx are the same, that is, Ay = A'g.
Then, as depicted in Fig. 8, DFT {u} = y, DFT*{b} =
[Age 1Pbasc0 | A e IPbased ... ’AN_le_jﬂbase,N—l]T_

Letv = [vg, vy, -, vN_l]T, then the k-th element vy =
yrAgedPasek  The index of maximum g can be used as the
estimated value of C;. Then the estimated CCSK demodulated
signal, C; can be obtained as follows

Ci= arg m]?x (g) = arg m]?x (Re {IDFT {v}}) (15)
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When Mccsg = N, C‘i can be calculated directly by Eq.(15).
When Mccsk < N, a weighting coefficient 8 = Mccsk/N
should be added to adjust the exact é‘,- based on Eq.(15), and
then the modified estimated signal C; can be calculated by

¢ = Lﬂé‘/ +0.5J - L(MCCSK/N)@’ +0.5J (16)

where C’ is the initial value calculated by Eq.(15), and
-] denotes the function to get the nearest integer less
than or equal to the original number.

2) WFRFT DECOD

As illustrated in Fig. 3, after CCSK Demod, the esti-
mated signal C; would further be used to revise the phase
shift ¢=/27k-Ci/Mccsk for the original BFE. According to
the WFRFT Decod process in Fig. 8, combining with the
frequency-domain BF vector Agel’bsek and the rotation phase
elfnti we can estimate the final S‘i as follows

n 1 N-1 " o —j2r Cik *
S; = v Z Vi <Ake] base, k ¢ = rol,teMCCSK> (17)

k=0

77777777 AIgGEJigbjsi’k — 76?‘?""?’; I
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FIGURE 8. Combinatory Recovery scheme for CCSK and WFRFT.

Then, through (—o«) order WFRFT, we can recover the signal
as follows

g0 =W, "% (18)

where § = [S‘o, 3‘1, ,§N,1 ]T, and W;a’v corresponds
Eq.(3).

IV. THEORETICAL PERFORMANCES

A. POWER SPECTRAL DENSITY

According to [26], when utilizing embedded symbols in the
CCSK-based TDCS system, the power spectral density (PSD)
can be calculated by

T(+y) 2
1 N ; .
PSD(f) = ;| Apel*” > Ageluei / p(t)e 12Ut
k=0 _ T(+y)
2
(19)
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where Ap and ¢p are the magnitude and phase of the embed-
ded symbol respectively, T is the signal’s duration; p(¢) is
the window function, y is the corresponding roll-off fac-
tor of the window. Based on Eq.(19), as PSK symbols are
distributed on a unit circle, embedding PSK symbols into
TDCS-CCSK will not enlarge the sidelobes. Considering
the WFRFT precoding signals behave like the quasi-MPSK
symbols. Then, as for the WFRFT-TDCS combinatory sys-
tem in Fig. 3, the embedded WFRFT precoding symbols
wouldn’t bring a severe damage on the traditional TDCS
performance.

B. SPECTRAL EFFICIENCY

According to the analyses in subsection 3.4.2 (WFRFT
Precod), for one TDCS symbol transmission, another one
2PSK symbol is embedded into TDCS, while causing no
effect on the system’s bandwidth, Then, we can derive that the
spectrum efficiency n for the designed TDCS with WFRFT
precoding symbols embedded system can be given by

n = logy(2 - Mccsk)/N (b/s/Hz) (20)

According to Eq.(20), with the same spreading factor, N,
the spectrum efficiency of the proposed system in this paper
can gain log,(Mccsk)/N more than the ones of the tradi-
tional direct sequence spread spectrum (DS-SS) and hybrid
carrier code division multiple access (HC-CDMA) systems.
Compared to the traditional TDCS, there exists another
log,(2)/N = 1/N gain in the proposed system of this paper.

C. ANTI-AWGN CAPABILITY
In the proposed system, as for CCSK Demod, the interfer-
ences mainly come fromn’ in Eq.(12). Andn’ = Fyn. Owing
to the unitary property of DFT matrix Fy, n’ obeys the same
Gaussian distribution with the original noise n.

As for WFRFT Decod, according to Eq.(8), the BF vector
Are sk can be regarded as an spread sequence to some
extent, the equivalent signal-noise ratio can be calculated by

SNR = (log,(Mpsk)/N) - Ev/No = 1/N - Ex/Ng  (21)

Based on Eq.(21), we can conclude that WFRFT precoding
process can gain log,(N) dB compared with the traditional
baseband modulation scheme.

D. ANTI-EAVESDROPPING CAPABILITY

In Fig. 3, the WFRFT Precoding parameter set [o, V]
and double-random pseudo phase generation scheme
are unknown to the unauthorized receivers. Because
WEFRFT-based system has a strong anti-parameter scanning
ability [27], [28], it becomes difficult for the unauthorized
receivers to eavesdrop the current WFRFT parameter set
[a, V] timely. Besides, the double-random scheme in DRP
Gen of Fig. 3 can generate the expected pseudo number, and
then generate the corresponding pseudo phase. The different
parameter sets selections([xn, Up] and [r, Cp]) can protect the
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system from being intercepted through the autocorrelation-
based or statistic-based detection methods, and further guar-
antee the communication system’s security.

V. NUMERICAL SIMULATIONS

In this section, to examine the combined TDCS with WFRFT
for secure transmission, we conduct the following numeri-
cal simulations over AWGN channels with block length of
N = 512. To reduce the computational complexity, the FFT
algorithm is used to implement the DFT module of Fig. 1 in
the simulation.

A. WFRFT PRECODING CONSTELLATIONS

1) CONSTELLATIONS FOR 2PSK—4PSK

We first test the constellation disguising property in the
WEFRFT Precod module in Fig. 4. Through WFRFT pro-
cessing, the original BPSK baseband signal can be disguised
into 4PSK. Considering that genetic algorithm(GA) can con-
verge to the global minima in a probability of 90% [29]-[31],
we adopt GA to solve the optimization program in Eq.(6),
and initial searching conditions are Generations = 100,
PopulationSize = 20, CrossoverFraction = 0.8, and
ParetoFraction = 0.35. The related bounds in Eq.(6) are
A = 4, 0 = 100. To test the constellation properties
caused WFRFT precoding process, as for the optimization
program in Eq(6), for analyses’ clarity, we let o = Adj.
Besides, according to the unitary transformation property,
we can obtain |wgl* + |wi]® + |@2* + o3> = 1[32].
Therefore, we can select the quasi-Gaussian constraint &3
as follows: 83 = 0.5[1 — (1 + A%)(81)’]. Then we just
pay our attention to the following constraints, §; and A.
In the following simulations, to make the time domain
signals(woxo + wyx2) be the predominant one in Eq.(5),
we further let §; = 0.999/(1 + A2). According to magnitude
ration relationship in Table 1 and Table 2, the ratio constraint
A could be set to following four possible values: tan(wr/16),
tan(2 /16), tan(37 /16), and tan(4z /16). Then we can get
the corresponding four values for §;: 0.9798, 0.9230, 0.8306,
and 0.7064. Through GA, we can obtain the corresponding
parameter set [¢, V], which are shown in the paras iii-v of
Table 3 respectively.

TABLE 3. Parameters [«, V] in different WFRFT precoding patterns.

Paras i ii iii iv v
a 2.4567 8472 0.7328 4959 1.1554 2485 2.9371 8068 2.7689 2907
MV [54 85 58 46] [0 40 43 43]  [50 69 17 54] [5628475] [42 59 43 22]
NV [85 84 41 40]  [61 324032] [30 11 64 64] [68 87 33 32] [37 50 65 53]
(wo) -144.3335 -27.4095 144.7762 51.5427 -3.0503
(wo, w2) 25.4079 -90.0193 -89.9974 89.9951 90.0064
A 0.8628 0.2131 0.4174 0.6844 0.9992
|wi] 4 |ws| 0.9989 0.0003 0.0004 0.0006 0.0003

Moreover, to clearly exhibit MP-WFRFT signals’
Gaussian-like characteristic, we also revise the magnitude
constraints to max(|wq|, |w3]) > 83 , and §3 = 0.5 in
Eq. (6),and the paras i of Table 3 corresponds the parameter
set [a, V] and its related operation results. According to the
values of |wi| + |w3| in Table 3, we can conclude that the
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quasi-Gaussian noise’s power is directly controlled by the
magnitude sums of w; and w3. The larger |wi| + |w3] is,
the stronger the quasi-Gaussian characteristic gets.
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FIGURE 9. Constellations disguising 2PSK into 4PSK with WFRFT
precoding and phase rotation. (a) Original BPSK. (b) WFRFT Precod with
Paras I. (c) WFRFT Precod with Paras ii. (d) WFRFT Precod with Paras iii.
(e) WFRFT Precod with Paras iv. (f) WFRFT Precod with Paras v.

To observe the constellation disguising more clearly,
we also plot the corresponding WFRFT-processing constel-
lations based on Table 3, which are shown in Fig. 9. Fig. 9(a)
corresponds the basic constellations of 2PSK. Fig. 9 (b)-(f)
corresponds different patterns i-v in Table 3 respectively.
In Fig. 9(b)-(f), through the phase rotation, WFRFT precod-
ing constellatons (blue points) can be further revised into the
standard constellations (purple points) that are symmetrical
to X-Y axes.

2) CONSTELLATIONS FOR 4PSK—8/16PSK
To further encrypt the original BPSK constellation,
the WFRFT-processing constellations of Fig. 9 can be dis-
guised into Mary-PSK(MPSK) through the randomly rotating
processing of Fig. 9. As for the randomly rotating processing,
the pseudo sequence with its corresponding mapping phase
are listed in Table 1 and Table 2.

As shown in Fig. 10, when we choose the parameter set
v in Table 3, through phase rotation, we can get the initial
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FIGURE 10. Constellations disguising 4PSK into 8/16PSK with random
phase rotation.

WERFT precoding constellations (shown in Fig. 9(f)). More-
over, the WFRFT precoding constellations can be further
disguised into 8PSK with one-bit random phase mapping (the
case where A = tan(4m/16) in Table 1), and can be also
disguised into 16PSK with two-bit random phase mapping
(the case where A = tan(4sr /16) in Table 2). The constella-
tion disguising law is quite consistent with the one in Fig. 5(a)
and Fig. 6(a).

B. BIT ERROR RATE PERFORMANCE FOR

AUTHORIZED RECEIVERS

As demonstrated in the constellation disguising analysis
of the former subsection, the WFRFT precoding method
in Fig. 9 and Fig. 10 can double guarantee the communication
security of the original embedded BPSK signal. To further
test the BER performance of proposed system for the autho-
rized transmissions in Fig. 3, representative results are aver-
aged over 1000 trials to improve the simulation’s accuracy.

We select the mapping phase where A = tan(4w/16)
in Table 1 and Para v is adopted in Table 3 to disguise the orig-
inal BPSK constellation. Based on the double pseudo-random
number generator in Fig. 7, as for the two parameter sets
[n, Uol, [r, Co] in the double-random phase generation of
Fig. 7, we set n = 12, r = 10, and Uy, Cy are set randomly.
In addition, signal to noise ratio(SNR) is set in [—25, —13]
dB, with precision 2dB.

According to the theoretical analyses in Fig. 8, the original
embedded BPSK signals’ bit error rate (BER) performances
rely on the correctness of CCSK symbol’s demodulation.
Thus, we test the CCSK SER performances and the embedded
BPSK BER performances with different Mccsk. As depicted
in Fig. 11, with the increase of Mccsk, there is a slight
decrease for CCSK symbol error rate (SER) performances
correspondingly. However, due to the spreading gain N of
TDCS BF sequence, the BPSK BER performances’ differ-
ences become obvious with different Mccsg. When Mccsk
gets smaller, the corresponding system’s performances can be
improved at the cost of spectral efficiency, which is consistent
with Eq.(18).

Moreover, we also conducted the related simulations to
test how WFRFT can affect the traditional TDCS system’s
performance on narrow band interference (NBI) suppression.
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FIGURE 11. BER performances for authorized receivers with
different MCCSK'

As for the Fourier-based TDCS, we assume the NBI signal
is stationary. According to [33], the basic model is built as
follows

K—1
2 — kT
=) & expli TR0 =MD |y,

n=0,1,--
N
k=0

,N—1
(22)

where T is the period of each data symbol, K is bandwidth
ratio of wideband system to NBI, and K = [N/T 1, and
[A] means to round the elements of A to the nearest integers
greater than or equal to A; fo denotes the central frequency of
NBI, and g denotes the k-th data symbol.

And as for NBI in Eq.(22), the spreading factor K is set to
32, and the central frequency fj is set to 0.5 normalized block
length. gx obeys Bernoulli distribution, and the initial phase
¢ is uniformly distributed in [0, 27]. As for the Threshold
Decision model in Fig. 2 (Architecture of the WFRFT-TDCS
combinatory system), the threshold for TDCS Ay is set to
0.4Jmax, and Jpax is the maximum spectrum amplitude for
NBI, that is, for the i-th frequency, when NBI’s amplitude
Ji > Awre, the corresponding BF’s amplitude A; is set to 0,
then the strong interference in i-th frequency can be elimi-
nated. When NBI’s amplitude J; < Awpye, the corresponding
BF’s amplitude A; NBI is set to 1. And the power ratio of
NBI to transmitting signal is defined as JSR, which is set in
the range [—10, 0]dB. As for AWGN, SNR is still set in the
range [—25, —3]dB.

Besides, in order to enhance the comparability between
WEFRFT-TDCS system and the traditional TDCS system,
we simply replace the"WFRFT Precod’ and ”"WFRFT Decod’
modules with ’4PSK Mod’ and *4PSK Demod’ modules, and
test the CCSK SER performance for each system. Under the
same channel states with NBI and AWGN, the simulations
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FIGURE 12. Anti-NBI capacity with different TDCS embedded structure.

are conducted and the CCSK SER performance comparisons
are illustrated in Fig. 12.

As shown in Fig. 12, the CCSK performance in the tra-
ditional TDCS system are slightly better than the one in the
WEFRFT-TDCS system. The reason for the slight performance
differences can be explained as follows:

As can be observed in Fig. 9(f), the WFRFT precod con-
stellation are almost the same with the standard 4PSK con-
stellation, which finally demonstrates that the quasi-4PSK
can be obtained through WFRFT precod module. As ana-
lyzed in Eq.(19), PSK symbols are distributed on a unit
circle, and embedding PSK symbols into CCSK-based TDCS
will no enlarge the sidelobes, then won’t affect the CCSK
performance of TDCS. The slight constellation difference
between the quasi-4PSK in WFRFT Precod module and
the standard 4PSK will cause a slight PSD deviation, then
further cause a slight CCSK SER performance degrada-
tion in WFRFT-TDCS system. However, the slight differ-
ence can be neglected especially when JSR > —8 dB and
SNR < —15dB. Thus we can draw the conclusion that
WEFRFT will cause a slight affect on the original CCSK
Demodulation performance and can be well compatible with
the traditional TDCS system.

In Fig. 12, when we set JSR= — 10dB, with SNR
varying in {—17, —15, —13}dB, the corresponding SER are
8 x 10_3, 7 % 10_2, 2.6 x 107! respectively. While for the
WEFRFT-TDCS system without NBI, with the same SNR
selections, the corresponding SER are 5 x 1073,2.3 x
1072, 1.8 x 10~ respectively, as can be observed in Fig. 11.
There exists an obvious performance degradation between the
WEFRFT-TDCS system with NBI and the one without NBI,
which can be attributed to the basic function (BF) sequence’s
autocorrelation deduction and residual NBI interference.

C. SECURE PERFORMANCES

Based on the three steps of eavesdropping process in the
earliest stages of the system description, according to [34],
the system’s security can be fully evaluated from the
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following three aspects: Low Probability of Detection(LPD),
Low Probability of Interception(LPI), Low Probability of
Exploration(LPE).

1) LOW PROBABILITY OF DETECTION

In order to evaluate the combinatory system’s Low Probabil-
ity of Detection (LPD) property, as the transmitting signals
behave like the CCSK-based TDCS signals, we mainly pay
our attention to the TDCS signals’ LPD property. To focus on
the TDCS signal, we simply substitute WFRFT precod with
the MPSK Modulations. The basic MPSK modulation types
and its corresponding size are assumed to be known to the
unauthorized users. Then the correlation-detection method
is adopted [35]. With a proper threshold, the correlation
value between the original MPSK signals and the receiving
signals can be used to decide whether the transmission is
present or not. For comparison, we also exhibit the LPD
performance for the PN(Pseudo Number)-based system. And
the final LPD performances are illustrated in Fig. 13.
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FIGURE 13. Detection performance comparison for PN-based and
TDCS-based system.

In the view of the fact that the different baseband
orders will affect the corresponding SNR(shown in Eq.(21)),
we conduct the related simulations under the same E,/Ngy and
Ey/Ny is set in the range [—10, 10]dB. As can be observed,
with the increase of the MPSK baseband orders, the detection
rate has a corresponding decrease. This is mainly because
when the MPSK baseband orders get larger, the constella-
tion points will distributed more uniformly on a unit circle,
which will reduce the correlation value between the original
MPSK signals and the receiving signals and then degrade the
detection performance under the same AWGN channel states.
When comparing the LPD performance between PN-based
system and TDCS system, there exists almost a difference
8dB when detection probability is equal to 0. Although
TDCS-based signals have almost the same pseudo generation
scheme with PN-based signals, the CCSK modulation in
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TDCS can scramble the original pseudo periodicity and then
protect the transmitting signal from being detected by other
unauthorized users.

2) LOW PROBABILITY OF INTERCEPTION
In the WFRFT Procod scheme of Fig. 3, the WFRFT pro-
cessing signals are embedded into the traditional TDCS.
Through WFRFT processing, the original BPSK signals can
be disguised into MPSK and can help reduce the recognition
probability by other eavesdroppers In addition, as shown
in Fig. 7, the double pseudo-random sequence generation
mechanism can further protect the legitimate transmitting
signals from being captured. Thus, through the WFRFT pro-
cessing and double pseudo-random sequence, the proposed
system’s communication’s security can be guaranteed.

To analyze the proposed system’s performance more pre-
cisely, we define the comprehensive BER (CBER) as follows

1
1 + logy(Mccsk)

+BERC -

CBER = BERp -

1 M,
0g,(Mccsk) 23)
1 +log,(Mccsk)

where BERg and BER(c denote the BER performances of
BPSK and CCSK modulations respectively.

In the following two simulations about the system’s com-
munication security, the CBERs are tested and illustrated
to demonstrate the proposed systems’ performance. We also
select Mccsk = 512 for sake of clarity.

According to whether the unauthorized users intercepted
the WFRFT modulation modes or not, we can analyze the
Low Probability of Interception(LPI) property for the combi-
natory system. The WFRFT precod has different splitting pat-
terns and phase rotation schemes (shown in Fig. 9), so we pay
our attention to the anti-scanning performance of WFRFT
processing embedded signals to evaluate the combinatory
system’s LPI property.

The anti-scanning performance of WFRFT processing
embedded signals is demonstrated with regards to BER.
The channel is assumed to be only influenced by AWGN.
Fig. 14 shows the BER comparisons between authorized
receiver and eavesdropper. When the WFRFT precoding
information (the WFRFT process and related rotation map-
ping information) is unknown to the eavesdropper, the origi-
nal BPSK is disguised into Mary-PSK and totally cannot be
recovered by the eavesdropper. Then as for Eq.(23), BERp
can be almost equal to 1, which also explain why there
exists an error floor at CBER = 10~! even though SNR is
getting large enough, as depicted in Fig. 14(i). When WFRFT
precoding information is totally known to the eavesdropper,
and the parameter scanning method is adopted to intercept
the WEFRFT parameters [«, V]. Fig. 14(ii)-(iv) illustrate the
CBER compassions under different scanning error condi-
tions. As can be observed in Fig. 14(ii)-(iv), even a sub-
tle scanning error, i.e. An = 1, Am = 1 and Aa =
0.001, can still yield great CBER performance deterioration,
which means that it’s quite difficult for the eavesdropper to
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FIGURE 14. Anti-parameter scanning abilities for different parameter
offset.

demodulate the original BPSK signals by scanning WFRFT
parameters [, V]. Especially, when the authorized system
select its WFRFT precod modes and parameters [¢, V] in a
cycle time less than the time needed in the scanning process,
it’s impossible for the unauthorized users to intercept the
correct modes and parameters by scanning methods, and then
the LPI property can be guaranteed.

3) LOW PROBABILITY OF EXPLOITATION

After the unauthorized users has detected the presence of
the transmission and also known the WFRFT Precod modes
and TDCS’s pseudo sequence, the only difference between
authorized users and unauthorized users is that the dynamic
selection of the parameter set [«, V]. As for the unauthorized
users, the parameter error will inevitably affect the system’s
BER performances.

To further evaluate the built-in security enhancement prop-
erty of the proposed system, with the same prior infor-
mation of the authorized system, we compare the secrecy
performance of the proposed system with the one of the
HC-CDMA and PN systems. The simulation results are
shown in Fig. 15. As for the direct sequence spread spectrum
(DSSS) or the traditional TDCS, according to intrinsic peri-
odicity of the pseudo-random sequences, time domain delay
correlation algorithm [21] can be employed to acquire the
period of the pseudo-random sequence and further to recover
the corresponding pseudo-random sequence. As shown in
Eq.(3), WFRFT-TDCS and HC-CDMA can both achieve
better secrecy performance than the tradition DSSS, mainly
because the WFRFT processing with different o will destroy
the sequence correlation and then deteriorate demodulation
BER performance). In addition, there is only one param-
eter WFRFT order « in HC-CDMA, unlike HC-CDMA,
the parameters in WFRFT-TDCS are 9 (1 real number «
and 8 integer of V). The multiplicity of WFRFT parameters
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FIGURE 15. Anti-eavesdropping capacity for different communication
systems.

([o, V]) will bring about a large amount of constellation
splitting patterns (as shown in Fig. 9), and then make the
proposed system’s performance more sensitive to the param-
eter deviations, which can finally guarantee the better secrecy
performance compared with HC-CDMA. Then we can draw
the conclusion that the proposed WFRFT-TDCS system can
has a lower probability of exploitation than the HC-CDMA
and traditional DSSS system.

VI. CONCLUSION

In this paper, we propose a novel combinatory WFRFT-TDCS
strategy to enhance the communication security. By embed-
ding WFRFT precoding signals into the traditional TDCS
system, the system’s spectral efficiency can be enhanced
while the corresponding communication quality is less
impacted. The WFRFT precoding method can disguise the
original signal into other higher order baseband modulations,
and then further protect the system from being intercepted
by other unauthorized users. Besides, the double-random
phase generation scheme is designed to guarantee the com-
binatory WFRFT-TDCS system’s communication security.
Final simulations demonstrate that the proposed combinatory
WFRFT-TDCS system can gain better anti-eavesdropping
capacity while maintaining its own communication qual-
ity. To testify the proposed system’s practicability, future
works will focus on the performance of more different chan-
nels, such as narrow band interference, and multipath fad-
ing channels. Moreover, considering Fourier-based TDCS
is often applied to the stationary interference, the improved
Wavelet-based WDCS(wavelet domain communication sys-
tem) will also be combined with WFRFT in our future work
to enhance the system’s anti-interference ability.
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