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ABSTRACT Social media users can be negatively affected by cyber harassment. These effects can cause
emotional distress and lead people to stop using social network sites or to end their life. In addition, the users
of this technology usually get upset when network providers interfere and consider such interference to be
unfair. Therefore, this paper attempted to mitigate the gap in the literature concerning the use of social media
for engaging in cyber harassment in the context of higher education. Therefore, the main objective was to
develop a model that will bridge this gap. The model developed in this paper is based on the unified theory
of acceptance and use of technology, theory of planned behavior, and technology support. To achieve the
study’s objectives, a questionnaire was used as the main data collection method, and it was distributed to
340 students who used social media. This paper argues that these decisions of interference can be handled
by employing a method that users find sufficient and appropriate. In conclusion, this research specifically
proposes a model for identifying the significant factors that are anticipated to play major roles in minimizing
cyber harassment among Saudi students. The proposed model will help administrations and decision makers
to formulate strategies that can significantly affect anti-cyber harassment among students.

INDEX TERMS Social media used, engage in cyber harassment, ethical effects, technology use, theory of
planned behavior (TPB).

I. INTRODUCTION
The situation where individuals misuse digital media for the
purpose of causing emotional damage to others is called
cyber harassment [1]. This behavior leads to the suffering
of others. Statistics from the United States show that over
a half a million people age 18 or older were victims of
this harassment [2]. In addition to the fact that victims may
stop using these networks, which negatively affects these
networking sites [3], [4], the victims may also end their
lives [5]. An example of that is the story of an 18-year-old
student from the states who committed suicide after he dis-
covered that his roommate spied on him electronically and
then used Twitter to gossip about him. Currently, the ways
that people communicate, study, work, and interact is strongly
influenced by technology, which has penetrated communities,
businesses, and the lives of individuals. Much attention by
the media has been paid to the issue of cyber harassment,

which has become a popular area of research and study.
Researchers and the academic press in general have focused
on several issues in this regard, such as stalking, the vari-
ety of stalker types and the impacts of stalking on victims.
Recently, the distinction between the two concepts of cyber
harassment and cyber stalking has received much attention
by the researchers in this field of research [7]. Cyber harass-
ment has received a considerable number of assessments,
but looking at the existing literature, little attention has been
given to support existing different opinions. One of these
opinions is related to the issue of whether cyber harassment
is a criminal phenotype or is the assisted use of technology
in the hands of a traditional stalker. Thus, how to define
the concept of cyber harassment varies sometimes depend-
ing on the context and depending on the type of definition
required, which might be clinical or legal. While there are
no reliable prevalent figures for cyber harassment, there can
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be no doubt that the use of innovation and technology is
accelerating.

In 2013, as reported by the UN’s International Telecom-
munication Union (ITU), 39% of the people in the word
(over 2.7 billion people), were using the internet. Societies
are given more opportunities and privileges through the rapid
development of the internet and the technology of commu-
nication. As reported by a study on the use of the internet by
children, 93% of children appeared to use the internet weekly,
and 60% of 9 to 16-year-olds use it daily. This study, which
was conducted on more than 25,000 children in 25 European
countries, also reported that 87% of these children use the
internet in their homes and 63% use it in colleges. Although
teenagers use various technologies to access sexual health
information, digital media is still short in filling the sexual
health gap.

II. CYBER HARASSMENT EFFECTS
Plenty of services are provided through the internet. Some
of these common services are online information exchanges,
voting, business transactions, shopping, learning, and online
gaming. Regardless of this background, the internet carries
much potential for its users, such as better communications,
better opportunities in commerce and more developed lives
for individuals. All of these privileges directly influence the
various behaviors, including financial, social, and the ethical
ones. Many activities done through the internet are not harm-
ful to people or individuals, but some activities tend to be the
opposite and do not abide by ethical and social norms. These
actions are normally conducted by individuals who do not
have the same fear of consequences as in the physical world.
Some of these corrupt activities might be illegal file-sharing,
the accessibility of explicit adult-oriented materials and the
possibility of sending spam to millions. These activities can
harm lots of users, including businesses and organizations.
There is no doubt that the repercussions of cybercrime are a
serious global concern. The Kingdom of Saudi Arabia (KSA)
is one of many countries that is suffering from cybercrime,
and the KSA is one of the most affected countries in the
Middle East according to a report from Symantec. In 2014,
62% of internet users in Saudi Arabia faced cybercrimes.
Cybercrime is rising across Saudi society, and protecting
against cyber threats is an ongoing management challenge for
organizations. The Saudi official report estimated that more
than 3.6 million people fell victim to cybercrime [9], which
costs individuals a combined US$0.5 billion a year [10].
Saudi Arabia is in the 16th place of the countries that suffer
the most from cybercrime in the world [11]. In contrast,
students and researchers [12], [13] have positive attitudes
and intentions to use social media for educational purposes.
As mentioned earlier, in the introduction of this study, cyber
harassment is defined as a type of cybercrime in official
reports made by Saudi government authorities who specialize
in security aspects of information and electronic crimes. They
indicate that there is a sharp rise in the proportion of elec-
tronic crimes, especially in cyber extortion crimes, and assure

that cybercrime is on the rise across Saudi Arabia. The rate
increased by 57% in 2014 compared to 2013, and protecting
against cyber threats is an ongoing management challenge for
organizations [9].

III. THEORETICAL MODEL
The supply of online services that are secure falls on the
government and on educational institution managers in the
case that the users are tertiary students studying in higher
educational institutions. It is a serious problem worthy of
investigation due to the lack of a diagnostic study that focuses
on cyber harassment in the KSA. No studies are available that
address the factors influencing behavioral intentions to mini-
mize cyber harassment among youth and for all these types of
crimes [9], [14], [15]. Consequently, there is an urgent need
to conduct a thorough study to investigate the cyber harass-
ment factors in the Saudi context. Thus, this research will
use the Decomposed Theory of Planned Behavior (DTPB)
[16], [17]. The Theory of Planned Behavior (TPB) emerged
from the Theory of Reasoned Action [18]. In their study
named ‘‘Understanding Information Technology usage: a test
of competing models’’, conducted in June 1995, Taylor and
Todd became the founders of the Theory of Planned Behav-
ior (DTPB). This model investigates the subjective norms
(i.e., social influences), perceived behavioral controls and
dimensions of attitudinal beliefs. It decomposes them into
precise dimensions of beliefs [16]. In DTPB, the behavioral
intention is the main source of a behavior, and there are
three main constructs known as the attitude toward behavior
(ATB), the subjective norm (SN), and the perceived behavior
control (PBC), whichwere first referred to in TPB andDTPB.
Thinking that they need to implement changes in their work
processes, the peers of users might find that they need to
use a particular system. To have certain outcomes, employ-
ees may insist on using the system. In this case, subjec-
tive norms or intentions are not influenced by a monolithic
normative structure because the referent groups can termi-
nate one another. Therefore, there were some suggestions
that normative beliefs should be decomposed into two ref-
erent groups (peers and superiors) since the anticipation of
both peers and superiors can be different [16]. In the case
of the Perceived behavior control (PBC), three constructs
were identified. These constructs are self-efficacy, resource
facilitating conditions, and technology facilitating conditions.
The first has to do with perceived ability. It is estimated
that higher levels of behavioral intentions and IT usage can
result from higher levels of self-efficacy [20]. In addition, the
UTAUT model is used to discover the demographic factors
(moderating factors) that influence the use of new technol-
ogy by individuals [21]. According to Pew Research Cen-
ter, UTAUT Factors such as age and gender can affect the
experience of Cyber harassment [22]. Therefore, this study
will bridge this gap by introducing a conceptual framework
where Theory Planned Behavior (DTPB) is decomposed into
the Unified Theory of Acceptance and Use of Technology
(UTAUT) and technology support. Therefore, the current
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FIGURE 1. Research model.

model can benefit academics since it illustrates how these
factors are related. However, this research found that tech-
nology uses for cyber harassment via students results in the
three main themes of social, ethical and financial effects.
Therefore, the measured, relevant variables for the technol-
ogy used and the intentions to engage for cyber harassment
that were adopted as independent variables in this research
are the following: technological support, attitudes, subjective
norms, seeking assistance from society, the mass media’s
influence, perceived behavioral control, regulatory support
and the governmental role, and security awareness. Addition-
ally, intentions to engage in cyber harassment and technology
use for cyber harassment were adopted as mediating vari-
ables. Finally, the dependent variables that influence students
are the three main themes of social, ethical and financial
effects. See Figure 1.

In this section, the model of the current study and the
hypotheses based on the model are presented. Moreover,
the different factors related to the model of the current study
are discussed in the following sections from 3.1 to 3.11.

A. TECHNOLOGY SUPPORT
One of the main reasons why some countries are not devel-
oped in terms of ICT is because they do not have easy
access to the internet or computers. According to Goh (1995),
the endeavors of providing the appropriate infrastructure,
the necessary tools, internet access and software are known as

technology support [23]. The quality of technology and inter-
net services is connected to technology support. A significant
positive relation was found between technology support and
perceived behavioral control in the case of tertiary students
in Malaysian universities. A study found that the availability
of technology support would affect those students’ adoption
of the online educational services. In contrast, students and
researchers [24] have a positive attitude towards and inten-
tions to use technological tools such as social media for
educational purposes.
H1: There is a significant relationship between technology

support and the technology used for cyber harassment.

B. ATTITUDE
Both theory of reasoned action TRA and Theory of Planned
Behavior TPB are used to estimate and describe the various
behaviors that are linked to the limited set of constructs [26].
In this study, DTPB [16] is used, and five perceived attributes
of innovation are identified to measure the relation between
attitudinal beliefs and innovation. These attributes are per-
ceived ease of use, perceived usefulness, compatibility, trial
ability and observability. Other factors were identified by
researchers that were related to the attitude dimension in
terms of behavioral intentions in adopting new innovations.
For example, factors such as perceived risk and trust and
awareness were added to the attitude dimension towards
behavioral intentions by Al-Majali et al. [27]. The low levels
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of security and privacy over the internet create a risk that is
presented by an obstacle in adopting new technology. Mean-
while, other researchers consider that the use of social media
has positive impacts on collaboration and engagement among
students [28].
H2: There is a significant relationship between attitudes

and the technology used for cyber harassment.

C. SUBJECTIVE NORM
A subjective norm is defined as the social pressure to carry
out a certain behavior [29]. The behavior of individuals to
abide by security policies is influenced by Subjective norms.
The recognition of the risks and the severity of threats is influ-
enced by the protective behaviors of important people, such
as mass media, family, friends, leaders, or colleagues [30].
Seeking protective knowledge from those people can enhance
the way in which individuals address these threats [31]–[33].
Abiding by security protection behaviors in the work-
place [33] and home [34] can be positively influenced by
social norms. The DTPB model was utilized by Taylor and
Todd [16] to explore the impact of the family on several
computer centers’ potential users.
H3: There is a significant relationship between subjective

norms and the technology used for cyber harassment.

D. SEEKING ASSISTANCE OF SOCIETY
Many behavioral researchers consider social seeking assis-
tance such as family as one of the subjective behavioral
norms that has an influence upon individuals’ behaviors [16].
In the field of peoples’ behaviors towards IT usage, especially
toward the adoption of new technology services, there are two
previous studies confirming the family’s influence as one of
the subjective norm determinants in regard to an individual’s
minimization of cyber harassment and other technology ser-
vices. For example, Fang and Shih [35] discuss the family’s
influence upon the subjective norms in the behaviors of a
number of bank clients in Taiwan. The results show that fam-
ily significantly and positively affects the subjective norms.
Nor and Pearson [36] conducted a study in Malaysia in IBS.
The researchers confirm the important role played by the
family in the behaviors of a number of college students in
Malaysia.
H4: There is a significant relationship between seeking

the assistance of society and the technology used for cyber
harassment.

E. MASS MEDIA INFLUENCE
During the last few years, the number of children
and adolescents using social media sites has increased.
O’Keeffe et al. [37] report that 22% of teens log on to a social
media site more than 10 times a day and more than half of
adolescents log on more than once a day. Individual identities
are formed through our connection with others, and what
drives online and mobile communication is a young person’s
desire to connect with their peers anywhere and at any time.
Social networking sites also allow for the public sharing of

information, which can have intended and unintended risks
for teens and young adults, and sexting can also create unin-
tended consequences, such as harmed reputations, broken
relationships, and shattered friendships [38]. This contrasts
with [39] and [40] where social media is used for engagement
among students.
H5: There is a significant relationship between the

mass media influence and the technology used for cyber
harassment.

F. REGULATORY SUPPORT
On a global level, regulations for the use of the internet are
posing a remarkable challenge to the law. This is due to
several reasons. First, only approximately 10% of the cyber-
crimes are usually reported and approximately 2% of these
cases are prosecuted in an appropriate way [41]. Second, it is
easy for the offenders to seek shelter or hide from the local
and global internet laws due to the weakness of cross-border
enforcement. This is also different across countries based on
their moral values and laws [42]. The concept of regulatory
support is known as the roles implemented by governments
to handle e-business through regulations and incentives [45].
H6: There is a significant relationship between regulatory

support and the technology used for cyber harassment.

G. SECURITY AWARENESS
There are several reasons why college students use technol-
ogy and information systems (IT/IS). Some of these reasons
are taking online courses, using email, using the blackboard
system, accessing social networks, and using their smart
iPads, phones, and PCs. As this phenomenon is rapidly
decreasing, there is a need to protect information and sys-
tems against security attacks. IS security, as reported by the
EDUCAUSE member institution survey [46], is considered
as having the first or the second highest ‘‘potential to become
increasingly important in the coming years’’. It has been
observed that 83% of the victims were not targets of choice
but of opportunity [47]. Opportunistic attacks refer to the
fact that victims are targeted in the first place because of
a weakness that was utilized by the attackers. Therefore,
students should be aware of how to defend their systems and
information against such attacks. Non-malicious end-users
who do not respect IS security policies are the direct cause of
more losses than malicious users [48]. For college students,
being well-informed in terms of technology does not mean
that they understand how to defend their information and
systems effectively against such attacks. It is suggested that
users should raise their security awareness and enhance their
security techniques and procedures [49].
H7: There is a significant relationship between security

awareness and the technology used for cyber harassment.

H. PERCEIVED BEHAVIOR CONTROL
According to [29] and [50], the beliefs of individuals regard-
ing the ability to a person to behave is known as per-
ceived behavioral control. Some internal and external factors
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influence these beliefs. For the internal factors, they are rep-
resented by the individual’s self-belief in the ability to carry
out the behavior. The external factors of behavioral control,
which [55], [56] are known as ‘facilitating conditions’, refer
to one’s beliefs concerning the availability of resources, such
as money, time, and other resources needed to implement
the behavior. In addition, the control beliefs in the origi-
nal DTPB involve two factors. These factors are resource
facilities’ conditions, self-efficacy and technology facilities’
conditions. For this study, the self-efficacy remains under
technology support but facilities’ conditions are replacedwith
the government’s roles and regulatory support. This replace-
ment gives the study more opportunities to examine the
impact of self-efficacy among young people. Furthermore,
the discussion of the problem statement shows that the lack
of the governmental regulatory support and the insufficiency
of internet infrastructure are other factors that could cause
cyber harassment to not be minimized among youth in KSA.
Furthermore, authentic UTAUT includes two factors, namely,
social influence and facilities’ conditions. For this study,
social influence is replaced with social seeking assistance and
mass media, and facilities’ conditions are replaced with the
government’s role and regulatory support.
H8: There is a significant relationship between per-

ceived behavioral control and the technology used for cyber
harassment.

I. ENGAGE IN CYBER HARASSMENT
The influence of attitudes on behaviors through behavi-
oral intentions in TRA has been illustrated by
Fishbein and Ajzen [18]. Attitudes, in some studies, were
reported to have strong influences on behaviors and can antic-
ipate behaviors more than behavioral intentions [51], [52].
Previous literature on attitudes argues that it is a significant
factor in new technology adoption [28], [53]. The existing
literature shows that verbal, physical and cyber harassment
and negative bystander behaviors are normally associated
with the attitude towards cyber harassment [54]. Compared
to subjective norms and perceived behavioral controls, one of
the important studies in this area discovered that adolescents’
intentions to cyber bully can be mostly predicted by the
attitude towards cyber bullying [55]. Similarly, adolescents
with aggressive attitudes are more likely to be involved
in cyber bullying. Based on the existing literature, this
attitude has been approached from different perspectives.
Furthermore, there is a consistency in the findings on the
relationship between both behavior intentions and attitudes.
It is also found that intention-formation across behavioral
domains in adolescents [26] includes aggressive acts such as
peer sexual harassment and abuse [59]. These domains can
be interpreted by attitudes, social norms, and self-efficacy
principles [29], [57]. Nevertheless, there is not much cor-
respondence between intentions and actual behaviors [60].
Thus, it is suggested by researchers that DTPB approaches
can be combined with theory-driven variables in order to
explain specific behaviors in particular situations and social

contexts [61]. Therefore, we recommend that colleges and
universities encourage students to use social media for
engagement in educational purposes [58].
H9: There is a significant relationship between intentions

to engage in cyber harassment and ethical effects.

J. TECHNOLOGY AND SOCIAL MEDIA USED EFFECTS
Adolescents can get access to multiple options for interaction
through social networking sites (SNS) [62], [63]. Although,
there is not a unified definition of harassment, it mostly
refers to the ‘‘rude, threatening or offensive content directed
at others by friends or strangers and performed via elec-
tronic means such as internet or mobile phones’’ [65], [66].
Cyberbullying, hate speech, single insults, cyber stalking,
spamming, identity theft or online sexual harassment are
all considered forms of harassment. In statistics regard-
ing harassment, it was reported that 21% of adolescents in
Canada, 14% of Swedish boys, 20% of Swedish girls, 51% of
the adolescents in Singapore, and 69.9% in Portuguese
reported being the victim of cyber harassment in the past
year [65], [67]. Meanwhile, other researchers consider that
the use of social media has positive impacts on collaboration
and engagement among students [68], [69]. Other issues
were raised, such as the language barrier in using SNS on
Facebook and Twitter. Although the English language is used
on these sites and translation options are provided, it still
does not include all languages and the accuracy level of the
translations might not be appropriate [70].
H10: There is a significant relationship between the tech-

nology used for cyber harassment and engagement in cyber
harassment.
H11: There is a significant relationship between the tech-

nology used for cyber harassment and the ethical effects.

K. ETHICAL EFFECTS
Sometime individuals do not use social networking sites
(SNSs) appropriately and ethically. This might be related to
their expanding use and flexible functionalities. There is a
need for SNS users to know how to behave in these cases
since they encounter ethical dilemmas on a daily basis. The
use of Social Networking Sites (SNSs) became very pop-
ular among individuals for the purpose of communication.
Some of the platforms also became very popular among the
users of (SNSs), such as Facebook, which now has more
than one-third of the world’s population as users [71]. Many
issue are related to ethical considerations, such as employee
surveillance [72], [73], the application of users’ data for
advertising purposes [74], privacy [75], identity theft [76],
inappropriate profile content [77], cyberstalking [78], and
cyberbullying [79]. Moafa et al. [80], [81] have assured that
the Saudis will remain at risk of cyber harassment until these
factors are fully investigated among the Saudi community.
Thus, they proposed a framework to help the administra-
tion and decision-makers in the KSA to formulate strategies
that can significantly affect anti-cyber harassment among
youths. Meanwhile, other researchers consider that the use
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of social media has positive impacts on e-learning [82].
To develop moral accountabilities that lead to better ethical
actions, the enhancement of individuals should be reinforced
through the initial stages to the higher stages of moral devel-
opment [83]. Useful tools to achieve this target are educa-
tion and discussions targeting these ethical dilemmas. Ethical
decisions are a complicated process that are linked to the
do or don’t intentions. This might be difficult since there is
not a recognized approach for teaching ethical issues nor a
generally accepted theory of Computer Ethics [84]. In such
case, individuals’ intentions to behave unethically in SNSs
are more accepted than other kinds of unethical behaviors.
There may be several reasons, such as opportunity, belief
systems, cultural elements or social elements. Generally,
preventive plans and actions fail mostly because there are
no attempts to systematically theorize unethical behavior in
the context of SNSs. This directly influences people who
use the internet and other information and communications
technologies (ICTs).

IV. RESEARCH METHODOLOGY
The current study uses a questionnaire that is administered
by an enumerator. This questionnaire collected data from
students with different nationalities. Using Smart PLS 3.0,
the reliability and validity of the model were measured.
To develop a model that can manage, be applied to, analyze
e-learning use, a suitable methodology is employed to guide
this inquiry. The current quantitative study uses a question-
naire as the major tool of data collection. Random sampling
is used and a total number of 340 university students partic-
ipated in the study of Krejcie and Morgan [85]. Undergrad-
uate students received a total of 106 questionnaires. Smart
PLS and the SPSS Version 20 software are used to analyze
the data. Based on the study’s objective, the instrument of
data collection and the models were identified [86]–[88].
A pilot study was conducted prior to the main study and
an acceptable level of Cronbach’s alpha was obtained. The
students had to respond on a 5-point scale ranging from (1) as
‘‘strongly disagree’’ to (5) as ‘‘strongly agree.’’ First, Partial
Least Square Structural Equations Modeling (PLS-SEM) in
Smart PLS 3.0 was used to confirm the validity and reliability
of the measurement model. To determine the goodness-of-
fit of the model, factor loadings were used to confirm the
construct validity, composite reliability, Cronbach’s alpha,
and convergence validity. For the confirmation of discrim-
inant validity, it was recommended by Hair et al. [89]
to use the criterion test for that purpose. The measures used in
this study were adopted from the Theory of Planned Behavior
(TPB) into the Unified Theory of Acceptance and Use of
Technology (UTAUT) as well as technology support. The
variables that are included are technology support (TS), sub-
jective norms (SN), the assistance of society (AS), attitudes
(ATT), media influence (MI), regulatory support (RS), secu-
rity awareness (SA), behavioral controls (BC), the technol-
ogy used (TU), engagement in cyber harassment (ECH), and
ethical effects (EE). Moreover, the measures that were used

in [6], [8], [10], [24], [50], and [51] are adopted in the current
study. The 42-item questionnaire was distributed among the
respondents. See the Appendix.

V. RESULTS AND DISCUSSION
The questionnaires were completed by 340 respondents.
There were 151 male respondents and 189 female respon-
dents, equating to 44.4% and 55.6 of the total sample, respec-
tively. 7 respondents (2.1%) were less than 17 years old,
while 205 respondents (60.3%) were in the 18-27-year-old
category. 128 respondents (37.6%) were above 28 years
old. With regards to the marital status of respondents,
163 (47.9%) respondents were single, 153 (45.0%) respon-
dents were married, 18 (5.3) respondents were divorced, and
6 (1.8%) respondents were widowed. Regarding their lev-
els of education, 110 (32.4%) respondents were in the pre-
liminary level, 139 (40.9%) respondents were in level one,
20 (5.9%) respondents were in level two, 25 (7.4%) respon-
dents were in level three, and 46 (13.5%) respondents were
in level four. Cronbach’s alpha, the composite reliability, and
the convergent validity were calculated before the hypotheses
testing in order to test the construct validity. Discriminant
validity was also tested for this study based on the recom-
mendations of Fornell and Larcker [91].

A. CONSTRUCT VALIDITY OF MEASUREMENTS
The extent to which certain items measure the concepts that
they are designed to measure is called the construct valid-
ity [89]. This is gained through a systematic literature review
targeting items that have been assessed by other researchers.
Table 1 illustrates that the items are properly constructed
based on their loadings. The items have to load to the con-
struct that they are intended to measure, as maintained by
Chow et al. [90].

B. CONVERGENT VALIDITY OF MEASUREMENTS
The composite reliability produced satisfactory results that
were above 0.70. The values ranged from 0.692 to 0.898.
The results of the Cronbach were between 0.712 to 0.863,
thus indicating satisfactory results. The average variance
extracted (AVE) also received a value of 0.5 and ranged from
0.528 to 0.715. Table 2 below illustrated the results of the
confirmatory factor analysis (CFA).

C. DISCRIMINANT VALIDITY OF MEASUREMENTS
The differences between the sets of concepts and their
own indicators are known as the discriminant validity.
The discriminant validity of all constructs are supported
as their values were above 0.50, which are significant
at p = 0.001 [91]. The square root of the average variance
shared by a single construct’s items should not be exceeded
by the correlations between the items in two constructs, as
indicated by Hair et al. [89] (See Table 3).

D. ANALYSIS OF THE STRUCTURAL MODEL
As planned in this stage, the research hypotheses are
examined and the relations between the constructs were
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TABLE 1. Loading and cross-loadings of items.

investigated. Through the use of Smart PLS 3.0, the
PLS algorithm was applied in order to achieve this objective.
The resulting path coefficients are illustrated in Figure 1,
while the results of the hypotheses were illustrated
in Figures 2 and 3.

Regarding the first hypothesis, the relation between tech-
nology support and technology used is positive and signifi-
cant (β = 0.244, t = 2.909, p < 0.001). Thus, the results
positively support the first hypothesis. The second hypothesis
is also supported as the analysis shows a positive relationship
between attitudes and the technology used (β = 0.472,
t = 7.775, p < 0.001). The third hypothesis is also positively
supported, as there is a significant relationship between the

subjective norms and the technology used (β = 0.367,
t = 6.071, p < 0.001). Similarly, the fourth hypothesis on
the relationship between the assistance of society and the
technology used is positive and significant (β = 0.415,
t = 8.341, p < 0.001). Thus, the fourth hypothesis is also
supported by the results of the current study. Along these
lines, the results indicate that there is a significant relation-
ship between the media’s influence and the technology used
(β = 0.363, t = 7.495, p < 0.001), which supports the
fifth hypothesis. The next hypothesis is not supported as the
analysis shows a negative relationship between regulatory
support and the technology used (β = 0.044, t = 1.002,
p< 0.001), which also does not support the sixth hypothesis.
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TABLE 2. Constructs, items, and confirmatory factor analysis results.

The seventh hypothesis is also positively supported, as there
is a significant relationship between behavioral controls and
the technology used (β = 0.326, t = 7.548, p < 0.001).
Similarly, the eighth hypothesis on the relationship between
security awareness and the technology used is also supported
(β = 0.476, t = 7.805, p < 0.001). The next hypothesis is
also supported as the analysis shows a positive relationship
between engaging in cyber harassment and the ethical effects
(β = 0.463, t = 9.198, p < 0.001), which also supports
the ninth hypothesis. Additionally, the tenth hypothesis on
the relationship between the technology used and engaging

in cyber harassment is supported (β = 0.698, t = 25.566,
p< 0.001). For the final hypothesis, the relationship between
the technology used and the ethical effects is significant
(β = 0.274, t = 4.695, p < 0.001). The results are presented
in Table 4.

E. DISCUSSION
The current study investigated the different factors attached
to the prediction of teenagers’ willingness to defend them
against harassment online. It is of a great importance
to conduct studies exploring the various factors of cyber
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TABLE 3. Discriminant validity.

TABLE 4. Hypotheses testing.

harassment in the Saudi context. To achieve this purpose,
the current study uses the Decomposed Theory of Planned
Behavior (DTPB) [16], [17]. It also utilizes the Theory
of planned behavior (TPB) [18], which is considered an
extension to the theory of reasoned action. Taylor and Todd
in June 1995 founded the Decomposed Theory of Planned
Behavior (DTPB) in their study named ‘‘Understanding
Information Technology usage: a test of competing models’’.
In particular, three dimensions are investigated in the current
study and decomposed into specific belief dimensions [16].
These dimensions are subjective norms (i.e., social
influences), attitudinal beliefs, and perceived behavioral
controls. Furthermore, the demographic factors (moderating
factors) that affect the way that individuals use technology
are explored through UTAUT [21]. The current study is an
attempt to bridge this gap by combining Theory of Planned
Behavior (TPB) theUnified Theory of Acceptance andUse of
Technology (UTAUT) and technology support in the concep-
tual framework of the study. Computers and the internet are
known as facilitating tools in classrooms [46], [49] and many
the students in our sample were either involved in or heard of

people involved in cyber harassment. In particular, two-thirds
of students stated that they had incidents of cyber harassment
while one-quarter of the sample were victims multiple times.
Around a quarter of the students in our sample revealed that
they use this technology to intentionally hurt their peers. Fur-
thermore, many said that such experiences negatively affected
them and that they had been victims in other ways. These
results indicate that online bullying truly exists and questions
such as how and why adolescents use this advanced technol-
ogy to harm one another deserve more research. In addition,
cyber harassment may have consequences related to bullying
at college. For instance, the behaviors of ‘‘electronic bullies’’
might be worse and more harmful to their victims in the
cases that they are not identified. It is suggested that future
research should examine how the level of cyber bullying can
be possibly alleviated and how it maintains or intensifies
other forms of bullying. As revealed by Wolak et al. [66]
and Hinduja and Patchin [79] on college bullying, feelings
of stress and discomfort occur with the victims of cyber
harassment. These feelings and symptoms are sadness, anger,
anxiety, and fear that may have impaired their ability to
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FIGURE 2. Path coefficients results.

concentrate and succeed academically. Although peer wit-
nesses are unlikely to happen during cyber bullying, such as
transmitting threatening messages through cellphones, these
incidents still have similar impacts on victims as represented
by the power and control they have over them through
humiliation. Supported by previous studies, the victims of
online harassment go through the same assessment processed
as those with health risks. Cyber bullying in the current
study is investigated within the confines of a certain social
media platform that is considered popular among teenagers,

including those in the Kingdom of Saudi Arabia (KSA). The
findings of the current study indicate that regardless of the
fact that these social networks are there to enhance our social
experiences, many negative experiences were identified and
reported. For Facebook, more than half of the people who use
this platform reported that have been the victims of Facebook
bullying at least one time in the last year. Additionally,
most of these students have been confronted with abusive
actions on this platform. As the use of the internet becomes
a daily activity practiced by teenagers, it is expected that
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FIGURE 3. Path coefficients’ T values.

they face information or experiences regarding other online
threats, such as being victims of online hacking and data
theft [9], [47]. Avoiding strangers on the internet and using
online fabricated personas are common protective behaviors
against online threats and are considered as protective mea-
sures against these attacks [65]. Conversely, the web and
web-based social networking have significantly expanded in
simplicity and speed, and thus social networking sites also
allow for the public sharing of information, engagement, and
collaborative learning [92], [93]. The findings are also in line
with other previous studies conducted about Facebook is used
for communication entertainment and sharing news, pictures
and songs. In addition, their Facebook profile picture is alone
and students were aware that swearing is considered a form
of misconduct, which is a good sign [94].

VI. CONCLUSION
To sum up, there is an urgent need to raise awareness among
young users on to how to address the online information.
Additionally, parents and others should be able to address
sexual health web sites and content in traditional media in
which healthier sexual behaviors are promoted. This is of
a great importance to help putting adolescents on the right
track. The current research has eleven hypotheses, and the
results supported and verified ten of them. A significant
relationship was observed among the factors proposed in the
hypotheses, such as technology support, attitudes, subjective
norms, societal assistance, the mass media’s influence, secu-
rity awareness, perceived behavioral controls, engagement
in cyber harassment, technology and social media effects,
and ethical effects. However, one hypothesis that has an
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TABLE 5.
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insignificant relationship is between the regulatory support
and technology and social media effects. Thus, it is rec-
ommended that future research takes the current work as
a starting point to explore and investigate more on cyber
harassment and its creation. It is recommended that future
research builds on the current work and investigates more
aspects related to the creation of cyber harassment. Moreover,
the influence of technology’s and social media’s effects can
also be the core of future research and exploration. In future
studies, other factors related to cyber harassment can be taken
into consideration. In the same vein, demographic factors
and a more comprehensive sample could be the targets of
future attempts. For the participants, research should not be
restricted only to students and it is preferred to involve other
users, such as instructors and supervisors. For the research
design, qualitative approaches represented mainly by inter-
views should be employed in future works.
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