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ABSTRACT Side-channel attack is a known security risk to smart cards, and there have been efforts
by smart card manufacturers to incorporate side-channel attack countermeasures. In this paper, we study
a widely used smart card that uses the 3DES algorithm. First, a platform is setup to extract the power
consumption information from the electromagnetic wave. Based on the findings from the initial analysis,
we determine that the card is equipped with a “head and tail protection” mechanism. Second, a chosen-
plaintext power analysis with a complexity of 2!'® is proposed, which is designed to recover the second
round key from the power leakage in the third round. Then, a slicing-collision-algebraic attack is presented,
which decreases the complexity to 2° rapidly. The experiments show that after collecting 2 0000 power traces
(in approximately 200 s), only 2° x 8 key guesses and another 177 searches (about 300 seconds) are sufficient
in recovering the 56-bit source keys of DES successfully. In other words, we demonstrate how the security of
the 3DES card can be easily compromised, using side-channel attacks. Finally, we recommend that the head
and tail protection should extend to the first and last four rounds, at the minimal, in order to be side-channel

attack resilience.

INDEX TERMS Cryptoanalysis, smart card attack, side-channel analysis, power analysis.

I. INTRODUCTION

Smart cards are widely used in our society, and generally
consist of a microprocessor, I/O interface, and memory. Smart
cards allow the processing of data, provision of access con-
trol and performing other computing functions. Smart cards
implemented with cryptography algorithms have been uti-
lized in the scenarios such as identity authentication, mobile
payments, and mobile communications.

Since power analysis attack on cryptographic devices,
such as smart cards, was first proposed in 1999 by Kocher
et al. [1], the potential for side-channel attacks has been
widely studied. For example, in 2005, Carluccio et al. [2]
revealed the security flaw of a contactless smart card, in the
sense that they demonstrated how one can conduct an electro-
magnetic side-channel attack against the smart card. In 2007,
Oren and Shamir [3] also demonstrated that remote
side-channel attacks can be carried out even when the attacker
is several meters away from the target card.

As we all know, smart cards are prevalent smart devices,
which are crucial components of the Internet of Things
and sensor networks. Several representative papers have
studied the security issues about these fields, such as
key management [4], [5], access control [6], defending the
phishing attack [7] or the hardware security [8]. At the
same time, more and more researchers also have paid
their attention to side-channel attacks to the smart cards.
MiFare Classic, another widely used smart card, was
shown to be vulnerable to reverse engineering and man-
in-the-middle attack in 2009 [9]. Kasper et al. [10] also
demonstrated how one can break the security of several
commercial RFID cards by exploiting their physical char-
acteristics. Oswald and Paar [11] also compromised the
security of the MiFare DESFire card successfully in 2011.
Two years later in 2013, the attack of Oswald et al. was
extended to a remote implementation of one meter [12].
Other more advanced power analysis on contactless card have
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been presented in the literature, and examples include
Correlation Power Analysis (CPA) [13], Differential Clus-
tering Analysis (DCA) [14], Mutual Information Analy-
sis (MIA) [15] and others presented in [16]-[19]. Researchers
have also extended side-channel analysis to personal comput-
ers (PCs) [20] and smart phones [21], [22].

Power analysis is the most common side-channel attack
approach, which establishes a ‘“‘correspondence” between
the intermediate value of the encryption process and power
fluctuation. Once such a correspondence is established, the
attacker can attempt to recover the key of the chip. Attackers
often mount the attack from the head or the tail round of a
block cipher, because they can obtain the plaintext and the
ciphertext, which correspond respectively to the input of the
first round and the output of the last round. The known plain-
text or ciphertext can help the attacker guess the intermediate
values of the head or tail round and then establish the correla-
tion to the power traces. Similarly, when we study the security
of a smart card, the “head or tail” method is also a popular
choice. Clearly, smart card manufacturers have vested interest
to design and incorporate countermeasures to mask or hide
information (i.e., to avoid information leakage) [23], [24].

In this paper, we studied a widely used 3DES smart card
and determine that this card showed the following features:
it is a contactless RFID card with some kind of unknown
protection, which enables the card to avoid information leak-
age during the first two rounds and the last two rounds
in every DES process. This means that the ‘“head or tail”
method does not work because there is no correlation between
power consumption and intermediate values of the head or tail
round. However, DES has been known to be insecure since
the 1990’s, since the key size is too small to withstand attacks
from existing computing devices. However, 3DES is still
widely used, partly due to its resilience to brute-force attacks.
Some papers also have noticed this kind of countermeasures
which can get rid of the power leakage from the first and
last round. Reparaz and Gierlichs [25] proposed a method of
combining DPA and differential cryptanalysis to recover the
key, using the power leakage from the 3rd round of Feistel
cipher. But this work only showed the simulation experiments
on an 8-bit microcontroller, while our target is a widely used
card. At the same time, [25] needs 22® hypothesis which is
too more than the hundreds hypothesis of our work. With the
same SNR, the failure rate of our work is only 25% of our
work.

In this paper, we revealed that the 3DES smart card was
insecure by showing how to successfully recover the 3DES
key. Our contributions are summarized as follows:

o Unlike empirical power analysis targeting the head or
tail round, we present a new framework to directly tar-
get the third round. This framework can mitigate the
avalanche effect of the first two rounds by chosen-
plaintexts, and yet obtain the status of the third round.
This allows us to mount the attack on the third round
directly, just like the first round. It is impractical to
recover the key using conventional power analysis, but
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using this new framework, we only need to search a
space of 216 to obtain the key.

« We design a bitwise-absolute-correlation distinguisher.
It is similar to the Hamming distance leakage model,
but we only need to guess the final status of the
register if the initial status is unknown but static.
It reduces the required searching workload significantly,
from 2! to 26.

o We give a combination solution consisting of power
analysis, collision attack, and algebraic attack. Based on
the <26 distinguisher as mentioned above, this com-
bined solution enables us to locate the unknown 56-bit
key with fewer attempts.

o Our method proves that it still works even if the protec-
tion covers the first and last three rounds.

In the next section, we present the relevant preliminaries,
including experiment setup. Section III explains how we
evade the avalanche effect and compromise the first two
rounds’ protection. Section IV describes our new distin-
guisher and the combined attack solution. Section V presents
a potential countermeasure to our attacks. The last section
concludes this paper.

Il. PRE-ANALYSIS OF A PROTECTED 3DES CARD

A. NOTATIONS

DES contains 16 rounds. For the i-th (1 < i < 16) round,
we use LI~! and R~! to denote the two 32-bit halves of its
input. Accordingly, L’ and R’ represent both the output of
i-th round and the input of (i + 1)-th round. The i-th round
key is denoted as K. We use the subscript to denote one
or a few specific bits of an intermediate value, for example,
K 34 indicates the 44th bit of the 2nd round key. For several bits
of a value, we use the subscript with a pair of angle brackets
to represent them as a whole. For instance, K322’ 44.46~48 AT
5 bits total and this set can be denoted as K i5>. This kind of
notations is suitable for the cases that we do not care about
which bits they exactly are but the amount of them.

Each round can be concluded as L' = R~ and
R = L™ @ F(R™!,K'). The F () brings the “confu-
sion”’ and ““diffusion” effect, which are also referred as the
“avalanche effect,” to the encryption. DES exhibits a strong
avalanche effect. In order to see this, we can exemplify this
by trying to guess a bit of R?> with an unknown master
key. Every bit of R is identified by R' (_ and K?_, while
every bit of the former is also identified by R(i(» and the
corresponding K i6>' This shows that if we want to identify
even only one bit of the RZ, we should gather all the values of
these 42 bits (K2, and K5, ).

The avalanche effect also constrains the application of the
power analysis. In general, it is inevitable to traverse all the
hypothetical values of a master key chunk when an adversary
mounts a power analysis, no matter it is CPA, MIA, DCA and
so on. A method will be treated as infeasible if the entropy of
the chunk is too large (larger than 240y As we see previously,
because of the avalanche effect, trying to attack the first or the
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FIGURE 1. An overview of our platform.

last round has been the only choice to an adversary. Based
on this, the manufacturers also put the effort on protecting
these two rounds. We can refer this as the ‘“head and tail
protection.”

B. EXPERIMENT SETUP AND POWER EXTRACTION

Our platform and its illustration are shown in Fig. 1. We make
a 4-loop 40mm x 40mm antenna as the probe, and connect
it to the oscilloscope. The reader provides AC power to the
RFID card by emitting 13.56MHz electromagnetic waves,
which are firstly consumed by the card, and then the rest can
be sensed by the probe.

The encryption flow is actually a sequence of instructions.
The power consumption varies during the flow as the Ham-
ming weight of the intermediate values stored by register
varies. For every encryption process, what the probe senses
can be shown by the oscilloscope as a “power trace.” This
trace is also 13.56MHz, but it does not exactly equal the
AC power. This is because the power carried by a wave
is fixed, and when an operation consumes more power,
the probe senses less accordingly. Otherwise, the probe will
sense more. This phenomenon can be represented in a form
of that, if an operation consumes more power, the amplitude
of the power trace will be less. All this implies that the peaks
and troughs of the traces reflect the power consumption the
encryption process. To make full use of all the information,
the original EM traces collected by the probe will be con-
verted by a rectifier circuit to an equivalent form of power
signal before they are transferred to the oscilloscope.

C. LOCATING THE LEAKAGE ON THE TRACE

Before or after the encryption, a smart card usually does
some other jobs, such as receiving the plaintext from the
reader, transmitting the data between CPU and encryption
co-processor, and sending the ciphertext to the reader. This
means that we need to exactly locate the encryption moment
during the card’s entire workflow. According to the corre-
lation between the power consumption and the data being
processed, we divided all 10000 plaintexts and ciphertexts
into 8 bytes. Then we computed the correlation coefficients
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Oscilloscope PC

between the Hamming weight of all these bytes and the
10000 power traces, and a number of peaks were accord-
ingly obtained. We got a conclusion that all the instants
corresponding to the peaks are exactly the moments that the
card is processing the plaintexts or the ciphertexts. To be
specific, the interval of 200~1600 is the time of receiving the
plaintexts from the reader and the interval of 7300~8700 is
the time of transmitting ciphertexts back to the reader.
We roughly took the interval from the plaintext curves’ last
peak (5750) to the ciphertext curves’ first peak (6299) as the
encryption procedure. This result of this locating experiment
is shown in Fig. 2.
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FIGURE 2. Locate the encryption interval.

After locating the encryption interval on the power traces,
we begin to calculate the intermediate values of N plaintexts
(N = 10000 in the actual experiment) encrypted by an iden-
tical known key. During the encryption, the register without
protection will store 17 values. They are L' || R, where 0 <
i < 16. The N times encryption can form 17 lists. Every list
contains N elements, they are L' (0) || R (0), L (1) || R (1),
..., L'(N=1) || R"(N — 1), where 0 < i < 16. We also
can denote the list as HW;s+ (i) by calculating the Hamming
weight of each element. At the same time, this no-protection
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register will transient 16 times, corresponding the 16 rounds
of Encryption. The status of the register transient from L’ || R’
to LG+ || RG+D_ where 0 < i < 15. There are 16 lists like
this, every list contains N elements. Every list can also be
denoted as HDj;g;.
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FIGURE 3. 16 rounds’ power leakage of the card.

At first, we failed to find out any leakage when we cal-
culated the correlation between the power traces and all the
17 HWj;ys. However, we came to success when we tried the
16 HDy;srs. We observed that there are significant leakages
when the card is working from the 2nd round to 14th round,
but there is no leakage when it is working at the first round
and last 2 rounds. We resampled the 500 points (5750~6299)
of Fig. 2. The result is shown as 250~749 of Fig. 3.

D. THE CHALLENGE THAT THE MANUFACTURER
BRINGS TO US
Now we can give a summary about the card’s leakage model:

o The leakage of the card matches the Hamming distance
model. The power consumption caused by the tran-
sient is obviously correlated to the Hamming distance
between LI~ | R=Yand L || R'.

o The manufacturer may deploy some mask countermea-
sures on the first 2 rounds and last 2 rounds. Appar-
ently, there is no power leakage during the 1st round.
But why is there significant power leakage during the
2nd round?

As HD(Rl, R2) equals to HD(LZ, L3), now we use m to
denote the mask. When we calculated the correlation coeffi-
cient between HDj;s(2) and the power traces, HDjig(2) can
be actually represented by HD(L' @ m, L*) + HD(L?, L3)
too. HD (L] @ m, L2) is random as the register does not store
L' but may store L' @ m. Therefore, when we calculated
the correlation between HD;s+(2) and power traces, what we
get is actually the correlation between the power traces and
the information of HD(L2, L3) with noise. Of course we
can treat HD(L1 D m, L2) as noise because it is a random
value. If there is no protection deployed on the 2nd round,
the Ist round will demonstrate significant leakage as the
2nd round does. The same reason also applies to the last
2 rounds.
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IIl. PENETRATING THE PROTECTION OF THE FIRST

2 ROUNDS BY CHOSEN-PLAINTEXTS

This section fisrt shows the basic idea of [25]. It offers
a method of evading the avalanche effects of the first
2 rounds in a way of chosen-plaintexts, so the attackers can
“climb over” the first 2 rounds and attack the 3rd round
directly. Then an improved method is proposed to reduce the
unknown space from 2'¢ to 210, and the experiment proved its
feasibility.

A. BASIC IDEA

It is infeasible to guess the transient of a specific latch from a
bit of R! to the same bit of R? when the 2nd round ends. This
is because we can not guess any bit of R2, which is the result
of the avalanche effect. But we have known that the avalanche
effect of the 1st round is caused by both R and K !, and K ! is
a fixed value. So, how about each RY of the N plaintexts also
equal to a fixed value?

Then the F-function of the Ist round will output a fixed
value too, and this also means the avalanche effect of the 1st
round lost its functionality. Therefore, the basic idea of [25]
to evade the avalanche effect of the 1st round encryption by
chosen-plaintexts is that these N specific plaintexts all share
a common characteristic, which makes that when they are
processed after IP. They make:

1. Every L? is a random value at the range [0, 2%% — 1];

2. Every R? equals to a 32-bit constant value. For sim-
plicity, we set each bit of this value as 0 and denote it as
{0}32. After the st round, the L' || R! equals to (0132 |
(L' F ({012, K1)).

This leads that the F-function’s output is unknow but static.
We use 2 to denote this value, then the output is eventually
transformed to {0}*? || (L° @ Q).

It is not only the 1st round’s output but also the
2nd round’s input. Repeat the above derivations, then the
input of the 2nd round will be denoted as (LO ® Q) I
({02 e F (L°® Q,K?)).

We focus on the transients between R! and R, as they are
equal to the 3rd round’s transients from L?> = L% @ Q to
L’=F (L9 Q,K?).

The basic idea of [25] can also be illustrated as Fig. 4.

As Fig. 4 shows, we can focus on the 4-bit transition
between R! and R?>. We can illustrate this by using the 7th
S-box of the 2nd round:

1. The 6-bit input of the 7th S-box equals Ré 429 @K327~ 42
and R%4~29 equals Lg4~29 @ Q24~29. To hypothesize the 4-bit
output, an attacker needs to guess Q ¢~ and K i6>. For every
guess, the attack can get the 4-bit hypothetical output of the
F function of the 2nd round, they are R%’ 12.22.325

2. When the register is about to store R%y 12,2232
4 latches will transit from R;,12,22,32 to R%’12’22’32. There-
fore, the attacker should guess another 4-bit (£27,12,22,32) to
hypothesize R%, 12.22.32-

This means that, in order to hypothesize Rl< 4. and R2< 4o
which are stored in the same 4 latches, an attacker only needs
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FIGURE 4. Basic idea of evading the avalanche effect (1 <i < N).

to guess 16 bits. This is a feasible solution to overcome the
difficulties caused by the avalanche effect.

So, we can mount a CPA by using the Hamming distance
between (R}, Ri,, R}, R},) and (R, R},, R3,. R3,).

B. AN INTUITIVE ATTACK PROCEDURE
Based on the basic idea, we give the generic steps of this
attack are as follows:

1) Generate N plaintexts meeting the following conditions
when they are processed after the IP permutation:

a) L' is a random value at the range [0, 232 — 1];
b) RO equals to {0}32.
2) Encrypt these N plaintexts, and collect N correspond-
ing power traces.
3) For a specific S-box of the 2nd round, traverse all the
possible values of B = Q_4- || Q6> || K2._. For

<6>"
each possible 8, we perform the following steps:

a) For the i-th plaintext (1 < i < N), we use L0

<6>°

K2 and Q.¢- to hypothesize the R%,_, use
L24> and 4~ to hypothesize the R1<4>. After

hypothesizing these N pairs of Rl< 4~ and R2< 4ss

we can eventually get a vector containing N ele-
ments. These N elements are Hamming distance
: 1 2
of every pair of R_,_ and RZ,_
b) We calculated the correlation coefficient between
this hypothetical vector and the power traces, and

record the result as pg.

4) Find the most significant peak on the pg curve, then the
corresponding f is the correct guess.

Finally, an attacker can repeat step 1~4 and other seven
Ki6>s will be recovered. Then the attacker will get all the
48-bit K2.

Attacking the 3rd round directly is infeasible by empirical
methods, but this method makes this kind of attack practical.
It uses the chosen-plaintexts to evade the avalanche effect of
first 2 rounds successfully. But this method still exposes two
drawbacks:
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1) It is inefficient, as the experiment proved that it took
about 22 hours to traverse every possible 8 belongs to
a specific S-box;

2) The 2'6 possibilities of # may result into too many
“ghost peaks.”

C. IMPROVED ATTACK BASED ON CONJUGATE GUESS
Now we take the 7th S-box for example again. Its 6-bit input
values are R% 429 D K224N29, and R% 409 AT€ L§4~29 @ Q024~29.

Accordingly, the 7th S-box’s 6-bit input values are actually
LY 20 ® 0429 & K3y 0.

This leads to a conclusion that Ré 4~29 are not determined
by either Q34~29 or K224N29, but are determined by the result
of Qo429 B K224~29 in a bitwise sequence. We use o ¢~ to
denote the result of Q5429 D K224N29 in a bitwise sequence,
and the 7th S-box’s 6 bits change into L84N29 @D w24~29.

This means that we only need to guess the 6-bit a24~29,
instead of guessing the 12-bit $224~29 and K224~29. Therefore,
we shrink the $’s space from 16 bits (8 = Q4> || Q<6 ||
K24.) 10 10 bits (8 = Qs || @<6>)

When we finish all the 8 S-boxes, we can get a 48-bit o and
a 32-bit 2. We expand the €2 to a 48-bit value because it will
be processed by the E expansion before it enters to the S-box,
and every bit of Q2 will be rearranged in a new sequence to
compose this new value. We denote this 48-bit value as QF.
Finally, K2 can be easily gotten as K[.2 = o @ Qf , where
1 <i<48.

We give the generic steps of this attack as follows:

1) Generate N plaintexts meet the following conditions

when they are processed after IP:
a) L0 is a random value at the range [O, 232 _ 1];
b) R? equals to {0)32.

2) Collect N power traces while the card is encrypting

these N plaintexts with an unknown key.

3) For a specific S-box of the 2nd round, traverse all

the possible values of § = Q_4- | ®&<6~. For
each possible B, we perform the following steps
(1<i<N):

a) For the i-th plaintext (1 < i < N), we use L26>
and o ¢~ to hypothesize the R2<4> , and use Lg4>
and €2 4~ to hypothesize the R 1< 4~ - After hypoth-
esizing these N pairs of R]< 4~ and R2< 4> WE can
eventually get a vector containing N elements.
These N elements are Hamming distance of every
pair of Rl<4> and R2<4>;

b) We calculated the correlation coefficient between
this hypothetical vector and the power traces, and

record the result as p (B).

4) Find the most significant peak on the p (8) curve, then
the corresponding B is the correct guess. Therefore,
o6~ and Q_4- can be obtained too.

5) Repeat the steps 1~4 until we get the rest ¢ .42~ and
Q245

6) Expand the 2 as it is processed by E expansion to get
the 48-bit QF.

7) Calculate the 48-bit K? = o @ QF.
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FIGURE 5. The 48-bit « and 32-bit Q. The 32-bit @ is presented by the sequence of the corresponding S-box.
2

This means that we just need to try 2'° times at most then
we can recover the 48-bit K2.

D. ATTACK EXPERIMENT

We collected the power traces of 18000 plaintexts’ encryp-
tions, and used MATLAB to implement this attack. Then the
corresponding B were recovered, and the corresponding o
and Q are obtained too. Next, we calculate Ki2 =o; D Qf,
where 1 < i < 48, to recover the 48-bit K2:

011100, 000011, 000011, 101100,
010100, 000010, 001100, 000111.

At last, we searched the rest 8 bits and recovered the 56-
bit source key K successfully. We used 18 seconds to collect
enough traces. Every S-box cost us about 162 seconds on
average to get the correct corresponding K36>, then we cost

about 21 minutes (8 x 162 = 1296) totally.

IV. A SLICING-COLLISION-ALGEBRAIC ATTACK BASED
ON HAMMING DISTANCE LEAKAGE MODEL

We do not think that the complexity of 2!0 in Sec. III-C
is efficient enough. Besides this, there are still too many
disturbance choices of that method. Because of this, we pro-
pose a new distinguisher. It can recover the correct o—¢-
without €24~ , this makes the complexity of key search shrink
from 210 to 29.

A. BITWISE-ABSOLUTE-CORRELATION DISTINGUISHER
IN A SLICING PERSPECTIVE

For each guess of B Qo4 || a<6>, when
we calculate HD(R1<4>,R2<4>) (i), we actually -calcu-
late the HD(L24> @ Q4-, R%,_) (i), and this equals to

HW(L?,. ® Q4> ®R2,_) (i), where 1 <i <N.

<4> <4>
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Then we know that before the register transits to RZ,_,
it stores Lg 4> © Q4. We don’t know this value because we
don’t know 2 _4-.. As the method mentioned at III-C, we will
face a workload of 219, as the Q_4~ is included. Since § 4~
is a constant value, then can we ignore it, or just guess 20 of
choices?

The results of L%, (i) & Q4= @ R%,_ (i) can be divided
into 4 lists. Take R%,12,22,32 as an example again, these
4 lists are LY () @ Q7 ®R3 (), LY, ()@ Qi ® R, (i),
LY, (i) ® Q2 ® R%, (i) and LY, (i) ® Q32 & R, (i), where
1 <i < N.Every element of these 4 lists contains only 1 bit.

Let us focus on these 4 lists again, if we correctly guess
the ¢~ and Q_4-, and if we calculate the correlation
coefficients between these 4 lists and the power traces, then
all of p7, p12, p22 and p3p will show a significant peak. But
what will happen if we guess the correct ¢~ but a wrong
Q4?7 If we just correctly guess the o ¢~ but guess a wrong
Q2 _4-, these 4 lists will turn to be Table 1.

TABLE 1. 4 lists if we incorrectly guessed the 12th bit of 2_,_ .

7
RE(L)a L) & Qr
RZ(2) & LY (2) © Q7

12
Ri, (1)@ LY, (1) ® Q1o
Rf, (2) & Ly (2) ® o

22 | 32

RZ(N) & LI(N) @07 | R (V) & LY, (V) & (s

This means that all the one-bit values of the 12-column will
flip from the correct value of O to 1 or from 1 to 0, and this
leads to the result that the correlation between 12-column and
power traces will be —p (12). The absolute of the result is
still correct. This tells us that all we have to do is just to get
the right @—¢~. That is because, even if we guess a wrong
Q 4, the correlation peak will be as same as the right guess,
but towards an opposite direction. This allows us to guess
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only 6-bit o6~ and neglect the 4-bit 2_4.. Besides this,
we do not need to care about the values before the transition
although we use the Hamming distance leakage model.

“Slice” the result of HD(R2<4>, Z4e @ Q<4>) (i) into
4 columns, so we can use the information in a new perspec-
tive. Then, this enables us to get rid of guessing the Q2_4-.,
because it does not affect the result of the attacks.

This new distinguisher is illustrated as follows:

1) Generate N plaintexts meet the following conditions
when they are processed after IP:

a) L' is arandom value at the range [0, 2°% — 1];
b) R? equals to {0)32.

2) Collect N power traces while the card is encrypting
these N plaintexts with an unknown key.

3) For a specific S-box of the 2nd round, traverse all the
possible values of 8 = o ¢~. For each possible g,
we perform the following steps (1 <i < N):

a) For the i-th plaintext, we use LO6 and a<6> to
calculate the corresponding 4 bits of R< 4s (D,
which can be denoted as R, R2 R?, R2 Now we
get the pair of (L?,_, <4>) (z)

b) After this, we get a list containing N elements
which are HD(L24>, <4>) ().

c) Divide this “HD_list” into 4 sub-lists, they are
LR, L) ®R:L LY ®R* and LY @ R3.

d) We calculated four correlation coefficients
between the four hypothesis lists and the power
traces, they are p,;, pp, pc and pg. Then we
calculate p (8) = |pal + bl + el + |0al-

4) Find the p (B) with the most significant peak. The
corresponding S is the correct guess.
5) Repeat the steps 1~4 until we get the rest 42~ .

We collected 20000 power traces by the specific plaintexts.
The experiment proves this method’s high efficiency and the
ability to tolerate disturbance. We cost about 36 seconds on
average to recover every 6-bit «, and there are only 63 dis-
turbance choices. The result was generated by MATLAB and
can be shown in Fig. 6.

B. COLLISION ATTACK
The collision attack is trying to extract some equivalence
relations between some bits of the 56-bit source key, in order
to reduce the unknown bits. As the characteristic of the
E-expansion, we will use it to reduce 16 unknown source
key bits.

The 32-bit €2 turns to be a 48-bit Q| as illustrated in Fi g.7.
For example, after the E-expansion, €4 and Qs will be
arranged into new places of QF:

Qf =Qf =qQu, QfF =qQf = Qs.

Then we can give two equations:

o5 @K52=a7 @K72, (x6@K62=O(8 @KS?.
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FIGURE 6. Recover the 48-bit o.

o|1|2|3|4| T[] - |29|30|31|32|F
32 1 2 3 4 5 4 5 6 7 8 9 28 29 30 31 32 1
|1|2|3|4|5|6||7|8|9|10|]l|]2||43|44|45|46|47|48|

FIGURE 7. The 32-bit @ after E-expansion.

This means that if we have «, we just need to guess one of
K52 and K72, then we will get the other. This same thing also
can be applied to K62 and K82.

By the collision brought by E-expansion, we can further
reduce unknown 16-bit key guesses.

C. ALGEBRAIC ATTACK
We use K to denote the 56-bit source key. After the key
generation, the K!’s and K2’s 48 bits correspond to the K’s:

K': [K9,K45,K30,K53,K43,K15, -.-,Kzs],
K?: [Kz. K3, K3, Kae. K36, Ks. ..., Ka1] .

We take o for an example, ag’s value is known and:
=K62699E=1?369§25.
As Q5 is the output of the 8th S-box in the Ist round, so we
can give the equations about « and 6 bits of source key, they
are:

o6 = Ky @ 95 = Ky @ Shox (R © Ko ) LS,

0
R - Rl 28~32

K<6> = K4o 13,12,55,49,28-

Sbox (-); denotes the first bit of the output of the S-box.
Accordingly, we can set up 48 equations to represent all
48-bit .

With the help of the collision attack, we’ve known that
o = K62 @ Kg2 @ ag and can set up another 16 equations
like this. Consequently, we will have 64 equations to get
56-bit unknown K. We use the mini-SAT to find the possible
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TABLE 2. Evaluation and comparison of all the 4 methods.

Classic CPA Sec. ITII-B Sec. ITII-C Sec. IV
Unknown space 236 216 210 26
Power traces Infeasible 18000 18000 20000
Online time (seconds) Infeasible 180 180 200
Offline time (seconds) Infeasible >10000 x 8 162 x 8 = 1296 36 x 843 =291
Further procession (seconds) Infeasible 256 searches | One XOR and 256 searches 177 searches

solutions, and finally, we get 177 results. This means that
this was a successful attack because we can just search these
177 possible results to identify the 56-bit source key K.

D. COMPARISON OF ALL ABOVE METHODS

We give the comparison of all the above methods. The first
method is classic CPA, but it is infeasible because there are
too many unknown bits (Sec. II-A). The other three methods
have been mentioned at Sec. I1I-B, Sec. III-C and this section
respectively. We need to collect about 18000 power traces
to gather enough information to recover the source key, and
the third method only uses 162s around to recover the corre-
sponding 6-bit o of an S-box. And the last row shows the new
distinguisher’s efficiency, it only needs about 36s to complete
the same work of the third method. Our experiment is made
on a PC with an Intel i5-650 processor and 12GB memory,
and the evaluation is shown in Table 2.

E. RECOVERING THE 168-bit KEY OF 3DES

The target smart card adopts 3DES with a 168-bit key. When
we are dealing with the 3DES, we use correlation power
analysis again. For each of the 177 possibilities, to every one
of the N plaintexts, we calculate the hypothetical values of
all the output of the 16th round of 1st DES. We calculated the
correlation between all these values and the N power traces,
then the hypothetical value with the most significant peak is
the correct one. After this, we have recovered all the 56 bits of
the first key. Now we can generate the input of the 2nd as we
want and recover the 2nd key by repeating this experiment.
We will recover the 168-bit key of 3DES eventually.

V. RESISTING OUR ATTACK
To resist our attack, we should make sure how many rounds
our attack can penetrate. Now, we try to attack the 4th round
by using the HD(L3, L*) information leakage. This means
we should try to establish the correlation between the power
consumption and HD(R?, R3).

We give an example by using 4-bit leakage of the 4th round
to show the steps instead of giving the generic steps as
follows.

1) Generate N plaintexts, for each plaintext, it meets the
following conditions after it is processed after the initial
permutation:

a) All the 6 bits of L84N29 equal 0. For each bit of the
rest L226> ,itis random and equals to either O or 1.
We denote all these 26-bit long random values as
L226>(1)’ e L226> (N);

b) R? equals to {0}
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2) Collect N power traces while the card is encrypting
these N plaintexts with an unknown key;
3) We use 2 to denote the result of F' (RO, K 1), then:

a) L' equals to (0}
b) The 32-bit of R! are the results of bitwise XORed
of LY and ©, and L is known;

4) Then we will get the input and output of 3rd round:
a) L? is the copy of R!;
b) For R% 122232 their values are the result of L'a
F(LY, 5o ® Q4290 ® KE_,5);
¢) For R;,12,22,32’ we can get them from L?, R%4N29

3
and K345

According to the 4-bit Hamming distance leakage, we can
mount CPA as mentioned in the above sections, and recover
the corresponding key.

However, our chosen-plaintext method cannot attack the
5th round directly because the avalanche effect significantly
confuses the relationship between the source key and the
intermediate value leakage in the 5th round. So, we suggest
that the head and tail protection must cover the first and last
four rounds.

VI. CONCLUSION
Side-channel attacks will be of ongoing interest, particularly
in the Internet of Things (IoT) environment.

In this paper, we demonstrated that when a distinguisher
was applied to the Hamming distance leakage model, using
a combination of different attack methods can break the
security of the smart card. Specifically, our approach directly
targeted either the third or fourth round of a DES encryption.
This also proved the vulnerability of the ‘“head and tail”
protection.
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