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ABSTRACT Cyber physical systems (CPSs) are rapidly developing, with increasing scale, complexity, and
heterogeneity. However, testing CPSs systematically to ensure that they operate with high reliability remains
a big challenge. Therefore, it is necessary to summarize existing works and technologies systematically, with
the aim of inspiring new inventions for more efficient CPS testing. Accordingly, this paper first investigated
the advances in CPS testing methods from ten aspects, including different testing paradigms, technologies,
and some non-functional testing methods (including security testing, robust testing, and fragility testing).
Then, we further elaborate on the infrastructures of CPS testbeds from the perspectives of their architecture
and the corresponding function analyses. Finally, challenges and future research directions are identified and
discussed. It can be concluded that future CPS testing should focus more on the combination of different
paradigms and technologies formulti-objective by integratingmore emerging cutting-edge technologies such
as Internet of things, big data, cloud computing, and AI.

INDEX TERMS Cyber-physical system, non-functional testing, robust testing, security testing, testing
method, testbed.

I. INTRODUCTION
Cyber-Physical Systems (CPSs) are becoming more preva-
lent and their applications have penetrated the fields of
aerospace, transportation, critical infrastructure, and indus-
trial manufacturing [1], [2]. A CPS is typically a complex
system with the following characteristics: data-driven, soft-
ware definition, ubiquitous connection, mapping between
virtual and reality, heterogeneous integration, and self-
government [24]. With the increasingly extensive and in-
depth applications of CPSs, the importance of their reliability
and dependability cannot be overstated.

However, due to the large scale, high complexity, and
heterogeneity of CPSs, their failure rate is high and there
are many security risks, which can lead to huge economic
losses or security breaches [26]. Reliability, safety, and pri-
vacy of CPSs are therefore significantly important [3], [4].
In order to realize the qualified operation of CPSs, the reli-
ability of hardware, dependability of software, and secu-
rity of communication should be ensured [5]. Moreover,
recovery from failure should also be realized quickly.
Therefore, CPS testing is necessary before real world
implementation.

Due to the great significance of CPSs, research on CPS
testing methods and key technologies continues to attract
widespread attention from all around the world. CPS testing
has been done in the fields of automotives [6], smart grids [7],
industrial automation [8], health care [9], and robotics [10].
Though many reviews on CPSs already existed in the
literature [11]–[22], there is little focus on surveying CPS
testing methods [13], [14]. As a result, we investigate the
latest research advances of CPS testing by considering test
methods and testbeds. For the testing methods, we focus
mainly on mainstream testing paradigms and the underlying
enabling technologies, as well as some non-functional testing
objectives such as robustness and security testing methods.
For the studies on testbeds, we consider the highly complex
and interdisciplinary nature of CPS testing; we concentrate
on CPS architecture, communications infrastructure, and the
corresponding functional analysis.

Themain contributions of this paper are as follows: 1) First,
we investigate the recent advances of testingmethods for CPS
from ten aspects, including different testing paradigms and
objectives. 2) Secondly, we elaborate on the infrastructures
of existing CPS testbeds and emphasize their architecture
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and function analysis. 3) Thirdly, we summarize the chal-
lenges in developing new testing methods and testbeds for
complex CPSs along with possible solutions to inspire new
CPS research directions. In particular, this surveywill provide
a wide range of guidance for industry engineers so they can
identify the most suitable testing methods and testbeds, while
achieving the lowest cost, the most convenience, and efficient
schema for specific application.

The remainder of this paper is organized as follows.
Section II describes the relevant background knowledge of
CPSs. Section III comprehensively describes CPS testing
methods. Section IV introduces the existing CPS testbed.
In Section V we summarize the challenges faced by the exist-
ing test methods and testbeds, as well as the possible future
research issues. Finally, Section VI presents a conclusion to
our paper.

II. RELATED WORKS
There are several existing in-depth reviews on CPSs whose
focuses are two-fold: CPS design and application, and testing
and verification.

A. REVIEWS ON CPS DESIGN AND APPLICATION
The development of CPSs is discussed from perspec-
tives of system model, information processing technol-
ogy, and software design in [23]. The advancements in
the development and applications of CPSs is surveyed
in [20]. A review of CPSs in healthcare is presented in [22].
Four main research challenges (security, energy consump-
tion, mobile dynamic environment, and system stability)
in mobile CPSs are discussed in [129]. Intensive litera-
ture on the frontiers of CPS security is reviewed and key
research challenges are identified in [17] and [19]. The inte-
gration of cloud computing with CPSs is reviewed in [18].
The advances of research in the field of cloud-based ser-
vices and big data analytics for smart manufacturing are
reviewed in [16].

B. REVIEW ON CPS TESTING AND VERIFICATION
In [14], testing methods for CPSs are surveyed. For
simulation-based testing and verification for embedded con-
trol systems, an overview of existing and emerging advanced
techniques is given in [124]. In terms of CPS monitoring,
the state-of-the-art theories and techniques for qualitative and
quantitative specification-basedmonitoring of CPS behaviors
are summarized in [125]. For testbeds, a comprehensive sur-
vey on smart grid CPSs is presented in [13], which focuses
on smart grid domains, research goals, test platforms, and
communication infrastructure.

Table 1 shows that most of the current CPS reviews and
surveys are focused on CPS design and the most consid-
ered non-functional attribute of CPSs is security, while the
reviews on CPS testing are relatively scarce, especially for
non-functional CPS attributes other than security.

TABLE 1. Main focus of current CPS reviews & surveys.

III. RECENT ADVANCES OF TESTING METHODS FOR CPSs
In this section we will introduce state-of-the-art CPS test-
ing methods. As shown in Table 2, the existing works
mainly focus on model-based testing, search-based testing,
online monitor-based testing, fault injection-based testing,
big data driven testing, cloud-based testing, and espe-
cially non-functional testing of security, conformance, and
robustness.

TABLE 2. Summary of the research on CPS testing methods.

A. TESTING METHODS CATEGORIZED BY THEIR
PARADIGM AND UNDERLYING TECHNIQUES
1) MODEL-BASED CPS TESTING
Model-based testing (MBT) is a paradigm widely used in the
field of software testing; it checks the correctness accord-
ing to the expected behavior specified by the formalization
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TABLE 3. Taxonomy of MBT for CPS.

or model [27], [28]. In recent years, more attention has been
paid to MBT of CPSs, specifically in the fields of health
care [29], [30], robotics [31], [32], industrial automatic con-
trol systems [33], smart grids [34], hybrid systems [35],
and the other general CPS objectives [36]–[38]. As shown
in Table 3, CPSs can be modeled by different tools, including
Simulink, UML, FSM, and Automata. The closed-loop (CL)
mechanism has an feedback link as a control signal, which
reacts to the physical components for improving the accu-
racy of the system. On the other hand, the open-loop (OL)
testing mechanism does not consider feedback. Real-time
MBT has strict timing constraints and deterministic behavior.
OnlineMBTmeans that theMBT tools are directly connected
to the system for dynamic testing in the context of a real
world environment. The active testing focuses on the test
case in which the entire test process is controlled by the test
program, while the passive test means that the test process
only involves monitoring. CPS models have been developed
successfully for many different domains. Silva et al. [29]
design a medical device model and patient model based on
the Ptolemy II (V8.0.1) framework, which adopts an actor-
oriented design (AOD) for the extraction of the clinical data
of patient model information from the MIMIC II clinical
database (V2.6); the model and data form a closed-loop test
environment. Jiang et al. [30] complete a similar work, con-
structing a patient model that combs a real-time virtual heart
model (VHM) with an integrated framework of implanta-
tion device validation. The heart model performs closed-loop
equipment verification by presenting a synthetic electrogram
signal to the device and responding to a functional pacing
signal from the device. The interactive and physiologically
relevant model-based test generation of pacemaker device
operation constitutes a closed-loop test environment.

Zander [31] and Saglietti et al. [32] use Simulink to
achieve a simulation cycle and simulation state retrieval dur-
ing the implementation of a system model. They track the
approximate error to improve performance and reliability of
the system and evaluate the efficiency level of design execu-
tion. Some scholars extend colored petri nets (CPN) theory
to CPS testing. Saglietti et al. [32] realize the automatic gen-
eration of test cases based on CPN coverage standard using

a finite state machine (FSM) automatic analysis algorithm,
and they found that the best performance algorithm is the
so-called hot priority algorithm. Buzhinsky et al. [33] setup
a new test framework through the modular formal language
NCES from the perspective of formal verification technology.
They represent the formal model of CPS testing in closed-
loop form and use the model check method to verify the
generated test cases. Based on the nonlinear artificial neural
network model, Kosek and Gehrke [34] design an anomaly
detection method to efficiently detect and evaluate the excep-
tion in Cyber-Physical Intrusion Detection in Smart Grids.
Through verifying the measurement data, the accuracy of
anomaly detection can be improved. A specific modeling
language (Acumen) for the hybrid system model, which
can implement MBT for CPSs in Matlab, is proposed by
Aerts et al. [35]. Ali and Yue [36] plan to solve the problem
of CPS uncertainty testing based onMBT. Schmidt et al. [37]
apply the system entity structure (SES) on the abstract level
to realize automatic high fidelity assessment of a complex
and modular simulation model. Motii et al. [38] propose a
method of evaluating security solutions based on UML mod-
eling and extensively use modeling and analysis of real time
and embedded systems (MARTE) to implement an architec-
tural assessment of timing issues. Orojloo and Azgomi [39]
propose a game-theoretic modeling approach to evaluate the
security of CPSs, where a state-based model is structured
and parameterized using a game theory approach to inves-
tigate the dynamic behavior of CPSs under attacks; then, the
parameterized state-basedmodel is transferred into a solvable
model to quantify the security measures suitable for CPSs.

These different CPS models can be very useful as a basis
for MBT of CPS, especially when there is no real CPS
available for testing or some parts of the real CPS are not
suitable for special abnormal and destructive testing due to
safety or economic issues.

2) SEARCH-BASED CPS TESTING
Search-based test methods use meta-heuristic search tech-
niques, such as genetic algorithm (GA), simulated annealing
algorithm, and tabu search algorithm to automatically gen-
erate test data or test cases. In recent years, search-based
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TABLE 4. Online monitor tools for CPS.

algorithms have also begun to be applied in the field of
CPS testing. Ali and Yue [36] apply a search algorithm
based on GA to a solution to CPS uncertainty testing.
Arrieta et al. [40] use a GA-based algorithm to select the
suitable test case for different test levels; compared with the
alternating variable method (AVM) and greedy algorithm,
this method can reduce the cost of CPS product line con-
figuration testing by approximately 80%. Arrieta et al. [41]
also propose a weight-based search algorithm for the con-
figurability and variability of large CPSs (such as vehi-
cle and aerospace) to determine the prioritized execution
order of the test case, find the best solution, and reduce
the time to detect failures. Matinnejad et al. [42] designed
the search-based testing method for a continuous controller
through model-in-loop (MIL), software-in-loop (SIL), and
hardware-in-loop (HIL) for the automotive embedded sys-
tem, covering different searching strategies, including ran-
dom search, adaptive random search, hill climbing algorithm,
and simulated annealing algorithm. Yue et al. [43] propose
a semi-automatic and interactive configuration solution for
CPSs based on the search algorithm.

3) ONLINE MONITORING FOR CPS TESTING
Complete testing or formal verification is impossible for
complex CPSs, but as a lightweight verification technol-
ogy, online monitoring and runtime verification provides
one useful formal technique for improving the reliability
of real or simulated systems. CPS monitoring is the act

of runtime verification by observing and evaluating the
temporal behaviors of real systems or simulated models.
Monitoring algorithms can qualitatively and/or quantitatively
verify the satisfaction of a formula φ by a signal w (not the
whole system), which is much easier than traditional model-
checking. Due to relatively low computational complexity of
the monitoring algorithms, as shown in Table 4, a large body
of software tools (Temporal Rover, MaC, Java PathExplorer,
LOLA, RV-Monitor, MonPoly, LTLFO2Mon, etc.) have been
developed over the last two decades. Some publicly avail-
able software tools (AMT, Breach, S-Taliro and U-Check,
etc.) for real-time reasoning with Boolean or multi-valued
temporal logics can monitor both real valued and Boolean
signals.

Real-time monitoring of CPSs has been applied for auto-
motive systems and medical devices [125]. Kane et al. [44]
designed an external runtime monitor to analyze vehicle log
data during the testing process to detect whether a criti-
cal advanced attribute is violated. CHARON (a modeling
language based on hybrid automata) and an event-oriented
runtime monitoring framework are used in [45] to verify a
CPS system against a temporal logic security specification.
A runtime verification system called Brace [46] is designed
to ensure that the errors injected in a CPS application can
be efficiently detected with less runtime monitor overhead.
ubiquitous monitoring for industrial CPSs is realized through
relay-assisted wireless sensor networks in order to solve the
distributed parameter estimation problem in [47]. In order to
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express the temporal constraint for distributed CPSs more
intuitively, a new timestamp temporal logic (TTL) is pro-
posed in [48], which can automatically generate logic code
and programs to monitor the expressed timing constraints.
ModelPlex [127] provides correctness guarantees for CPS
executions at runtime; it combines offline verification of
CPS models with runtime validation of system executions for
compliance with the model.

These advances in recent studies demonstrate that online
monitoring and runtime verification can be complementary
to most CPS testing techniques. However, there are still some
issues to overcome in practice: Lack of specifications: It is
difficult to obtain the suitable specifications for complex
CPSs to be checked against [128].

High monitoring overhead: Online monitor and run-
time verification can usually incur some overhead, espe-
cially when checking many properties simultaneously [128].
This challenge remains open for most resource constrained
CPSs [129].

Difficulty in monitor synthesis: Because of the continuous
physical plant, sensor inaccuracies, and actuator disturbance,
full CPS model validation is rather elusive. The rewriting
capabilities and flexibility of adaptable monitor generation is
thus an interesting question for future work [127].

Traditional performance measures (statistical meth-
ods or transformations such as Fourier’s for the purpose
of classification assess signals and detect occurring pat-
terns or noise removal) should be further integrated with
those newly developed verification-inspired formalisms for
capturing hybrid aspects of behaviors [125].

4) FAULT INJECTION FOR CPS TESTING
Fault injection, which is a key testing technology, is very
efficient for verifying and evaluating a system by producing
failure artificially and consciously in order to speed up the
occurrence of an error or failure. It can also be effective in
CPS testing.

Faza et al. [49] apply fault injection to fault localization
for testing smart grids. Similarly, Frohlich et al. [50] also
found that noninvasive and deterministic fault injection test-
ing can provide reliable evidence for critical real-time sys-
tems. Alternatively, Vedder et al. [51] devise a combination
of failure injection (FI) and property-based testing (PBT) to
detect unusual safety violations by injecting failure randomly
in the execution sequence. By attacking control parame-
ters including sensor measurements and controller signals,
Orojloo and Azgomi [52] have presented a new method to
assess the direct and indirect impact of attacks on a CPS.
Based on the sensitivity analysis, the priority of attacks is
determined to help identify the most vulnerable components
and control parameters in the system.

It can be found that to verity the reliability, security,
and resilience of CPSs, fault injection is an efficient tech-
nology. Considering the complex running environment and
constraints of a CPS, different kinds of fault injection tools

should be adopted for more CPS testing and verification in
the future.

5) BIG DATA-DRIVEN CPS TESTING
Big data related analysis techniques can benefit testing
greatly by quickly processing and storing large amounts of
testing data in a CPS. In this section, we survey the latest
research results to analyze the coupling mechanism between
big data and CPS and apply big data-based CPS testing.

Lee et al. [53] discuss a systematic architecture for apply-
ing CPS in manufacturing called 5C, which can automate and
centralize data processing, health assessment, and prognos-
tics. In order to provide data service specification and deal
with large amounts of data safely in a short time, Zhang [54]
proposed a big data-driven CPS based on architecture analy-
sis and design language (AADL). Marini and Bianchini [55]
designed a ‘‘data as a service’’ approach to deal with the
big data environment. Don and Min [56] design a real-time
dynamic data processing framework for decision making
of MCPS in health care applications. Wang and Wang [57]
find that big data from different machines, network sen-
sors, and systems can be used for intelligent prediction
and diagnosis to improve the quality and productivity
of manufacturing. Lee et al. [58] provide a comprehen-
sive solution for industrial information analysis systems
through a CPS based on the internet of things (IoT) and
various data analysis methods so that modules can be
reconfigured and exchanged. Babiceanu and Seker [16] pro-
pose a framework for developing predictive manufacturing
CPSs by integrating IoT and big data algorithm analysis.
Lee et al. [59] introduces intelligent forecasting information
tools for the fusion of CPSs and PHM algorithms in big data
environments. Niggemann et al. [60] propose a new concept
that applies CPSs and big data to automatically learn the nec-
essary model. They also design a cognitive-based reference
architecture, including task-specific human-machine inter-
faces (HMI) and a feedback/control mechanism, to address
the possible challenges. Jara et al. [61] identified several
challenges and opportunities for the integration of big data
into CPSs and propose a hybrid method to build models
and discover behaviors based on large amounts of data.
Zhong and Zhang [62] discuss the challenges faced by com-
bining CPSs with big data and illustrate the demands for
dynamic continuous modeling, such as time and space
modeling.

Through the above analyses, we find that there is a com-
monality between big data technologies and CPS testing,
which can provide a starting point for the future development
of CPS testing.

6) CLOUD TESTING FOR CPS
With the advances of cloud computing and IoT, cloud-based
CPSs can extend their functionality to address computa-
tional and storage constraints. The integration of cloud and
CPSs has begun to attract increasing attention. For exam-
ple, Cheng [63] focus on private cloud infrastructure to run
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medical CPS applications based on OpenStack.
Zhang et al. [64] propose a Healthcare CPS by defining a
unified standard for a data collection layer, data manage-
ment layer, and data-oriented service layer for distributed
storage and parallel computing. Abid et al. [65] propose a
novel V-Cloud architecture, including a vehicular cyber-
physical system, vehicle-to-vehicle network, and vehicle-to-
infrastructure network layer.

For cloud testing of CPSs, Hahanov et al. [66] propose
a CPS for intelligent cloud traffic control and testing.
Burger [67] realized the cloud-based test method by inter-
action between sensors, actuators, and CPSs to test a vehi-
cle system. Based on service oriented architectures (SOA),
Puttonen et al. [68] designed a production system and a
smart-mobility system, which can be used to test system secu-
rity. The security of cloud cyber-physical systems is discussed
in detail by Reddy [69]. Azab and Eltoweiss [70] introduce a
resilient and secure defense cloud ‘‘Cooperative Autonomous
Resilient Defense’’. Karnouskos et al. [71] propose a con-
cept called ‘‘Cloud of Things’’, which involves the integration
of a CPS and cloud, which a major trend in the design,
implementation, and interaction of the CPS-oriented envi-
ronment that will reshape future industry, especially in mon-
itoring and management. Karnouskos et al. [72] propose a
service architecture that covers the basic needs of monitoring,
management, data processing, and integration by considering
disruptive technologies and concepts for future industrial sys-
tems. Nakauchi et al. [73] present a virtual mobile cloud net-
work (VMCN), an architecture for a scalable real-time CPS
based on virtualization-capable network infrastructure, and
highly distributed edge clouds. Alam and Saddik [74] present
a digital twin architecture reference model for a cloud-based
CPS called C2PS. The model helps in identifying various
degrees of basic and hybrid computation-interactionmodes in
this paradigm. Shu et al. [75] propose a novel architecture of
CCPS (CCPSA) to provide flexible services and applications.

From the above survey and analysis, we can find that the
current cloud-based method has realized the initial fusion
with CPSs, which demonstrates that the theory and method
of using the cloud can further be developed and embodied for
CPS testing in the future.

B. TESTING METHODS CATEGORIZED BY THEIR
TESTING OBJECTIVES
1) CONFORMANCE TESTING FOR CPSs
Conformance testing is an important testing activity to verify
that a product satisfies its specified standards. The confor-
mance testing of a CPS refers to the degree of compli-
ance between the implementation and the required standards.
Conformance testing for different products, processes, and
services has been widely applied. However, for CPS con-
formance testing, due to the complexities of the scale and
diversity of standards, the current research is relatively scarce.
Recent research can be classified as either CPS conformance
testing generation or CPS conformance measurement.

CPS conformance testing generation: Li et al. [79] defined
the conformance relationship of timed input - output confor-
mance (TIOCOC) for timed constraint automata (TCA), and
an automatic testing method is proposed to generate testing
cases from TCA. Woehrle et al. [80] proposed two different
conformance testing methods. The first is the method of
segmented state space traversal to achieve scalability of quan-
titative conformance testing for CPSs. The second method
is to use the physical measurement for conformance testing
using timed testing of a physical quantity (TTQ) or online
testing tools TRON [81].

CPS conformance measurement: In [76] and [77], a con-
formance test method is proposed by confining conformance
testing as a logical attribute forgery problem, and the metric
temporal logic (MTL) theory is adopted to calculate con-
formance. In [78], the concept of conformance testing is
redefined and an algorithm for CPS conformance testing is
designed through sampling the output of each discrete point
to determine its correctness.

Because the standards involved in complex CPSs are
diverse (e.g., a CPSmay need to meet multiple standards, and
the standards for different CPSs are more complex), universal
and configurable CPS conformance testing is still a challenge
for future research.

2) ROBUSTNESS TESTING FOR CPS
Robustness testing, which is also known as fault tolerance
testing, is often used to test whether a system can auto-
matically resume or ignore faults in the event of a failure.
Robustness is a very important capability of CPSs, and the
method of testing the robustness is a valuable research issue.
Because robustness testing is usually destructive, current CPS
robustness tests are mostly conducted at the model level (such
as with Matlab, Simulink, etc.).

For example, Abbas et al. [82] apply the MTL theory
for robustness testing of CPSs. The Monte Carlo simula-
tion method is used to implement the random walk algo-
rithm in the space of system input to find the paths and
counter-examples of violations of robustness properties. The
method can be applied to a Simulink / StateflowTM (S / S)
model and is implemented in the Matlab toolbox S-TALIRO.
Abbas et al. [83] also proposed a robust-guided temporal
logic testing (RGTLT) method based on the S-TALIRO tool-
box. This method uses theMTL theory to quantify the robust-
ness of a stochastic CPS. The Markov chain Monte Carlo
algorithm is used to solve the global minimization problem
of robustness. Fainekos et al. [84] provided a framework for
testing the correctness and robustness of a CPS simulation
model. They create a linear symbol model for each execu-
tion time step in a given SimulinkTM model. The test input
supplied by users is then re-run in the symbol model and the
robustness is tested in the execution trace.

Robustness testing for real CPS systems may have an
irreversible impact on the system itself, resulting in seri-
ous losses. However, if it is only carried out in a simula-
tion environment, some real conditions cannot be reflected.

52184 VOLUME 6, 2018



X. Zhou et al.: Review on Testing of CPSs: Methods and Testbeds

Therefore, performing a safe and effective CPS robust-
ness test in a real application environment is an important
challenge.

3) SECURITY TESTING FOR CPSs
CPSs are highly connected through different networks, which
makes them vulnerable to ubiquitous cyber-attacks. Exten-
sive studies on security testing are becoming more com-
mon, in order to reveal security-related flaws for different
CPSs [29], [30], [34], [38].

Many researchers focus on security testing for sys-
tems against cyber-attacks. Pan et al. [85] proposed a
specification-based intrusion detection framework by adopt-
ing a Bayesian network to graphically encode the causal
relationship as rules of an intrusion detection system (IDS).
Liu et al. [86] proposed a new cyber physical fusion method,
called abnormal traffic index state estimation (ATSE),
to detect cyber-attacks of smart grid, such as malicious data
injection (MDI) and system intrusion. Specifically, the traffic
characteristics of the cyber network are combined with the
inherent physical laws of the power system into a unified
model to reduce the impact of unreliable measurements
on state estimation. The cyber physical monitoring sys-
tem (CPMS) [87] is another testing framework for detecting
cyber-attacks of a smart meter. Based on the information
fusion of abnormality detection of cyber intrusion and traffic
flows, the intrusion detection system Snort can be used
to monitor the flow of all smart meters and use energy
conservation to check the conformance of meter readings.
Luo et al. [88] proposed a new system observability-based
framework, which can not only effectively monitor the
system, but can also solve the structural fragility of the system
when faced with cyber-attacks.

One of the difficulties in security testing of CPSs is detect-
ing unrecognizable attacks. Pasqualetti et al. [89] describe
the undetectable and unrecognizable attacks that may exist
in a CPS from the perspective of system theory and graph
theory. A centralized monitor using the geometric control
theory is designed, and a distributed detection monitor using
distributed control technology and parallel computing tech-
nology is used to detect the malicious external attacks facing
a CPS. Chen et al. [90] designed a dynamic attack detector
using the side initial state information, which can detect
all detectable attacks. Based on computational geometry,
Gawand et al. [91] can detect cyber-attacks by analyzing the
abnormal output of the CPS control system.

Although security testing has been given much attention,
it is still not possible to avoid security breaches completely.
Furthermore, combining security testing with robustness test-
ing and reliability testing is an interesting research direction
for the future.

4) FRAGILITY TESTING FOR CPSs
Small disturbances may cause a system to collapse or even
lead to catastrophic consequences. The fragility of a CPS is
an important attribute; it reflects the sensitivity of the system

responding to external disturbances or changes. Fragility test-
ing is therefore becoming a new-birth area for CPS test-
ing. Ma et al. [92] proposed a new fragility test method
based on model execution and reinforcement learning tech-
niques, which can quickly reveal the defects of a self-healing
cyber system (SH-CPS) with the presence of environmental
uncertainties.

As a result of the abovementionedmethods, we can see that
many traditional testing methods (such asMBT) can be trans-
ferred to CPS testing. However, the non-functional testing of
CPSs, including robustness, security, fragility, reliability, and
resilience testing, is still a great challenge and has had few
breakthroughs. We also did not find any specific research
on reliability and resilience testing of CPSs in the litera-
ture. In terms of CPS development, reliability, fragility, and
resilience testing are more important to reveal the dynamic
evolution mechanism of CPSs effectively, and this is worthy
of more attention in future research.

IV. RECENT ADVANCES IN TESTBEDs FOR CPSs
The operation of CPS testing is too difficult to achieve with-
out effective platform support. In this section, we focus on the
existing testbeds for CPSs from the viewpoints of both archi-
tecture and functions; this is inspired by Cintuglu et al. [13],
who reviewed the existing smart grid testbed systematically.

As shown in Table 5, existing CPS testbeds cover many
application domains, including smart grid, transportation
systems, unmanned aerial vehicles, robotics, smart home
equipment, water systems, and other specific CPSs. The
majority of CPS testbeds are simulation-based or semi-
simulated. The number of fully hardware-based testbeds is
low, and these are usually applied to small CPSs, such
as robot and unmanned aerial vehicle systems. Further-
more, distributed platforms are more popular than centralized
ones. From the viewpoint of function analysis for current
CPS testbeds, security testing-oriented and control testing-
oriented testbeds are the majority. The communication archi-
tecture of each testbed is summarized in Table 6.

A. ARCHITECTURE OF CPS TESTBEDS
Based on enabling execution techniques, the architec-
ture of testbeds can be divided into three categories
according to the corresponding implementation enabling
technique: hardware-based, simulation-based, or hybrid plat-
form. Hardware-based testbeds are the physical com-
ponents and cyber components are real or emulation
devices; in other words, a hardware-based testbed is com-
posed of real-world devices. This is more common in
the testing of small CPSs, such as in intelligent home
device testbeds [93], unmanned aerial vehicle system
testbeds [96], [117], [122], robot testbeds [99]–[101], smart
grid test platforms [112], general CPS [118], cloud manu-
facturing CPS [119] and traffic vehicle system testbed [114].
In this testbed, Zhou et al. [114] build a platform that com-
posed of miniature vehicles to emulate the real traffic sys-
tem. Simulation-based testbeds are composed of physical
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TABLE 5. Taxonomy of existing cyber-physical system testbed.

components and cyber components and are implemented
through simulation tools or programming. Most current CPS
testbeds are simulation-based because the scale of someCPSs
is too large or the cost of the physical hardware is too
high; examples of simulation-based testbeds are distributed
resilient CPS testbeds [102], traffic network testbeds [106],
robot testbeds [109], testbeds for software applications and
firmware of CPS [111], and testbeds for visual control of
wireless CPS [116]. One further simulation-based testbed
is a special testbed that uses real-time digital simula-
tion technology (RTDS), named real-time simulator, such
as [94], [95], [107], [108], [113] [115], [120], and [121]. The
tools used for simulation-based testbeds are summarized
in Table 7. Hybrid testbeds for CPSs are composed of real
physical components and simulation network components,

or simulated physical components and real network com-
ponents; examples of these include testbeds for network
critical infrastructure [97], [98], [105]. The testbed given
in [97] and [98] is composed of a real network and sim-
ulated physics, and the testbed is composed of simulated
network and real physics [105]. In addition, there is a testbed
for water systems [103] and a testbed for smart grids [110].
In summary, simulation-based or hybrid testbeds are easy
to implement and can guarantee safe execution of test-
ing and repeatability, but it is difficult to guarantee the
fidelity of experiments. On the contrary, hardware-based
testbeds can guarantee fidelity, but in large-scale CPS
testing, fully hardware-based testbeds are hard to imple-
ment and have a high cost. In addition, in the extreme
case where a destructive or robust experiment is required,
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TABLE 6. Communication infrastructure of cyber-physical system testbed.

TABLE 7. Simulation tools of simulation-based testbed.

hardware-based testbeds can’t guarantee complete safety.
Therefore, the hybrid platform, which can benefit from the
advantages of both, may attract more attention in future
research.

The Furthermore, based on the execution mechanism,
the architecture of CPS testbeds can also be divided into
two categories according to their deployment: centralized

or distributed. The centralized testbed concentrates all
components of a system in a tightly coupled chassis and per-
forms data acquisition and test analysis locally. For instance,
the testbeds for smart grids [94], [95], distributed resilient
CPSs [102], wireless CPSs [116], water systems [123], and
UAVs [117] all integrate their components in a relatively
small chassis. There is also a special testbed, where all of
its components are implemented through programming in a
computer simulation [106], [109]; we consider this as a cen-
tralized testbed. Distributed testbed refers to a platform that
contains multiple connected devices, each of them conduct a
different part of the same task, running simultaneously and
working harmoniously under the control of people or control
equipment. At present, most testbeds are distributed. Dis-
tributed testbeds are used in home equipment [93], critical
infrastructure [97], [98], [105], robot systems [99]–[101],
water systems [103], smart grids [107], [108], [112], [113],
[115], [120], [121], general CPSs [111], [118], cloud man-
ufacturing CPSs [119], and traffic systems [114]. Finally,
in the literature [96], a testbed is considered centralized
if the algorithm runs on the ground station of the testbed
and is considered distributed if the algorithm runs on each
UAV. Therefore, a testbed can be configured as either cen-
tralized or distributed for different testing requirements.
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This condition also applies to [122], where the testbed can
be treated as centralized or distributed. As mentioned above,
most CPS testbeds are designed as distributed. The major
advantage of centralized testbeds is their ease of use and
even carry-on. However, due to the tightly coupled archi-
tecture, upgrades and functional expansion will be limited.
Compared with centralized testbeds, the layout of distributed
testbeds is more flexible to configuration for different testing
requirements.

B. FUNCTION ANALYSIS OF CPS TESTBEDS
There are extensive studies on testbeds for CPSs. Each
testbed has its own unique features and provides dif-
ferent kinds of functions. In this section, we classify
these testbeds according to their most significant fea-
tures and main functions: security-oriented, control-oriented,
performance-oriented testbed, and Multi-objective compre-
hensive CPS testbed.

1) SECURITY-ORIENTED CPS TESTBEDS
Many CPS testbeds focus on forms of security, such as
cyber security, communications security, and physical sys-
tem security. Many security-oriented testbeds are developed
for smart grids. Liu et al. [94] and Liu and Srivastava [95]
developed a testbed that can be used to test the impact of
cyber-attacks on smart grids, such as denial-of-service attacks
and man-in-the-middle attacks, by modeling and simulating
the power system through RTDS and RSCAD (RTDS simu-
lator software). Network Simulator-3 (NS-3) and DeterLab
can be used to simulate the communication network, and
the ‘‘Real-Time Voltage Stability Monitoring and Control
(RT-VSMAC)’’ tool is used as an application layer. Aditya
Ashok et al. [107] and Hahn et al. [108] built the testbed
called PowerCyber to test the impact of cyber-attacks on
smart grids, which implements RTDS and Internet-scale
event and attack generation environment (ISEAGE) WAN
simulation. WSU Testbed [110] focuses on the cyber security
of a smart grid’s communication protocols. Its architecture
includes ICT modules that cover multiple communication
protocols, the power system simulation tool to model the
behavior of physical power, the cyber module with SCADA,
and the attack module for implementing a cyber-attack on
the power system. Zhang et al. [120] developed a multifunc-
tional testbed that contains real-time physical system simu-
lation, network emulation, and multi-level control simulation
for testing the cyber security of smart grid; this testbed was
also integrated with a WAN emulator to provide advanced
attack simulation. Poudel et al. [121] developed a real-time
testbed for testing the cyber security and stability control
of smart grids. OPAL-RT and RT-lab are used to simulate
a real power system as well as a cyber system containing
multiple substations and a control center; the two systems are
communicate through DNP3.0.

There are also some security-oriented testbeds for other
CPS domains. EPIC [97], [98] is a simulation based testbed
for evaluating the impact of cyber-attacks on networked

critical infrastructures (NCI). The physical process model
is initially built into Matlab Simulink, and then automati-
cally generated and integrated into the software simulation
unit (SSim). Gao et al. [105] developed a testbed based on
cloud computing and a software defined network (SDN) to
test the impact of cyber threats on the cyber and physical
dimensions of critical infrastructures. UPBOT [99], [100] is a
testbed for testing the cyber security of robot systems, which
includes the body, nerves, and brains. Miciolino et al. [103]
built a water system testbed for testing the impact of
cyber-attacks on the SCADA communications network; they
particularly focused on the security of Modbus/TCP proto-
col. The Water distribution testbed (WADI) [123] is mainly
used for detecting cyber-attacks and physical attacks and
analyzing the cascading effects of attacks. Neema et al. [106]
build a testbed called SURE by integrating a modeling
and simulation platform called command-and-control wind
tunnel (C2WT) and a web-based collaborative modeling
tool named WebGME to test and evaluate the security and
resilience of traffic networks.

2) CONTROL-ORIENTED CPS TESTBEDS
Control-oriented testbeds are very important for assuring
the correctness of control logic for complex CPSs. The
IPv6-based testbed [93] is built with laptops and smartphones
for testing the remote dynamic control of smart home devices.
Dimitrov et al. [101] developed a testbed for testing the con-
trol algorithm of home-assisted robots. Jamshidi et al. [96]
developed a testbed for testing the co-control algorithm of
swarm of UAV, which includes operator, ground station, and
one block called n UAVs. The testbed Up and Away [117]
is designed to abstract the control of the physical compo-
nents in order to reduce the complexity of UAV-oriented CPS
experiments. Drone-Be-Gone (DbeG) [122] is a UAV testbed
that has the ability to switch between centralized or dis-
tributed control. DbeG has four main features: vision-based
2-D localization, autonomous navigation for multiple UAVs,
simulation environment of testbed, and external processing
units (EPUs). The Turtlebot Robots testbed [109] abstracts
a robot as an autonomous component to test control algo-
rithms for experimenting on, comparing, and developing new
adaptive solutions related to intelligent CPSs. Cintuglu and
Mohammed [112] developed a testbed to test the collabora-
tive communication and control of an actual vehicle system.
The architecture of this testbed includes a quadrotor vehicle,
miniature vehicles, and high-performance embedded road-
side units (RSUs).

3) PERFORMANCE-ORIENTED CPS TESTBEDS
Time is critical for CPSs, but the specification and veri-
fication of timing requirements for a CPS are costly and
difficult to attain. The Microgrids testbed [113] is developed
to test the impact of network delay on system performance.
This testbed consists of three main components: real-time
models of a distribution feeder model, NSIL models, and
physical hardware. RCPS [102] is a testbed that simulates real
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CPS deployment. It consists of 32 RCPS nodes connected to
a programmable OpenFlow communication network switch
through its Gigabit Ethernet port. This testbed can be used
to test and analyze hardware and software fault tolerance,
software reconfiguration, and system stability in design-time
before deployment of a CPS. Szczodrak et al. [111] built a
testbed for deploying, testing, reconfiguring, and evaluating
applications and supporting firmware of CPSs; it consists
of three main parts: a server back-end, backbone network,
and testbed management unit. The INVITED [118] testbed
is designed to test the timing behavior of CPSs. INVITED
contains K nodes, and each node monitors the required sig-
nals and captures events using hardware timestamping; all
nodes are synchronized through a reference clock over PTP
to within microsecond accuracy.

4) MULTI-OBJECTIVE COMPREHENSIVE CPS TESTBEDS
Besides the categories described above, there are some
other comprehensive testing platforms for CPSs with multi-
objectives. Florida State University testbed is composed of
real-time power system simulators [115]. It is based on real-
time digital simulator (RTDS) technology with fiber and
Ethernet networks to test the ‘‘smart’’ and distributed man-
agement control. Aminian et al. [116] built a testbed named
GISOO, which integrates the Simulink and COOJA simula-
tion tools; it can be used to comprehensively analyze com-
puting, communication, and control components and their
interaction on wireless CPSs. Liu et al. [119] developed a
cyber-physical manufacturing cloud (CPMC), which is a new
paradigm that integrates cloud manufacturing and CPSs for
monitoring machining operations and performing manufac-
turing operations directly from a manufacturing cloud. They
implemented a CPMC testbed containing two manufacturing
sites connected to the cloud over the Internet. In summary,
these testbeds always combine different kinds of testing
capabilities together, but the development of multipurpose
testbeds is still a task that should be further studied in the
future.

V. CHALLENGES AND FUTURE RESEARCH
FOR CPS TESTING
Studies on CPS testing have achieved great progress, but
many issues remain, particularly due to the rapidly increasing
complexity of CPSs. Based on the aforementioned analysis,
this section will focus on the open challenges faced in CPS
testing from the perspectives of testing methods and testbeds.
We will also consider possible future works to provide useful
insights for in-depth CPS research.

A. CHALLENGES FOR FUTURE COMPLEX
CPS TESTING METHODS
Though many advanced testing methods for CPSs are
rapidly developing, there remains several bottlenecks, espe-
cially for complex CPSs with high reliability, security, and
resilience requirements. These challenges include state space

explosion, uncertainty modeling, real-time assurance, and
testing oracles.

• Uncertainty modelling for CPS testing: Uncertainty
is ubiquitous in CPS due to the complex time-varying
interactions between physical systems, network equip-
ment, and computing infrastructure. Determining how
to model these known and unknown uncertainties
is one of the great challenges to overcome, espe-
cially for the online test generation, execution, and
analysis [36].

• State space explosion: State space explosion is a
classical long-term problem involved in both testing
and formal verification, especially for the increas-
ingly complex CPSs [130], [134], [135]. Testing sys-
tems with less inputs, high coverage, and efficient
bug-triggering will almost certainly be the main objec-
tive of many different advanced testing methods in the
future. Distributed model checking integrated with intel-
ligent testing methods may be one interesting research
direction [134].

• Real-time CPS testing assurance: Due to the com-
munication delays, complex interdependencies between
different components, and impact of fault propagation
through a whole CPS, high real-time assurance for par-
allel testing of CPSs is important but difficult challenge
for future CPS research 51], [73], [116], [118], [120].

• Complex oracles for CPS testing. Testing oracles is
bottleneck for many kinds of testing, whether it is past,
present, or future [44]. Traditional testing and formal
verification techniques both struggle to analyze complex
CPS hybrid behavior. Scalable and distributed runtime
monitoring analysis, which can be dynamically evolved
by advanced deep-learning techniques or GANs during
the testing process, could be employed as a possible
solution in the future.

Clearly, abovementioned challenges highlight opportuni-
ties for future research. Here, we give some possible solutions
to inspire new research directions.

• New test-driven paradigm for complex CPS testing
With the fast development of new deep-learning and
data mining techniques, the process of complex CPS
testing can be driven by new testing paradigms. Tradi-
tional search-based testing methods can be reinforced
by integrating model-based testing with data-driven test-
ing methods and fault injection techniques, which can
increase the controllability and observability for com-
plex CPS testing significantly [60].

• New test execution mechanism for hybrid CPSs.
Matched with the increasing high configurability and
variability of complex CPSs, cloud-based parallel test-
ing mechanisms are will be import in the future of
CPS testing [67]. It is also necessary to simulate and
co-simulate many parallel physical processes to analyze
the continuous interaction of the user, controller, and
physical environment and to automatically identify the
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worst-case scenarios. This will guide the generation of
efficient test cases.

• Big data analysis methods for in-depth CPS testing.
Many high-dimensional and multi-source heteroge-
neous data will be generated during the testing pro-
cess for CPSs. Mining models from these big data
through advanced deep-learning techniques, while con-
sidering the complexity of time constraints, spatial con-
straints, and dynamic continuous behavior constraints,
is one of the interesting directions for future data-driven
CPS testing. This can lead to tremendous potential
applications [58]–[60], [62].

• Combined schema for non-functional CPS testing.
The research on reliability testing and fragility test-
ing for CPSs has just begun [4], 92]. Each of the sin-
gle testing methods is difficult to achieve for complex
CPSs, but the non-functional CPS properties are in
fact closely related to each other in essence, sharing
some enabling testing techniques (e.g., fault injection).
Therefore, exploring the possibility of combining differ-
ent functional and non-functional CPS testing methods
efficiently during one system-level testing process is
an interesting prospect for future research. Comprehen-
sively evaluating the reliability, fragility, and elasticity
of CPSs in this new testing paradigm is another possible
new research direction.

B. KEY FUTURE RESEARCH ISSUES FOR CPS TESTBEDS
There is no comprehensive and universal testbed for all CPSs,
and developing a scalable testbed for complex CPSs still
holds many challenges. Based on the ideas formulated in the
previous section, it is desirable for future CPS testbeds to
improve the following characteristics:

• Accuracy: CPS testbeds should be able to moni-
tor the testing process accurately with high time
and value precision, especially in complex environ-
ments filled with uncertain external or internal noise
interferences [11], [36].

• Automation: CPS testing is time consuming and labor
intensive. One of the most important issues for testbed
improvement is automatic testing. Considering the com-
plex constraint faced by complex interaction between
software, hardware, and networks, automating the gen-
eration and execution of suitable test cases is very impor-
tant and is a great challenge [14].

• Controllability and Observability: Though many current
CPS testbeds are decentralized, in the future, more atten-
tion should be focused on networked testbeds to ensure
accurate, fast, and complete information processing with
friendly interaction. High controllability and observ-
ability are more desirable for the whole CPS testing
process [48], [102].

• Reliability and Reproducibility: CPS testing must be
repeatable to obtain consistent results. Therefore, reli-
able CPS testbeds must be able to schedule and

control all events during the testing process with certain
reproducibility [4].

• Safe execution: In some extreme case where a destruc-
tive fault injection is required for a physical component,
it may endanger the safety of the testbed or the CPS
under testing [14], [22], [49]. Hence, ensuring the safe
execution of responsible automatic CPS testing without
self-destructiveness in any situation is a challenge for
future research.

• High speed and capacity: The generation and exe-
cution of test cases for higher coverage of complex
CPSs is becoming inevitably time consuming. The cor-
responding testing data generated is also growing in
volume. It is evident that future testbeds for CPSs
must be further optimized with fast big data analysis
capacity [14], [20].

In addition, to overcoming these challenges faced by exist-
ing testbeds, we believe that future research should include
the following objectives:

• Ultra-large scale: Due to the advancement of complex
system theories, many new properties are emerging
when the system reaches a certain scale and com-
plexity level. Most current testbeds are only feasible
for small or medium size CPSs [14]. Therefore, future
works should aim to expand the testbeds suitable for
ultra-complex CPS testing.

• Multiple attack scenarios: Fundamentally, most existing
testbeds that focus on security testing can only imple-
ment some common cyber-attack scenarios for a specific
CPS (such as smart grid) [108]. In the future, it is neces-
sary to develop a testbed that can implement multiple
attack scenarios for multiple different systems at the
same time [14].

• Multi-objective: As far as we know, there is no testbed
that can test the reliability, resilience, fragility, and
robustness of a CPS comprehensively [106]. Appar-
ently, in the future, developing a testbed for efficient
multi-objective testing, including simultaneous func-
tional and non-functional testing, will be an active
research area. This can be achieved by integrating
advanced emerging technologies, such as IoT, big data,
cloud computing, and AI [119], [120].

VI. CONCLUSIONS
CPS testing is still a challenging research field due to the
increasing heterogeneity, scale, and complexity. In this paper,
we give a comprehensive overview of state-of-the-art CPS
testing methods and testbeds. Although CPSs bring some
advances for the existing testing theory and technology, there
are still many limitations for the wider industrial application
of CPS testing. Accordingly, by considering some additional
requirements and constraints, we highlight challenges faced
by existing test methods and testbeds, and by doing so,
we formulate possible future research directions. The analysis
and discussion in this paper can provide useful insights for
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CPS researchers to instantiate different CPS testing inven-
tions or new applications.
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