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ABSTRACT Bitrate is an important criterion for digital video quality. Forgers prefer to up-convert bitrate
of videos without improving the video quality at all, especially for videos over the Internet. Therefore,
proposing an effective algorithm to expose fake bitrate videos becomes an important issue in digital video
forensics. In this paper, a novel method based on prediction unit (PU) partition types is proposed to detect
high efficient video coding (HEVC) videos with fake bitrate. PU partition type is one unique syntactic unit
of HEVC and could be reflected by compression history, while it has not been addressed in the topic of fake
bitrate detection. The proposedmethod adopts support vector machine classifiers with feature vectors formed
by histograms of PU partition types in the first P-frame in each group of pictures (GOPs). The performance of
the algorithm is compared with state-of-the-art algorithms on videos of various resolutions and bitrates. The
experimental results show that the proposed method can identify the fake bitrate videos with high accuracy,
and is robust to frame-deletion, copy-paste, and shifted GOP structure attacks.

INDEX TERMS Video forensics, high efficiency video coding (HEVC), fake bitrate, prediction unit (PU).

I. INTRODUCTION
Tampered videos may lead to serious moral, ethical and legal
consequences if they are considered as evidences. Currently,
with the help of video conversion tools, such as AVC [1],
AVS [2], and FFmpeg [3], falsifiers can up-convert the bitrate
of a video without introducing any additional information
about the video content in order to attract more users and
gain benefits. In fact, the quality of these videos has not
been improved. In this case, the claimed high bitrate video
might actually have poor visual quality, and we call this
high bitrate ‘‘fake bitrate’’. When the fake bitrate videos are
abused, it will not onlymislead the users, but also lead to a big
waste of storage space. Therefore, it is necessary to develop
identification techniques to detect the fake bitrate videos in
the field of digital video forensics.

In the past, many effective methods have been proposed
in digital video forensics while most of them are aimed at
detecting tampered videos with encoding standard preced-
ing HEVC. Such as Sun et al. [4] proposed an algorithm to
detect MPEG double compression, Bian et al. [5] detected

fake bitrate MPEG-2 videos and extended their algorithm to
the new coding schemes H.264/AVC [6].

In 2013, the latest High Efficiency Video Encoding
(HEVC) standard was ratified and published by both ITU-T
and ISO/IEC [7], [8]. HEVC standard is really suitable for
encoding High-Definition (HD) video that the falsifiers who
want to be benefited from theHD videowith fake-bitrate have
already begun to take action. In the process of making a fake
bitrate video, the encoded video is decompressed before up-
converting the bitrate and is recompressed after, respectively.
The re-encoding may be different from that in the original
video, in terms of video coding format and/or video cod-
ing parameters. Hence, the fake bitrate video is compressed
twice at least. Therefore, detecting whether the video has
been recompressed is a key step in detecting fake bitrate
video. However, very limited work has been reported on
detecting HEVC recompressed videos [9]–[15]. For detecting
double compressed HEVC video under different quantization
parameter (QP) values, reference [9] analyzed changes in
DCT coefficients caused by quantization. The optimal
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Markov feature was constructed in [10] by averaging the dif-
ference between single and double recompressed videos, and
the co-occurrence matrix of DCT coefficients was applied
in [11]. Reference [12] contributed to the Multimedia Foren-
sics mission with a method to detect double AVC/HEVC
encoding under different QP. By analyzing the effects of
QP on the distributions of DCT coefficients and TU size,
reference [13] proposed a method to detect double com-
pressed HEVC video with different QP. In order to detect the
recompressed HEVC videos under different GOP size, refer-
ence [14] provided a new algorithm based on the Sequence
of Number of Prediction Unit of its Prediction Mode
(SN-PUPM). Furthermore, it can estimation the GOP size of
the first compression.

For detecting double compressed HEVC video under
different bitrate, our team previously [15] proposed a
method based on combining the horizontal co-occurrence
matrixes of DCT coefficients (PhoDCT) and the horizontal
co-occurrence of PU types in I-frame (PhoPUTs). The DCT
coefficient is a characteristic common to all encoders, and the
PU type is a unique characteristic of HEVC. Reference [15]
combines these two characteristics to obtain great results,
but the results of only using the HEVC unique characteristic
(PhoPUTs) are not really good (in the experimental section).
Since the PU type of P-frame includes symmetric and asym-
metric forms, there are a total of 25 types, while the PU type
of I-frame has only 5 types, that is, the PU type of P-frame is
more abundant, so this paper is concerned with the PU types
of P-frame. At the same time, it is found that histogram statis-
tics can effectively represent the distribution of PU types.
Therefore, the simple histogram is used to count the number
of PU types in P-frame. The experimental results show that
the classification accuracy of the proposed algorithm is really
high.

Besides, onemajor reason for people to recompress a video
is to tamper its content, such as frame-deletion and copy-
paste. If the proposed features for fake bitrate recompression
detection do not have robustness against tampering, it lost
the practical significance, while almost all the existed fake
bitrate detection work did not consider this case. Besides,
considering the structure of GOP may affect the algorithm,
so the recompression detection methods need to be robust
to the attack of shifted GOP structure. This paper presents
an algorithm for detecting recompressed HEVC videos with
fake bitrate and it is robust to frame-deletion, copy-past and
shifted GOP structure attacks.

The main contribution of this paper is as follows. First,
we propose an efficient method to identify recompressed
videos with different fake bitrates. Second, it is the first time,
to the best of our knowledge, that the unique characteristic of
HEVC PU type in first P-frames is exploited in fake bitrate
detection. Third, we consider the test of the robustness against
frame-deletion, copy-paste and shifted GOP structure attacks.
Experimental results show that the proposed method could
distinguish fake bitrate videos from original ones and has
good robustness against attacks.

FIGURE 1. Partition of PU in intra and inter prediction.

The rest of the paper is organized as follows. We briefly
review the basics of PU partitioning in HEVC compression
in Section 2 and continue with the analysis of PU partitioning
versus recompression bitrate of single and double compressed
videos in Section 3. In Section 4, we show experimental
results. Section 5 concludes the paper.

II. BASICS OF PU PARTITIONING IN HEVC
The video coding layer of HEVC employs the same hybrid
approach (inter/intra picture prediction and 2-D transform
coding) used in all video compression standards since
H.261 [16]. The key design elements in HEVC provide a
flexible partitioning framework to adapt coding units (CUs)
to the content details. Based on quadtree structure, a coding
tree unit (CTU) can be partitioned iteratively into four CUs.
Each CU has an associated partitioning into PUs and a tree of
transform units (TUs).

Different types of PU partitions can be established based
on the prediction mode for the CU, subject to certain size
constraints. The types of PU partitions in intra and inter
prediction are shown in Fig. 1. A coding block (CB) of size
2N×2N can be symmetrically split into one or four predic-
tion blocks (PBs) for intra picture prediction. In addition,
a CB can be split into two symmetric or asymmetric PBswhen
inter picture prediction mode is established. The PB size of
possible PU partitioning of inter picture prediction mode in
HEVC is summarized in Table 1. In order to facilitate the
histogram statistics for features later, index 1-25 are used to
mark these 25 different PU partition types, respectively.

III. PU PARTITIONING IN HEVC VIDEOS
A. FEATURE SELECTION
In a GOP, the PU partitioning in I-frames and P-frames is
different. This is because intra picture prediction is mainly
established in I-frames, but inter picture prediction is only
adopted for P-frames. Thus, there are only symmetric PBs in
I-frames, while both symmetric and asymmetric PBs exist in
P-frames. We can observe more diverse modes of splitting
CBs into PBs in P-frames than in I-frames. When a video is
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TABLE 1. PU partitioning types in HEVC.

recompressedwith a fake bitrate, we can expect more changes
of PU partitioning in a P-frame than in an I-frame due to the
diversity, the actual comparison data will be mentioned in the
experimental section. Therefore, we take PU partitioning in
P-frame as the classification feature to identify HEVC fake
bitrate videos.

In the process of HEVC, quantization, reconstruction, rate
control and loop filtering are indispensable steps, which
inevitably introduce irreversible quantization errors and
reconstruction errors, thus the encoded video will lose some
of the details and the original video couldn’t be fully restored.
It means that the input of original video is different from the
input of recompressed video. Besides, the rate control algo-
rithm will control the quantization step and the PU division
types at any time, hence, the PU partition type in recom-
pressed video would be different from that in original video
when the recompressed bitrate is different from the firstly
compressed bitrate. However, this difference is only obvious
when the recompressed rate is the fake bitrate, the specific
reason is shown in the theoretical analysis of section B and
the specific data description will be displayed in section C.
Therefore, we suppose that the PU partition types of P-frame
can be used as a feature to detect fake bitrate recompressed
videos from original videos.

B. THEORETICAL ANALYSIS AND MODELING
During the encoding of a video sequence V with HEVC
at a bitrate of r , the PU partitioning in each P-frame is
determined as follows. For the nth P-frame, the amount of
bits allocated by the rate control process ρ (·)can be writ-
ten as b(r)n = ρ (n;V ; r). The PU partitioning process
π (·) selects splitting of CBs into PBs. For each P-frame,
there are 25 different PU partitioning types. Denote p(r)n,k
as the number of PBs in the kth PU partitioning type in
the nth P-frame, where k = 1, 2, . . . , 25. For brevity, let
p(r)n = (p(r)n,1, p

(r)
n,2, . . . , p

(r)
n,25)

T . The PU partitioning can

thus be represented as p(r)n = π (Fn; b
(r)
n ), where Fn is the

nth P-frame.
Consider the following video forgery process. A raw

video V , consists of a series of image frames, expressed
as (1), is encoded to an HEVC video H1 at a bitrate r1.
A falsifier first decodes the compressed video H1 to a
YUV sequence V̂ , expressed as (2), and then encodes V̂ to

a recompressed HEVC video H2 at a bitrate r2.

V = {Fn|n = 1, 2, . . . ,N} (1)

V̂ = {F̂n|n = 1, 2, . . . ,N} (2)

Notice that the video encoding process can be modeled by
[DCT(Fn − Cn)/Qp], where DCT(·) stands for the discrete
cosine transform (DCT) in the video frame coding process
and IDCT(·) is its inverse transformation, [·] is the rounding
operator, Cn denotes the reference frame of Fn, and Qp is the
quantization step size. The decoding process can be written
as

F̂n = IDCT([DCT(Fn − Cn)/Qp]× Qp)+ Cn

≈ IDCT([DCT(Fn)/Qp]× Qp)

− IDCT([DCT(Cn)/Qp]× Qp)+ Cn

= Fn + E(Fn)− E(Cn (3)

where F̂n is the decompressed frame of Fn, E(Fn) and E(Cn)
are the quantization error of Fn and Cn under the given quan-
tization step Qp, respectively. In the second compression, the
amount of bits allocated for the nth P-frame is

b(r1,r2)n = ρ(n; V̂ , r2) (4)

The PU partitioning is

p(r1,r2)n = π (F̂n; b(r1,r2)n ) (5)

Denote b(r2)n as the amount of bits allocated for the nth
P-frame in the encoding of V with a bitrate of r2, and let
p(r2)n be the PU partitioning. We have

b(r2)n = ρ(n;V , r2) (6)

p(r2)n = π (Fn; b(r2)n ) (7)

Using D (·) to represent the difference between p(r1,r2)n
and p(r2)n . Based on the above formulas, we can see that the
difference between the PU partition types of recompressed
video and single compressed video is

D(p(r1,r2)n , p(r2)n )

= D(π (F̂n; b(r1,r2)n ), π(Fn; b(r2)n ))

= D(π (F̂n; ρ(n; V̂ , r2)), π(Fn; ρ(n;V , r2)))

= D(π (F̂n; ρ(n; {F̂n|n = 1, 2, . . . ,N}, r2)),

π (Fn; ρ(n; {Fn|n = 1, 2, . . . ,N}, r2))) (8)

It indicates that the main factor causing the difference
between p(r1,r2)n and p(r2)n is their input F̂n andFn. From (3) we
can get the quantization error F̂n−Fn ≈ E(Fn)−E(Cn), that
is to say, the difference between F̂n and Fn is mainly caused
by the quantization error. Simultaneously, we know that in
the video encoding process, the smaller bitrate, the bigger the
quantization step Qp and the bigger the quantization error,
which means bigger difference between p(r1,r2)n and p(r2)n .
Therefore, if r2is fixed, when r1 is much smaller than r2 (the
fake bitrate case), the bigger the difference between p(r1,r2)n
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FIGURE 2. PU types of first-P-frame in video sign_irene_cif.yuv before and after double compression. (a) PU types
with 300k bitrate. (b) PU types with 300k_300k bitrate. (c) PU types with 500k_300k bitrate. (d) PU types with
200k_300k bitrate. (e) PU types with 100k_300k bitrate.

and p(r2)n is. When r1 ≥ r2, the quantization error is really
small, p(r1,r2)n and p(r2)n are very similar. In such case, it’s
difficult to identify the recompressed video from original
ones.

C. FEATURE ANALYSIS AND EXAMPLE DESCRIPTION
Take the single compressed video with bitrate
r2 = 300kbps and the double compressed video with first
bitrate r1 = 100kbps, 300kbps, 500kbps and second bitrate
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FIGURE 3. The number of PU types for Fig. 2 (a-e).

r2 = 300kbps respectively as examples. Fig. 2 shows the PU
partition types of the same first P-frame in sign_irene_cif.yuv
single compressed video and its corresponding recompressed
video. Take a 64×64 block surrounded by the white circle
in Fig. 2 as an example. In single compressed video with
bitrate r2 = 300kbps (Fig. 2 (a)), the number of PU partition
types is {16×32: 4, 16×16: 6, 8×8: 6, 8×4: 4}. When
r1 ≥ r2, the number of PU partition types p(r1,r2)n in recom-
pressed video with bitrate r1 = 300kbps, r2 = 300kbps
(Fig. 2 (b)) and the recompressed video with bitrate r1 =
500kbps, r2 = 300kbps (Fig. 2 (c)) are {16×32: 4, 16×16: 6,
8×8: 6, 8×4: 4} and {16×32: 2, 32×32: 1, 16×16: 6, 8×8: 6,
8×4: 4} respectively, obviously they are really similar to that
of single compressed video. For the fake bitrate videos with
bitrate r1 = 200kbps, r2 = 300kbps (Fig. 2 (d)), the number
of PU partition types are {32×32: 1, 16×32: 2, 32×16: 2,
16×16: 2, 8×8: 7, 8×4: 2} which is quite different from
the single compressed video. Furthermore, it is much bigger
difference between the number of PU partition types of the
single compressed video and the fake bitrate videos with
bitrate r1 = 100kbps, r2 = 300kbps (Fig. 2 (e)) {32×32: 1,
16×32: 2, 32×16: 2, 32×24: 1, 32×8: 1}. This phenomenon
fully conforms to the above theoretical analysis

In order to visualize the change of PU type in the same
frame between single and recompressed video at different
bitrate, we make a histogram of each PU type in Fig. 2 (a-e)

and show them in Figure 3. The histogram illustrates when
r2 is fixed (r2 = 300kbps), the greater r1 is, the smaller the
difference of the number of each PU type between double
compressed frame with bitrate r1_r2 and single compressed
frame with bitrate r2 is. When r1 is going up near to r2,
the difference is so small and can be ignored. This is why
when r1 ≥ r2, most algorithms, including [9]–[15], cannot
detect the recompressed videos, and so do our algorithm.
In this case, it requires specialized algorithms for detect-
ing recompressed videos with the same coding parameters.
For example, Chen et al. [17] introduced a novel method
based on the statistical feature of macroblock mode (MBM)
which consists of macroblock type and motion vector in
P-frames to identify recompressed MPEG videos with the
same QS, [18] concatenated the statistical features of round-
ing and truncation errors from the intra-coding process and
the macroblock-mode based features from the inter-coding
process to detect double MPEG compression with the same
coding parameters, and experiments are performed with the
same bitrate, the same QS, and the same GOP size. Under the
same QPs, Jia et al. [19] directed to the detection of recom-
pressed HEVC video based on the partitioning of prediction
units. Aghamaleki et al. [20] proposed a method to detect
double compressed MPEG videos with the same quantiza-
tion matrix and synchronized GOP structure. In practice, the
falsifier generally up-convert the bitrate of video to attract
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FIGURE 4. The historgram of PU types in the first GOP of rush_field_cuts_1080p.yuv.

more audience, and do not down-convert the bitrate of video,
so in this paper the proposed algorithm is only focus on
detecting recompressed videos with fake bitrate.

In general, Fig. 2-3 are completely consistent with the
above theoretical analysis. Therefore, it can be determined
that the proposed feature is valid for detecting recompressed
HEVC video with fake bitrate.

D. THE PROPOSED TARGET FEATURE
Fig. 4 shows the histrograms of PU types of all
P-frames in the first GOP of single compressed video
rush_field_cuts_1080p.yuv with 8Mbps bitrate and GOP size
of four. It indicates that the histrograms of PU types of
consecutive P-frames are similar to each other. Considering
the feature dimension, we only take the histogram of PU types
in the first P-frame in each GOP as our final feature. Based
on the analysis in subsection B, we propose to construct
an SVM classifier using the histogram of PU partitioning
(HPP) features to identify HEVC fake bitrate videos. The
PU partitioning of the first P-frame in each GOP is obtained
by an HEVC bitstream analysis tool [21]. Notice that the
PU partitioning is established hierarchically based on the
quadtree structure. To better highlight the difference between
single and double compressed video in PU partition types,
we flatten the multi-level structure of PU splitting. We divide
each PB into one or more 8×8 basic units. Each basic unit
is labeled by the ID associated with the parent PB type as
defined in Table 1. In Fig. 5, we illustrate the labeling by

an example. The 32×32 CU partitioned as shown in Fig. 5(a)
is represented by the 8×8 matrix in Fig. 5(b), where each
entry in the matrix is the label of the corresponding 8×8 basic
unit. The 25-dimensional HPP feature, pn, is extracted from
the first P-frame in the nth GOP of a video after flattening and
labeling. For a video with N GOPs, the averaged HPP feature
p̄ = 1

N (
∑N

n=1 pn) is employed as the target classification
feature.

We use three forms (histogram, line chart, graph) to repre-
sent the classification feature HPP of three groups of videos
respectively, each group contains a single video and a cor-
responding recompressed video with fake bitrate. For conve-
nience, we just take HPP with 5 typical PU types (64×64;
32×32; 16×16; 8×8; 4×4) for example in Fig. 6. Clearly
to see that the HPP between original and recompressed fake
bitrate video is so different that can be taken for a classifica-
tion feature to distinguish them.

IV. EXPERIMENTAL RESULTS
Four kind of resolutions are adopted to construct the
video sets: QCIF, CIF, 720p, and 1080p, the correspond-
ing yuv sequences are: QCIF (akiyo, bridge_close, car-
phone, claire, coastguard, container, foreman, grandma,
hall, highway, miss_america, mobile, mother_daughter,
news, salesman, silent, suzie), CIF (bowing, bridge_far,
bus, city, crew, deadline, flower, football, harbour, husky,
ice, pamphlet, paris, sign_irene, soccer, tempete, water-
fall), 720p (mobcal_ter, parkrun_ter, shields_ter, stockholm_
ter, ducks_take_off, FourPeople, Johnny, KristenAndSara,
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FIGURE 5. Illustration of labeling PU Partitioning. (a) 32×32 CU. (b) The labels
of 8×8 units.

FIGURE 6. The number of 5 PU types in first P-frame for their single and three corresponding
recompressed videos.

park_joy, sintel_trailer, vidyo) and 1080p (controlled_burn,
ducks_take_off, life, rush_field_cuts, BasketballDrive,
BQTerrace, Cactus, beach, Kimono, ParkScene, taishan).
In order to increase the size of video bases, one yuv sequence
is cut into several sequences with 100 frames without overlap.
Finally, 36 QCIF videos, 43 CIF videos, 36 720p videos
and 32 1080p videos are obtained. Furthermore, the pixel
format for these videos is set as YUV420P. TheGOP structure
of single and double compressed videos is IPPP, and the
rate control is enabled. The robustness of the method to
frame-deletion and copy-paste attacks are tested on QCIF,
CIF and 720P video bases. In order to verify the efficiency
of our proposed method on recompression with shifted GOP
structure, we recompressed 1080p videos with GOP size 8
(IPPPPPPP). To guarantee video quality, the values of com-
pression bitrates r1 and r2 of QCIF and CIF video base are
selected from {100k, 200k, 300k} (bps) and {200K, 300k,
400k} (bps), respectively, and those for 720p video base are

selected from {10M, 20M, 30M} (bps) and {20M, 30M,
40M} (bps), respectively, and those for 1080p video base are
selected from {8M, 10M, 20M} (bps) and {10M, 20M, 50M}
(bps), respectively.

The ratio of videos in training and test sets is set to
be 5:1 for each video base. Videos are randomly assigned
to training or test set. For the LIBSVM [22] classifier,
PolySVC is chosen as the kernel function, Gamma=0.5 and
Cost=1. For all recompressed videos, including fake bitrate
videos and simple recompression videos, when r1 ≥ r2,
the detection accuracy is calculated according to the (9).
The entire training and testing procedures are repeated for
20 times and the average AR is treated as the final detection
accuracy.

AR = (TNR+ TPR)/2 (9)

The classification accuracy AR is defined as the arithmetic
mean of the true negative rate (TNR), TNR= TN/(TN+ FP),
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TABLE 2. Classification accuracy of proposed method in QCIF, CIF, 720P, and 1080P video sets (in percentage). (a) QCIF video set. (b) CIF video set. (c)
720P video set. (d) 1080P video set.

TABLE 3. Classification accuracy comparison: [11], [14], and [15] versus the proposed method (in percentage, QCIF video set).

TABLE 4. Classification accuracy comparison: I-frame versus first
P-frames (in percentage, QCIF video set).

TABLE 5. Classification accuracy comparison: PhoPUTs of [15] versus the
proposed method (in percentage, QCIF video set).

and the true positive rate (TPR), TPR= TP/(TP+FN), where
TN is the number of videos which are original videos and
identified as original videos, FP is the number of videos
which are original videos and identified as recompressed
videos, TP is the number of videos which are recompressed
videos and identified as recompressed videos, FN is the num-
ber of videos which are recompressed videos and identified
as original videos.

TABLE 6. Classification accuracy comparison: LBP, Markov versus the
proposed method (in percentage, QCIF video set).

A. FAKE BITRATE DETECTION
Tables 2(a)–(d) report the classification accuracy of the pro-
posed method (HPP based on first P-frames) for identify-
ing recompressed videos from original ones in QCIF, CIF,
720p and 1080p video sets, respectively. The experimental
results of the bold font in tables are the accuracy of the
fake bitrate detection. In the fake bitrate case, the proposed
method provides accuracy higher than 90% for detecting
recompressed fake-bitrate videos from original videos with
various resolutions.When r1 ≥ r2, the classification accuracy
drops to around 50% for QCIF and CIF videos. It’s worth
noting that such phenomenon exists in the most published
detection algorithms including the early literatures [9]–[15]
and it is in accordance with the theoretical analysis
of section III.

Regarding the digital video forensics of HEVC, some
algorithms are specific to the same quantization param-
eter, e.g. references [17]–[20], some algorithms like
references [9]–[13] are proposed for different quantization
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TABLE 7. Classification accuracy of proposed method in QCIF, CIF, and 720P frame-deletion video sets (in percentage). (a) QCIF frame-deletion video set.
(b) CIF frame-deletion video set. (c) 720p frame-deletion video set.

parameter and reference [14] is proposed for different GOP,
and reference [15] is proposed for different bitrate. In order
to better demonstrate the superiority of the proposed algo-
rithm, we compare it with references [11], [14], and [15].
As reference [15] is our previous work, we use the same video
set, so the experimental results can be compared directly.
For the references [11] and [14], we apply their algorithms
to our video sets for comparison. Firstly, using their code to
complete feature extraction. The training and testing module
are performed using the above demonstrated SVM classifier.
In the QCIF video set, we compare the proposed method with
the references [11], [14], and [15] respectively, as shown
in Table 3. It can be seen that the fake-bitrate detection
accuracy of the proposed algorithm is much higher than
that of reference [11] and [14], while the accuracy is not
as good as that of algorithm [15] in the cases when the
bitrates are 200kbps_300kbps and 300kbps_400kbps, but in
other cases, the fake-bitrate detection accuracy are all 100%.
Therefore, we can conclude that the proposed algorithm has
high accuracy for HEVC fake bitrate detection.

In subsection III.A, we know that PU type in P-frame is
more abundant than I-frame thus we suppose that applying
PU type in P-frame as distinguishing features would be more
effective than I-frame when detecting fake bitrate videos.
In order to verify this hypothesis, we use the proposed algo-
rithm to test the classification accuracy with the PU type
feature in I-frame, and we can get a set of comparative test
results shown in Table 4. We can see that the classification
accuracy of the PU types feature from first P-frame (bold
red font in Table 4) is much higher than that of the PU types
feature from I-frame in the fake bitrate case. It demonstrates
that the HPP features based on first P-frames are preferred
over those extracted from I-frames.

The proposed HPP feature and PhoPUTs feature of
reference [15] are both extracted from the HEVC unique
characteristic. For demonstrating the superiority of the pro-
posed feature, we compare the classification accuracy of the
HPP feature and PhoPUTs feature, as shown in the Table 5.
It shows that the HPP features are more effective than the
PhoPUTs features of reference [15].

Moreover, we do three sets of experiments to show that the
histogram statistics can represent the traces of recompression
left on the PU types more effectively. Table 6 shows the
classification accuracy of the three sets of feature repre-
sentation methods on the QCIF video set. The features of
the three methods are extracted from the PU types of the

TABLE 8. Classification accuracy comparison: [15] versus proposed
method (in percentage, QCIF frame-deletion video set).

first P-frame. HPP means the histogram of the PU types,
LBP refers to its LBP operator, and Markov refers to its
Markov transition probability matrix. It is obviously that
HPP has the highest classification accuracy. That is to say,
histogram can represent the characteristic of PU types in first
P-frame more effectively.

In order to fully evaluate the robustness of the proposed
algorithm which is ignored in most papers, we performed
recompression detection experiments on frame-deletion,
intra-frame copy-paste and shifted GOP structure video sets,
respectively. The following three sections will specifically
analyze the results of these three robustness experiments.

B. ROBUSTNESS TO FRAME-DELETION
To test the robustness of the proposed method to frame-
deletion, we construct a frame-deletion video set for each of
the QCIF, CIF and 720p video sets as follows. We decom-
press the videos compressed at a bitrate of r1, delete
frames 30–59 from each decompressed video, and then
recompress them at a bitrate of r2. Tables 7(a)–(c) summa-
rize the classification accuracy of the recompressed videos
with frame-deletion in various resolutions. For fake bitrate
recompressed videos, the identification accuracy has been
improved. Furthermore when r1 ≥ r2, under the condition
of which most of the algorithms are failed, the classification
accuracy is above 78%. The results show that the proposed
method can provide higher classification accuracy for iden-
tifying recompressed frame-deleted videos than detecting
recompressed videos without tampering. In subsection II.B,
we can get the difference between PU partitioning of single
and double compressed videos is

D(p(r1,r2)n , p(r2)n ) = D(π (F̂n; ρ(n; {F̂n|n = 1, 2, . . . ,N}, r2)),

π (Fn; ρ(n; {Fn|n = 1, 2, . . . ,N}, r2)))
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TABLE 9. Classification accuracy of proposed method in QCIF, CIF, and 720P copy-paste video sets (in percentage). (a) QCIF copy-paste video set.
(b) CIF copy-paste video set. (c) 720P copy-paste video set.

Due to the frame-deletion operation, not only the differ-
ence between Fn and F̂n is increased, but also the rate
control process ρ (·) is affected, thereby increasing the dif-
ference of PU partition types between frame deleted video
and single compressed video Thus, the recompressed frame-
deletion video exhibits more significant changes in terms of
HPP feature compared to the recompressed video without
frame-deletion.

Reference [15] shows its experimental results on the
QCIF frame-deletion video set. The comparison results of
the proposed method and reference [15] are listed in Table 8.
It can be seen that the robustness on frame-deletion of the
proposed method is much better than that of reference [15].

C. ROBUSTNESS TO COPY-PASTE TAMPERING
We also test the robustness of the proposed method to copy-
paste tampering. A copy-paste video set is constructed for
each of QCIF, CIF and 720p video sets as follows. We copy
a region of the first frame in a decompressed video and paste
it to frames 30–59, and then recompress them at a bitrate
of r2. The copied region size is 30% of area in the first frame.
Tables 9(a)–(c) list the classification accuracy for various res-
olutions. We observe that the proposed method can identify
recompressed videos under copy-paste attacking at a higher
accuracy than detect recompressed videos without tampering
in all cases. This high accuracy is due to the fact that both the
change of the frame content and the recompression impact the
PU partitioning as illustrated in the discussion of robustness
to frame-deletion.

D. ROBUSTNESS TO SHIFTED GOP STRUCTURE
Reference [14] is a recompression detection algorithm specif-
ically for recompression with different GOP structures.
In order to facilitate comparison with it, the yuv sequences
used here are the same as described above, and the resolution
of shifted GOP structure video set is 1920∗1080 (1080p)
which is same as the reference [14]. The encoding
parameters of the 1080p single-compressed video are:
GOP structure IPPP, and bitrate r1. The video set of the
shifted GOP structure is obtained with decompressing single-
compressed 1080p videos and recompressing them by the
parameters: GOP structure IPPPPPPP, and recompressed
bitrate r2. The accuracy of the fake bitrate detection of the
proposed method and the reference [14] in unshifted and
shifted GOP structure video sets are shown in Table 10.
It is obviously that when the recompressed GOP structure

TABLE 10. Classification accuracy comparison: [14] versus proposed
method in 1080P unshifted and shifted GOP structure video
sets (in percentage).

is unshifted, the accuracy of the proposed method is much
higher than that of reference [14]. Though in the shifted GOP
structure video set, the accuracy of the proposedmethod is not
as good as reference [14], but they are all above 93%. Hence
the proposed method is also effective to resist the shifted
GOP structure attack.

V. CONCLUSION
In this paper, we propose a novel method to detect
HEVC re-compressed videos with fake bitrate. Exploit-
ing the inherent flexible partitioning framework in HEVC,
we develop a feature for SVM classifier, based on the his-
togram of the PU partitioning types in the first P-frames.
Experimental results show that the proposed method has
high classification accuracy in detecting fake bitrate videos
with various resolutions. In addition, the proposed method
has good robustness against frame-deletion, copy-paste and
shifted GOP structure attacks. In future work, we will estab-
lish a large-scale dataset with high-resolution videos and
fully study other HEVC characteristic, such as CU, TU and
intra prediction mode, etc. Besides, we will also consider
the impact of different versions of HEVC encoders on the
proposed algorithm.
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