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ABSTRACT In this paper, we aim to address the physical layer security problem for proximal legitimate
user (LU) and eavesdropper (Eve) in the case of close-located LU and Eve, where conventional directional
modulation (DM) methods may fail to provide efficient secure performance. In order to handle this problem,
an optimal frequency offsets of frequency diverse array-based DM with artificial noise (AN) scheme
is proposed. We maximize the secrecy capacity by optimizing the frequency offsets and designing AN
projection matrix. The optimization problem of the frequency offsets is solved by a block successive
upper-bound minimization method to iteratively obtain stationary convergence solutions. By elaborately
calculating frequency offsets across array antennas, we can decouple the angle-range correlation and
maximize recreational secrecy capacity, resulting in the improvement of the security performance of wireless
communications. Numerical results show that the proposed method can provide a higher secrecy capacity
than conventional DM schemes with the changes of bandwidth, power allocation factor, and power for the
case of proximal LU and Eve. In addition, the proposed scheme is suitable for the case of multi-Eves.

INDEX TERMS Directional modulation (DM), frequency diverse array (FDA), physical layer security,
artificial noise (AN).

I. INTRODUCTION
Wireless communications allow information flow through
broadcasting. However, eavesdropper may also receive the
information. New researches on physical layer security pri-
marily focus on guaranteeing communication signals with
low probability of interception (LPI) and low probability
of detection (LPD) [1], [2]. In order to achieve security of
free space wireless communications with LPI or/and LPD,
frequency diversity arrays directional modulation technology
(FDA-DM) [3]–[7] is a potential way due to FDA-DM’s
distinct characteristic [8]–[11] that amplitude and spatial
distribution of transmitted signals can be controlled by the
frequency offsets, the number of array elements, and beam-
forming vector.

Recently, FDA-DM has been widely used in wireless
communications. Xiong et al. [12], [13] employ genetic

algorithm for optimizing the beamforming vector to achieve
the physical layer security in both angle and range dimen-
sions. To improve confidentiality, the work presented
in [14]–[16] uses non-linearly increasing frequency offsets
(square and cubic increasing, logarithmically increasing,
and random frequency offsets) to decouple the correlation
between the direction and range of FDA transmit beam-
pattern. A structure named MIMO array antennas with
beamforming on transmit is proposed in [17]–[20], which
applies the frequency diversity to the phased-MIMO array.
A weighted fractional Fourier transform using polarization
modulation is proposed in [22]–[24], where the confidential
message is concealed in the polarization state of the carrier.

Besides the above transmit beamforming on the radio
frequency (RF) frontend, work in [25]–[27] focuses on the
baseband technology to provide physical layer security.
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In [28], a wireless secrecy transmission scheme is pro-
posed to transmit confidential messages to the desired
user securely and precisely by the joint use of multi-
ple techniques, including artificial noise (AN) projection,
phase alignment/beamforming, random subcarrier selection,
and DM. In addition, researchers in [29]–[31] combine
random frequency diverse arrays directional modulation
with artificial-noise (R-FDA-DM-AN) to realize confiden-
tial transmission, which enables the transmitter to transmit
AN, as an interference signal of eavesdropper (Eve), and
useful messages together, such that the orthogonal projection
matrix only interferes the Eve without affecting the legitimate
user (LU). Therefore, implementing AN on baseband can
make eavesdroppers hard to detect useful signals, and further
improve security of wireless communications.

In practice, knowing the location of LU, the Eve can be
located as close as possible to LU to wiretap confidential
information. In the case of proximal LU and Eve, we sup-
pose DM system consists of a transmitter with an N -element
antenna array and one or many Eves with a single antenna
located very close to the LU. The current study on afore-
mentioned security schemes, however, either focuses on the
design of the beamforming vector or the decoupled methods,
cannot deal with the security for proximal LU and Eve,
as it is hard for only using AN-aided secure transmission or
FDA-DM to guarantee the performance of security. In [32],
secure transmission based on R-FDA-DM-AN scheme was
proposed. R-FDA-DM-ANhas a good performance of decou-
pling, but it cannot guarantee the maximum secrecy capacity
for the random frequency offsets. Lin et al. [33] optimize the
frequency offsets of FDA to maximize the secrecy capacity,
but the optimization requires a continuous update of the
beamformer by calculating eigenvectors, and if the Eve is
sensitive enough or the relative locations of Eve and LU
have some robustness, the algorithm may suffer from severe
security performance degradation since the minimum signal-
to-noise ratio (SNR) of the Eve is limited without aided AN.

In this paper, we adopt the AN-aided secure transmis-
sion in the DM technique based on FDA to satisfy the
security needs for proximal LU and Eve, i.e., leveraging
AN and FDA-DM to further reduce the signal-to-artificial-
noise ratio (SANR) of Eve and enhance the confidential-
ity. As discussed earlier that the frequency offsets in FDA
among different array antennas play an important role in
angle-range dependent energy transmission, we propose to
maximize the secrecy capacity between the LU and Eve
by optimizing the frequency offsets of FDA-DM-AN. Next,
to calculate the stationary optimal frequency offsets, we use
the block successive upper bound minimization (BSUM)
algorithm [34]. Finally, we extend the approach to the case of
multi-Eves.

The rest of this paper is organized as follows. In Section II,
we detail our system model. Then, we analyze the secrecy
capacity and provide an optimal solution of the problem in
Section III. Section IV presents the multi-Eves system and
extends our optimalmethod to this problem. The performance

of the proposed scheme is numerically evaluated in Section V,
and then Section VI draws conclusions.

Notations: Throughout this paper, we adopt the follow-
ing notations. Matrices, vectors, and scalars are denoted
by upper-case, lower-case bold-faced letters, and lower-case
letters, respectively. The superscripts (·)T , (·)∗ and (·)H rep-
resent transpose, conjugate, and Hermitian operators, respec-
tively. Denote ‖·‖2 and |·| as the `2-norm and absolute value
of a scalar, respectively. E [·], tr(·) and det(·) indicate the
expectation, trace, and determinant operators. The notations
R and C represent to the real and complex number domains,
respectively.

II. SYSTEM MODEL
A. FREQUENCY DIVERSE ARRAYS
In the DM system, as shown in Fig. 1(a), the transmitter
is deployed with an N-element linear antenna array. The
constant distance between the two elements is d . The FDA
is different from the phased array (PA) for the frequency of
each element is different. The radiated frequency at the mth
element is fm, m = 0, 1...N − 1 . Generally, set the first
element as the reference. The steering vector of location (r, θ)
at time instant t is given by [28]

h(f, θ, r, t) 1=
[
h0(f0, θ, r, t), ..., hm(fm, θ, r, t), ...,

hN−1, (fN−1, θ, r, t)
]T
∈ CN×1, (1)

where hm(fm, θ, r, t)
1
= e−j2π fm(t−

r−md sin θ
c ), m = 0, 1, . . . ,

N − 1, and c is the speed of light. Define the frequency
offsets vector as f 1

= [f0, f1, ...fN−1]T ∈ RN×1. It is
assumed that the locations of LU and Eve are known, and
thus define (rL , θL) and (rE , θE ) as the coordinates of the
LU and Eve, respectively. We assume LU and Eve are very
close, i.e., (rL , θL) ≈ (rE , θE ). To simplify the expression,
hL(f, t) and hE (f, t) are denoted as the steering vectors of LU
and Eve at time t , respectively, i.e., hL(f, t)

1
= h(f, θL , rL , t),

hE (f, t)
1
= h(f, θE , rE , t).

FIGURE 1. Model of FDA beamforming for (a) DM system, (b) Transmit
AN-aided signal.
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B. FREQUENCY DIVERSE ARRAY-BASED DIRECTIONAL
MODULATION WITH ARTIFICIAL NOISE
FDA-DM-AN has been widely used in physical layer security
of wireless communications due to its satisfactory secrecy
performance [35]. AN is deliberately superimposed on the
baseband transmit signal. The LU will not be affected by
the AN since the column vectors of AN projection matrix
lie in the null space of steering vector of the LU, whereas
the SANR will be significantly reduced at Eve such that Eve
cannot decipher the messages.

We first design the AN by calculating a projection matrix
and then project the aided AN to the null space of conjugate
transpose of the steering vector along LU. The AN vector z is
independent and identically distributed (i.i.d) complex Gaus-
sian random variables, i.e., z ∼ CN (0, IN ). The residual
vector is orthogonal to span(hL(f, t)) [36], i.e.,

hHL (f, t)(z− ζhL(f, t)) = 0. (2)

Next, we obtain ζ =
hHL (f,t)z

hHL (f,t)hL (f,t)
. Substituting ζ into

z− ζhL(f, t), we obtain

z− ζhL(f, t) = (IN −
hL(f, t)hHL (f, t)

N
)z. (3)

The matrix IN −
hL (f,t)hHL (f,t)

N can project z into the null space
of conjugate transpose of the steering vector of LU. Therefore
the projection matrix is given by

PAN (t)
1
= IN −

hL(f, t)hHL (f, t)
N

, (4)

and thus the normalized AN can be expressed as

nAN (t) =
PAN (t)z
‖PAN (t)z‖2

. (5)

As shown in Fig. 1(b), the AN-aided signal transmitted at
time instant t can be expressed as

s(t) =
√
αPsw(t)x(t)+

√
(1− α)PsnAN (t), (6)

where Ps is the transmitting power, α is the power allocation
factor between the useful signal and AN, and x(t) is the
symbol of complex transmitting confidential message with
average power E

[
|x(t)|2

]
= 1. The beamforming vector at

time t is w(t) 1= [w0(t),w1(t), ...wN−1(t)]T ∈ CN×1. Based
on the DM [31], the beamforming vector at time t is given by

w(t) =
hL(f, t)
N

. (7)

To simplify the analysis, we assume that the channels
between transmitter and receivers are line-of-sight (LOS)
ones.Without loss of generality, we also assume that all chan-
nels are corrupted by additive white Gaussian noise (AWGN).
Therefore, the received signal at LU can be expressed as

yL(t) = hHL (f, t)s(t)+ nL
=

√
αPshHL (f, t)w(t)x(t)

+

√
(1− α)PshHL (f, t)nAN (t)+ nL

=

√
αPsx(t)+ nL , (8)

where nL is the complex AWGN between the transmitter
and LU with a distribution nL ∼ CN (0, σ 2

L ). As a result,
the SANR at LU is

SANRL =
αPs
σ 2
L

. (9)

Likewise, the received signal at Eve can be expressed as

yE (t) = hHE (f, t)s(t)+ nE
=

√
αPshHE (f, t)w(t)x(t)

+

√
(1− α)PshHE (f, t)nAN (t)+ nE (10)

where nE is the complex AWGN between the transmitter
and Eve with the distribution nE ∼ CN (0, σ 2

E ). From (10),
we can see that the aided AN increases the noise energy at
Eve since the steering vector of Eve is not orthogonal to the
AN project matrix, i.e., hHE (f, t)nAN (t) 6= 0. In addition,
the amplitude and phase of the signals will be distorted
by
√
αPshHE (f, t)w(t) for hHE (f, t)w(t) 6= 1. As a result,

AN-aided FDA-DM enhances the confidentiality, and the
SANR at Eve is given by

SANRE (t) =
αPs

∣∣hHE (f, t)w(f, t)∣∣2
(1− α)Ps

∣∣hHE (f, t)nAN (t)∣∣2 + σ 2
E

. (11)

III. THE OPTIMIZATION OF SECRECY CAPACITY
FOR THE FDA-DM-AN
We adopt the secrecy capacity as the main performance met-
ric to evaluate the secrecy performance of different schemes.
We define the instantaneous secrecy capacity as C(t) 1

=

{CL(t)−CE (t)}+, where {·}+ = max{·, 0}, CL(t) and CE (t)
are the achievable capacity of LU and Eve at the time t ,
respectively, which are given by

CL(t)
1
= log2(1+ SANRL), (12)

and

CE (t)
1
= log2(1+ E

[
SANRE (t)

]
). (13)

In order to enhance the secrecy performance of FDA-
DM-AN, we maximize the instantaneous secrecy capacity.
Mathematically, the objective function can be expressed as

max C(t) 1= CL(t)− CE (t)

s.t. fm ∈ [Fmin,Fmax], ∀m, m = 0, 1, ...,N − 1. (14)

Utilizing (4)–(13), we rewrite C(t) as

C(t)

= log2(1+
αPs
σ 2
L

)

−log2[1+
αPs

∣∣hHE (f, t)hL(f, t)∣∣2
(1−α)PsN 3κ(N 2−

∣∣hHE (f, t)hL(f, t)∣∣2)+σ 2
E

].

(15)
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where κ 1
= 1/tr

{[
N IN − hL(f, t)hHL (f, t)

]2}. For simplicity,
we present the detailed derivation of each terms in (15) in
appendix A. Before proceeding to the next step, we define

ρ = hHE (f, t)hL(f, t). (16)

Then, inserting (16) into (15), we obtain

C(t) = log2(1+
αPs
σ 2
L

)

−log2[1+
αPsρ2

(1− α)PsN 3κ(N 2 − ρ2)+ σ 2
E

] (17)

It can be easily found that C(t) is monotonically decreasing
with ρ2. Hence, the optimization problem is equivalent to the
following expression

min ρ2

s.t. fm ∈ [Fmin,Fmax], ∀m, m = 0, 1, ...,N − 1, (18)

Then, |ρ| can be expressed as

|ρ| =

∣∣∣hHE (f, t)hL(f, t)∣∣∣
=

∣∣∣∣∣
N−1∑
m=0

ej2π fm(
rL−rE−md(sin θL−sin θE )

c )

∣∣∣∣∣
=

∣∣∣∣∣
N−1∑
m=0

ej2π fmψm

∣∣∣∣∣, (19)

where ψm =
rL−rE−md(sin θL−sin θE )

c . From (19), we can see
that |ρ| is independent of time t . Then, ρ2 can be expressed as

ρ2=

∣∣∣hHE (f, t)hL(f, t)∣∣∣2
=

N−1∑
m=0

N−1∑
n=0

ej2π(fmψm−fnψn)

=

N+
N−1∑
m=0

N−1∑
n=0
n 6=m

cos [2π (fmψm−fnψn)]

 (20)

In (20), we can see that the frequency offsets of
FDA-DM-AN should be appropriately selected to keep
hE (f, t) as orthogonal to hL(f, t) as possible to get the min-
imum ρ2. In the ideal case, we have ρ2 = 0 such that
the achievable capacity of Eve is zero. Actually, due to the
limited bandwidth, it is generally impossible to guarantee the
exact orthogonality between hE (f, t) and hL(f, t). Therefore,
we need to calculate the optimal f to minimize ρ2 within the
bandwidth. Then, the objective function (20) is equivalent to
the following expression

min
N−1∑
m=0

N−1∑
n=0
n 6=m

cos [2π (fmψm − fnψn)]

s.t. fm ∈ [Fmin,Fmax], ∀m, m = 0, 1, ...,N − 1, (21)

The objective function cannot be solved by ordinary con-
vex methods since it is noncovex and has tightly coupled

variables. To tackle this problem, we resort to suboptimal
solution of the objective function. According to the charac-
teristics of the target function, the optimization variables can
be decomposed into independent blocks, and thus we adopt
the block successive upper-bound minimization (BSUM)—
an iterative algorithm for convex local approximation of the
objective function—to solve the optimization problem [34].
The BSUM algorithm is a very efficient method that can
handle such problems with nonconvex objective functions.
To facilitate the understanding of our method, we would like
to give a brief introduction to the BSUM algorithm.

A. A BRIEF INTRODUCTION OF THE BSUM ALGORITHM
Consider an optimization problem

min F(x0, ..., xM−1)

s.t. xi ∈ Xi, i = 0, 1, ...,M − 1, (22)

where we assume that the feasible setX is the Cartesian prod-
uct ofM closed convex sets: X = X0× ...×XM−1 ⊆ RM×1,
F :

∏M−1
i=0 Xi → R is a continuous function. The objective

function F(·) is nonconvex and/or nonsmooth. The BSUM
algorithm overcomes this difficulty by optimizing a sequence
of approximate objective functions instead, i.e., obtaining
the optimal solution by calculating the suboptimal solutions
of the approximate objective functions. More specifically,
BSUM algorithm starts from a feasible points x0. At each
iteration, the function is minimized for a single block of
variables of the approximate objective functionswhile the rest
of the blocks are fixed. The block variable xi is updated at
iteration r by solving the following problem

xri = arg min
xi∈Xi

ui(xi; xr−1), i = 0, 1, ...,M − 1, (23)

where ui(·) is a convex local approximation of the objective
function.More precisely, ui(·) is a global upper-bound convex
local approximation of the objective function, which needs to
be chosen such that the subproblem (23) is easy to solve.

The suboptimization problem is equivalent to the following
expression

min ui(xi; xr−1)

s.t. xi ∈ Xi. (24)

In addition, the upper-bound approximation function ui(·)
needs to satisfy the Assumption 1 as following
Assumption 1:
1). ui(xi; x) = F(xi; x); ∀xi ∈ Xi,∀x ∈ X ,∀i
2). ui′(xi; x, di) = F ′(xi; x, di); ∀d(0, ..., 0, di, 0, ..., 0),

s.t. xi + di ∈ Xi,∀i
3). ui(x) ≥ F(x); ∀x ∈ X ,∀i
4). ui(xi; x) is continuous in (xi; x), ∀i.
[34, Th. 2 (a)] ensures the stronger convergence (i.e.,

it guarantees the iteration generated by the BSUM algorithm
to converge a set of stationary points) of the BSUMalgorithm.
To make every limited point of the iteration generated by
the BSUM algorithm be a coordinatewise minimum of (22),
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we need the approximation function ui(xi;x) to satisfy the
following conditions:

1). Suppose that the function ui(xi;x) is quasi-convex in xi,
for i = 0, 1, ...M − 1;

2). The Assumption 1 holds;
3). Assume that the subproblem (24) has a unique solution

for any point ∀x ∈ X ;
4). F(·) is regular at point x, where x is a stationary point.

B. A BRIEF REVIEW OF UPPER-BOUND QUADRATIC
APPROXIMATION FUNCTION
Based on the above assumptions, we suppose ui(xi) is a
quadratic function (i.e., ui(t) = ai(t − ci)2 + bi, where
{ai, bi, ci} are parameters, and satisfy ai ∈ R+, bi ∈ R,
and ci ∈ R). Then, we give a brief review of the quadratic
function. As shown in Fig. 2, the red dash-dot line and the
greed dash line denote the situations of F ′(xi) = 0 and
F ′(xi) 6= 0, respectively. Suppose the blue solid line is the
objective function F(x) = cos[2π (fx−ϕ)]. According to the
Assumptions 1 at the point xi, ∀i, we get
If xi satisfies F ′(xi) = 0,

ai = (1− bi)π2f 2,
bi = cos[2π (f xi − ϕ)] ∈ {−1,+1},
ci = xi,

(25)

Otherwise,

ai =
−π f sin[2π (f xi − ϕ)]

xi − c
,

bi = cos[2π (f xi − ϕ)]− a(xi − c)2,

ci =


b2(f xi − ϕ)c

2f
+
ϕ

f
if F ′(xi) > 0,

d2(f xi − ϕ)e
2f

+
ϕ

f
if F ′(xi) < 0,

(26)

where b·c and d·e round the argument to the nearest integer
towards −∞ and +∞, respectively. Due to rather com-
plicated computation, the detailed derivation processes of
(25) and (26) are presented in the Appendix B.

FIGURE 2. Approximating upper bound of the objective function by a
convex quadratic function.

C. THE APPLICATION OF BSUM ALGORITHM
TO OPTIMIZE FREQUENCY OFFSETS
Based on the above introduction of the BSUM algorithm,
we optimize fm in the r th iteration of objective function as

min F(fm; fr−1) =
N−1∑
n=0
n 6=m

cos
[
2π
(
fmψm − f r−1n ψn

)]
s.t. fm ∈ [Fmin,Fmax], ∀m, m = 0, 1, ...,N − 1. (27)

We define

F̃m,n(fm; f r−1n ) 1= cos
[
2π
(
fmψm − f r−1n ψn

)]
. (28)

Then, inserting (28) into (27), we obtain the r th iteration of
objective function as

F(fm; fr−1) =
N−1∑
n=0
n6=m

F̃m,n(fm; f r−1n ). (29)

Then, F(fm; fr−1) is approximated by a upper-bound
quadratic function um (·). Likewise, we define

ũm,n(fm; f r−1m , f r−1n ) 1= am,n(fm − cm,n)2 + bm,n, (30)

where am,n ∈ R+, bm,n ∈ R, and cm,n ∈ R are parameters of
the quadratic function. Therefore, the r th iteration quadratic
function um(fm;fr−1) is expressed as

um(fm;fr−1) =
N−1∑
n=0
n 6=m

ũm,n(fm; f r−1m , f r−1n ). (31)

According to the Assumption 1, the upper-bound quadratic
function um (·) satisfies the following equations

1). ũm,n(f r−1m ; f r−1m , f r−1n )=F̃m,n(f r−1m ; f r−1n ),

2). ũ′m,n(f
r−1
m ; f r−1m , f r−1n )=F̃ ′m,n(f r−1m ; f r−1n ),

3). ũm,n(f r−1m ; f r−1m , f r−1n ) ≥ F̃m,n(f r−1m ; f r−1n ),

4).
∣∣∣cm,n − f r−1m

∣∣∣< 1
2ψm

,

In addition,

F̃ ′m,n(f r−1m ; f r−1n )=−2πψm sin
[
2π
(
f r−1m ψm−f r−1n ψn

)]
(32)

Based on the above knowledge of upper-bound quadratic
function for solving {am,n, bm,n, cm,n}, we obtain the param-
eters as follows
If f r−1m satisfies F ′(f r−1m ; f r−1n ) = 0,

am,n =
(
1− bm,n

)
π2ψ2

m,

bm,n = cos
[
2π
(
f r−1m ψm − f r−1n ψn

)]
∈ {−1,+1},

cm,n = f r−1m ,

(33)
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Otherwise,

am,n =
−πψm sin

[
2π
(
f r−1m ψm − f r−1n ψn

)]
f r−1m − cm,n

,

bm,n = cos
[
2π
(
f r−1m ψm−f r−1n ψn

)]
−am,n

(
f r−1m − cm,n

)2
,

cm,n =



⌊
2
(
f r−1m ψm − f r−1n ψn

)⌋
2ψm

+
f r−1n ψn

ψm
,

if F ′m,n(f r−1m ) > 0⌈
2
(
f r−1m ψm − f r−1n ψn

)⌉
2ψm

+
f r−1n ψn

ψm
,

if F ′m,n(f r−1m ) < 0

(34)

Now, we can obtain the optimal solution by calculating the
suboptimal solutions of the upper-bound quadratic function.
The optimization problem (27) can be recast as

min
N−1∑
n=0
n 6=m

am,n(fm − cm,n)2 + bm,n

s.t. fm ∈ [Fmin,Fmax], ∀m, m = 0, 1, ...,N − 1. (35)

To solve (35), let f rm = argminf rm∈[Fmin,Fmax]um(fm; f
r−1), and

thus the optimal solution can be expressed as

f rm =

N−1∑
n=0
n 6=m

am,ncm,n

N−1∑
n=0
n 6=m

am,n

∈ [Fmin,Fmax]. (36)

In summary, the detailed pseudocode of BSUM algorithm is
given in Algorithm 1.

Algorithm 1 Iterative BSUM Approach to Optimal Solution
of (27)

1: Pick up an initial point f0 ∈ [Fmin,Fmax] and set r = 0,
m = 0;

2: r = r + 1,m = (r mod N )+ 1;
3: Substitute fr−1 into (33) or (34) to get {am,n, bm,n, cm,n};
4: Substitute {am,n, bm,n, cm,n} into (36) to get f rm;
5: Set f rm=f

r−1
n , ∀n 6= m;

6: If r < the max iteration times or
∥∥fr − fr−1

∥∥ ≥ ε, go to
the step 2;

7: Otherwise stop. Get the finally optimal fr ;

D. SOLUTION TO AVERAGE TIME-INVARIANT PROBLEM
In the previous discussion, we know that optimal frequency
offsets are independent of time, but the beamforming vector
and AN are instantaneous problem, which means the secrecy
capacity will change with time and brings a large budget to
implement. Now we maximize the average secrecy capacity
within a predefined time period of length T is expressed as

max
1
T

∫ T

0
C(t)dt

s.t. fm ∈ [Fmin,Fmax], ∀m, m = 0, 1, ...,N − 1. (37)

In order to keep the secrecy capacity time-invariant,
we need to update w(t) and nAN (t) with time. It is generally
impractical to continuously update the beamforming vector
and AN. As a compromise, we define some time interval as
1Tw = T

L , and thus a series of beamforming vector and AN
updating time points are twl = l1Tw, l = 0, 1, ....,L−1.That
is, we update beamforming vector and AN at twl and then use
w(twl ) and nAN (twl ) as discrete beamforming vector and AN
within twl ≤ t ≤ t

w
l+1 . Thus, we obtain

1
T

∫ T

0
C(t)dt

'
1
T

L−1∑
l=0

∫ twl+1

twl

{log2[1+
αPs

∣∣hHL (f, t)w(twl )∣∣2
(1−α)Ps

∣∣hHL (f, t)nAN (twl )∣∣2 + σ 2
L

]

−log2[1+
αPs

∣∣hHE (f, t)w(twl )∣∣2
(1− α)Ps

∣∣hHE (f, t)nAN (twl )∣∣2 + σ 2
E

]}dt.

(38)

IV. FDA-DM-AN FOR MULTI-EVES SYSTEM
Without loss of generality, there may exist several Eves wire-
tapping the confidential signal. In this section, we extend the
proposed approach to the case of multi-Eves, i.e., assuming
the number of Eve is K , K > 1. Just like the method pro-
posed above, the multi-Eves optimization problem based on
FDA-DM-AN is formulated as

max C(t) = CL(t)− C̃E (t)

s.t. fm ∈ [Fmin,Fmax], ∀m, m = 0, 1, ...,N − 1, (39)

where C̃E (t)
1
= log2(1 +

K−1∑
i=0

viE[SANREi (t)]). Define

the normalized weighted vector as v 1
= [v0, v1, ...vK−1]T ,

where vi is the weight of the ith Eve, and satisfies
v0+v1+ . . .+vK−1= 1. Similarly, the objective function (39)
is given by

C(t)

= log2(1+
αPs
σ 2
L

)− log2

× (1+
K−1∑
i=0

viαPs
∣∣∣hHEi (f, t)hL(f, t)∣∣∣2

(1−α)PsN 3κ(N 2 −

∣∣∣hHEi (f, t)hL(f, t)∣∣∣2)+σ 2
Ei

)

(40)

where κ
1
= 1/tr

{[
N IN − hL(f, t)hHL (f, t)

]2}. Likewise,
we define

ρi
1
= hHEi (f, t)hL(f, t). (41)
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Then, inserting (41) into (40), the optimization secrecy capac-
ity is given by

max C(t) = log2(1+
αPs
σ 2
L

)

−
[
log2(1+

K−1∑
i=0

viαPsρ2i
(1− α)PsN 3κ(N 2 − ρ2i )+ σ

2
Ei

)]

s.t. fm ∈ [Fmin,Fmax], ∀m, m = 0, 1, ...,N − 1. (42)

Likewise, C(t) is monotonically decreasing with
K−1∑
i=0

viρ2i

when ρ2i → 0. The optimization problem (42) is equivalent
to the following expression

min
K−1∑
i=0

viρ2i

s.t. fm ∈ [Fmin,Fmax], ∀m, m = 0, 1, ...,N − 1. (43)

Then,
K−1∑
i=0

viρ2i can be expressed as

K−1∑
i=0

viρ2i

=

K−1∑
i=0

N−1∑
m=0

N−1∑
n=0

viej2π
(
fmψ i

m−fnψ
i
n
)

=

NK +
K−1∑
i=0

N−1∑
m=0

N−1∑
n=0
n6=m

vi cos
[
2π
(
fmψ i

m − fnψ
i
n

)].
(44)

where ψ i
m =

rL−rEi−md(sin θL−sin θEi )
c . Hence, the multi-

Eves optimization problem is equivalent to the following
expression

min
K−1∑
i=0

N−1∑
m=0

N−1∑
n=0
n6=m

vi cos
[
2π
(
fmψ i

m − fnψ
i
n

)]
s.t. fm ∈ [Fmin,Fmax], ∀m, m = 0, 1, ...,N − 1. (45)

Then, in the same manner, (45) can be solved by BSUM
algorithm.

V. NUMERICAL RESULTS AND ANALYSIS
In this section, the parameters and specifications in our simu-
lations are used as follows. Suppose that both LU and Eve
are a single-antenna receiver. Define bandwidth as Bw

1
=

Fmax − Fmin. An N -element uniformly-spaced linear array
using is otropic elements with a spacing of d = λ0/2
operating at a reference frequency f0 = 1 GHz is considered
in the transmitter. We consider the secrecy capacity upper
bound—the maximum secrecy capacity in the case of no
Eve, i.e., Cmax = log2(1 + SNRL)=log2(1 + αPs/σ 2

L ).
We compare secrecy capacity of different DM schemes—
line FDA-DM-AN (L-FDA-DM-AN), i.e., fm = f0 + m1f ,

m = 0, 1, ...N − 1, R-FDA-DM-AN, i.e., fm = f0 +
η1f , where η is a random variable, logarithmic FDA-DM-
AN (log-FDA-DM-AN), i.e., fm = f0 + log(m + 1)1f ,
m = 0, 1, . . .N − 1, PA-DM-AN, i.e., 1f=0, and our pro-
posed optimization method. In addition, we plot the secrecy
capacity distribution to evaluate the performance in different
scenarios.

A. FDA-MD-AN FOR SINGLE PROXIMAL EVE
In the case of a single Eve, we assume channel noise power of
both LU and Eve are identical to 0 dBm (i.e., σ 2

L = σ
2
E = 1).

We fix the location of the LU at (1200 m, 30◦). As we know,
the beam steering of PA-DM is independent of the range.
In order to highlight the range-angle dependent beampattern
of FDA-DM, we consider two cases: 1). The LU and Eve
are located at the same direction, whereas the range between
Eve and LU is proximal, i.e., (rE , θE ) = (1300 m, 30◦);
2). Both angle and range are proximal between LU and Eve,
i.e., (rE , θE ) = (1300 m, 32◦).

Fig. 3 plots the convergence of the BSUMalgorithm. Initial
points are chosen from random points. In this case, Eve’s
location is (rE , θE ) = (1300 m, 30◦) and LU’s location is
(rL , θL) = (1200 m, 30◦), N = 32, and Bw = 4 MHz. From
Fig. 3 (a) and (b), it can be seen that the algorithm can get
stable frequency offsets, and the objective function reaches
minimum values in about 8 iterations.

In the next scenario, we compare the secrecy capacity
of different DM schemes in the same message bandwidth.
We can get the maximum secrecy capacity when power and
power allocation factor are fixed, i.e., Cmax = 7.972 when

FIGURE 3. The convergence of BSUM iterations (a) The normalized∥∥∥fr − fr−1
∥∥∥

2
versus the number of iterations r. (b)

∣∣∣hH
E (f, t)hL(f, t)

∣∣∣2
versus the number of iterations r.

FIGURE 4. The secrecy capacity comparison for different DM schemes
versus Bw , where Ps = 500 W, α = 0.5, N = 32, and LU’s location is
(1200 m,30◦) (a) Eve’s location is (1300 m,30◦ ), (b) Eve’s location is
(1300 m,32◦).
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Ps = 500 W, α = 0.5. Fig. 4 shows that the secrecy
capacity of the proposed method is much higher than that of
others since the frequency offsets are optimized. Specifically,
the proposed method can achieve the upper bound when Bw
is large enough. The secrecy capacity of the R-FDA-DM-
AN is unstable since the frequency offsets are randomly
chosen. Moreover, the secrecy capacity of the L-FDA-DM-
AN scheme displays cyclic variations. The secrecy capacity
of log-FDA-DM-AN is the lowest. As shown in Fig. 4 (a),
the secrecy capacity of the PA-DM-AN scheme is zero when
Eve locates in the same direction as LU relative to the trans-
mitter. It can be seen from Fig. 4 (b), as expected, the secrecy
capacity of the PA-DM-AN scheme has a few improvements
when there exist angle difference between Eve and LU.

In Fig. 5 and 6, we illustrate how the values of power
allocation factor α and power Ps influence the secrecy
capacity among the different DM schemes. Similarly,
the proposed approach outperforms the conventional DM
approach. The secrecy capacity of the R-FDA-DM-AN is
unstable. As expected, in Fig. 5 (a) and Fig. 6 (a), it can
be seen that the secrecy capacity of the PA-DM-AN scheme
is zero at any α and Ps when the angle of Eve is same
as the LU’s. Similarly, the secrecy capacity of the PA-DM-
AN scheme has an improvement when there exists angle
proximity.

FIGURE 5. The secrecy capacity comparison for different DM schemes
versus α, where Bw = 4 MHz, Ps = 500 W, N = 32, LU’s location is
(1200 m,30◦) (a) Eve’s location is (1300 m,30◦), (b) Eve’s location is
(1300 m,32◦).

FIGURE 6. The secrecy capacity comparison for different DM schemes
versus Ps, where Bw = 4 MHz, α = 0.5, N = 32, LU’s location is (1200 m,
30◦) (a) Eve’s location is (1300 m,30◦), (b) Eve’s location is (1300 m,32◦).

Fig. 7 shows the secrecy capacity distribution of the pro-
posed method versus Eve’s angle and range when the number
of antenna elements in an array is set as 32 and 256, respec-
tively. Two conclusions can be obtained: Firstly, the secrecy

FIGURE 7. The secrecy capacity distribution of the proposed method
versus Eve’s angle-range, where Bw = 4 MHz, Ps = 500 W, α = 0.5, LU’s
location is (1200 m,30◦) and Eve’s location is (1300 m,30◦), (a) N = 32,
(b) N=256.

capacity is approximately zero only when the Eve locates
at (1200 m, 30◦) that is the location of LU. Meanwhile,
at other points, especially the position of Eve (1300 m, 30◦),
the secrecy capacity approaches the upper boundCmax, which
means the proposed method can realize physical layer secu-
rity communication for proximal LU and Eve. Secondly,
increasing the number of antennas improves the array degrees
of freedom to help decouple the direction and range of
FDA-DM-AN. Therefore, higher secrecy performance can be
achieved.

To show the decoupling between the direction and range
of FDA-DM-AN more clearly, we further plot normalized
secrecy capacity (dB) of the proposed method versus angle
and range, respectively, as shown in Fig. 8. It can be
observed that unique minimum secrecy capacity occurs at
(1200 m, 30◦).

Fig. 9 demonstrates the secrecy capacity distribution of
L-FDA-DM-AN versus Eve’s location angle-range when the
element of linear antenna array is set as 32 and 256, respec-
tively. The results illustrate that the L-FDA-DM-AN has a
serious coupled problem no matter how many antennas are
employed, which seriously affects the secrecy performance
in wireless communications.
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FIGURE 8. Normalized secrecy capacity (dB) of the proposed method
versus (a) Eve’s angle, (b) Eve’s range, where Bw = 4 MHz, Ps = 500 W,
α = 0.5, N = 32, LU’s location is (1200 m,30◦) and Eve’s location is
(1300 m,30◦).

FIGURE 9. The secrecy capacity distribution of L-FDA-DM-AN versus Eve’s
angle-range, where Bw = 4 MHz, Ps = 500 W, α = 0.5, LU’s location is
(1200 m,30◦) and Eve’s location is (1300 m,30◦), (a) N = 32, (b) N = 256.

Similarly, in order to show the coupled problem more
clearly, the normalized secrecy capacity (dB) versus Eve’s
angle and Eve’s range of L-FDA-DM-AN is illustrated
in Fig. 10. Compared with Fig. 8, it can be clearly found
that except the location (1200 m,30◦), there are some others
locations, especially nearby (1600 m,30◦) and (2000 m,30◦),
where Eve can receive confidential information. As a result,
the wireless security communication suffers from the severe
performance degradation.

Next, we show the the secrecy capacity distribution of the
proposed method, where the locations of LU and Eve are set

FIGURE 10. Normalized secrecy capacity (dB) of L-FDA-DM-AN versus
(a) Eve’s angle, (b) Eve’s range, where Bw = 4 MHz, Ps = 500 W, α = 0.5,
N = 32, LU’s location is (1200 m,30◦) and Eve’s location is (1300 m,30◦).

FIGURE 11. The secrecy capacity distribution of the proposed method
versus Eve’s angle-range, where Bw = 4 MHz, Ps = 500 W, α = 0.5,
N = 32, LU’s location is (1200 m,30◦), Eve’s location is (1300 m,32◦).

as (rL , θL) = (1200 m, 30◦) and (rE , θE ) = (1300 m, 32◦),
respectively. It can be seen from Fig. 11, the secrecy capac-
ity is almost zero only when Eve locates at (1200 m, 30◦),
whereas at other points, especially location of (1300 m, 32◦),
the secrecy capacity approaches the upper bound. All of the
results above show that the proposed method is valid for both
angle and range dimensions.

To show the behavior of time-invariant FDA beamforming
in practice, we define steering vector updating time interval as
1Ts

1
=

1Tw
J , J � 1, where1Tw is the updating time interval

of beamforming vector and AN. The steering vector updating
time points are tsl,j = twl,j + j1Ts, for j = 0, 1, .., J − 1.
Therefore, the average secrecy capacity can be approximated
by

1
T

∫ T

0
C(t)dt

'
1
T

L−1∑
l=0

J−1∑
j=0

1Ts

· [log2(1+
αPs

∣∣∣hHL (f, tsl,j)w(twl )∣∣∣2
(1− α)Ps

∣∣∣hHL (f, tsl,j)nAN (twl )∣∣∣2 + σ 2
L

)

−log2(1+
αPs

∣∣∣hHE (f, tsl,j)w(twl )∣∣∣2
(1− α)Ps

∣∣∣hHE (f, tsl,j)nAN (twl )∣∣∣2 + σ 2
E

]

(46)
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FIGURE 12. The average secrecy capacity versus BAUF, where Bw = 4
MHz, α = 0.5, Ps = 500 W, and N = 32.

Fig.12 exhibits the average secrecy capacity of FDA-DM-
AN with different beamforming vector and AN update fre-
quencies (BAUF). We assume a predefined time period of
length T = 20µs and set the steering vector update frequency
as 200 GHz. Without loss of generality, there is a tradeoff
between secrecy capacity and implementation cost. It can
be seen clearly from Fig.12, the resultant average secrecy
capacity is very close to that of the ideal update frequency
when BAUF = 80 MHz, which can be easily implemented in
practice.

B. FDA-MD-AN FOR PROXIMAL MULTI-EVES
Next, we consider the case of multi-Eves. Similar to the case
of single-Eve, we evaluate the secrecy capacity of different
DM schemes with the change of bandwidth, power allocation
factor, and power. Besides, we show the secrecy capacity
distribution of the proposed method versus Eve’s angle and
range. We consider the system that consists of four Eves (i.e.,
K = 4). Assume that the channel noise power is 0 dBm for all
Eves and LU (i.e., σ 2

L = σ
2
Ek = 1, k = 0, 1, 2, 3). In order to

present the characteristics of FDA-MD (range-angle depen-
dence) and satisfy the condition of proximal LU and Eves,
the location of LU is set as (rL , θL) = (1200 m, 30◦), and
the locations of Eves are set as (rE0 , θE0 ) = (1300 m, 35◦),
(rE1 , θE1 ) = (1150 m, 25◦), (rE2 , θE2 ) = (1200 m, 35◦), and
(rE3 , θE3 ) = (1250 m, 30◦). We set v0 = v1 = 0.1, v2 = v3 =
0.4 to strengthen the secrecy performance of the second and
third Eve due to only one dimension difference.

In Fig. 13, we compare the secrecy capacity of different
DM schemes with the change of bandwidth. It can be clearly
seen that the proposed method cannot reach the upper bound
since it is impossible to make exactly orthogonal between
the steering vectors of multi-Eves and that of LU with the
limited bandwidth, but the secrecy capacity of the proposed
method is much better than that of other DM schemes. The
secrecy capacity of the R-FDA-DM-AN fluctuates with the
bandwidths, and the secrecy capacities of log-FDA-DM-AN,
L-FDA-DM-AN, and PA-DM-AN are low.

Assuming that the allocation factor varies from α = 0
to α = 1 and the power varies from Ps = 100 W to
Ps = 1000 W, gradually, we study their influence on the

FIGURE 13. The secrecy capacity comparison for different DM schemes
versus Bw , where Ps = 500 W, α = 0.5, and N = 32.

FIGURE 14. The secrecy capacity comparison for different DM schemes
versus α, where Bw = 4 MHz, Ps = 500 W, and N = 32.

FIGURE 15. The secrecy capacity comparison for different DM schemes
versus Ps, where Bw = 4 MHz, α = 0.5, and N = 32.

secrecy capacity. The results in Fig. 14 and 15 indicate
that the proposed method outperforms the conventional DM
approaches. As expected, the R-FDA-DM-AN can not guar-
antee high confidentiality. The secrecy capacities of L-FDA-
DM-AN, PA-DM-AN, and log-FDA-DM-AN are low.

In the last simulation, we show the secrecy capacity distri-
bution of the proposed method versus Eve’s angle and range.
From Fig. 17, it can be seen that the secrecy capacity is
nearly zero at the location of LU (1200 m, 30◦), and all of
the secrecy capacities are closed to the upper bound at the
locations of Eves. Therefore, the aforementioned observa-
tions intuitively demonstrate the advantages of the proposed
scheme.
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FIGURE 16. The secrecy capacity distribution of the proposed method
versus Eve’s angle-range, where Bw = 4 MHz, Ps = 500 W, α = 0.5, and
N = 32.

FIGURE 17. Approximating of the objective function by an upper-bound
quadratic function, when F ′(xi ) < 0.

VI. CONCLUSION
In this paper, we apply a DM scheme based on frequency
diverse arrays with artificial noise to enhance the security of
wireless communications. In order to guarantee the security
of proximal LU and Eve, we maximize the secrecy capacity
by optimizing the frequency offsets across the array antennas,
and then efficiently solve such an optimization problem by
BSUM algorithm. Moreover, we extend the proposed scheme
to the case of multi-Eves. Finally, the effectiveness of the pro-
posed scheme has been verified via extensive numerical simu-
lations. Numerical results show that :1) The proposed method
is more secure than other DM approaches with the change
of bandwidth, power allocation factor, and power; 2) The
proposed scheme can decouple the correlation between the
direction and range, which can enhance the security of wire-
less communications; 3) It is feasible to use a BAUF imple-
mented easily in practice to achieve time-invariant secure
communications; 4) The proposed optimal method also has
satisfactory security performance in the case of multi-Eves.

APPENDIX A
DERIVATION OF THE SECRECY CAPACITY C (x )
Inserting (9), (11), (12), and (13) into C(t), we obtain

C(t) = CL(t)− CE (t)

= log2(1+ SANRL)

− log2(1+ E
[
SANRE (t)

]
)

= log2(1+
αPs
σ 2
L

)

−log2(1+
αPs

∣∣hHE (f, t)w(t)∣∣2
(1− α)PsE

[∣∣hHE (f, t)nAN (t)∣∣2]+ σ 2
E

).

(47)

Then, inserting (7) into (47), we obtain

C(t) = log2(1+
αPs
σ 2
L

)

− log2(1+
αPs

∣∣hHE (f, t)hL(f, t)∣∣2
(1−α)PsN 2E

[∣∣hHE (f, t)nAN (t)∣∣2]+σ 2
E

).

(48)

Next, using (4) and (5), and based on z ∼ CN (0, IN ),
i.e., E

[
zzH

]
= IN , the denominator E

[∣∣hHE (f, t)nAN (t)∣∣2]
is given by

E
[∣∣∣hHE (f, t)nAN (t)∣∣∣2]
=

E
[
hHE (f, t)PAN (t)zz

HPHAN (t)hE (f, t)
]

E
[
‖PAN (t)z‖22

]
=

hHE (f, t)PAN (t)E
[
zzH

]
PHAN (t)hE (f, t)

tr
{
PAN (t)E

[
zzH

]
PHAN (t)

}
=

hHE (f, t)PAN (t)INP
H
AN (t)hE (f, t)

tr
{
PAN (t)INPHAN (t)

}
=

N −
∣∣hHE (f,t)hL (f,t)∣∣2

N

tr

{[
IN −

hL (f,t)hHL (f,t)
N

]2}

=

N
(
N 2
−
∣∣hHE (f, t)hL(f, t)∣∣2)

tr
{[
N IN − hL(f, t)hHL (f, t)

]2} . (49)

Then, inserting (49) into (48), we obtain

C(t) = log2(1+
αPs
σ 2
L

)

−log2[1+
αPs

∣∣hHE (f, t)hL(f, t)∣∣2
(1−α)PsN 3κ(N 2−

∣∣hHE (f, t)hL(f, t)∣∣2)+σ 2
E

],

(50)

where κ 1
= 1/tr

{[
N IN − hL(f, t)hHL (f, t)

]2}.
APPENDIX B
DERIVATION OF THE PARAMETERS {ai,bi,ci}
According to the upper-bound quadratic function ui(·) needs
to satisfy Assumption 1,
If xi satisfies F ′(xi) = 0, i.e., xi is the extreme point of F(x),
we obtain

ci = xi. (51)
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Based on the Assumption 1. (1), and (51), we get

bi = cos[2π (f xi − ϕ)] ∈ {−1,+1}. (52)

By means of the Taylor expansion at the point of xi, the ui(x)
and F(x) are given by

ui(x) = u(xi)+u′(xi)(x−xi)+
u′′(xi)
2!

(x − xi)2+o
[
(x−xi)2

]
,

(53)

and

F(x) = F(xi)+ F ′(xi)(x − xi)

+
F ′′(xi)
2!

(x − xi)2 + o
[
(x − xi)2

]
, (54)

respectively. Based on the Assumption 1. (1), (2), (3), and
(53), (54), we get

u′′(xi) ≥ F ′′(xi), (55)

i.e., ai ≥ −2π2f 2 cos[2π (f xi − ϕ)]. Due to ai ≥ 0, when
cos[2π (f xi+ϕ)] = 1, we get ai = 0, and when cos[2π (f xi−
ϕ)] = −1, we get ai = 2π2f 2. Therefore, ai is given by

ai = (1− bi)π2f 2. (56)

If xi satisfies F ′(xi) 6= 0, we first consider the case
F ′(xi) < 0. F(x) can be rewritten as

F(x) = cos[2π f (x −
ϕ

f
)]. (57)

Fig. 17 illustrates the approximating of the objective function
by an upper-bound quadratic function, when F ′(xi) < 0.
we observe that ci = p+n(T/2), where p = ϕ/f is the phase,
T = 1/f is the cycle of F(x), and n is the nearest integer of
half cycle towards +∞. n satisfies

n =
⌈
x − ϕ/f
T/2

⌉
= d2(fx − ϕ)e , (58)

where d·e round the argument to the nearest integer
towards +∞. And thus, we get

ci =
d2(fx − ϕ)e

2f
+
ϕ

f
. (59)

In a similar way, we get ci when F ′(xi) > 0

ci =
b2(fx − ϕ)c

2f
+
ϕ

f
. (60)

where b·c round the argument to the nearest integer
towards −∞.

Based on the Assumption 1. (1), (2), and ci, the parameters
ai and bi are given by

ai =
−π f sin[2π (f xi − ϕ)]

xi − ci
, (61)

and

bi = cos[2π (f xi − ϕ)]− ai(xi − ci)2, (62)

respectively.

In summary, the parameters of the upper-bound quadratic
function are given by
If xi satisfies F ′(xi) = 0,

ai = (1− bi)π2f 2,
bi = cos[2π (f xi − ϕ)] ∈ {−1,+1},
ci = xi,

(63)

Otherwise,

ai =
−π f sin[2π (f xi − ϕ)]

xi − c
,

bi = cos[2π (f xi − ϕ)]− a(xi − c)2,

ci =


b2(f xi − ϕ)c

2f
+
ϕ

f
if F ′(xi) > 0,

d2(f xi − ϕ)e
2f

+
ϕ

f
if F ′(xi) < 0,

(64)

where b·c and d·e round the argument to the nearest integer
towards −∞ and +∞, respectively.
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