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ABSTRACT BB&84 is a single photon that has been widely used since 1984 as the unconditional security
of key distribution. Recently, the idea of multiphoton QKD was proposed to exchange the key using the
rotational of polarization by over multi-stages protocol. By utilizing the state of polarization, the system
does not require one of the four states like it did in the BB84 scheme. The multiphoton has the ability
to improve the key rate generation and range of distances as well. Indeed, multiphoton QKD needs to be
setup properly to gain the optimal performance over the fiber optic. This paper presents the fundamental
implementation of multi-stages and multiphoton approach over the fiber optic by applying secret unitary
transformation between Alice and Bob. The step by step operation of unitary transformation is applied using
half-wave plates represented as Mueller matrix. This paper also evaluates the effects of parameters in the
QKD model. The result reveals that channel loss, dark count rate, detector efficiency, photons’ repetition
rate, and the average number of photons will affect the QBER and SKR.

INDEX TERMS Half wave plate, mean photon number, multistage, QBER, single photon, secret key rate.

I. INTRODUCTION

Quantum cryptography is a technique which relies on the
quantum physics law and the security guarantee does not
depend on the computing power [1]. It is also strengthened
by the unconditional security as proved by the Heisenberg
Uncertainty theory and no-cloning theorem [2]. The quantum
state is called as qubit which is the smallest particle unit in
quantum information. Heisenberg Uncertainty theory defines
that the intruder cannot know the properties of the quantum
states without disturbing it while no-cloning theorem theory
defined that the unknown quantum states cannot be copied.
On the other words, the key generated are guaranteed by the
quantum mechanics law. The sender and receiver will notice
when an eavesdropper intercepts their communication due to
the changes in properties of qubit [3].

Quantum computation gives an excellent solution for
energy consumption and heat production. As an example,
Shor algorithm, one of the well-known quantum algorithm
able to decrypt RSA algorithm in one second while it took
about 13 months to decrypt it using a desktop with 4 cores
at 2.8 GHz [4]. In addition, the Grover algorithm specifically
invented by Lov Grover in 1996 for search and optimization

is able to solve the problem of data searching using only
32 comparisons in the 1024 dataset while DES & AES
need 1023 comparisons [5]. According to the report in the
NIST [6], it is expected that when the quantum technology
is fully implemented, most of the cryptographic algorithms
such as RSA and Elliptic Curve Cryptography are going to
be insecured.

Il. THE BASIC OF QUANTUM KEY DISTRIBUTION
Quantum Cryptography or QKD is defined as the behavior
of key exchanged using photon for the encryption of sen-
sitive information between parties in the network [1]. The
key generated by the QKD can be used by conventional
cryptography such as Data Encryption Standard (DES) and
Advance Encryption Standard (AES) to enhance the level
of security [1], [2]. QKD applies the theory of quantum
physic by producing random secret key using a photon to gain
communication security between two parties. The quantum
physic can be interpreted based on state the bra (|) and ket (>)
notation. The mapping from classical bit to qubit can be
written as:

0—->10> 1—]1> )

2169-3536 © 2018 IEEE. Translations and content mining are permitted for academic research only.

VOLUME 6, 2018

Personal use is also permitted, but republication/redistribution requires IEEE permission.

47699

See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.


https://orcid.org/0000-0001-8045-7569
https://orcid.org/0000-0002-8079-1791

IEEE Access

N. Z. Harun et al.: Evaluation of Parameters Effect in Multiphoton Quantum Key Distribution Over Fiber Optic

The superposition states can be defined as:

|\Il>za|0>+,3|l>=|:;i| )

Where W is the superposition states, |0> and |1> are qubits

o .
states, and « and § are the complex numbers. The |: ] isa

1i|and|l>

two dimensional vector, where |0> equals to |: 0

equals to |:(1):| . The probability of o and S coefficients can
be satisfied by
jel® + 181> =1 3)

where |o|? is the probability of obtaining |[¥ > in |0 > and
|B]? is the probability of obtaining |V > in |1 >.

The transmission of a photon occurs through the quantum
channel while the transmission of the data is through public
channels such as radio frequency channels and the Internet.
The first device using quantum technology was implemented
by a physicist named Stephen Wiesner in 1969, followed by
Bennet and Brassard whom then proposed a technique which
is known as BB84 in 1984. Nowadays, many variants of QKD
have been proposed by the researchers to match with the
environment and the behaviour of the networks. Generally,
the QKD can be implemented in the optical fiber, free space
as well as under water channel.

TABLE 1. The comparison of single photon and multiphoton approaches.

Characteristics Multiphoton Single photon
Photon per More than one photon One photon
pulse
Polarization Any polarization angles 90°, 0°, 45°, -45°
Theory Heisenberg uncertainty No cloning theorem
Measuring the state of Copy of photon cannot be
photon polarization with  generated with accuracy
a fewer number of
photons than needed will
generate noise
Mean photon >1 <1
number
Eve’s Hard for Eve to identify Easy for Bob and Eve to
intervention the angle of the multi- get the probabilities of
ability stage polarization but four polarizations

easier for Bob to
distinguish between two
orthogonal polarization
angle.

Ill. QUANTUM COMMUNICATION PROTOCOL

There are two types of quantum communication proto-
col, which are single photon and multiphoton approaches.
The type of communication protocol can be determined by
the emission of photons using the laser source. Recently,
a few multiphoton protocols have been successfully per-
formed [3]-[7]. To differentiate the ability of multiphoton and
single photon approaches, Table 1 compares their character-
istics in terms of the polarization states, the theories proven
and the ability of Eve intervention.
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A. SINGLE PHOTON APPROACH

Single photon representing a photon is transmitted per laser
pulse. The best example of a single photon is the BB84 pro-
tocol. BB84 consists of one-time pad technique, where the
random key is equal to the transmitted message and the key is
only used once [5]. The basic idea of BB84 protocol is when
a sender wants to exchange secret keys with the receiver,
the sender needs to send the classical bit 0 and 1 using a
polarizer [18] through the quantum channel. The polarizer
is a device which is responsible to do the polarization by
converting the bit into quantum states known as a qubit. The
states of qubits are dependent on the polarization of photon
to get the specific spins which consist of vertical, horizontal,
diagonal and anti-diagonal [19] to represent the bits as shown
in Table 2.

TABLE 2. Photon polarization.

Spin Vertical Horizontal =~ Diagonal Anti-

diagonal
State 90° 0° 45° -45°
Qubit 4 —> I 2 w_
Bit 1 0 0 1

The generation of the secret key using single photon
approach is based on the similarities of the qubits received
by Bob and the qubits sent by Alice. The final key agreement
is done after key reconciliation process, with the acceptable
percentage of QBER. The disturbance of the qubits can only
be detected when Eve chooses a different basis from Alice.
Thus, the receiver will be notified of the presence of intruder
by the detection of photon disturbances through the calcula-
tion of QBER. The key will be accepted as the final secret key
if the QBER is below than the certain threshold. Otherwise,
the process of key generation should be repeated again. The
existing QKD such as BB84 is susceptible to Man-in-the-
Middle as Eve might be able to take the advantage of the
loopholes in the quantum devices. Eve could impersonate as
Alice or Bob during the qubit transmission in quantum and
classical channels.

The emission of a single photon per pulse from the laser
source will limit the number of photons travelled over the
quantum channel. In addition, it is quite difficult to get one
photon for each laser pulse. The transmission rate for a single
photon is low due to a large number of empty pulses. Besides,
the single photon is susceptible to the siphoning attack which
is also known as PNS attacks that exploit multiple photons
emitted accidentally by the attenuated laser source. An eaves-
dropper will capture a single photon from multiple photons
and try to guess the polarization state without disturbing the
channel, while the remaining photons will be transmitted to
Bob. Since the mean photon number emitted by the laser
source is 1 or less, this technique is only suitable for limited
distances of communication. It is difficult to ensure that
the transmission of a single photon would survive over the
channel since there were many errors occurred such as the
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disturbance of the networks and the distraction by the eaves-
droppers. Otherwise, the practical implementation of a single
photon using attenuated laser will result in the probability
of more than one photon emitted and makes the protocol
unsecured with eavesdropping attacks. The single photon
only exchanges one direction over quantum networks and
needs the classical channel to acknowledge the polarization
base. The involvement of classical channel will introduce a
security breach in the communication. In addition, the secu-
rity breach at the device level will still occur even though the
QKD is a widely known unconditional security. To counter
back the limitations, it is suggested to implement the single
photon QKD technique with another method such as decoy
state [8]-[10] to strengthen the robustness of security.

B. MULTIPHOTON APPROACH

The emission of multiple photons per laser pulse is called
as multiphoton approach. The implementation of single pho-
ton approaches such as BB84 protocol and decoy state
BB&84 derivatives are vulnerable to PNS attacks because it is
impossible for the photonic devices to generate single photon
periodically as the time slots may contain less number of
photons [21]. It is claimed that multiphoton can provide long
photon travelling distance and high transmission rates while
single photon is not capable of doing so because it relies on
the weak attenuated laser source. The weak photons are more
vulnerable to the noise in wireless environment. Multiphoton
solves the problem of noise sensitive and complicated photon
detector usage, such as homodyne and heterodyne detection.
Therefore, a less efficient detector might be applicable to be
used in the multiphoton protocol. Besides, the multiphoton
approach with multiple number of stages were invented to
address the problem of security threats such as Man in the
Middle attack, Photon Splitting Number and Trojan Horse
attacks that might happen in single photon approach. The cur-
rent multiphoton does not involve public channel to exchange
keys and the process is done through the quantum channel.
Basically, the origin idea of multiphoton protocol was imple-
mented for Quantum Secure Direct Communication (QSDC)
protocol which directly shares the message over the quantum
channel without using the step of key distribution [8], [9].
The idea of the multiphoton QKD [5], [7] is to exchange
the key using the rotational of polarization over multi-stages
protocol. The implementation of multiphoton QKD is rather
simple to the maintained network infrastructure. By utilizing
the state of polarization, the system does not require to pro-
duce one of the four states like in the BB84 scheme. In fact,
it will produce arbitrary state of polarization which is able to
avoid the Man-in-the-Middle attack. The rotation operator for
polarization [13] state can be described as:

cosd —sinf
sin & cosf ] “)

R©®) = [

Alice and Bob will apply the secret unitary transformation Uy
and Up where UsUp = UpUjy. The values of rotation oper-
ator are Uy = R(9) and Ug = R(D), where R (8) = R(D).
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The operation of unitary transformation is applied using half-
wave plates represented as Mueller matrix [6], [14], given by:

10 0 0
1 0 cos(40) sin (46) 0

Mawe =10 Gn@4o) —cos46) 0 )
0o 0 0 1

where the value of 6 is 0°< 6 < 180°.
The state of the qubit is represented as a column vector and
can be computed by:

X>=|a>® |b> (6)

where ® is the tensor product between two states |a> and
|b> as shown in Table 3.

TABLE 3. Representation of qubits.

Message, X
T 0 0 0
00> = |° 01> = |1 10> = |° 115 = |9
0 0 1 0
0 0 0 1

1) THE SINGLE STAGE PROTOCOL

Single stage protocol is the simplest multi-photon approach
where the transformation of photon happens in a stage. If Bob
knows the value of 6, he may directly apply U, on the
encoded message Uy (X) to obtain the value of X as illus-
trated in Fig. 1. The security strength of this protocol depends
on the secret value of 6 and it must be secret along the
communication between Alice and Bob. Unfortunately, when
the eavesdropper able to get the value of 0, the security of this
protocol cannot be compromised anymore.

U} . |

o1 [-0.99388865]
[ X
[0.11038724]
o i [o. 1
U U' ) . 1ol
A Alice A Bob Ua' 0]
R(8) "l R(e) | 1u
[o.q]
VX
Raw k?y Compare
extraction —————— X
Error . Calculate QBER,if
estimation E>E;n, Eve present
Privacy Minimize number
rivacy of bits known by
amplication

Eve

FIGURE 1. The Single Stage operation.

2) THE THREE STAGE PROTOCOL

Currently, the most well-known multi-photon QKD is known
as Three-Stage Quantum Cryptography protocol, which is
inspired from [12] as shown in Fig. 2. This protocol aims to
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[[0] o. |
[0] [ 0.94544515]
[1] X [-0.32578131]
o, [o. 1l
U . Ua(X
A Alice AX) Bob Up
R(0) R(®) ‘
UsUa(x) 110
[ 0.21942526]
[-0.97562931] 0]
U | Alice [0 1| pep U o]
R(-0) [ RCD) | (1]
U4"UUa(X)=Ug(X) [ 0:]]
o. | i X
[-0.85091936] |
[0.52529634] 2V K€Y Compare
[o. ] extraction —————— X
Error Calculate QBER,if
estiriation E>E, Eve present
Privacy Minimize number of
amplication bits known by Eve

FIGURE 2. The Three Stage protocol operation.

improve the speed of photon transmission and increase the
limit of the distance of quantum communication. Apart from
that, the multi stages step during the qubit sharing is to make
the transmission channel more secure making the Eavesdrop-
per difficult to guess the state of the qubits. This protocol is
suggested to be implemented for free space network such as
802.11 WLAN networks and it is expected to be tested in the
bigger wireless network environment.

3) THE THREE STAGE PROTOCOL USING FOUR VARIABLES
The three stage protocol is one of the multiphoton approa-
ches [2] that applies the commutative transformation with the
feature of the Initialization Vector (IV) in one of the three
stages [10]. When Eve knows the state of polarization of each
stage, she can access the actual message being sent by solving
the set of equations in the three stages. Thus, four variables
using «, B, X, and F were introduced in this protocol, where
« is the transformation by Alice, 8 is the transformation by
Bob, X is the information or message and F is the IV as shown
in Fig. 3. The security strength of this protocol relies on IV.
Even if Eve is able to know the polarization angle of each
state, she will still need to know the value of IV to decode the
messages. Thus, the IV helps to protect the information under
the attack of an intruder.

4) THE BRAIDED SINGLE STAGE PROTOCOL

The most well-known dynamic quantum session key is
Braided Single-stage protocol [15], which is classified under
the multiphoton approach. This protocol does not only
reduces the percentage of overhead but also reduce the level
of complexity as the photon needs only one-time travel over
the channel. This protocol is based on the single stage to
encode the qubits. The operation of this protocol does not rely
on just one secret value of 6. The new value of 6 is updated
from the previously transmitted bits and the 6 value. After a
block of bits received by the receiver, the value of initial 6 is
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Secret key,X
[ofafz] [ [ [ [ [ [n]
110} 1no.
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A Alice A(X) Bob Us
R(6) R(®)
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Ua Alice . Bob
R(-8) | 1) UATURUAX)=Ug(X) R(-®) |[| 10~]I
2) UgUg(X -
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Raw key [
extraction __ Compare X
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estimation ~— E>E, Eve present
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Privacy ~ ————— number of bits
amplication known by Eve

FIGURE 3. The Three Stage protocol using four variable operation [5].
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Three stage
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R(Binitial) 01| R(-Binitia)
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Bilb:bs] [ 1 [ 1 | b
k
bits

FIGURE 4. The Braided Single stage protocol operation [11].

changed to another value. The new 6 is calculated and every
transmission of last four bits will be updated. The operation of
Braided Single stage protocol is shown in Fig. 4. It has been
proven that this protocol gains efficient resource consumption
and preserves the degree of security even when number of
stages have been reduced.

Multi stages are one of the methods of the photon to
transmit between sender and receiver to ensure that the eaves-
dropper faces difficulties to guess the polarization of the
photon where the qubits are exchanged multiple times at
multi stages. Apart from that, multi stages will improve the
number of a photon emitted by the sender. Unfortunately,
multi stages of photons transmission will contribute to the
increment of overhead at the sender and the receiver will loss
of beam light. To overcome the limitation, the optimum num-
ber of polarization stages is needed to ensure that the optimal
number of a photon emitted by the sender and at the same
time, the receiver will capture all the photons received. The
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TABLE 4. A comparison of multi-photon algorithm.

Protocol Number Variables  Strength Level of
of stages security
Single 1 a, X Depends on the Low
Stage secrecy of 0 at
single stage.
Three 3 a, B, X Depends on the Low
Stage secrecy of 0 at
three stages.
Three 3 o, B, X,F  Eveneedto Intermediate
stage know F to solve
using X.
four
variables
Braided 1 a, X The value of 6 High
Single will be changed
Stage based on n bits
and previous 0
value.

increasing number of stages will significantly make Eve hard
to get the properties of a photon. However, too many stages
will consume more overheads which means more photons
are needed to travel over the channels. Table 4 compares the
multi-photon algorithm in terms of number of stages and the
strength of each implementation.

IV. FIBER OPTIC QKD MODEL

The performance of multiphoton QKD is evaluated using
Secret Key Rate and Quantum Bit Error Rate. SKR can be
defined as the probability of receiving a bit of secret key per
transmitted quantum signal pulse [16]. SKR consists of two
portions, R and r [2], [12]. R is represented as a raw key rate
while r is secret fraction.

K =Rr @)

The term R is for error correction, in which the raw key
becomes shorter and key is correlated. The second one is
r for privacy amplification and is aimed to remove Eve’s
knowledge about the raw keys [17]. The first term is given by

pa (n) [1—(1—ndetngc)"
(8)

where vs is the repetition rate and Ppgyp (Nyqx) is Bob detec-
tion probability. The distribution number of photon n until
maximum number of photon, Nmax was calculated according
to the Poissonan statistic of u = (n), p4 (n) is photon number
distribution, given by

Nmax
R = vsPgop (Nipax) = vs anl

pa () = %e—ﬂ )

The typical values of detector efficiency, ndet is 10% at
telecom wavelength. Attenuation in fiber, ngc is calculated
with distance D, showed by Equation (10).

—aD

nge = 10710 (10)
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To formulate the secret fraction in order to extract short key
from raw key, R, the one way processing is required. r can be
written as

_ {(1 _ %) (1 -1 (0)) h(Q)} (11)
NdetNgc

The expression A(x) is the binary entropy. To calculate QBER,
the dark count needs to be included. Thus, Equation (8)
should be replaced by

R = vs (Pgop (Nimax) + Pa) (12)

Where P, is dark count rate can be calculated as
Pa=2pa)_  pa()Il = (1 —ndengol"  (13)

The pg is dark count and its value is 1072 [3]. pa is the photon
false count due to the imperfection device at the receiver [18].
QBER is contributed by the ratio of probability the bits are
in error and the total probability of Bob detection. Finally,
the expression Q or QBER can be written as

Q:Perror :8P30b+%Pd (14)
PD Ppob + Pa
Where ¢ is the error probability and set up to 0.005. The

formula of optimized SKR can be rewritten as

K= R{(l _ ZL) (1= h(0) - h(Q)} (15)
NdetMgc

V. EXPERIMENTAL DATA

Multiphoton experiments are discussed and reviewed starting
from 2006 by many research groups. It is found that the
design of Multiphoton QKD implementations have dynamic
effects and dependent to several parameters. In this paper,
numerical analysis have been conducted to show the impact
of key parameters and also to find the optimal parameters over
the fiber optic network.

TABLE 5. Key parameters for the multiphoton protocol.

Parameters Values

Varied from 1x10" to 1x10°
Varied from 1 to 12

Repetition rate (Mhz)
Maximum number of photon

(Nmax)

Fiber loss (dB) Varied from 0 to 35
Detector efficiency Varied from 0 to 1

Error rate 0.005

Dark count Varied from 1x10™" to 1x10°

Detector efficiency Varied from 0 to 1

The key parameters [3] are identified and listed
in Table 5 to verify the equations in Section IV using
Python. The values for each parameter are varied to achieve
optimization. Next, Section VI will discuss the results of
SKR and QBER based on the parameters for multiphoton
QKD protocol. Thus, the values for optimized parameters are
selected accordingly for the future fiber optic simulations.
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FIGURE 5. Parameter optimization according to the setting in table 4
(a) Secret Key Rate as the function of channel losses (dB); (b) Quantum
Bit Error Rate as the function of dark count.; (c) Secret Key Rate as the
function of detector efficiency; (d) Secret Key Rate as the function of
repetition rate.

VI. RESULTS AND DISCUSSION

In this section, the impact of the experimental setting for
multiphoton is evaluated analytically using the equations in
section Il and the results are discussed. Fig. 5(a) shows
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FIGURE 6. The optimizations of mean photon number (a) Optimum mean
photon as the function of maximum photon number; (b) Secret Key Rate
as the function of average number of photon.

that increasing channel losses (in dB) will reduce the key
generation rates. In the fiber optic network, the standard atten-
uation can be setup based on the operating wavelengths [19];
1550nm, 1300nm and 800nm for short, medium and long
range applications. The attenuation coefficients are 0.25,
0.35 and 2dB/km correspondingly. The 1550 wavelength is
the best setup due to the low attenuation. Dark count is
the noise detector or false photon count. It can be calcu-
lated when the detector clicked but no photon arrived at the
receiver. Fig. 5(b) shows that higher rate of dark count will
affect on the high QBER as dark counts will generate errors in
the transmission even when no eavesdropper is present. Thus,
the best photon detector must be served with low dark count
probability. In the real experiment using photonic device, the
Avalanche Photo Detectors (APD) is used at the detector.
To reduce the dark count, the cooling temperature of APC
needs to be setup to —50°C [3]. Detector efficiency is an
important criteria to identify the total detection of photons
at the detector. It can be defined as the detection probability
of a photon by getting a click at the detector. As shown
in Fig. 5(c), higher detector efficiency will result in less
QBER due to most of the bits are received at the receiver.
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When the detector efficiency is 1, Bob will detect every pulse
that has photons in it. Thus, perfect photon detector could
improve the detection rate. The repetition rate is the number
of pulses per second emitted from the laser source. The range
of repetition rate is from MHz up to few GHz. Fig. 5(d)
shows that high source repetition rate will increase the key
rate generation. However, the source repetition rate depends
on the detector dead time. It is not worthy to send more light
than the ability of the detector to detect the pulses. In fact,
the unnecessary light will give advantage for Eve to steal the
pulses. Thus, the selection of source repetition rate can be
opened for discussion.

This analysis shows that the optimum value of SKR signifi-
cantly depends on the parameters of the fiber setups. Based on
the optimum parameters setup in Fig. 3, the average number
of photons (u) in Fig. 6(a) was calculated. The maximum
number of photons (Nmax) per signal to encode a bit at a fixed
fiber optic distance was varied from O to 30 photons per pulse.
In the Fig. 6(a), an equation to obtain the optimum mean
photon number (u_opt) can be derived based on the plotted
graph. The graph indicates that the saturated value of p_opt at
7.6 when Nmax is near to 18. One can use the equation to find
the p_opt at any Nmax. In Fig. 6(b), it can be seen that the
optimum average number of photons will be used to obtain
the optimal SKR. However, the total number of photons need
to be restricted to a certain threshold to maintain a level of
security. Eve’s ability to measure the photon will increase if
the number of photons in the beam increases. Thus, more
improvements in terms of photon number are required in
order to reduce the ability of the photon from being detected
by Eve.

VII. CONCLUSION

This paper reviews and discusses the existing multiphoton
protocol that has been identified in the literature to imple-
ment quantum cryptography using the unitary transformation
which is only known by the legitimate parties. This paper
also demonstrates the result of the implementation of Three
Stages protocols in a matrix representation as an example of
multiphoton and multi-stages approach to give a better under-
standing about the flow of protocol to exchange information
without using any optical components. Several parameters
contributing to the optimal performance of quantum com-
munication over fiber optic have been investigated in this
work. The parameters should be tuned perfectly to achieve the
optimal key generation rate and low QBER. It is suggested
to figure out other optimum parameters in the free space
network as the future works.
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