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ABSTRACT Legacy electronic health record systems were not developed with the level of connectivity
expected from them nowadays. Therefore, interoperability weakness inherent in the legacy systems can
result in poor patient care and waste of financial resources. Simultaneously, healthcare providers are not
yet ready to dispose of them. Large hospitals are also less likely to share their data with external care
providers due to economic and political reasons. To overcome the barriers in the effective medical data
exchange process, we present a novel hybrid cloud called MedShare, dealing with interoperability issues
among disconnected but autonomously functioning healthcare providers. The proposed system architecture
and its implementation is based upon: 1) custom data extractors to extract legacy medical data from the
three hemodialysis centers under consideration; 2) negotiated and converted to a common data model in
each of the private cloud of a provider; 3) indexed patient information using the HashMap technique into the
public cloud that operates on private clouds, called a hybrid cloud; and 4) a set of services and tools installed
as a coherent environment to exchange information smoothly. This paper enables healthcare professionals
to appropriately access and securely share a patient’s medical information. MedShare allows the healthcare
providers and administrators tomaintain the control of their patient data, which is always the primary concern
in building a trustworthy environment for exchanging patient information. Medshare effectively addresses
primary security and privacy concerns surrounding the deployment of data exchange process by including
patient consent and a two-way authorization process.

INDEX TERMS Electronic health records (EHRs), health information exchange (HIE), healthcare providers,
cloud computing, hybrid cloud, patient privacy, health care resource sharing.

I. INTRODUCTION
Legacy EHR systems have been mostly designed and imple-
mented to meet the internal clinical needs of healthcare
providers that have become obsolete and no longer meet
the external needs of patients and local governments. Con-
sequently, it stands in the way to an improved patient care
and in offering a broad range of medical services, resulting
in increased cost and clinical negligence. The future health
information systems aim at the integration, interoperabil-
ity, innovation, and intelligence [12], [24] for sharing the

resource. Health Information Exchange (HIE) has seamlessly
paved the way for introducing medical standards [2], [4], [10]
that provide with a unified approach to medical vocabulary
and exchange of information, but none of them has come of
age to be used smoothly under local constraints. For example,
a study [21] finds weak evidence of the ‘meaningful use
program (MU)’ initiated by the 2009 Health Information
Technology for Economic and Clinical Health (HITECH)Act
on EHRs uptake due to data interoperability challenges. The
study [36] presents the top ten technical issues in healthcare,
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which include privacy, quantity, security, and the implemen-
tation of electronic medical records. Moreover, the political
and economic issues and healthcare providers of contingent
factors [25] should take into an account in the development
of medical information sharing.

Large medical-care providers seem reluctant to share
their patient data with other healthcare providers [22]. They
exchange patient information internally and are less likely to
cooperate outside their network [22]. In this scenario, design-
ing and developing an interoperable HIE system becomes
a non-trivial task. It is not only because of complex work-
flows involving data acquisition, storing, communication,
and manipulation, but also lacking in a coordinated effort to
connect autonomous healthcare providers.

Albeit, healthcare networks are expected to: (a) support
direct data exchange, (b) query-based exchange of patient-
related information in an emergency situation, medication
history, radiology reports and records of a diseased person
hospitalized for emergency care, and (c) personalized patient
data management by patients themselves like online banking.
Architecting and implementing such an interoperable system,
meeting the aforementioned requirements, needs a compre-
hensive andmultifaceted approach to solve both technical and
non-technical problems.

Our work is focused on connecting three individually oper-
ated healthcare providers in Macau SAR that are Hospital
Conde S. Januário (HC), Kiang Wu Hospital (KW) and
Macau University of Science and Technology Hospital (UH).
However, the contribution of our work has wider implications
and scope to build HIE systems confronting the similar chal-
lenges. Neither the autonomous EHR systems under consid-
eration were developed using special instructions, nor were
standards at the time of their birth. The concerned authorities
are also not to ready to update their legacy systems, since
the three hemodialysis centers have their fully functional and
independent electronic health records in place. It is notewor-
thy to mention that two of the three hospitals participating in
this work are private healthcare providers.

In the described medical settings, distributed information
sharing is mandatory for effective patient care andmonitoring
where patients may want to switch a healthcare provider due
to personal and financial reasons. MedShare is a simple yet
robust EHR system developed to exchange medical resources
for an improved patient care between isolated hemodialysis
centers. The types of data shared in MedShare includes lab
reports, radiology images, transcription reports and medica-
tion histories. MedShare works with legacy EHR systems in
three steps: 1) it uses a data extractor to regularly extract
legacy data of a patient located at a hemodialysis center,
2) it converts the data to a unified data format agreed upon
by all the stakeholders and medical providers belonging to
three hospitals, 3) it indexes the patient information in the
trusted cloud by using the HashMap technique. Our approach
integrates a set of services and tools that can be installed as
a coherent environment on top of standalone EHRs. As dis-
cussed in [16], Operational Data Model (ODM) lacks explicit

support for modern exchange mechanisms, our authentica-
tion mechanism is based on Representational State Transfer
(RESTful) web services as our previous work that employs
the same techniques to exchange medical information [27].
MedShare implementation, a hybrid cloud based EHR shar-
ing system as shown in Fig. 1, promptly responds to dynamic
data exchange requests such as the one detailed below:
Example: A doctor can request the hemodialysis records

from all participating sources of a patient. The EHR shar-
ing system returns a date-wise list of all the hemodialysis
records of a queried patient. Furthermore, the doctor can
access a detailed EHR on a specific date. MedShare allows
an administrator to track the potential leaks in the system.
For instance, when the system auditor wants to know the
information accessed on a patient with ID 0221, the system
will display the results based on the selected criteria. Hence,
MedShare facilitates a distributed patient care, but it can
also assist with distribution of hemodialysis tasks among the
Macau hospitals transparently and securely. In the process,
one of the challenging tasks was to identify the data exchange
scenarios, capturing the intent behind and to identify the
collaborating entities in a given scenario. These and other
system goals are achieved by developing the system com-
ponents such as authentication, EHR query, synchronization,
and audit process.
Innovations: Comparing with state-of-the-art research on

EHR systems, MedShare has several substantive innovations.
1) Integration of a legacy EHR system into a private cloud

environment: MedShare integrates a legacy EHR sys-
tem into the private cloud to mitigate the heterogeneity
and complexity of interoperable systems.

2) Interoperable private-cloud based autonomous legacy
EHR systems:Medshare helps extract, store and access
EHRs in a private cloud without jeopardizing normal
functioning of a legacy system. MedShare ensures a
safe and reliable communication between the partic-
ipating healthcare providers and offers a meaningful
mechanism to develop trust between end-users.

3) Segregation between owners and users of data using
a hybrid cloud: Principal control over shared EHRs is
retained by their owners in their private clouds, how-
ever, these EHRs become locatable and accessible by
other healthcare providers using the public cloud that
integrates with the private clouds to index the physical
location of each record in the system. Note that the
public cloud stores de-identified patient HashMap.

4) Two-way authorization and auditing in the hybrid
cloud: An EHR sharing request can only be generated
by an internal doctor (or a nurse) who is first authorized
by the patient. The authorization process relies on the
both private and public clouds. Access to each patient
record is separately maintained to be able to conduct a
post-event analysis.

The remainder of the paper is organized as follows:
Section II reviews the related literature. Section III presents
data exchange scenarios from the hemodialysis centers in
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FIGURE 1. High level view of MedShare architecture.

Macau. Section IV introduces MedShare, a cloud-based sys-
tem for medical data sharing. Section V presents a system
prototype and its evaluation. Section VI concludes this paper
and outlines the future work.

II. RELATED WORK
We review research on HIE systems associated with the
cloud-based solutions that exchange patient information and
use any of the followings in their system: a) cloud-based
EHRs, b) legacy EHR systems, and c) technologies for pri-
vacy preservation in EHRs.

A. CLOUD-BASED EHR SHARING
Cloud computing provides users with flexible access and
large storage capability and scalability that motivates hos-
pitals to migrate EHR data from their own storage to the
cloud [33]. The work [5] proposed the hybrid cloud-based
framework for healthcare systemwith attribute-based encryp-
tion for data access. Moreover, the study [14] propose a
framework for EHR data sharing which combines identity-
based and attribute-based encryption to enforce access con-
trol. Another work [39] proposes a practical cloud solution
for privacy preserving medical record sharing, which applied
different level privacy concerns to different classifications
of medical data. The study [6] proposed an EHR sharing
and integration system in healthcare clouds and analyze the

arising security and privacy issues in access and management
of EHRs. In short, all the cloud related studies push the
encrypted EHR data into the public cloud while preserving
privacy by encryption techniques. Public cloud cannot 100%
guarantee data security even if the data are encrypted, e.g.,
the leaks of celebrity photos from iCloud. Moreover, huge
data synchronization cost cannot be ignore when pushing
large medical data (e.g., CT image) to the cloud. Our pro-
posed MedShare only pushes the de-identified indexing data
to the public cloud, the privacy-sensitive data are still kept
in the private cloud of hospitals. Furthermore, MedShare
isolates the shared data from legacy EHR system to achieve
high security and dependable demands in private clouds, and
it contains a two-way authorization through private and public
cloud with auditing.

B. LEGACY EHR SYSTEMS
Legacy EHR systems were not developed with a certain
level of interoperability in mind, resulting in their inability to
exchangemedical resources. Yet, evidences [8] and [30] show
that numerous benefits can be achieved by connecting legacy
EHR systems, supporting an improved and integrated health-
care. But, large-scale adoption of such systems is impractical
without addressing the privacy and security concerns [29].
On the other hand, larger hospital systems generally exchange
electronic patient information internally, rather than with
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other external hospitals [22] to avoid losing patients. Under
such circumstances, the adaptability of open standards for
interoperable hospital systems is still far from practice. This
situation calls health informatics researchers and users for
a better interconnection among different hospitals. Another
study shows that inter-organizational data exchange is one
of the most important information system challenges [16],
based on the user experiences with different regional health
information exchange systems in Finland. Many efforts have
been made in EHR sharing. One research problem is infor-
mation interoperability. A recent work [32] combines meta-
data registries and semantic web technologies to uniquely
reference, query and process a CommonData Element (CDE)
to enable the syntactic and semantic interoperability. How-
ever, this research is limited to the interoperability of medical
vocabulary.

C. PRIVACY PRESERVATION IN EHR
Privacy is another critical concern in medical resource shar-
ing. The cross-domain authentication and fine-grained access
control is studied in [34]. This study discusses an on-demand
revocation if any of the two cooperating organizations are
unwilling to share data anymore. Another approach [28] uses
direct messaging, a secure e-mail-like protocol, to exchange
encrypted health information online. The possibility of
attacks on healthcare systems is discussed in [18]. Our work
on security control will be deferred to the discussion of
privacy and access control in detail.

One closely related work is eMOLST project [37] that han-
dles data interoperability through: a) authenticating access to
a shared medical resource by applying Single Sign-On (SSO)
technique and b) a patient identity source system. It requires
extra work to maintain a set of attributes associated with the
patient. In contrast, our system computes the hash code of the
patient identity number, uniquely representing each patient
in the EHR sharing system. eMOLST requires a new system
portal to access the EHRs, while our system is designed to
work with EHR legacy system. Our patient indexing compo-
nent that lets hospitals keep the data by themselves.

To address privacy and access control requirements
in healthcare information systems, many studies have
addressed different perspectives to secure medical data,
e.g., [3], [15], [26]. A survey [31] across North America,
Asia, and Europe shows that data sharing and data breaches
are the biggest concerns for the users. NEHR [9] is a semi-
distributed architecture that requires patient authentication to
access a record. Other works [11] and [19] allow healthcare
providers to access medical imaging data while ensuring pro-
tection of patient privacy using patient controlled access-key.
The work [38] proposed a blockchain-based EHR sharing
system, in which data access transactions are recorded in a
tamper-proof blockchain for tracking and permission control.
In contrast, our MedShare architecture provides a two-way
authorization to provide better security to the healthcare net-
work. Moreover, our locator service uses the de-identified
HashMap to locate the resource, which reduces the risk of

FIGURE 2. Use case diagram of the networked EHR system.

privacy breach. Moreover, the study [20] shows that de-
identifying data provides no guarantee of anonymity. Thus,
as shown in [38], our work not only audits the transactions
but it provides a mechanism to perform a post-event analysis.

III. OVERVIEW OF HEMODIALYSIS CENTERS IN MACAU
The hemodialysis centers in Macau provide healthcare ser-
vices to a large number of population. However, they are
disconnected to share medical records of their patients. The
patients visit a doctor in a hospital of their choice who is pre-
scribed a hemodialysis treatment plan at specified date. If the
patient suddenly decides to change their hemodialysis center,
the exchange of patient information between hemodialysis
centers becomes a bottleneck for the smooth delivery of
medical services.

Macau citizens have confidence in public health systems
that results in HC being the most visited hospital. Conse-
quently, the initial diagnosis records and treatment plans are
produced and stored in HC. Nonetheless, a patient may opt
to go to another hospital, say UH, to take treatments due to
unavailability of resources and their geographical location.
The hemodialysis centers have no sharing platform in place.
Therefore, it results in carrying paper-based by the patient
medical data along with any other electronic data copies on
CDs. It is noteworthy that patient privacy is well preserved
with respect to the security of the EHR system in HC for a
non-disclosure data agreement exists between KW and UH.

A. MEDSHARE REQUIREMENTS
The data-sharing problem leads to developing a hemodialysis
network that should address the following functional and non-
functional requirements. We use case diagram of Unified
Modeling Language1 (UML) to give a flavor of requirements
of MedShare in Fig. 2.

Note that the legacy EHR systems (E.g, disconnected
hemodialysis centers) are as actor in the use case diagram.
The main functional requirements are listed below:

– The use case of seeing a doctor describes the procedure
that a patient visits the doctor in a hospital, and the

1http://www.omg.org/spec/UML/
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TABLE 1. An example of unified data format.

doctor requests for the related shared EHRs of the patient
from other hospitals, if any.

– A doctor is authenticated and authorized to access a local
medical record.

– A doctor may access medical records placed at another
hospital through the same authentication service in their
working hospital.

– The patient provides their consent, and authorizes the
doctor to access their medical records. This guarantees
that in a EHR sharing session, a patient authorization is
recorded.

– The scheduler updates the local patient data in a uni-
fied format and updates it at the indexing server. These
shared records should be regularly synchronized but
not required to be updated in real-time. Note that a
hemodialysis patient usually takes their next treatment
after a specified time.

B. DATA FORMAT INCONSISTENCIES
Since the studied legacy EHR systems were autonomously
designed and implemented, a number of database inconsis-
tencies appeared at the time of implementation. The termi-
nologies used to represent the EHR data were not based on
any standard or common data format, which needed to be
resolved first. TABLE 1 provides an example of the database
entries from the three hospitals, though representing the same
meanings, but with different names. The right most column
presents the unified format agreed upon by the concerned
authorities.

The unified EHR data format can significantly reduce
the number of data inconsistencies between different EHR
formats. Otherwise, each hospital requires a targeted data
conversion for each corresponding hospital. In our unified
EHR sharing scenario, each hospital only requires to conform
to a single negotiated data format. However, EHR sharing
(independent of unified format) requires bidirectional data
conversion between two autonomous health care providers
and the number of conversions can be calculated by the
formula n(n − 1) if there are n hospitals. However, only n
number of conversions are needed in a unified EHR shar-
ing. Although, we currently have only three hospitals in the
Macau EHR sharing case study, the network may grow well
in the near future and other health providers and research
institutes may take part in the data sharing process. In the
future, the unified data format will ease the merger of a new
healthcare provider into the MedShare.

Note that the unified data sharing format, data transfor-
mation and the negotiation process was directly held by the

FIGURE 3. The part (a) of the Fig. 3 shows the self-explanatory UML
component diagram and names its elements. Part (b) shows the elements
of the component sequence diagram presenting the notion of actor and
calling functions.

administration of the hospitals. For example, they can use a
simple variable mapping like in Table 1, or adopt ontology-
based model with their semantics mapping such as HL7 for-
mat [4], OpenEHR [10] standards, and other semantic models
of EHRs [7], [23]. Our work was only confined to fill the
technological gaps.

IV. MEDSHARE: INTEROPERABLE ARCHITECTURE
This section introduces the architectural aspects of the health
information exchange system and elaborates on the technical
details encountered in the development of the system. Our
experience with developing a large system reveals that inter-
operability is not only the issue to enable two autonomous
systems to exchange systems, but other non-technical factors
also play a vital role. In this regard, one of the challenges
lies in mediating the situation when autonomous health care
providers are not interested to share the data of their patients
cum customers and show a complete lack of interest in trans-
ferring the data to their competitors. After presenting the
architectural details first, we will present a simple yet robust
solution to this problem.

A. MEDSHARE ARCHITECTURE
We employ the component diagram based on UML notations
of Fig. 3 (a) to present MedShare architecture. The archi-
tecture has two views: 1) External view: this represents the
foundational block of resource sharing approach that allows
for linking legacy EHR systems into a collaborative sharing
of their data. 2) Internal view: this describes the design for
the core components of the MedShare.

1) EXTERNAL VIEW
The Fig. 4 illustrates the external view of our system. Legacy
EHR systems provide the services of data conversion to con-
vert shared EHRs from a legacy system to a distributed EHR
system. However, using the authentication service the doctor
and the patient are authorized. By using both services from
the local legacy systems, the unified EHR sharing system
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FIGURE 4. External view of distributed EHR sharing architecture.

FIGURE 5. Internal view of distributed EHR sharing architecture.

provides two services: 1) It allows to run a query on the Med-
Share. 2) The audit service handles the privacy requirements
of the system and post-breach data analysis, which is not
detailed in this paper.

2) INTERNAL VIEW
The internal view of the unified EHR sharing system in Fig. 5
shows how the sub-systems collaborate to provide the
required medical data querying mechanism from the different
hospitals. The subsystems use the services provided by the
index system in the data center to locate EHRs, then using
the service of transfer EHRs in each subsystem to transfer all
requested EHRs.

Note that only patient index component is deployed in
public cloud, other components are deployed in private clouds
of hospitals. Usually, the vendor lock-in problem may arise
when the system is migrated in the future to a different
cloud vendor that provides different technical stacks. To avoid
vendor lock-in problem, a) we introduce MedShare in the
component-based design, which is technically independent
and the communications of the components are through stan-
dard RESTful web services. That can be easily implemented
by the technical stacks such as NodeJS,.NET platform and
Java EE. b) We adopt the container-based techniques such
as Docker2 to wrap the implemented MedShare components

2http://www.docker.com/

into Docker images, that can be seamless migrated and sup-
ported by most cloud providers without too much cost.

B. SCALABILITY AND RELIABILITY
MedShare architecture is scalable, that means it can involve
more hospitals with their legacy EHR systems, which
includes three steps: 1) A data extractor regularly extracts
shared data from legacy systems and converts them into a
unified data format. 2) HashMap are used to index the patient
information in the public cloud, which is regularly synchro-
nized with the EHR sharing component. 3) The authentica-
tions of the legacy EHR system are wrapped as RESTFul
web service, which is connected to the unified EHR sharing
system. MedShare is highly reliable, the deployed patient
index component can be dynamically scaled to satisfy the
performance requirements based on the nature of scalability
and reliability of cloud techniques. The details of evaluation
and demonstration are in sections V.

C. RESOURCE SHARING WORKFLOW
The high-level EHR sharing workflow involves many cooper-
ating entities. The patient sees a doctor in an arbitrary hospital
H1 among HC, KW and UH. An EHR is generated and stored
in the respective legacy EHR system of H1. A scheduler
regularly triggers to checks for the update on a particular
EHR. This also synchronizes the shared EHRs located in the
legacy EHR systems by updating the corresponding indexes
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FIGURE 6. Seeing a doctor by requesting all the hemodialysis records of a patient.

on the patient indexing server. This allows a patient to see
a doctor in another hospital H2 who would now have access
to the shared EHRs. At the time of requesting old EHRs of
the patient, the doctor must be authorized by both the current
hospital H2 and the patient.

To understand the graphical notations used in the paper,
non-familiar readers are referred to UML specification. How-
ever, for brevity, we provide the names and functions of the
used notations in Fig. 3. Fig. 6 presents the detailed system
usage scenario of the communication taking place between
the actors and the EHR system. We use the component
sequence diagram that allows to graphically show how the
system components can interact with each other. Considering
the proposed architecture, Fig. 6 contains two dependent
processes: a) two-way authorization, and b) to locate EHR
records and their transmission to another care provider.

1) TWO-WAY AUTHORIZATION
A doctor of HC is authorized through the authentication
service in their working hospital (Please refer to Steps 1,
2, 3, 4 in the diagram), and then the doctor runs the EHR
queries on a patient data (Step 5). The patient then authorizes
this request by scanning their ID card, the validity of ID
card will be authenticated through the Resident Identification
Authority (RIA) (Step 6, 7, 8, 9, 10).

2) LOCATE AND TRANSFER EHRs
The locate request can then be sent to the patient indexing
center if the two-way authorization process successfully com-
pletes (Step 11). If the patient data is distributed over multiple
locations (e.g., KW and UH), the query retrieves all the
relevant index entries (Step 13). Finally, the data transmission
request may be sent to one or more hospitals in the list
(Step 14). Once the data transfer (Step 16) is completed in
EHR sharing client of HC, the requested EHRs are displayed

to the doctor (Step 17). The transactions are recorded in the
log database for post-event analysis (Step 12, 15). This is
important in case of a privacy and security breach. If the
patient has EHRs in more than one hospital, the operations
(Step 14, 15, 16) will be run in parallel for each of remote
hospitals.

The systematic and precise use, as well as the understand-
ing of UML notations for the specification of the workflow
and resource sharing is based on our long term fundamental
research on the rCOS3 formal model-driven method of object
and component-based systems. The semantics of the UML
notations are formally defined in rCOS, including use case
diagrams, class diagrams, sequence diagrams, interfaces and
component diagrams. The formalization is essential for vali-
dation and verification of the system.

D. DATA MODEL AND PATIENT INDEXING
After discussed the use cases and workflow of distributed
EHR sharing, the relevant entities and relations are described
in Fig. 7. There are five entities: patient, EHR, hospital,
patient index, and EHR index. Patient and EHR indexes are
stored in the public cloud. Other entities are in the hospitals.
One patient owns many EHRs, and EHRs are located in pri-
vate cloud of the hospital. Patient Index contains the relation
between patient and EHR, EHR Index contains the relations
between EHRs and hospital. This domain model supports the
functionalities of the distributed EHR sharing, which makes
doctor find the desired EHRs of the patient through those
indexes.

The patient indexing component stores all the references
of the shared EHRs to facilitate data queries from the partic-
ipating hospitals, i.e. requesters and providers. A requester
poses a data location query to the patient index component

3https://en.wikipedia.org/wiki/RCOS_(computer_sciences)
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FIGURE 7. MedShare data model.

without a direct connection with a peer hospital. This is
represented as 99K with a locate EHRs label and shows the
dependency between components in Fig. 5. The label transfer
EHRs provides access to the real data. The indexing compo-
nent stores only the unique reference for each shared EHR,
without any physical data relocation taking place from the
original source. This approach offers twomain advantages: 1)
huge data synchronization burden is alleviated and 2) cyber-
security attacks and other threats from the internal users are
minimized.

The HashMap technique is employed for patient indexing
that includes a relationship between a patient and the EHR
with the location. However, we leave it to the healthcare
providers to decide about the segments of data to be indexed.
Obviously, only the references are not enough. We need to
store in the indexing server some attributes of a shared EHR
that are not privacy-sensitive, as tags, alongwith the reference
to the EHRs. The indexing server is then able to respond to
queries based on these tags. Typically, the tags should include
the source location, the encoded patient number, the date and
time and the type of the EHRs. On the principle of facilitating
queries while complying privacy policies, it also analyzes
which set of tags is to be opened to the indexing server may
be pre-negotiated between stakeholders.

There are two main reasons not to use central storage
for patient data: 1) a hospital must push all the shared data
into the data center before EHR sharing if the data center
stores all data and 2) the local data should frequently be
synchronized with the indexing server. That will lead to a
huge synchronization burden to the data center because of
enormous size of data. For example, imagine the CT scan
examination report that may contain more than 1GB of data.

E. DATA QUERY STRUCTURE
As mentioned above, a data query includes two steps:
1) locating an EHR, and 2) the data transfer procedure.
An EHR is located by a query, followed by the output.
Hereunder, we illustrate this by using an example, which
further will be detailed in the implementation section. Below,
we provide the query attributes that includes patient identity,
choosing the range of dates, EHR type and which hospitals to
query.

Input Parameters for Locating:

Output:

Note that the retrieved ID in above is used to access a
particular EHR resource through Transfer EHR service as
shown in the Fig. 5.

Input Parameters for Transferring:

The desired output is shown in a simplified way as follows.
The output shown below is integrated into the graphical user
interface of our toolset.

Output:

F. PROTECTING AGAINST CYBER ATTACKS
Patient data is highly sensitive which requires a carefully
crafted security policy. Moreover, relocating data in the data
exchange process involves a wide-range of data security
threats, including the misuse of sensitive information. Med-
Share approach to data security begins with storing indices of
all patient data into the trusted public cloud of a public health-
care provider. The actual data is stored in the private clouds
of the hospitals. Our proposed approach includes a two-
way authorization process to protect data from cyber-security
attacks. EHR sharing request is only permitted and initiated
by a doctor internally, and the request must be authorized by
the patient and the data provider. The authentication process
for doctors is implemented using the Role-based Access Con-
trol (RBAC) in the private cloud. The authorization mecha-
nism is achieved by scanning patient’s ID card, which are then
authenticated by the public cloud of the Resident Identifi-
cation Authority (RIA). Therefore, the authorization process
combines both the private and public clouds. This two-way
authentication is enforced to take patient consent and protect
critical medical resources from outsiders. In a worst scenario,
if the patient indexing server is compromised, the hashed
patient identities are highly likely to remain protected and
unidentifiable. Furthermore, secondary use of data by a doc-
tor is not allowed as per the rules. Finally, all the operations
in the resource sharing process are logged and stored to be
able to investigate data breaches and perform audit services.

V. SYSTEM PROTOTYPING AND EVALUATION
We have presented a technique that allows to share and access
patient data in a controlled environment. MedShare imple-
ments the following four layers to develop a working system.

A. MEDSHARE IMPLEMENTATION STACK
1) DATA INFRASTRUCTURE LAYER
The data infrastructure, as in Fig. 8, uses MongoDB [1] for
data storage which is a NoSQL database. It is also a non-
relational database. To deal complexity of medical records,
it requires to have an adaptable data format to facilitate easy
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FIGURE 8. MedShare implementation stack.

data transformations across multiple sources. This approach
overcomes the bottlenecks of traditional databases. Mon-
goDB also helps achieving mutability and scalability features
for an EHR system.

2) TECHNICAL FRAMEWORK LAYER
All the components described in our architectural models
are implemented by the lightweight Java EE framework
Spring [13]. The required two-way authorization service in
the legacy EHR system is implemented as a RESTFul web
service by NodeJS [35] and JSON Web Token (JWT) [17].
A RESTful service can be defined as a means to hold query
parameters. Contrary to JavaEE, NodeJS has the advantage of
utilizing low resources to support high concurrency as well as
scalable to industrial problems. JWT is a compact, URL-safe
approach for representing claims between two communicat-
ing nodes. JWT provides the foundation of authentication
service to RESTful web services. Thus, these two techniques
guarantee the reliability and safety of the authentication
process.

3) DISCOVERY AND INFORMATION EXCHANGE
SERVICES LAYER
This layer has three Spring MVC services and two web
services for authentication and synchronization. The Locate-
Service, which is implemented using Spring MVC frame-
work, identifies the required EHR location from the patients
indexed in the MongoDB data infrastructure. The Locate-
Service locates the EHRs based on the search conditions
and transmits it to the doctor. The DataAccess is technically
similar to LocateService but functions differently. It retrieves
patient data from an identified source. The Authentication-
Service provides the authorization service to the patient when
a doctor requests for a specific EHR. The authentication
also requires a service that integrates legacy EHR system
into the authentication process. The SynchronizationService
timely triggers the replication of the shared EHRs and updates
the indexes in the patient indexing server. The LogService
provides the log and tracking services to avoid data breach
and trace irregularities. The authentication component is

FIGURE 9. Locating a resource.

deployed in all the networked hospitals. The EHR query
component is also deployed in the connected hospitals pro-
viding data transmission service, and also in the patient
indexing server to support the location identification service.
The SynchronizationService is deployed in the hospitals and
data center to replicate shared EHRs and update indexes.
The LogService is deployed on all servers because logs are
generated and stored in the patient indexing server and all the
other hospitals.

4) FRONT-END MEDICAL RESOURCE SHARING LAYER
This layer combines all the described layers. It directly
uses the services available in the discovery and information
exchange services layer. Using the front-end, an end-user can
pose a query to the shared EHRs resources, and to retrieve
a list of resources against a specific patient. The Audit ser-
vice holds the system users accountable for their action in
the system. By this, a doctor can distributively retrieve all
the relevant records of a patient among all the participating
hospitals while preserving patient privacy.
MedShare is freely available to download and reuse. The

source code of the system is uploaded on GitHub.4

B. PROTOTYPE DEMONSTRATION
Let us assume that a doctor in HC hospital requests all the
hemodialysis records of a patient named Yang Yingying.
This scenario is depicted in Fig. 9 that provides a list of the
hemodialysis records of Yang Yingying. The each record can
individually be viewed by the doctor by clicking the Details
link. For instance, the EHR corresponding to Sep 30, 2017,
is shown in Fig. 10. The output includes two types of infor-
mation: 1) the patient information, and 2) their hemodialysis
records.

In order to monitor and track accessed data, MedShare
allows the administrator to track the logs and investigate the
specific operations performed by the users on a patient record.
For example, when the auditor needs to trace the accessed
EHR of a patient with ID 0221, the system can show the data
accessed between two dates, as demonstrated in Figure 11.
Our system demonstrates that it can support medical data
interoperability between the hemodialysis centers in Macau
without compromising the patient privacy. All the improperly
accessed data will also be revealed to the administrator.

4https://github.com/yylonly/medshare

VOLUME 6, 2018 46957



Y. Yang et al.: Medshare: Novel Hybrid Cloud for Medical Resource Sharing Among Autonomous Healthcare Providers

FIGURE 10. A detailed hemodialysis report.

FIGURE 11. Auditing access to a medical resource.

C. EVALUATION RESULTS
Our prototype implementation of MedShare is deployed in
three private clouds named HC, KW, UH and one public
cloud called PI. Private clouds are hosted on three Dell T630
servers with Docker installed. The Dell server configurations
are Intel(R) Xeon(R) CPU E5-2603, 16GB DDR4 memory,
1TB 7200 RPM Hard Disk, and 1000MB Ethernet connec-
tion. Public cloud is hosted on Google Cloud with standard
machine type n1-standard-1. Apache JMeter5 is used for
load-testing of its functional behavior and measuring the
performance, which is installed on iMac with Intel Core i7,
16GB DDR3 memory, 512 SSD, 5G WiFi connections to the
router. Router has 100MB bandwidth to ISP, and 1000MB
bandwidth to Dell server. The EHR data are retrieved from
hemodialysis center of Kiang Wu hospital, and generated
testing data for other two hospitals.

To test scalability and reliability of MedShare platform,
it underwent three types of load-testing. In our testing sce-
nario, we had 100,000 hemodialysis records with 4000 con-
currency clients by default.

5https://jmeter.apache.org

TABLE 2. The result on different concurrency clients.

TABLE 3. Performance analysis against access modes.

1) CONCURRENCY TESTING
We conducted load testing with different number of con-
currency clients within 120 seconds. The performance is
shown in Table 2. Concurrency Clients represent the con-
current number of clients in MedShare. Total Queries is the
total number of data requests posed to MedShare. Response
Time is the average response time during the load testing.
Timeout represents the percentage of query requested that
MedShare refuses to response beyond 10 ms. Throughput
is the number of requests that are processed per second.
Bandwidth is the maximum rate of data transfer measured
in kilobytes per second. For clients from 1000 to 3000,
MedShare has less than 0.1% query timeout. When the num-
ber of clients was increased from 4000 to 5000, MedShare
has 0.14% to 0.42% request timeout. In average, JMeter
sends 29,764 queries messages to MedShare, the average
response time is 1,782ms, the timeout is 0.12%, throughput is
1,782.20 queries per seconds, and bandwidth is 4693.34 kilo-
bytes per second. The results indicate thatMedShare can keep
low timeout rate and response time even with a large number
of concurrent clients. It thus demonstrates that MedShare can
reliably be deployed and used to assist with sharing EHRs
among autonomous but connected healthcare provider.

We also conducted load tests on each of the access modes
to understand bottlenecks of the system. The result is shown
in Table 3 that lists the access modes such as accessing
the home-page of the system, authorization, login, locating
records, and fetching particular a medical record. We observe
that the query records step has the highest response time
and timeout rate because it requires exchange of medical
records across the integrated private clouds of the hospitals.
The response time and timeout rate keep low in the other
steps. Therefore, the efficiency and reliability highly depends
on the privates clouds of the hospitals.

2) SCALABILITY OF COMPUTING RESOURCES
MedShare components are implemented as Docker con-
tainers that is highly scalable by the auto-scaling mech-
anism (e.g., to scale CPU resources) of Docker in the
cloud. It reduces the response time and increases throughput.
To demonstrate auto-scaling mechanism, we scale each com-
ponent of MedShare up to three replicas with three CPU units
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TABLE 4. Analyzing the performance relative to CPUs and Replicas.

TABLE 5. Size of datasets.

in the hybrid cloud. The result of 5000 concurrent clients is
shown in Table 4. When scaling CPU and replica from one
to three, the average response time is largely reduced from
3,051 ms to 831 ms, and the timeout rate is decreased from
0.42% to 0.01%. It demonstrates that MedShare can be scaled
up to a significant number to support scalability.

3) DATASET SCALABILITY
Varying amounts of datasets were also tested, as shown
in Table 5. Records ranged from 100 to 100,000 per dataset.
The average noted response time was 2,362 ms, 0.105%
timeout, and 1,838.53 throughput. The results show that the
response time and timeout were stable for varying sizes of
datasets. That also demonstrates that MedShare is highly
robust with low variations in the performances. Thus, load
testing shows that MedShare is highly scalable and reliable
for EHR sharing in a hybrid cloud environment.

D. DISCUSSION AND LIMITATIONS
The MedShare platform is a scalable and reliable solu-
tion as a hybrid cloud for medical resource sharing among
autonomous healthcare providers without compromising
patient privacy. The main components include a two-way
authorization process, integration of the legacy systems
with independent EHRs storage, and locating a requested
EHR through privacy-preserving mechanism such as hashed
indexes. However, it has some limitations: 1) its reliability
highly depends on the public cloud as EHRs can only be
located through the public cloud. However, it can be allevi-
ated by the nature of scalability and reliability provided by
a cloud. 2) The extra costs are needed to implement data
transformers from a specific EHR format of a hospital to
the unified data format. The authentication service needs to
be wrapped as a RESTful web service to communicate with
MedShare. For this, we envision to extend our work providing
automated tools to help with developing transformers and
wrappers in the near future.

VI. CONCLUSION AND FUTURE PERSPECTIVES
We presented a generic solution for improving com-
munication between autonomous healthcare providers by

implementing a novel hybrid cloud architecture appropriately
access and securely share a patient’s medical information
electronically. The legal and functional constraints in our
implemented system play a supervisory role. We successfully
negotiated a common data model to facilitate the autom-
atization process while mitigating technical challenges in
the form of conventional tools and technologies. Applying
a standardized data format, such as HL7, also becomes a
daunting task because of bilingual patient data storage, for
example, both English and Chinese languages were being
used by the healthcare professionals. MedShare ensured
that participating healthcare providers have confidence in
the developed system by owning and controlling their own
data.

Our experience suggests that a gradual integration of a
legacy EHR system into a cloud environment is essential.
Healthcare provides are greatly concerned with patient pri-
vacy, which is now considered a foundation for modern
healthcare systems. MedShare preserves patient privacy by
a two-way authorization process that collects patient con-
sent before making the data available through the public
and private clouds. To integrate patient consent into a data-
sharing scenario, our system takes the advantage of national
identification cards to be swiped by patients to record their
authorization consent. All patients in a hospital are uniquely
identified by their identities that are hashed in the data index-
ing process. The patient indexing technique enables a secure
data exchange environment without moving data to the public
cloud. Thus, it significantly helps develop a sense of coop-
eration and collaboration among the connected healthcare
operators.

Our future work includes developing an intense audit-
ing process over shared personal medical data. To this end,
we also aim to study potential attacks on the deployed system.
In data sharing scenarios where multiple languages are used
to store, process and communicate data, choosing a single
language becomes a bottleneck making it complex to apply
a unified data format. We intend to investigate these issues
further, also how to extend our system to support multiple
languages in it. This would require some additional work in
natural language processing, requiring to resolve syntactic
and semantic conflicts. We also aim to increase the number
of hospitals in our interoperable resource sharing network.
We also plan to report our findings on the scalability and
openness of the system. Robust evaluation studies are needed
to evaluate non-functional aspects of the system, including
heterogeneity, resourcemanagement, transparency, and open-
ness and performance analysis.
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