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ABSTRACT Order-revealing encryption is a useful cryptographic primitive that provides range queries
on encrypted data since anyone can compare the order of plaintexts by running a public comparison
algorithm. Most studies on order-revealing encryption focus only on comparing ciphertexts generated by
a single client, and there is no study on comparing ciphertexts generated by multiple clients. In this paper,
we propose the concept of multi-client order-revealing encryption that supports comparisons not only on
ciphertexts generated by one client but also on ciphertexts generated by multiple clients. We also define
a simulation-based security model for the multi-client order-revealing encryption. The security model is
defined with respect to the leakage function which quantifies how much information is leaked from the
scheme. Next, we present two specific multi-client order-revealing encryption schemes with different leakage
functions in bilinear maps and prove their security in the random oracle model. Finally, we give the
implementation of the proposed schemes and suggest methods to improve the performance of ciphertext
comparisons.

INDEX TERMS Bilinear maps, multi-client order-revealing encryption, order-revealing encryption,

symmetric-key encryption.

I. INTRODUCTION

Today, a large amount of the users’ data is collected and
stored in cloud servers to provide various services utilizing
this personal data. Recently, as the concern of privacy issues
in personal data has increased, it has been an important issue
to safely store personal data in a cloud server and to prevent
it from being leaked. The simplest way to solve this problem
is to perform data encryption. However, it is difficult for the
cloud server to provide ordinary services such as keyword
searches, range queries, and numeric operations on encrypted
data since plaintexts are transformed to random ciphertexts.
In order to overcome this problem, advanced encryption
schemes that support computation on encrypted data such
as homomorphic encryption and functional encryption have
been actively studied [1], [2]. However, it is difficult to pro-
vide efficient services using them since these schemes are
somewhat inefficient.

One way to allow efficient computation on encrypted
data while providing privacy of user data is to consider
an efficient encryption scheme that allows only a limited
operation such as a search or range query. Searchable sym-
metric encryption (SSE) is a kind of symmetric-key encryp-
tion that supports keyword searching on encrypted data [3].

Order-preserving encryption (OPE) and order-revealing
encryption (ORE) are special kinds of symmetric-key encryp-
tion that can be used for efficient range queries over encrypted
data by comparing ciphertexts without decrypting these
ciphertexts. An OPE scheme is a deterministic encryption
scheme, which encrypts plaintexts in numeric values to gen-
erate ciphertexts in numerical values by maintaining the order
of plaintexts, so that the order of plaintexts can be com-
pared by simply comparing the order of ciphertexts [4]-[6].
An ORE scheme is a probabilistic encryption scheme hav-
ing ciphertexts of arbitrary values, and the order of plain-
texts can be compared by running a public comparison
algorithm on ciphertexts [7]-[10]. The first ORE scheme of
Boneh et al. [7] provides the best possible security, but it is
inefficient since it uses heavy cryptographic tools such as
multi-linear maps. Recently, several practical ORE schemes
have been proposed but these schemes inevitably leak some
information on plaintexts in addition to the comparison
result [8]-[10].

All of the previous ORE studies only considered to com-
pare ciphertexts generated by a single client. However, in a
real environment, it is necessary to compare ciphertexts
generated by multiple clients if these clients handle related
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plaintexts. For example, we consider a scenario where stu-
dents are divided into multiple classes to take lectures taught
by different instructors. In this case, the grades of each class
are encrypted by the encryption key of each instructor, but
if necessary, the grades of these different classes should be
comparable without decryption. As another example, we can
consider a scenario in which patients are treated by different
physicians in a hospital and their medical data are encrypted
and stored with the secret keys of physicians. In this case,
a physician may want to compare the medical data of patients
that he or she has treated with the medical data of other
patients that have been treated by other physicians for medical
research purposes. To support these scenarios, a compari-
son key must be provided that can compare the encrypted
data generated by multiple clients and this comparison key
should be provided only to an authorized user. We call the
ORE scheme that supports comparison operations not only
on ciphertexts generated by one client but also on cipher-
texts generated by different clients, as the multi-client order-
revealing encryption (MC-ORE) scheme.

We note that an MC-ORE scheme can be easily
derived from a multi-input functional encryption (MI-FE)
scheme [11]. That is, if each ciphertext slot of an MI-FE
scheme is related to the client index of an MC-ORE scheme
and an MI-FE private key for the comparison function on two
ciphertexts is provided as an MC-ORE comparison key, then
we can build an MC-ORE scheme from an MI-FE scheme.
However, this approach is not practical because an MI-FE
scheme for general functions requires heavy cryptographic
tools such as multi-linear maps or indistinguishable obfusca-
tion.

A. OUR RESULTS

We summarize the contributions of this paper which include
the notion of MC-ORE and two practical MC-ORE schemes
with limited leakage in bilinear maps.

1) DEFINITION

We first introduce the notion of MC-ORE by extending the
concept of ORE [7] to additionally support the comparison
operation on ciphertexts which are generated by multiple
clients. In an MC-ORE scheme, each client creates cipher-
texts by encrypting plaintexts with his/her secret key and
anyone can publicly compare the order of two ciphertexts
generated by a single client similar to the functionality of
ORE. In addition to this basic functionality, it supports the
comparison operation of two ciphertexts created by different
clients if an additional comparison key for two clients is
given. Note that the comparison of two ciphertexts generated
from different clients is not a public operation since a com-
parison key given from a trusted center is needed to prevent
the leakage resulting from these comparisons. To define the
security model of MC-ORE, we follow the security model
of ORE that allows the leakage [9]. In this work, we give a
simulation-based security model for MC-ORE with a leak-
age function L. Informally, this definition states that if an
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adversary can obtain information from ciphertexts of clients’
plaintexts (ji,m1), ..., (jg, my) where ji is the index of a
client, then it can be inferred from L((j1, my), ..., (jg, my)).
One difference between our security model and that of ORE
with the leakage is that the adversary can query many com-
parison keys for different clients. To handle this comparison
key query, we define the static security model which requires
that the adversary should first specify a set of corrupted client
indices.

2) BASIC CONSTRUCTION

Next we propose two realizable MC-ORE schemes with dif-
ferent leakage functions. Our first MC-ORE scheme concep-
tually follows the design principle of the ORE scheme of
Chenette et al. [9] that encrypts each bit of a plaintext by
using a pseudo-random function (PRF) that takes a prefix of
the plaintext as an input. However, it is not easy to extend
an ORE scheme that uses a PRF to an MC-ORE scheme that
supports the comparison operation for different clients since
the outputs of PRF with different client’s keys are random
values. To solve this difficulty, we use an algebraic PRF
in bilinear groups which is defined as PRF(x) = H(x)*
where H is a hash function and s is a PRF key [12]. Sup-
pose there is a single client and the client creates ciphertexts
C=HK?'Hx+1)and C' = (Hx')*, Hx' + 1)) for
plaintexts x and x’ in binary values by using a secret key s.
A user can publicly check whether x + 1 = x’ or not by
comparing H(x + 1)* = H(x")* from two ciphertexts. Now
suppose there are two clients with different secret keys s and
s" and clients create ciphertexts C = (H(x)*, H(x + 1)*) and
C' = (HK) ,Hx' + 1)) for plaintexts x and x’ in binary
values respectively. To compare two ciphertexts generated by
different clients, a user first receives a comparison key CK =
(2™, 8" from a trusted center and checks whether x 4+ 1 =
x’ or not by comparing e(H (x + 1)*, gw”’) = e(HX)*, ™).
To extend the comparison of binary values to large values,
we modify the encoding method of Chenette ef al. [9] that
uses the prefixes of a plaintext. Let m = x| x2 - - - x, € {0, 1}"
be a plaintext. For each i € [n], the encryption algorithm
encodes two strings E; o = x1 x2---xi—1[|0 x; and E; | =
x1 x2 -+ -xi—1]|(0 x; + 1) and evaluates C; o = H(E; o)’ and
Ci1 = H(E;1)’. For example, the third bit of m = 101 is
encoded as Ez o = 10]|01 = 1001 and E3; = 10]|(01 +
1) = 10]|]10 = 1010. The ciphertext is formed as CT =
({Ci.0, Ci1}ie[n))- Note that we have m < m’ if there is the
smallest index i* such that the prefixes of two plaintexts with
i* — 1 length are equal and x; + 1 = x/.. We prove the
security of our first MC-ORE scheme in the simulation-based
(SIM) security model with a leakage function that reveals the
comparison result as well as the most significant differing bit.

3) ENHANCED CONSTRUCTION

Our second MC-ORE scheme is the enhanced version of
the first MC-ORE scheme that reduces the leakage due to
the comparison of ciphertexts generated by a single client.
In our first scheme, a ciphertext was simultaneously used for
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two purposes: ciphertext comparisons in a single client and
ciphertext comparisons between different clients. In the sec-
ond scheme, we divide the ciphertext into two parts and treat
each ciphertext part differently. That is, the first ciphertext
part is only used for ciphertext comparisons in a single client,
and the second ciphertext part is only used for ciphertext
comparisons between different clients. For the first ciphertext
part, we can use any ORE scheme that has the reduced
leakage [8], [10]. For the second ciphertext part, we con-
struct an encrypted ORE (EORE) scheme by modifying our
first MC-ORE scheme. In the EORE scheme, an (encrypted)
ciphertext is created by first generating a ciphertext of the first
MC-ORE scheme and then encrypting it with a public-key
encryption scheme. Unlike the first MC-ORE scheme, this
EORE scheme does not allow ciphertext comparisons in a
single client since ciphertexts are securely encrypted. How-
ever, it allows ciphertext comparisons between different
clients since it can derive the original ciphertexts of the first
MC-ORE scheme if a comparison key is provided by the
trusted center. Therefore, there is no leakage from the second
ciphertext part and the leakage only depends on the first
ciphertext part if comparison keys are not exposed. We prove
the SIM security of our second MC-ORE scheme under the
external Diffie-Hellman assumption.

4) IMPLEMENTATION

Finally, we implement our MC-ORE schemes and evaluate
the performance of each algorithm. The proposed MC-ORE
scheme provides single-client comparison and multi-client
comparison algorithms. In the MC-ORE scheme, the most
computationally expensive algorithm is the multi-client com-
parison algorithm since it requires two pairing operations
per each bit comparison until the most significant differing
bit (MSDB) is found. To improve this multi-client compari-
son, we present other comparison methods and compare the
performance of these suggested methods. The first method is
a simple method that performs the comparison sequentially
from the ciphertext element of the most significant bit to that
of the least significant bit. It is efficient when the MSDB
exists in the higher bits, but it is inefficient when the MSDB
exists in the lower bits. The second method is a binary search
method that uses a binary search instead of a sequential
search to find the MSDB location. This method performs
approximately log n computations to find the MSDB location
where n is the length of a plaintext. The third method is a
hybrid method that combines multi-client comparisons and
single-client comparisons. This method can improve the per-
formance of ciphertext comparisons between multiple cipher-
texts by performing one multi-client comparison and many
single-client comparisons.

B. RELATED WORK

1) ORDER-PRESERVING ENCRYPTION

The concept of OPE was introduced by Agrawal et al. [4]
in the database community, and this is a symmetric-key
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encryption scheme that supports efficient comparison opera-
tions on ciphertexts since the order of plaintexts is maintained
in ciphertexts. The security model of OPE was presented
by Boldyreva et al. [5], and it is called indistinguishabil-
ity under ordered chosen plaintext attack (IND-OCPA). The
security notion of IND-OCPA says that an adversary can not
obtain any information from ciphertexts except the order of
underlying plaintexts. However, the ciphertext space of OPE
is required to be extremely large to satisfy this IND-OCPA
security. To achieve this IND-OCPA security, several variants
of OPE such as mutable OPE have been proposed, but most
of them are inefficient since they require stateful encryption
and an interactive protocol [13]-[15].

2) ORDER-REVEALING ENCRYPTION

Boneh et al. [7] introduced the notion of ORE which is
a generalization of OPE where the order of plaintexts can
be publicly compared by running a comparison algorithm
on ciphertexts. They also proposed a specific ORE scheme
that achieves the IND-OCPA security by using multi-linear
maps, but this scheme is quite impractical. Chenette et al. [9]
constructed the first practical ORE scheme by encrypting
each bit of messages using pseudo-random functions. They
showed that their scheme achieve a weaker security model
of ORE that reveals additional information of underlying
plaintexts in addition to the order of plaintexts. After the
work of Chenette et al., many ORE schemes were proposed to
reduce the additional leakage. Lewi and Wu [10] constructed
an IND-OCPA secure ORE scheme only for small plain-
text spaces by decomposing the encryption algorithm into
two separate functions, left encryption and right encryption
where the right encryption achieves the IND-OCPA secu-
rity. Cash et al. [8] constructed an ORE scheme with reduced
leakage by using property-preserving hash functions in bilin-
ear maps. Although this ORE scheme achieves to reduce the
leakage, it is inefficient due to the larger size of ciphertexts
and the pairing operation.

3) ATTACKS ON ORE

Naveed et al. [16] explored inference attacks on encrypted
database columns to recover messages against ORE-
encrypted databases. These attacks usually use the order and
frequency of plaintexts and auxiliary information such as
plaintext distribution. Durak et al. [17] and Grubbs et al. [18]
proposed improved inference attacks of Naveed et al. in sev-
eral ways and additionally presented leakage-abuse attacks
against ORE schemes with the specified leakage. Both attacks
showed that the leakage of ORE can be effectively used to
recover more accurate plaintexts than that was theoretically
analyzed.

Il. MULTI-CLIENT ORDER-REVEALING ENCRYPTION

In this section, we define the syntax and the security model
of multi-client order-revealing encryption by extending those
of order-revealing encryption.
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A. NOTATION
Let [n] be the set of {1,...,n} and [k, n] be the set of
{k,...,n}. Let emp(m, m’) be a comparison function that

returns 1 if m < m' and returns 0, otherwise. Let ind(m, m’)
be an index function that returns the index of the most sig-
nificant differing bit between plaintexts m and m’ of n-bits
and returns n + 1 if m = m’. Let prefix(m, i) be a prefix
function that takes as input a plaintext m = xy xp---x, €
{0, 1}" and an index i and returns x| x; - - - x;—1 as the prefix
of x;.

B. ORDER-REVEALING ENCRYPTION
Order-revealing encryption (ORE) is a special kind of
symmetric-key encryption that supports a comparison oper-
ation on encrypted data by using a public procedure [7].
In ORE, a client creates ciphertexts of plaintexts by using
his/her secret key SK and uploads these ciphertexts to a
remote database. After that, anyone can compare the order of
two ciphertexts CT and CT’ by using a public comparison
algorithm. The following is the syntax of ORE given by
Chenette et al. [9].

Definition 1 (ORE): An ORE scheme consists of three
algorithms, Setup, Encrypt, Compare which are defined over
a well-ordered domain D as follows:

o Setup(1*). The setup algorithm takes as input a security
parameter A and outputs a secret key SK.

o Encrypt(m, SK). The encryption algorithm takes as
input a plaintext m € D and the secret key SK and
outputs a ciphertext CT.

e Compare(CT, CT’). The comparison algorithm takes
as input two ciphertexts CT and CT' and outputs a
comparison bit b € {0, 1}.

The correctness of ORE is defined as follows: For all SK
generated by Setup and any CT, CT’ generated by Encrypt
on plaintexts m, m', it is required that Compare(CT, CT') =
cmp(m, m').

The best possible security of ORE, which is IND-OCPA,
was defined by Boneh et al. [7]. The simulation-based secu-
rity of ORE with additional leakage £ was defined by
Chenette et al. [9].

C. MULTI-CLIENT ORDER-REVEALING ENCRYPTION
Multi-client order-revealing encryption (MC-ORE) is an
extension of ORE that supports comparison operations not
only between ciphertexts generated by a single client but
also between ciphertexts generated by different clients.
In MC-ORE, each client of an index j creates ciphertexts of
plaintexts by using his/her secret key SK; which is given by
a trusted center. Anyone can compare two ciphertexts CT;
and CTj’ generated by the single client by using a public
comparison algorithm as the same as in ORE. In addition,
a client can compare two ciphertexts CT; and CT} generated
by different clients with different indices j and & if the client
obtains a comparison key CKj ; from the trusted center. The
syntax of MC-ORE is given as follows.
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Definition 2 (MC-ORE): An MC-ORE scheme consists
of six algorithms, Setup, GenKey, Encrypt, Compare,
GenCmpKey, and CompareMC, which are defined as
follows:

o Setup(1*, N). The setup algorithm takes as input a secu-
rity parameter A and the number of clients N € N and
outputs a master key MK and public parameters PP.

o GenKey(j, MK, PP). The key generation algorithm takes
as input a client index j € [N, the master key MK, and
the public parameters PP. It outputs a secret key SK; for
the client index j.

o Encrypt(m, SK;, PP). The encryption algorithm takes as
input a plaintext m € D, the secret key SKj, and the
public parameters PP. It outputs a ciphertext CT;.

o Compare(CT;, CTJ.’, PP). The comparison algorithm
takes as input two ciphertexts CTj, CTj/ of the same
client index j and the public parameters PP. It outputs a
comparison bit b € {0, 1}.

o GenCmpKey(j, k, MK, PP). The comparison key gen-
eration algorithm takes as input two client indices
J, k, the master key MK, and the public parame-
ters PP. It outputs a comparison key CK;y for two
clients.

o CompareMC(CT;, CT,é, CKj, PP). The multi-client
comparison algorithm takes as input two ciphertexts
CT;, CT; of two client indices j, k, the comparison
key CKj, and the public parameters PP. It outputs a
comparison bit b € {0, 1}.

The correctness of MC-ORE is defined as follows: For all
PP, MK, {SKj}jcn| generated by Setup and GenKey, any
CK;j generated by GenCmpKey, and any CTj, CTj/ , CTY!
generated by Encrypt on plaintexts m, m', m", it is required
that:

Compare(CT;, CTj’, PP) = emp(m, m') and
CompareMC(CT;, CT{, CKj x, PP) = cmp(m, m").

The simulation-based security (SIM-security) model of
MC-ORE is defined with a leakage function which enables
quantifying any information inevitably leaked from the
scheme. Since the leakage is affected by whether comparison
keys are exposed, the leakage function Lg is defined with
respect to a set S of the revealed comparison keys. In the
real experiment, an adversary can access a comparison key
generation oracle to obtain any comparison key as well as
an encryption oracle to obtain any ciphertext of its choice
(ji, m;) where j; is the client index corresponding to the i-th
message m;. Eventually, the adversary outputs the deducing
result from the given information. In the ideal experiment,
the adversary also can obtain any comparison key and any
ciphertext, but all values are generated by the simulator which
has only the information derived from the leakage function
Ls((1, m1), ..., (jg, my)). The security is proved by showing
the outputs of two distributions are indistinguishable.

However, the leakage function is influenced by the order
of ciphertext queries and comparison key queries. When
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(j1,m1) and (j, my) are queried to the encryption oracle,
the simulator generates ciphertexts C7;, and C7j, with no
leakage if the comparison key CKj, ;, was not exposed. After
that, if the adversary requests CKj, j, causing the leakage
Ls((j1, m1), (j2, m2)), it can identify that there is something
wrong in the simulation of CT}, and CT},. That is, the sim-
ulator should have generated the ciphertexts by predicting
the leakage but it is difficult to simulate with such a flexi-
ble leakage function. In addition, when CKj, ;; and CKj, j,
are exposed, the simulator generates C7;, and CTj, with no
leakage since CKj, j, is not exposed. After that, if (j3, m3) is
queried to the encryption oracle, the simulator generates CT},
with the leakage Ls((j1, m3), (ja, m3)). Again, the adversary
can notice that the simulation of C7j, and CTj, is wrong.
Thus, we define the static version of the SIM-security model
in which a set S of revealed comparison keys and the cipher-
text queries are initially fixed. The static SIM-security model
of MC-ORE with the leakage function Lg is defined as
follows.

Definition 3 (Static SIM-Security With Leakage): For a
security parameter A, let A be an adversary and B be a
simulator. Let S = {(j, k)}jkev) be a set of index tuples
where CK; i is revealed and let Lg(-) be a leakage function.
The experiments of REAL%C'ORE (M) and SlM%Flé’OgE (L) are
defined as follows:

REALMCORE (3)
L (sta. S, (Gr.mp). -+, (g mg))) < A(1Y)
2. (PP, MK) < Setup(1*, N)
3. CK;; < GenCmpKey(j, k, MK, PP), ¥V(j, k) € §
4.forl <i<gq,
CTj; < Encrypt(m;, SKj;, PP)
5. Output (CTj,, - - -, Cqu) and st 4

SIMABL" (1)

L (sta. S, (Gromy), -+, (gs mg))) < A(1Y)
2. (stg, PP) < B(1*,N)

3. CKji < B(stp), V(. k) € S

4.forl1 <i<g,
(St[j’v CT]I) <~ B(StB’ ‘CS((ila m])a T (ii’ ml)))
5. Output (CTj,, - - -, Cqu) and st 4

We say that an MC-ORE scheme is ST-SIM secure if
for all polynomial-size adversaries A, there exists a
polynomial-size simulator B such that the outputs of the
two distributions REAL%C'ORE (M) and SlM%%’OERE (M) are
indistinguishable.

Remark 4: For § = {(j, k)}j ke of index tuples where
the comparison key CK; ;. is revealed, let Lg be the following
leakage function:

ES((jlv m1)3 ) (qu mq))
= {emp(my, m)) : 1 <i' <i < q,jy =jior . ji) € S}.

If an MC-ORE scheme is secure with leakage Lg, then it is
IND-OCPA secure.
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IIl. BASIC MC-ORE CONSTRUCTION
In this section, we propose our first construction of MC-ORE
with leakage and prove the ST-SIM security of our scheme.

A. ASYMMETRIC BILINEAR GROUPS

Let Ggs be a group generator algorithm that takes as input
a security parameter A and outputs a tuple (p, G, G, Gr, ¢)
where p is a random prime and G, G, and G be three cyclic
groups of prime order p. Let g and g be generators of G and
G, respectively. The bilinear map e : G x G — Gy has the
following properties:

1) Bilinearity: Vu € G,¥9 € G and Va,b € Z,,

e(®, PP = e(u, D).
2) Non-degeneracy: g € G, g € G such that e(g, 2) has
order p in Gr.
We say that G, G,Gr are asymmetric bilinear groups if the
group operations in G, G, and Gt as well as the bilinear map
e are all efficiently computable, but there are no efficiently
computable isomorphisms between G and G.

Assumption 5 (External  Diffie-Hellman, XDH):  Let
@, G, G, Gr, e) be a tuple randomly generated by Gus(1)
where p is a prime order of the groups. Let g, g be random
generators of groups G, G, respectively. The XDH assump-
tion is that the decisional Diffie-Hellman(DDH) assumption
holds in G. That is, if the challenge tuple

D=(p.G.G,Gr.e), 888" g") and T

are given, no PPT algorithm A can distinguish T = Ty =
g from T = T, = g° with more than a negligible

advantage The advantage of A is defined as AdVXD ) =

| Pr[A(D, To) = 0] — Pr[ A(D, T1) = 01| where the probabil-

ity is taken over random choices of a, b, c € Zj,.

B. CONSTRUCTION

Before we present our basic MC-ORE scheme, we first define
a leakage function for our scheme. Let N € N be the
maximum number of clients and S = {(j, k)}; ke be a set of
client index tuples where a comparison key CK; ;. is revealed.
A leakage function Ly is defined as follows:

‘CS((jlaml)» T (iQamq)) =
1<i <i<gq,jr=jior(,j) €S}

{emp(my, m;), ind(m;, m;) :

If § = @, then Lg becomes equal to the leakage function £
defined by Chenette et al. [9]. Otherwise, i.e. if S # @, some
comparison keys are revealed and it causes increased leakage.
Our basic MC-ORE scheme is described as follows:
MC-ORE.Setup(1*, N). This algorithm first generates bilin-
ear groups G, G, Gy of prime order p with group
generators ¢ € G and g € G. It chooses a random
exponent s; € Z, for all j € [N] and outputs a master
key MK = {sj}je(v) and public parameters PP =
((p,G,G,Gr,e),g & H)ywhere H : {0, 1}* > Gisa
full-domain hash function.

MC-ORE.GenKey(j, MK, PP). Let MK = {s{,---,
sy }. It outputs a secret key SK; = s;.

VOLUME 6, 2018



J. Eom et al.: MC-ORE

IEEE Access

MC-ORE.Encrypt(m, SK;, PP). Let m = x; xp---
x, € {0,1}" and SK; = s;. For each i € [n],
it computes C; o = H (prefix(m, /)[|0 x;)¥ and C; 1 =
H (prefix(m, i)||(0 x; + 1))¥ where || is the concatena-
tion of two bit strings. It outputs a ciphertext CT; =
({Ci.0. Ci1}iem)-

MC-ORE.Compare(CT;, CTj’, PP). For the same client
index j, let CT; = ({Cio, Ci1}icln)) and CTj/ =
({Ci/’o, Cl.” | Yie[n))- It first finds the smallest index i* such
that Ci= o # Ci/*,() by sequentially comparing C; o and
Ci/,()' If such index i* exists and Cj+, | = Cl.;’0 holds, then
it outputs 1. If such index i* exists and Cj+ o = Ci/*,l’
then it outputs 0. If no such index i* exists, then it
outputs 0.

MC-ORE.GenCmpKey(j, k, MK, PP). Let s; and s; be the
secret keys of client indices j and k. It chooses a random
exponent r € Z, and computes Ko = &', K1 = g"*.
It outputs a comparison key CKj ; = (Ko, K1).

MC-ORE.CompareMC(CT;, CT;, CK; i, PP). Let CT; =
({Ci0, Cittiemp) and CT = ({C], C} }iemy)- Let
CK;r = (Ko, K1). It first finds the smallest index i*
such that e(Cj+ o, K1) # e(Ci,*,o’ Kp) by sequentially
comparing e(C; o, K1) and e(Ci”O, Kp). If such index i*
exists and e(C 1, K|) = €(C£*’O,K()) holds, then it
outputs 1. If such index i* exists and e(Ci 0, K1) =
e(Ci’*’ 1» Ko), then it outputs 0. If no such index I* exists,
then it outputs 0.

C. CORRECTNESS

To show the correctness of the above scheme, we define
encoding functions Eg, E that take (i, m) as input and output
the encoded i-th bit of m = x1 - - - x, € {0, 1}"* as follows:

Ey(i, m) = prefix(m, )0 x;, E1(i, m)
= prefix(m, i)||(Ox; + 1).

The encoding functions satisfy the following conditions.
If m = m/, Eo(i,m) = Ey(i,m’) holds for all i € [n].
If m < m' and i* is the smallest index such that x;x # x/.,
then Ey(i, m) = Ey(i, m’) holds for all i < i* and Ey(i, m) #
Eo(i, m') holds for all i > i*, and especially, E|(i*, m) =
Eo(i*, m’) holds.

Let SK; = s; be the secret key of a client index j and
CT; = ({Cio. Cialiem) and CT] = ({C[y, G} }iepn) be
ciphertexts on messages m = xj x---x, € {0,1}" and
m = xj xy---x, € {0,1}". If m < m’, there must be the
smallest index i* such that x; = x/ forall i < i* and x;+ # x/..
Thus, we have that

Cio = H(Ey(i, m))¥ = H(Ey(i,m"))" = Ci/,O Vi < i
and
Cix,1 = H(E1(i*, m))¥ = H(Eo(i*, m"))¥ = Cj. .

Let SK; = s; and SK; = s; be the secret keys of two
client indices j and k, and CK;; = (Ko, K1) = (8%, 8"™)
be the comparison key. Let CT; = ({C;o, Ci1}ien)) and
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CT| = ({Ci”o, Ci/,l}ieln]) be ciphertexts on messages m and
m'. If m < m/, there must be the smallest index i* such that
x; = x] for all i < i* and x;+ # x/.. Thus, we have that
e(Ci 0, K1) = e(H(Eo(i, m))V, g™F) = e(H(Eo(i, m)), §)"™*
= e(H(Eo(i,m)*, V) = e(C] . Ko) Vi < i*

and

e(Ci,1, K1) = e(H(E (", m)¥, ™) = e(H(E\(i*, m)), )™

e(H (Eo(i*, m))*, §"7) = e(C o, Ko).

D. SECURITY ANALYSIS
We prove the security of the basic MC-ORE scheme with the
leakage function Lg in the ST-SIM security model. We define
a sequence of experiments from Hy corresponding to the real
experiment to H3 corresponding to the ideal experiment and
show that the outputs of two experiments are indistinguish-
able. At first, the ciphertexts of clients whose comparison
keys are not exposed are randomly generated. In the next
experiment, the ciphertexts of clients whose comparison keys
are exposed are generated with random values. Finally, in the
last experiment H3, the ciphertexts are simulated with respect
to the leakage function Lg, and consequently H3 corresponds
to the ideal experiment. The details are given as follows.
Theorem 6. The basic MC-ORE scheme is ST-SIM secure
with the leakage function Lg in the random oracle model if
the XDH assumption holds.

Proof: We prove the security of the basic MC-ORE
scheme through a sequence of hybrid experiments. The first
experiment is defined as the real MC-ORE security exper-
iment and the last one is defined as the ideal experiment
with the leakage function Lg in which the adversary has no
advantage. The hybrid experiments Hp, H;, H», and H3 are
defined as follows:

Hy: This experiment corresponds to the real world experi-
ment.

H;: This experiment is similar to Hy except that the cipher-
text CT; such that (j, /') ¢ S for any client index j is
generated by using random elements.

H;: This experiment is similar to H; except that the cipher-
text CTj such that (j, /') € S for some client index ;' is
generated by using random elements.

Hj: In this experiment, the ciphertexts are generated with the
leakage function Lg and the rest are same to Hy. This
experiment corresponds to the ideal world experiment.

From the following Lemmas 8, 9, and 10 that claim the
indistinguishability of the above experiments, we have that
Hj and H3 are computationally indistinguishable. [ ]

Before we present additional Lemmas for the proof of the
above theorem, we define the encoded messages En(k, m) =
prefix(m, k)||Ox; and Ei(k,m) = prefix(m, k)||(Oxx + 1)
where m = x| -+ - x,, € {0, 1}". In addition, we introduce the
multi-external Diffie-Hellman assumption.

Assumption 7 (Multi-External - Diffie-Hellman, mXDH):
Let (p,G,G,Gr,e) be a tuple randomly generated by
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Gus(1*) where p is a prime order of the groups. Let g, g be
random generators of groups G, G, respectively. The mXDH
assumption is that if the challenge tuple

=((p.G.G,Gr,e). 8.8 g (g, g

are given, no PPT algorithm A can distinguish T =
To = ({gabi.l’ L a ’"}ze[t]) from T = T —
(g1, -, g% Yiern) wzth more than a negligible advan-
tage. The advantage of A is defined as Adv"XPH ()
|PrLAD, To) = 0] — Pr[AD,T)) = O] where the
probability is taken over random choices of a, (b; 1, - - - , bi n),
(Ci,1s -+ s Cin) € Ly foralli € [t].

This mXDH assumption is equivalent to the XDH assump-
tion since the challenge tuple of mXDH assumption can be
obtained from the XDH assumption by using the random
self-reducibility property [19].

Lemma 8: The hybrid experiments Hy and Hy are compu-
tationally indistinguishable to the polynomial-time adversary
assuming that the mXDH assumption holds.

Proof: To prove this lemma, we additionally define
a sequence of hybrid experiments Hy = Hpo,Ho 1, ...,
Hjy ; = H; for some g as follows.

Ho ,:Let! = (1, -- -, jy) be atuple of challenge clientindex.
For all j; € I such that (j;, %) ¢ S, letj}, - - - ,j;; el be
distinct client indices where ¢ < ¢q.LetSI,, = {i € [q] :
Ji = j:;} be an index set of same client indices where
i € [g]. In this experiment, we change the generation
of the u-th ciphertext set with the index set SI,. If £ <
W, the ciphertexts in the £-th ciphertext set with SI, are
changed to be random elements. Otherwise, the cipher-
texts in the £-th ciphertext set with SI, are generated by
running the normal encryption algorithm. Note that the
ciphertexts with the client index j; such that (j;, ) € S
in Hy ,—1 and Hp , are equally generated by running
the normal encryption algorithm.

bin }ie[t]) and T

Without loss of generality, we assume that (jj;, *) ¢ S. Sup-
pose there exists an adversary A that distinguishes Ho ,—1
from Hy,,, with non-negligible advantage. A simulator 5 that
solves the mXDH assumption using A is given: a challenge
tuple D = ((p. G, G, Gr. ). 8.8, 8", {g"1, -+, g }icr))
and T = ({X,',l, cee X,',gn}[e[,]). B interacts with A as
follows.

Let(st4, S, (G, m1), - -+, (jg, mq))) be the output of A and
SI,, be the target index set of jl’j. The simulator B first sets
the secret keys of all clients except the target client. For each
Jj# jz, it chooses a random exponent s; and sets SK; = ;. For
the target client index jy,, it implicitly sets SKj: = a. Now, B
can generate any comparison key CKj x for all tuple (j, k) € S
since it knows secret keys s; and s if (j, k) € S.

To handle hash queries, 3 maintains a random oracle table
Ty for the consistency of a simulation. Initially, 53 fixes some
hash queries for the simulation of the ciphertext with the chal-
lenge tuple (j;, m;) such that i € SI,,, which is output of A.
For the first message m1, 3 sets hy o = gb‘lk-l Jhey = gb”k
and adds the tuples (Eg(k, m1), hi o) and (Eq(k, my), hi 1) to
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the table Ty for all k € [n]. For each message m;, B first
finds the biggest index d = ind(m;, my) for any i/ < i and
finds tuples (Eo(k, my), ki, r.0)s (Er(k, my), hy, 1) from Ty for
all k € [d]. It sets hg o —hko,hk 1 _hk h forallk eld—1]
since Eg(k,my) = Eo(k,m;) and Ej (k m,/) = E(k, m).
If emp(m;, my) = 1, then Bsets hyo = & bia— YLhey = h 4.0

and otherwise, it sets g0 = h:1,1’ hg1 = gbf~2d. Next, it sets
heo = gP%=1, .y = ghiz forall k € [d + 1,n]. It adds
the tuples (Eo(k, m;), hy o) and (E(k, m;), hg,1) to the table
Ty for all k € [n]. After that, if a random oracle query for an
encoded message Eg(k, m) is requested for each g € {0, 1},
B first finds a tuple (Eg(k, m), h) on the table Ty . If the tuple
does not exist, then it chooses a random element 7 € G and
adds the tuple (Eg(k, m), h) to Ty. Finally it gives h to A as
a response.

To handle the creation of ciphertexts, B carefully uses the
hash table and the challenge elements in the assumption. Let
(G1,m1), -~ -, (jg, my)) be the challenge tuples. If (j;, %) €
S, then B simply creates a ciphertext by running the MC-
ORE.Encrypt algorithm with hash queries since it knows the
secretkey s;;. If (j;, *) ¢ S, then it means that i € SI, for some
£ € [g]. B creates a set of ciphertexts with the index set SI,
for each ¢ € [g] as follows:

o Case ¢ < pu: B creates the ciphertext for the index
i € SI; sequentially. For the smallest index i €
SI,, it chooses random elements Ry o, Rx,1 € G for
all k € [n] and creates CTj; = ({Rk,0, R, 1}ken))-
For the next index i, it first finds the biggest index
d = ind(m;, my) for any i/ < i It sets Cro =
C,L,O, Cv1 = Ck1 for all k € [d — 1] where
CTj,-r = ({CIL,O’ k, Vkem)- If emp(m;, my) = 1, then
it chooses a random element Ri0 € Gandsets Cyo =
Rg0,Ca1 = C&,o- Otherwise, it chooses a random ele-
mentRy, | € Gandsets Cg 0 = C[’“, Cg.1 = Ry.1. Next,
it chooses random elements Ry o, Ry,1 € G and sets
Cr,0 = Rk, 0, Ck,1 = Ry, forallk € [d+1, n]. It creates
the ciphertext CTj, = ({Cy,0, Ck,1}ke[n))- At last, it cre-
ates the £-th ciphertext set CTg;, = ({CTj, }iesr,)-

o Case ¢ = pu: B creates the ciphertext for the index
i € SI, sequentially. For the smallest index i € SIj,
B sets Cr.o = X1,2k—1, Ck,1 = X1, for all k € [n]
and creates the ciphertext CT;, = ({Cg,0, Ck,1}ke[n))-
For the next index i, B first finds the biggest index
d = ind(m;, my) for any i/ < i It sets Cro =

Cko, Cr1 = Ck1 for all k € [d — 1] where CT;, =
({Ck 0 Ck ke If cmp(ml,m,/) = 1, then it sets
Cio = X, 2d—1,Ca1 = Cd’0 and otherwise, it sets
Cio = CC’“,CLM = Xioq. Next, it sets Cxo =
Xiok—1, Ck,1 = Xiok forall k € [d + 1, n]. It creates the
ciphertext CTj, = ({Cx,0, Ck,1}ke[n)- At last, it creates
the p-th ciphertext set CTs;, = ({CTj;}iesi, ). Note that
it does not know the secret key a.

o Case ¢ > p: It creates the ciphertext set CTs;, by
running the MC-ORE.Encrypt algorithm with hash
queries.

VOLUME 6, 2018



J. Eom et al.: MC-ORE

IEEE Access

If 7 = ((gabl,l’ .. ’gabl,Zn)’ o (gabz.l, .. ’gabr,zn))’

then CTSIH are ciphertexts in Hg ,—1. Otherwise, CTSIM
are ciphertexts in Hp,. By the mXDH assumption,
two experiments Hp | and Hp , are computationally
indistinguishable. [ ]

Lemma 9: The hybrid experiments Hy and H; are compu-
tationally indistinguishable to the polynomial-time adversary
assuming that the mXDH assumption holds.

Proof: We additionally define a sequence of hybrid
experiments Hy = Hy o, Hy 1, -, H; ; = Hp for some q
as follows.

H; ,: Let I = (j1,---,jq) be a tuple of challenge client
index and let j,j/ € I be co-related indices if
(,/) € S or there exist {ki}icy < I such that
G, k1), k1, k), -+, (ky—1, kn), (kn,j') € S for any n €
[g —2]. LetRI, = {i € [¢] : jis are co-related indices}
be an index set of co-related client indices where © €
[¢]. In this experiment, we change the generation of the
p-th ciphertext set with the index set RI,. If £ < u,
the ciphertexts in the £-th ciphertext set with RI, are
changed to be random elements. Otherwise, the cipher-
texts in the £-th ciphertext set with RI, are generated by
running the normal encryption algorithm. Note that the
ciphertexts with the client index j; such that (j;, x) ¢ S
in Hy ;1 and H; , are equally generated by using
random elements.

Suppose there exists an adversary .4 that distinguishes
H; ,_1 from H; , with non-negligible advantage. A simu-
lator BB that solves the mXDH assumption using A is given:
a challenge tuple D = ((p, G, @, Gr,e), g, 8, &%, {gb"vl, cee
gbi’z’l}ie[;]) and T = ({Xi,h cee Xi,Zn}ie[t])- B interacts with
A as follows.

Let(st4, S, (G, m1), - -+, (g, my))) be the output of A and
RI, be the target index set. The simulator B first sets the
secret keys of clients as follows. For each j = j;, if i ¢ RI,,
it chooses a random exponent s; € Z, and sets SK; = s;.
Otherwise, it chooses a random exponent s; € Z;, and implic-
itly sets SK; = as;. Then, B3 can generate a comparison key
CKj = (8", g"*) for each tuple (j, k) € S with the help of
arandom exponent r € Z,, though it does not know a.

To handle hash queries, B maintains a random oracle
table Ty for the consistency of a simulation. This simulation
is same to the proof of the Theorem 8 except that B fixes
some hash queries for the simulation of the ciphertext with
the challenge tuple (j;, m;) such that i € RI,,.

To handle the creation of ciphertexts, B carefully uses the
hash table and the challenge elements in the assumption. Let
(G1,m1), -~ -, (jg, my)) be the challenge tuples. If (j;, ) ¢ S,
then B creates a ciphertext by using random elements as in
Hy ;1. If (i, ) € S, then it means that i € RI, for some
£ € [q]. B creates a set of ciphertexts with the index set RI,
for each £ € [g] as follows:

o Case ¢ < pu: B creates the ciphertext for the index

i € Rl sequentially. For the smallest index i € Rlp,
it chooses random elements Ry o, Rx,;1 € G and com-
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putes Cyo = k()’Ckl = Rl for all k € [n].
It creates CTj;, = ({Ck,0, Ck, 1}ke[n]) For the next index
i, B first finds the biggest index d = ind(m;, my) for
any i < i and computes s = s /sj,. It computes
Cro = C'ho.Cr1 = C'y forall k € [d — 1] where
CT;, = ({C,i 0 ,il}kE D). If emp(m;, my) = 1, then
it chooses a random element Ri0 € G and computes
Cio = RdO’ Ciq1 = c” 4.0° Otherwise, it chooses
a random element Rs1 € G and computes Cg9 =
c” AL Ci1 = R . Next, it chooses random elements
Rio,Ri1 € G and computes Cy g = R}ijfo, Cr1 = Rlijjl
for all k € [d + 1, n]. It creates the ciphertext CTj, =
({Ck,0, Ck,1}ke[n))- At last, it creates the £-th ciphertext
set CTry, = {CTj;}icri,-

o Case ¢ = u: B creates the ciphertext for the index
i € RI, sequent1ally For the smallest 1ndex ieRl,, B
computes C o = X1 ok—1> Ck,1 = 1 2k for all k € [n]
and creates the 01phertext CT, = ({Ck 0> Ck,1}ke[n))- For
the next index i, B first fmds the biggest index d =
ind(m;, my) for any i/ < i and it computes s = 8j; /SJ}'/'
It computes Cy o = C'} o, Ck,1 = C'y  forallk € [d —
1] where CT;, = ({C,i’o, C//c,1}k€[nl)~ If emp(m;, my) =
1, then B computes Cy 9 = ijéd 3 Ca1 = C'yq and

12
otherwise, it computes Cg 0 = c’ d.1s Ci1 = ijéd

Next, it computes Ci o = Xl 2k 1 Cr1 = Xl 2k for all
k € [d + 1, n]. Then, it creates the c1phertext CT;, =
({Ck.0, Ck.1}kern))- At last, it creates the p-th ciphertext
set CTRIM = {CTj,.}ieRIM. Note that it does not know the
secret key a.

o Case £ > p: It creates the ciphertext set CTg;, by

running the MC-ORE.Encrypt algorithm with hash

queries.
If T = ((gab]'l s Ty gahl,Zn)7 ceey (gah”l LA gabfvz")), then
CTgy, are ciphertexts in Hj ,—;. Otherwise, CTg, are

ciphertexts in Hy ;. By the mXDH assumption, two exper-
iments H; ;,_1 and H; ,, are computationally indistinguish-
able. [ ]

Lemma 10: The hybrid experiments Hy and H3z are
indistinguishable to the polynomial-time adversary with the
leakage function Lg in the random oracle model.

Proof:  Suppose there exists an adversary A that
distinguishes Hy from Hj3 with non-negligible advantage.
We construct an efficient simulator B for which the two
distributions H, and Hj are statistically indistinguishable.

Let (st 4, S, (i1, m1), - - -, (jg, mgq))) be the output of A. B
first outputs random public parameters PP with the initial
state st3. It selects a random secret key SK; = s; € Z, for
each client index j € [N] and it can generate any comparison
key CK; i for (j, k) € S since it knows all secret keys.

To handle hash queries, 3 maintains a random oracle table
Ty for consistency of the simulation. If a random oracle query
for Eg(k, m) is requested for each 8 € {0, 1}, B first finds the
tuple (Eg(k, m), h) from the table Ty . If the tuple does not
exist, then it chooses a random element 2 € G and adds the
tuple (Eg(k, m), h) to Ty . Finally it gives & to A as aresponse.
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To handle the creation of ciphertexts, B also maintains a
ciphertext table Tcr for consistency of the simulation. Let
I = (j1,--- ,jy) be a tuple of challenge client index. For all
Ji € I'suchthat (j;, %) ¢ S, letj], - - - ,jZI € I be distinct client
indices and SI,, = {i € [q] : ji = j},} be an index set of same
client indices where u € [g;]. For all j; € I such that (j;, *) €
S,let RI, = {i € [q] : jis are co-related indices} be an index
set of co-related client indices where w € [g2]. B simulates
the creation of a set of ciphertexts with a client index set
SI,, or RI, by using st and Ls((j1, m1), -, (g, my)) as
follows:

o For the creation of the ciphertexts with each set SI,,, B

initiates the ciphertext table Tcr. For the smallest index
i € SI,, B chooses random elements (ck,0, ck,1) €
G x G and sets (Ck,0, Cr,1) = (ck.0,ck,1) for all
k € [n]. It adds the tuple (i, (C]ﬁ(), C1,1), e, (CI‘I,Oa Cn,]))
to Tcr and creates CTj;; = ({Ci,0, Ck,1}ke[n)- For
the next index i € Sl it creates the ciphertext
sequentially as follows. It first finds the biggest index
b = ind(m;, my) for any i < i and then finds a
tuple (7, (C/I,O’ c/l’l), A (C;LO, CI/M)) from the table T¢r.
If b = n+ 1, it sets (ck0, k1) = (c}c,o, 02,1) for all
k € [n]. If not, it proceeds the following steps 1) — 3):
1) Ttsets (ck.0, Ck.1) = (C;c,()’ C;c,l) forallk € [b—1].
2) It chooses random elements (ck.0,ck.1) € G x G
forallk € [b+ 1, n].
3) If emp(m;, my) = 1, it sets ¢ = Cg;,o and
chooses a random element ¢, o € G. Otherwise,
it sets cp0 = Cz,l and chooses a random element

Cp,1 € G.
Then, B creates CT;, = ({ck,0,Ck,1}ke[n)) and adds
the tuple (i, (CI,O, C1’1), .oy (en0,cn1)) to Ter. At last,

it creates the ciphertext set CTs;, = ({CT};}iest,)-

« For the creation of the ciphertext with each set RI,, B
initiates the ciphertext table Tcr. For the smallest index
i € RI,, B chooses random elements (ck,0, ck,1) €
G x G and computes (Cy.0, Cx.1) = (CZ"O, cZ"l) for all
k € [n]. It adds the tuple (7, (c1,0, ¢1,1), - - -, (Cn,0, Cn,l))
to Tcr and creates CTj;;, = ({Ci,0, Ck,1}ke[n))- For
the next index i € RI,, it creates the ciphertext
sequentially as follows. It first finds the biggest index

b = ind(m;, my) for any i < i and then finds a
tuple (7, (0/1,0’ c/l’l), e (C;z,O’ 62,1)) from the table Tcr.
If b = n+ 1, it sets (ck0,Ck1) = (c}(’o,cﬁc’l) for

all k € [n]. If not, it proceeds the steps 1) — 3)
described in the creation of the CTSIM. Then, B com-

putes (Cro0.Cr1) = (¢, ¢’ for all k € [nl.
It creates CTj; = ({Cx,0, Cx,1}ke[n)) and adds the tuple
(@, (c1,0,¢1,1), - .-, (€n,0, Cn,1)) to Tcr. At last, it creates

the ciphertext set CTgy, = ({CT};}ieri,)-

CORRECTNESS OF THE SIMULATION

To show the correctness of the simulation, we prove that the
distributions ((CTSI1 e CTSI;“ ), (CTRI1 s CTRI,—Iz ))
and ((CTSI1 ey CTSI(.]1 ), (CTRII ey CTRIEQ )) of the
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ciphertexts output in H, and H3 are statistically indistinguish-
able and the outputs of random oracle are properly simulated.
We have to show that the following conditions hold.

o VC € [q1], V¥ € [q2], CTgy, and CTgy,, are distributed
independently. L
° Vle [(~]1],V€/ (S [Z]z], CTSI( = CTSQ and CTRIZ/ =
CTRIE/-
The first condition is simply proved since each ciphertext
for SIy and RI, are simulated independently. Next, we use
induction to prove that the second condition holds. For each
¢ € [q1] (or £ € [q2]), let CTs;, = (CTy,---,CTy) and
CTs;, = (CTy,---, CT,) (or CTg;, = (CTy, --- , CT;) and
CTgy, = (CTy,-- -, CT;)). Obviously, the statement is true
for i = 1. Assume that it is true for i — 1 and we prove that
(CTy,...,CT;) = (CTy, ..., CT;). The detailed description
is provided in Appendix.

In addition, suppose that the tuple (Eo(k, m), h) is in Ty
and (i, (c1,0, €1,1)s - - - » (Cn,0, Cn.1)) 1s in T for some i such
that m; = m. By the Lemmas 8 and 9, A can not find out
that & and ¢y ¢ are different. This completes the correctness
of simulation. |

E. EXTENSIONS
We present several extensions of our basic MC-ORE scheme
to overcome their shortcomings.

1) REDUCING TRUST ON THE CENTER

The basic MC-ORE scheme has the problem that a cen-
ter should be fully trusted because it generates the secret
keys of individual clients and comparison keys of differ-
ent clients. The existence of a trusted center is very strong
constraint and it is costly to ensure the security of such a
center in reality. One way to reduce trust on the center is
that each client himself selects a secret key and securely
transfers the corresponding information to the center instead
of having the center owns the secret keys. That is, each
client chooses its secret key s; and securely sends g% to the
center, and then the center can generate a comparison key
CK = ((g%)", (g")") by using g%, g received from clients
and a random exponent r. In this case, the center only can
generate comparison keys, but it can not generate client’s
ciphertexts since it does not have the secret keys of individual
clients.

2) REMOVING THE TRUSTED CENTER

Unlike the previous ORE schemes, our basic MC-ORE
scheme requires a center to generate secret keys of individ-
ual clients and comparison keys between different clients.
Although we suggested a method to reduce trust on the
center, we cannot remove the ability of the center to gen-
erate comparison keys. Note that if a comparison key is
exposed, a malicious client can compare any ciphertexts
between two clients by using the exposed comparison key.
One idea to securely generate a comparison key even after
the center is completely removed is that two clients perform

VOLUME 6, 2018



J. Eom et al.: MC-ORE

IEEE Access

a cryptographic protocol to share the same random value g"
which is used to create g% and g"**. The simplest way to
non-interactively share the random value is to use a hash func-
tion. That is, two clients with indices j and k generate H (j| k)%
and H (j|| k)** respectively, and transmit these values to a third
client. Note that these values are a valid comparison key since
H (j|| k) corresponds to g" for some random exponent .

IV. ENHANCED MC-ORE CONSTRUCTION

In this section, we propose our second construction of
MC-ORE with reduced leakage and prove the ST-SIM secu-
rity of our scheme.

A. CONSTRUCTION

In the basic MC-ORE scheme, both ciphertext comparisons
in a single client and between different clients leak the most
significant differing bit as well as the result of the compar-
ison. Although there are some ORE schemes with reduced
leakage [8], [10], it is difficult to extend those schemes to
support comparisons on ciphertexts generated by different
clients. To build an MC-ORE scheme with reduced leakage,
we divide the ciphertext into independent two parts such that
the first part only supports ciphertext comparisons in a single
client, and the second part only supports ciphertext com-
parisons between different clients. For the first part, we use
any ORE scheme with reduced leakage. For the second part,
we construct an encrypted ORE (EORE) scheme by modi-
fying our basic MC-ORE scheme so that it can not be used
for ciphertext comparisons in a single client. If the second
part has no leakage until a comparison key is provided, only
the reduced leakage of the ORE scheme affects the overall
leakage.

1) ENCRYPTED ORE
We first construct an EORE scheme by modifying our basic
MC-ORE scheme. The syntax of EORE is very similar to
that of MC-ORE defined in Definition 2 except that the
comparison algorithm is excluded. The ciphertext of the
EORE scheme is created by first generating a ciphertext of
the basic MC-ORE scheme and then encrypting it with a
public-key encryption scheme. The comparison key of the
EORE scheme includes additional elements that decrypt the
encrypted ciphertext to obtain the comparison form of the
basic MC-ORE scheme. The ciphertext comparison is per-
formed in a similar manner to the basic MC-ORE scheme.
Let § = {(j, k)}j ke be a set of index tuples where the
comparison key CK; ; is revealed. A leakage function E?ORE
is defined as follows:

‘C§0RE ((]17 ml), R (iqv mq))
= {emp(my, my), ind(my, m;) : 1 <i' <i<gq, (v, ji) € S}.

Our EORE scheme with leakage LgORE is given as follows:
EORE.Setup(1*, N ). This algorithm first generates bilin-
ear groups G, G, Gr of prime order p with group
generators ¢ € G and ¢ € G. It chooses ran-
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dom exponents s;j,a; € Z, and computes h; = g%
and hj = g% for all j € [N]. It outputs a mas-

ter key MK = ({sj, flj}je[N]) and public parameters
PP = ((p,G, G, Gr, e), g & {hj}jen1, H) where H :
{0, 1}* — G is a full-domain hash function.
EORE.GenKey(j, MK, PP). Let MK = ({s1,---,sn},
{fll, cee ﬁN}). It outputs a secret key SK; = ;.
EORE.Encrypt(m, SK;, PP). Let m = x| x2---Xx;, €
{0, 1}" and SK; = s;. For each i € [n], it com-
putes Fio = H(prefix(m,)||Ox;)¥ and F;; =
H (prefix(m, i)||(0 x; + 1))¥. For each F;p, it selects
a random exponent ¢ € Z, and computes C;po =
Fi,bh; and C;p 1 = g'. It outputs a ciphertext CT; =
({Cib,0- Cip 1 Yiemy.bel0.1))-
EORE.GenCmpKey(j, k, MK, PP). Let s; and s; be the
secret keys of client indices j and k. It chooses a random
exponent r € Z, and computes Ko o = 8", Ko,1 = ler;'i
andK; 0= 8", K1 = iz;S" . It outputs the comparison
key CK; ;. = ({Kp,0, Kb, 1}pe(0,1))-
EORE.CompareMC(CT;, CT], CK; , PP). Let
CT; = ({Cipo, Cina)) and CT{ = ({C}, 0. Clp i)
for i € [n] and b € {0,1}. Let CKj; =
({Kb,0, Kp,1}peio,13). It first finds the smallest index i*
such that e(Ci 0,0, K1,0)/
e(Cir 0,1, K1,1) # e(C ¢, Ko,0)/e(Cii 1, Ko,1) by
sequentially comparing these values from an index
0 to n. If such index i* exists and e(Cj 1.0, K1,0)/
e(Cra1, K1) = e(Cl o, Ko0)/e(Cli g 1, Ko, 1)
holds, it outputs 1. If such index i* exists and
e(Ci» 0,0, K1,0)/e(Cix 01, K1,1) = e(Cii | o, Ko,0)/
e(CI./*_l’l, Ko.1), then it outputs 0. If no such index i*
exists, then it outputs 0.

Remark 11: The leakage function LgORE is same to the
leakage function Ls of the basic MC-ORE scheme except
that it excludes the condition jy = j;. It means that the
basic MC-ORE scheme leaks the comparison result between
ciphertexts of a single client, but the EORE scheme does not
leak any information before the comparison key is revealed.

2) MULTI-CLIENT ORE
Now we construct an enhanced MC-ORE scheme by com-
posing any ORE scheme with reduced leakage and the above
EORE scheme. As mentioned before, the ciphertext of the
enhanced MC-ORE scheme consists of two parts such that
the first part is created from the ORE scheme and the second
part is created from the EORE scheme.

Let LjORE be the leakage function of the underlying ORE
scheme corresponding to the client index j and EfORE be the
leakage function of our EORE scheme. A leakage function

£§4C’0RE is defined as follows:
‘C{S“/[C_ORE ((]] ) ml)a Tt (jq, mq))
= {LI,ORE(m,-I,... ,m,-p)u,/;gozeE j=ji = =jip}.

where the sequence sets M; = {m,, - - - , m;, } satisfy (| M; =
¢ and (JM; = {my,--- ,my}. Here, if S = (J, meaning that
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any comparison key is not revealed, then EIS” C-ORE becomes
equal to the reduced leakage functions {EjORE } for each j.
Otherwise, if § # @), to achieve reducing the leakage,
the ORE scheme is restricted from having no leakage beyond
the leakage of the EORE scheme for the same client. That
is, E?C'ORE will be at most £EORE . Our MC-ORE scheme
with leakage Lg” C-ORE that combines an ORE scheme and
our EORE scheme is described as follows:

MC-ORE.Setup(1*, N). It obtains MKgogr and PPgore
by running EORE.Setup(1*, N) and outputs MK =
MKrore and PP = PPgoRE.

MC-ORE.GenKey(j, MK, PP). It runs ORE.Setup
(1*) and EORE.GenKey(j, MK , PP) to obtain SKorE
and SKgorg j, respectively. It outputs a secret key
SK; = (SKorkE j, SKEORE j)-

MC-ORE.Encrypt(m, SK;, PP). Let SK; = (SKogrg,j
SKeorej). It first obtains OC; and EC; by run-
ning ORE.Encrypt(m, SKogg ;) and EORE.Encrypt
(m, SKgogE j, PP) respectively. It outputs a ciphertext
CT; = (0C;, EC)).

MC-ORE.Compare(CT;, CTj/ , PP). Let CT; = (OC;j, EC))
and CTj’ = (OC; , ECJ() for the same client index j.
It returns ORE.Compare(OC;, OCJ./ ).

MC-ORE.GenCmpKey(j, k, MK, PP). Let SK; and SKj
be the secret keys for the client indices j and k.
It outputs the comparison key CKj; by running
EORE.GenCmpKey(j, k, MK, PP).

MC-ORE.CompareMC(CTj, CT}, CKj i, PP). Let CT; =
(OC;, EC)) and CT] = (OCy, EC}). It returns the result
of EORE.CompareMC(EC;, EC;, CK;, PP).

B. CORRECTNESS

For the ciphertext comparisons in a single client, the correct-
ness follows from that of the underlying ORE scheme. For
the ciphertext comparisons between different clients, the cor-
rectness is shown as follows. Let SK; = s; and SK; = s¢
be the secret keys of client indices j and k, and CKj; =
(Ko.0. Ko,1. Ki.0.Ki1) = (&, Iy’ &, ™) be the com-
parison key of (j, k). Let EC; = ({Ci,0. Cip.1}icinl.be(0.1))
and EC| = ({Cl.”b,o, C,{,h’l}ieln],be{o,l}) be ciphertexts on
messages m and m'. If m < m’, there must be a smallest
index i* such that x; = x; for all i < i* and x;+ # x/.. Then
we have that

e(Ci 0,0, K1,0)/e(Ci0,1, K1,1)

= e(H (Eo(i, m) ., ") /e(g', ™)

= e(H (Eo(i,m))* b, g™ /e(g" ")
e(Ci 0.0+ Ko,0)/e(Cl g 1. Ko.1) Vi < i¥,
x e(Cix 1,0, K1,0)/e(Cix 1,1, K1,1)
e(H(E\(i*, m)“h}, &) /e(g', I™)
e(H(Eo(i*, m))* h , ") /e(g" , )
= e(Ci/*,O,O’ KO,O)/e(C,'/*,o,l , Ko, 1)-
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C. SECURITY ANALYSIS

We now prove the security of the enhanced MC-ORE scheme

with the leakage function L¥<-ORE in the ST-SIM security

model. We begin by giving a high-level overview of the
security proof. We define a sequence of experiments from

Hj corresponding to the real experiment to Hy correspond-

ing to the ideal experiment and show that the outputs of

two experiments are indistinguishable. Since the ciphertext
is divided into two parts: the ORE ciphertext OC, and the

EORE ciphertext EC, the hybrid experiments are also defined

separately. At first, the ORE ciphertexts are simulated only

with the leakage functions £PRE. In the next experiment,
the EORE ciphertexts of clients whose comparison keys
are not exposed are randomly generated. Then, in the next
experiment, the EORE ciphertexts of clients whose compar-
ison keys are exposed are generated with random values.

Finally, in the last experiment Hy, the EORE ciphertexts of

clients whose comparison keys are exposed are simulated

with respect to the leakage function £§ORE , and consequently

H, corresponds to the ideal experiment. The details are given

as follows.

Theorem 12: The enhanced MC-ORE scheme is ST-SIM
secure with the leakage function £ISVIC'ORE in the random ora-
cle model if the ORE scheme is SIM secure with the leakage
Sfunction LORE  the basic MC-ORE scheme is ST-SIM secure
with the leakage function Lg, and the XDH assumption holds.

Proof: We prove the security of our enhanced MC-ORE
scheme through a sequence of hybrid experiments. The first
experiment is defined as the real MC-ORE security experi-
ment and the last one is defined as the ideal experiment with
the leakage function Eg/l C-ORE in which the adversary has no
advantage. The hybrid experiments Hy, Hy, Hy, H3, and Hy
are defined as follows:

Hjy: This experiment corresponds to the real world experi-
ment.

H;: In this experiment, the ORE ciphertexts OC; are gener-
ated with the leakage function EJQRE and the rest are
same to Hp. We have that Hy and H; are indistin-
guishable if the underlying ORE scheme is secure with
respect to the leakage function LORE

Hj: This experiment is similar to H; except that the EORE
ciphertext EC; such that (j, /') € S for any client index
J' is generated by using random elements.

Hj3: This experiment is similar to Hy except that the
EORE ciphertext EC; such that (j,j) € S for
some client indices ;' is generated by using random
elements.

Hy: In this experiment, the EORE ciphertext EC;; such that
(ji,j) € S for some client indices j is generated with
the leakage function ,C?ORE and the rest are same to
Hj3. This experiment corresponds to the ideal world
experiment.

From the following Lemmas 13, 14, 15, and 16 that claim
the indistinguishability of the experiments, we have that Hg
and Hy4 are computationally indistinguishable. [ ]
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Lemma 13: The hybrid experiments Hg and H; are
computationally indistinguishable to the polynomial-time
adversary if the underlying ORE scheme is SIM secure with
the leakage function LORE.

Proof: The proof of this lemma is simple since a
ciphertext CT; consists of two independent part OC; and EC;.
A simulator can use the simulator of the ORE scheme for
the generation of OC; and it can generate other elements
in EC; by the randomly chosen master key of an EORE
scheme. ]

Lemma 14: The hybrid experiments Hy and Hy are com-
putationally indistinguishable to the polynomial-time adver-
sary assuming that the mXDH assumption holds.

Proof: To prove this lemma, we define a sequence of
hybrid experiments Hy = Hy o, Hy 1, --- ,H; 4 = Hj as
follows.

H; ,: In this experiment, we change the generation of the
p-th ciphertext if (j,, *) ¢ S.If i < p and (j;, *) ¢ S,
the i-th EORE ciphertext EC;; is generated by using
random elements. Otherwise, the i-th EORE ciphertext
EC;j; is generated by running the normal encryption
algorithm. Note that H; ;| and H, , are trivially
equal if (j;, x) € S.

Without loss of generality, we assume that (j,, *) ¢ S. Sup-

pose there exists an adversary A that distinguishes Hj ,—1

from H; , with non-negligible advantage. A simulator B that
solves the mXDH assumption using A is given: a challenge
tuple D = ((.G,G,Gr,e), g, 8 8% 8", -+, g") and

T =Xy, -, Xp,). Binteracts with A as follows.

Let (st4, S, ((j1, m1), - -+, (jg, my))) be the output of A.
The simulator B first sets the public parameters correspond-
ing to the client index. For each j € [N], if j # j., S chooses
a random exponent «; € Z, and computes h; = g%. For the
target client j,, it sets h;, = g“. Next, for each j € [N], B
chooses a random exponent s; € Z, and sets the secret key
SK; = s;. It can generate the comparison key CKj ; for any
tuple (j, k) € S since it knows secret keys s; and si.

Let (j;, m;) be the i-th ciphertext query for a client index
ji- Let Eg(k,m) = prefix(m, k)||Ox;y and Ei(k,m) =
prefix(m, k)||(Ox; 4+ 1) be encoded messages where m =
x1---x, € {0, 1} If (j;, *) € S, then B simply creates a
ciphertext by running the EORE.Encrypt algorithm since it
know the secret key s;;. If (j;, *) ¢ S, then B creates the i-th
EORE ciphertext ECj; as follows:

e Case i < pu: It chooses random elements Ry o =
(R,0,0, Rk,1,0), Re,1 = (Ri,0,1, Re,1,1) € G x G for all
k € [n] and creates ECj; = ({Ry,0, Rk, 1}kefn)-

o Casei = p: For each 8 € {0, 1}, it computes Fy g =
H(Eg(k, m;))% for all k € [n]. For each Fy ¢ and Fy 1,
it sets Cr0 = (Fi,0 - Xok—1, g"%-1) and Cy,1 = (Fy,1 -
Xok, g"*) and creates ECj; = ({Cy 0, Ck, 1 Jreln)-

e Case i > pu: It creates the EORE ciphertext EC;, by
running the EORE.Encrypt algorithm.

IfT = (g1, ..., g%m), then ECj, is a ciphertextin Hy .
Otherwise, ECj, is a ciphertext in H; ;. By the mXDH
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assumption, two experiments H; , 1 and H; ,, are compu-
tationally indistinguishable. [ ]
Lemma 15: The hybrid experiments Hy and Hz are com-
putationally indistinguishable to the polynomial-time adver-
sary assuming that the mXDH assumption holds.
Proof: We additionally define a sequence of hybrid
experiments Hy = Hy o, Hy 1, -+, Hy ; = Hj for some q
as follows.

H; ,:Letl = (j1, - -, jq) be atuple of challenge client index
and RI,, = {i € [q] : jis are co-related indices} be an
index set of co-related client indices where 1 € [q].
In this experiment, we change the generation of the u-
th EORE ciphertext set with the index set RI,. If £ <
1, the EORE ciphertexts in the ¢-th ciphertext set with
RI, are changed to be random elements. Otherwise,
the ciphertexts in the ¢-th ciphertext set with RI, are
generated by running the normal encryption algorithm.
Note that the ciphertexts with the client index j; such
that (j;, *) ¢ S in H ,,_; and Hy ;, are equally gener-
ated by using random elements.

Suppose there exists an adversary .4 that distinguishes
Hj ,—1 from Hy , with non-negligible advantage. A simu-
lator B that solves the mXDH assumption using A is given: a
challenge tuple D = ((p, G, G, Gr,e), g, & g% {g"", -,
ghimYien) and T = ({Xi1,--, Xionbier). B runs the
simulator Bpyc-ore of the Lemma 9 as a subsimulator by
submitting the challenge tuple of the mXDH assumption.
Then B that interacts with A is described as follows.

Let (st4, S, ((j1,m1), - -+, (jg, mg))) be the output of A.
The simulator B first sets the public parameters correspond-
ing to the client index. For each j € [N], & chooses a
random exponent o; € Z, and computes h; = g*%. For
each tuple (j, k) € S, B obtains Cl(j{k = (Kp, K1) by run-
ning Bpyc-ore and computes the comparison key CK; i =
(Ko, Ko, K1, K}").

For the creation of the EORE ciphertexts with the client
index j; for i € Rly, B first runs Bpyc.ore and obtains
CT/l = ({Fk,0, Fk,1}ke[n))- For each F p, it chooses a random
exponent ¢ € Z, and computes Cy, = (Fi 5 - hj', g") where
b € {0, 1}. It creates EC;; = ({Ck,0, Ck,1}ke[n)) and hence
creates the EORE ciphertext set ECg;, = ({ECj;}icri,)

By the Lemma 9, two experiments H, ;,_ and H; ,, are
computationally indistinguishable. [ ]

Lemma 16: The hybrid experiments Hz and Hy are indis-
tinguishable to the polynomial-time adversary with the leak-
age function £§ORE in the random oracle model.

Proof:  Suppose there exists an adversary 4 that
distinguishes Hz from Hs with non-negligible advantage.
We construct an efficient simulator B for which the two
distributions H3 and Hy are statistically indistinguishable.
B runs the simulator Bpyc.ore of the Lemma 10 as a
subsimulator.

Let (st4,S, (G1,m1), -+, (jg, mg))) be the output of A.
The simulator B first sets the public parameters correspond-
ing to the client index. For each j € [N], B chooses a
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TABLE 1. Performance comparison between our MC-ORE schemes.

Scheme Encrypt (ms) Compare (ls) CompareMC (ms) |CT| |CK]|
Basic MC-ORE 458 1.65 356 21|G]| 2|G|
Encrypted ORE 107.4 58.2 > 4n|G| 4|G|
random exponent «j € Z, and computes i; = g%. For to find a subset of database that satisfies the range query.

each tuple (j, k) € S, B obtains CKjCk = (Kp, K1) by run-
ning Bpyc-ore and computes the comparison key CK; =
(Ko, Ko, K1, K}").

For the generation of the i-th EORE ciphertext EC;
with the client index j;, B first runs Bpyc.ore and obtains
CT/i = ({Fk,0, Fk,1}ke[n))- For each Fy p, it chooses a random
exponent ¢ € Z, and computes Cy , = (Fi 5 - hj', g") where
b € {0, 1}. It creates ECj; = ({C,0, Ck,1}ke[n])-

By the Lemma 10, the distributions (CTj’l, e CTj/q ) and
(le, ey ﬁjq) of the basic MC-ORE ciphertexts output
in Hy and H3 of the Theorem 6 are indistinguishable. Thus,
it can be easily derived that the distributions (ECjy, .. ., EC;j,)
and (ECj, ..., Equ) in H3 and Hy are also indistinguish-
able. Since OC; and EC; have been generated with respect to
EJ.ORE and E‘SEORE , Hy corresponds to the ideal experiment. W

V. IMPLEMENTATION

In this section, we measure the performance of our MC-ORE
schemes and compare various ciphertext comparison meth-
ods. Our implementation is entirely written in C and employs
a 224-bit MNT curves from the PBC library for pairing oper-
ations. We run our implementation on a laptop with 4GHz
Intel Core 17-6700K CPU and 16GB RAM.

A. PERFORMANCE OF MC-ORE

We evaluate the runtime of Encrypt, Compare, and Com-
pareMC algorithms for 32-bit integers and the benchmarks
averaged over 100 iterations are given in Table 1. Compared
to the basic MC-ORE scheme, the encrypted ORE scheme
takes more time to run each algorithm and the size of the
ciphertext and the comparison key is about twice as large.
The reason why the encrypted ORE scheme is less efficient
is that its Encrypt algorithm runs the Encrypt algorithm of
the basic MC-ORE scheme as a subalgorithm and the Com-
pareMC algorithm requires twice as many pairing operations
as the basic MC-ORE scheme. This shows that although the
security of the MC-ORE scheme is improved by reducing
the leakage, at the same time, the efficiency is decreased.
We note that the runtime of the Compare algorithm and
the accurate size of the ciphertext of the enhanced MC-ORE
scheme depend on the underlying ORE scheme.

B. RANGE QUERY METHODS

One possible application of MC-ORE is a range query for
an encrypted database, in which case a database server must
perform the multi-client comparison algorithm many times
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Suppose that a database sever keeps each client database D; €
[R1M that store ciphertexts generated by a client with index j
where the database consists of maximum M values each in
the range [R]. A client with an index k may request a range
query by giving CT’ on a plaintext m’ encrypted with SKj to
find a subset of ciphertexts in D; less than m'. If the server
has a comparison key CKj y, then it can answer the query
by simply running the multi-client comparison algorithm M
times. However, this naive method is very slow since M
multi-client comparison operations are required. Therefore,
we need better methods to handle range queries by using
comparison operations more efficiently.

We present two additional methods and compare
these methods with the simple method described before.
The detailed explanation of each method is given as
follows.

o Simple Method. The simple method simply runs the
CompareMC algorithm M times. Recall that the Com-
pareMC algorithm tries to find the MSDB from the
higher bit to the lower bit sequentially. If the MSDB is
located in higher bits, then the comparison operation is
considerably efficient. On the other hand (if the MSDB
is located in lower bits), the comparison operation is
relatively slow.

o BinSearch Method. The binary search method uses
a modification of the CompareMC algorithm that
finds the MSDB more efficiently by using binary
searching instead of sequential searching. Let CT =
{Ci0, Ci1}ien) be one ciphertext in a database Dj
and CT' = {Ci”o, Ci/,l}ie["] be a ciphertext created
by a client with k. A server with a comparison key
CK; ;. = (Ko, K) first checks whether e(Cy /2,0, K1) and
e(C,’l 12,00 Kp) are equal or not. If the values are equal,
it checks again whether e(C3,/4,0, K1) and e(Cén /4,0° Ko)
are equal since the MSDB is in the range [n/2 + 1, n].
On the other hand, if the values are not equal, it checks
whether e(Cy/4,0, K1) and e(C,;/4’0, Kp) are equal since
the MSDB is in the range [1, n/2]. By repeating this
process log n times, the server can find the MSDB. Since
the database contains at most M entries, it runs this
modified comparison algorithm M times.

o Hybrid Method. The hybrid method uses the Com-
pareMC algorithm and the Compare algorithm
together since the Compare algorithm is fast and it can
compare the order of ciphertexts in a database which are
created by a single client. Let CT; be a ciphertext on a
message m; in a database D; and CT’ be a ciphertext
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TABLE 2. Performance comparison between range query methods.

R Simple Method (s) BinSearch Method (s) Hybrid Method (s)
28 11.50 479 2.46
216 8.19 4.84 1.73
224 5.90 4.89 1.27
228 4.55 4.89 1.10
232 3.48 4.82 0.87

on a message m’ given by a client in a range query. To
answer the range query of the client, a server should find
a subset S of ciphertexts in D; such that m; < m’. The
server first compares CT’ with one specific CTj+ € D; by
running the CompareMC algorithm, and then it divides
all other CT; € Dj into two groups L and R by running
the Compare algorithm on input C7; and CTj+ where
L contains ciphertexts of m; < m;+ and R contains
ciphertexts of mx < m;. If my < m’, then the server
adds L to the subset S and repeats the above process by
setting D; = R. If m’ < mj, the sever repeasts the above
process by setting D; = L.

‘We compared the performance of each method only for the
basic MC-ORE scheme. For the comparison, we set M =
100 and R € {28, 216 924 728 232}. We randomly selected
32-bit integers my, - - - , mjoo and m’ within a specific range
[0, R], and then we encrypted my, - - - , mygo with SK and m’
with SK’. The running time of the above three range query
methods is given in Table 2. The binary search method exe-
cutes 12 pairing operations per a single ciphertext comparison
whereas the simple method performs executes at least 4 up
to 66 pairing operations depending on the location of the
MSDB. In other words, the binary search method is better
than the simple method if the data are within a small range
and the high-order bits are equal, but it is less efficient if the
data are within a large range and the probability that the high-
order bits are equal is lower. The hybrid method is always
more efficient than the simple method and the binary search
method, since some comparisons are performed by using
the Compare algorithm instead of using the CompareMC
algorithm. That is, the performance of the hybrid method
is far superior because the CompareMC algorithm is per-
formed for comparisons on the specific ciphertexts and the
Compare algorithm is executed for the remaining ciphertext
comparisons.

It is important to improve the performance of the algo-
rithm, but our results show that efficiency can be improved
in an appropriate way depending on the application environ-
ment. If our MC-ORE scheme is applied to an environment
other than a database range query, we can consider another
way to improve its performance or its security.

VI. CONCLUSION
We introduced the concept of multi-client order-revealing
encryption (MC-ORE) that supports comparisons on
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ciphertexts generated by multiple clients as well as generated
by one client. We also defined the simulation-based security
model for MC-ORE with respect to a leakage function.
We then proposed two practical MC-ORE schemes with
different leakage functions and proved their security in the
defined security model. The first scheme leaks more infor-
mation, namely the most significant differing bit, and the
second scheme is the enhanced scheme with reduced leakage.
We implemented our schemes to measure the performance of
each algorithm and provided additional range query methods
to improve the performance in a database range query.

APPENDIX

PROOF OF THE LEMMA llL.6

CORRECTNESS OF THE SIMULATION

To complete the proof of the Lemma 10, we have to show that
the following condition holds.

o \716 [q1]. V€' € [g2], CTs, = CTgy, and CTgy, =
CTRIE/-

Proof: We use induction as follows.

o For each £ € [q1], let CTs;, = (CTy,---,CT;) and
CTs;, = (CT}y,---, CT,). Obviously, the statement is
true for i = 1. Assume that it is true for i — 1 and we
must prove that (CTy, ..., CT;) = (CTy, ..., CT)).
Suppose that CT;, CTy are the ciphertexts of m,m’
where i/ < i. For the biggest index b = ind(m, m'),
if b = n + 1, then CT; and CTy are the ciphertexts
of the same message. In the simulation, B finds the
tuple (—, (6/1,07 c’lyl), e (c;l’o, c;’l)) from the table Tcr
and uses it to simulate the ciphertext CT; by setting
(Cr.0,Cr1) = (c;{yo, c}{yl) for all k € [n]. Then, we have

/ /
Ck,0 = cx,0 = ¢ o = Cy o Yk € [n].

Otherwise, m and m’ may have the same prefix of the
length b — 1. For k € [b — 1], (Ck.0, Ck,1) has been
simulated as the previous case and for k € [b + 1, n],
(Ck.0, Ck,1) has been simulated by using random ele-
ments. For the remain part (Cp0, Cp 1), B simulates
Cp1 = CZ’O if emp(m, m’) = 1. Then we have

/ /
Cpo = Cpo = b1 =Cp,1.

Since we assumed that CTy and CT are identically
distributed, by induction, CT; and CT; are identically
distributed.
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o For each ¢ € [q2], let CTg;, = (CTy,---,CT;) and

CTg;, = (CT}y,---,CT,). Obviously, the statement is
true for i = 1. Assume that it is true for i — 1 and we
must prove that (CTy, ..., CT;) = (ﬁl, R ﬁi).
Suppose that CT;, CTy are the ciphertexts of (j, m),
(/,m’) where i/ < i. For the biggest index b =
ind(m, m’),if b = n+1, then CT; and CTy are the cipher-
texts of the same message. In the simulation, B finds the
tuple (—, (c/l’o, C/l,l)’ e (c;’O, c;“)) from the table Tcr
and uses it to simulate the ciphertext CT; by computing
(Ck.0, Ck,1) = (c;(,osf, c}(ilsj)for allk € [n]. LetCK; j =
(Ko, K1) and we have

e(Cr0. Ko) = e(c.0%, Ko) = e(cy ", Ko)

e(cro” . K1) = e(Cp o K1) Vk € [n].

Otherwise, m and m’ may have the same prefix of the
length b — 1. For k € [b — 1], (Ck,0, Ck,1) has been
simulated as the previous case and for k € [b + 1, n],
(Ck.0, Ck.1) has been simulated by using random ele-
ments. For the remain part (Cp,0, Cp,1), B simulates
cp1 = CZ,O if emp(m, m’) = 1. Then we have

e(Cp,1, Ko)

e(cp,1”, Ko) = e(cl, o, Ko)
e(CZVOSj/ ’ Kl) = e(C[;’()? Kl)'

Since we assumed that CTy and C_i,/ are identically
distributed, by induction, CT; and CT; are identically
distributed.
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