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ABSTRACT In this paper, we propose a new type of non-recursive Mastrovito multiplier for GF(2™) using an
n-term Karatsuba algorithm (KA), where GF(2™) is defined by an irreducible trinomial, x™ +xK4+1, m = nk.
We show that such a type of trinomial combined with the n-term KA can fully exploit the spatial correlation
of entries in related Mastrovito product matrices and lead to a low-complexity architecture. The optimal
parameter 7 is further studied. As the main contribution of this paper, the lower bound of the space complexity
of our proposal is about O(m?/2) + m>/?). Meanwhile, the time complexity matches the best Karatsuba
multiplier known to date. To the best of our knowledge, it is the first time that Karatsuba-based multiplier
has reached such a space complexity bound while maintaining a relatively low time delay.

INDEX TERMS N-term Karatsuba algorithm, specific trinomials, bit-parallel multiplier.

I. INTRODUCTION

The finite field GF(2™) arithmetic has many applications in
cryptography and error-correcting code [1], [2]. For instance,
one of the most important applications of GF(2™) is the
elliptic cure cryptosystem (ECC) [3]. Among the GF(2™)
arithmetic operations, multiplication is of most importance
because other costly operations such as exponentiation and
inversion can be carried out by iterative multiplications.
Therefore, it is necessary to design highly efficient multipli-
ers for GF(2") multiplication.

The choices of the field basis and irreducible polynomi-
als are crucial to multiplier design. Compared with other
bases, polynomial basis (PB) is more promising in the sense
of flexibility in irreducible polynomial selection and hard-
ware optimization [9]. Moreover, some variations of poly-
nomial basis, e.g., shifted polynomial basis (SPB) [5], [13]
and generalized polynomial basis (GPB) [10], are proposed
as well to optimize the multiplier architecture further.
Among these irreducible polynomials in use, irreducible tri-
nomial is one of the most common considerations. During
recent years, many bit-parallel multiplier using PB have
been proposed for GF(2™) generated with an irreducible
trinomial [7], [12], [16], [17], [27].

Generally speaking, the PB multiplication consists of
two steps: polynomial multiplication and modulo reduc-
tion. The polynomial multiplication can be optimized using

a divide-and-conquer algorithm such as Karatsuba algo-
rithm (KA) [4], [18]. Such an algorithm saves coefficient
multiplications at the cost of extra additions compared to the
school-book method. Thus, it can be easily adopted to design
efficient GF(2™) multipliers. Specifically, there exists a
class of Karatsuba based multipliers, named as non-recursive
Karatsuba multiplier, only apply KA once in the polynomial
multiplication and obtain a trade-off between the space and
time complexities. During recent years, several non-recursive
Karatsuba multipliers have been proposed for various type of
irreducible polynomials [14], [15], [21], [24], [28]. On one
hand, such multipliers cost several more XOR gates delay
compared with the fastest bit-parallel multiplier known to
date [6], where no divide-and-conquer algorithm is applied.
On the other hand, the space complexities of these multipliers
are roughly reduced by 1/4.

Empirically, non-recursive Karatsuba multipliers focus-
ing on specific irreducible polynomials usually have bet-
ter space and time complexity than the ones for general
polynomials. Such polynomials include equally-spaced tri-
nomial (EST) [28], all-one polynomial (AOP) [15], etc.
Recently, we explore another special form of trinomial
x™ +x3 + 1 combined with a three-term Karatsuba algo-
rithm to obtain an efficient bit-parallel multiplier [25]. The
proposed multiplier roughly costs 2/3 circuit gates of the
fastest multipliers, while its time delay matches the best

2169-3536 © 2018 IEEE. Translations and content mining are permitted for academic research only.

43056

Personal use is also permitted, but republication/redistribution requires IEEE permission.

VOLUME 6, 2018

See http://www.ieee.org/publications_standards/publications/rights/index.html for more information.


https://orcid.org/0000-0002-9529-8481
https://orcid.org/0000-0001-8261-0627

Y. Li et al.: N-Term Karatsuba Algorithm and Its Application to Multiplier Designs for Special Trinomials

IEEE Access

known Karatsuba multiplier. In this study, we take inspiration
from our previous scheme and investigate the construction of
the similar type of multipliers. Consider the GF(2"") multi-
plication defined by an irreducible trinomial x™” 4+ x + 1,
where m = nk,n > 2. We name this type of trinomial
as n-spaced trinomial. Obviously, this type of trinomial is
EST if n = 2. Shou et al. [26] have already investigated
the development of the bit-parallel multiplier for this trino-
mial using a n-term Karatsuba algorithm. But their scheme
requires 3 more XOR gate delays compared with the fastest
one. In this paper, we apply a n-term Karatsuba algorithm
along with the shifted polynomial basis (SPB) to simplify
the field multiplication. Mastrovito approach is utilized for
polynomial reduction. It is demonstrated that the correspond-
ing Mastrovito matrices for different parts of the field mul-
tiplication have relatively simpler forms, which lead to an
efficient architecture. Moreover, we also give the explicit
formulae with respect to the space and time complexity of
the corresponding multipliers. As a result, the lower bound of
our proposal costs approximately O( '%2 + m3/?) circuit gates
compared with the fastest bit-parallel multipliers, while its
time delay matches the Karatsuba based multipliers known
to date.

The rest of this paper is organized as follows:
In Section 2, we briefly review the n-term Karatsuba algo-
rithm, the SPB representation and some pertinent notations.
Then, we present a new bit-parallel multiplier architecture for
n-spaced trinomial in Section 3. After that, a small example
is given. Section 4 presents a comparison between the pro-
posed multiplier and some others. More discussion about the
optimal parameter is also given. Finally, some conclusions
are drawn.

Il. PRELIMINARY
In this section, we briefly review some important notations
and related algorithms that used throughout this paper.

A. IRREDUCIBLE n-SPACED TRINOMIAL

We first consider the existence of the irreducible trinomial
x™ 4+ x* + 1, m = nk which are used to define the finite field
GF(2™). The following lemma is useful.

Lemma 1 [2]: Let fi(x), fo(x), --- ,fnv(x) be all the dis-
tinct monic irreducible polynomial over ¥, of degree m and
order e. Let t > 2 be an integer whose prime factors divide
e but not p’"e—l_ Assume also that p" = 1mod4 ift =
0 mod 4. Then fi(x"), H(x"), --- ,fy(x") are all the distinct
monic irreducible polynomials in IF,[x] of degree m - t and
ordert - e.

Lemma 1 provides a way to construct an irreducible tri-
nomial of higher degree, i.e., x"* 4+ x* + 1, from the known
irreducible trinomial x" + x + 1. If a trinomial x" +x + 1 is
irreducible over 5, one can find an integer k that satisfies
the above condition, to construct an irreducible trinomial
x"™ 4xk41. For example, it is easy to check that both x> +x+1
and x* + x + 1 are irreducible. Meanwhile, their orders
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are 7 and 15, respectively. It follows that x3* +xK +1 (k = 77)
and x* + x* + 1 (k =3/ x 5, i,j > 0) are all irreducible.

B. SHIFTED POLYNOMIAL BASIS

The shifted polynomial basis (SPB) [13] actually is a varia-
tion of the polynomial basis. This notion is originally applied
in the field GF(2™) generated with irreducible trinomials,
and then pentanomials [5]. In this study, we consider the
field GF(2™) generated by a n-spaced trinomial f(x) =
x™ 4+ x*¥ 4 1. Let x be a root of f(x), and the set M =
{x"k_l, -+, x, 1} constitutes a polynomial basis (PB). Then,
the SPB can be obtained by multiplying the set M by a certain
exponentiation of x:

Definition 2 [13]: Let v be an integer and the ordered set
M = {x”k_l, -+, x, 1} be a polynomial basis of GF(2™)
over Fy. The ordered set x "M = {x'™"|0 < i < nk — 1}
is called the shifted polynomial basis with respect to M.
Under SPB representation, the field multiplication can be
performed as:

Cx)x™V =Ax)x™" - B(x)x™" mod f(x).

If the parameter v is properly selected, the field multiplica-
tion using SPB representation is simpler than that using PB
representation, especially for the field define by irreducible
trinomial or some type of pentanomials [5]. This character-
istic directly lead to a more efficient Mastrovito multiplier
which has lower time complexity compared with classic one
using PB. Furthermore, it has been proved that the optimal
value of v is k or k — 1 for trinomials [13]. To construct an
efficient multiplier for n-spaced trinomials, we choose v = k
and use this denotation thereafter.

C. n-TERM KARATSUBA ALGORITHM

The classic Karatsuba algorithm multiplies two 2-term poly-
nomials using three scalar multiplications at the cost of one
extra addition. Then, Weimerskirch and Paar [8] proposed a
slightly generalized algorithm for the polynomial multiplica-
tion with arbitrary degree. This algorithm has the same idea as
the classic one. We denote such an algorithm as n-term KA
(n > 2). Provide that there are two polynomials of degree
n — 1 over Fj:

n—1

n—1
A=Y ax', Bx)=Yy b,
i=0 i=0

The n-term KA for polynomial multiplication AB is as
follows:

o Compute foreachi=0,--- ,n—1,
E; = a;ib;.
o Compute foreachi =1, ---,2n—3 and for all s, r with

s+t=iandn>t>s>0,
Es,t = (as + a;)(bs + by).
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« The coefficients of D(x) = A(x)B(x) = 212262 dix' can
be computed as

do = Ep,
d2n—2=En—l’
Y Eut Y. (BstE)(odd i),
s+t=i, s+t=i,
di = n>t>s>0 n>t>s>0
1= B
> Egit Y (Es+E)+Ei (even i),
s+t=i, s+t=i,
n>t>s>0 n>t>s>0

wherei=1,2,---,2n—3.
The correctness proof about above formulae can be found
in [8]. Merge the similar items for E;, i = 0, 1,--- ,n — 1),
D(x) is rewritten as:
D(x) = E 6™ 2 4 X" 4 By g6
+ ~-~+x"72)+~~—|—Eo(x"71 4.4 1)

2n—-3
+ YY) Et (1)
=1 s+t=i,
n>t>s>0

One can easily check that the above formula costs about
0(%) coefficient multiplications and O(%) additions.
Compared with classic KA, the n-term KA saves more coef-
ficient multiplications at the expense of more coefficient
additions. Besides Weimerskirch and Paar’s algorithm, Fan
et al. [19] and Montgomery [20] proposed more alternative
Karatsuba-like formulae. Their formulae aim to decrease as
many coefficient multiplications as possible. These formu-
lations usually contain complicated linear combinations of
the coefficients, which will lead more gates delay for the
bit-parallel architecture. Thus, we prefer to utilize the above
algorithm to develop bit-parallel multiplier.

In Section 3, we investigate the construction of non-
recursive Karatsuba algorithm using n-term KA for the
n-spaced trinomial. Our main strategy is analogous to
that in [24], which combines Mastrovito approach and
n-term KA. Therefore, some notations pertaining to matrices
and vectors are used as well. Note that these notations have
already been presented in [9] and [24]. Z(i, :), Z(:,j) and
Z(i, j) represent the ith row vector, jth column vector, and
the entry with position (i, j) in matrix Z, respectively. Z[O i]
represents cyclic shift of Z by upper i rows. Z|[ || i] represents
appending i zero vectors to the top of Z.

IIl. EFFICIENT MULTIPLIER BASED ON n-TERM
KARATSUBA ALGORITHM

In this section, we present an efficient non-recursive
Karatsuba multiplier for n-spaced trinomial x™* + x* + 1
using SPB representation. We firstly investigate the struc-
ture of the product matrix for polynomial multiplication
based on n-term KA. Then, reduced matrices are calculated
using Mastrovito approach. Accordingly, we propose the
related multiplier architecture. It is shown that corresponding
matrix-vector multiplications can be implemented efficiently
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for n-spaced trinomial. The space and time complexity of the
corresponding multiplier is also discussed.

Provide that the finite field GF(2") is generated with an
irreducible trinomial x™ + x* + 1, m = nk, the field elements
are represented using SPB. Applying n-term KA as presented
previously, we partition two arbitrary field elements A =
St axtk B = Y bixiF into n parts with each part
consisting of k bits. More explicitly,

A=A x0Tk A, ox IR A+ A E,

B = Byo1x" P 4 By ox® K 4o 4 By 4+ Box T,
where A; = Z]k:_()l aj+(i,1)kxj, B; = Z]kz_ol bj+(,-,])kxj, for
i=0,1,---,n—1.

Then, we multiply A and B using the n-term Karatsuba

algorithm presented in Section 2 and do following transfor-
mation:

AB = (En—l . x(n—2)k +E,—2 'X<n_3)k +---+E
2n—3

+ Ey -xik) - h(x)+ Z ( Z Es,t)xikizka 2

i=1  s+t=i,
n>t>s>0
where h(x) = x"=2k 4 x(=Dk L 41 4 x 7K E; = AB;
@=20,1,---,n—=1)and E;; = (As + A;)(Bs + B;). We
partition the above expression into two parts, i.e.,

St = (Ap_1Bp_1x" Dk 4 4 A1By + AgBox )h(x),
2n—3

=3 (X Bt
i=1 s+t=i,
n>s>t>0

and compute them independently. Thus, the field multiplica-
tion C = AB mod f(x) now is rewritten as

C = (S| + S») mod f(x).

In order to apply Mastrovito approach, we have to rewrite
both S and S; into matrix-vector forms and then reduce those
matrices. Please note that m = nk and thus corresponding
product matrices are more complicated than those presented
in [24] and [25]. The following subsections give the details.

A. COMPUTATION OF S; MODULO f(x)
Since

S1 = (An—1Buo1x" P 4+ A1By + AgBox F)h(x)
= Ap1h(x)B,1x" P 4 - 4+ Agh(x)Box T,
it is clear that S7 in fact consists of n parts, each of which can
be recognized as a shift of A;a(x)B;, fori =0,1,--- ,n— 1.
Through constructing the matrix-vector form of A;a(x)B;, i =

0,1,---,n—1, we can develop the matrix-vector form of Sj.
It is noted that

Aih(x)B; = Aix" Pk 4 ... 4 A+ Aix %) - B,

Such an expression can be written as big matrix-vector multi-
plication derived from the matrix-vector form of A;B;. Let A;
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represents the multiplication matrix related to A;A(x) and b;
represents the coefficient vector of B;(x). Then, A;h(x)B; =
A; - b;, where

—k AiL
: Air+Ain
A= ’ n—1
Air+Ain
nk—1 | Ain
The labels on the left side indicate the exponent of indetermi-
nate x for each row in A;, which range from —k to nk — 1.
However, we check that the degrees of x in A;h(x)B; are
actually in the range [—k, nk — 2]. But the last row of A; is 0,

which does not affect the result. The matrices A; g and A; 1.
are both k x k triangular Toeplitz matrix, i.e.,

aAjk+0 0 e 0
Aik+1 aAik+0 e 0
AL = . } ,
Ajktk—1  Qik+k—2 aAik+0
and
0 Giktk—1 Ajk+1
0 0 cee Qik
Ai,H = : : ’
0 0 Ajk+k—1
0 0 ... 0

fori=0,1,---,n—1.

Accordingly, these n submatrix-vector multiplications can
constitute a bigger matrix-vector multiplication pertaining
to S1, denoted by Ag, - b. More explicitly,

S1 = As, -b=Ag, - [bo, by, -+, b, 11"
Ag Op <k e Ok
O <k Aj 0(n—2k)xk
Onaiyxk  Oun2k)xk A
bo,
<| | 3)
b,

For simplicity, we do not write the degree labels of the
product matrix here. Notice that deg(A;Bih) = nk — 2,
i=0,1,--- ,n—1,wehave deg(S)) =nk —2+(n—2)k =
2m — 2k — 2. One can check that the degrees of the terms of
S are in the range [—2k, 2m — 2k — 2]. Based on Mastrovito
scheme, S1 needs a further reduction by f(x). The following
reduction rule is applied:

xt= x4 xR fori= —2k, .-, —k —1;
xi=xi=m g ximmtk fori—m—k,.m—k+1, %)
e, 2m—2k — 2.

The reduction can be regarded as the construction of the
Mastrovito matrix from Ag, according to (4). Let Mg, denote
the Mastrovito matrix related to S;. In order to analyze the
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organization of My, , we introduce a lemma, which is the key
step toward the development of the multiplier architecture.

Lemma 3: Provide that A is an arbitrary 2m — 1) x m
matrix and b is a m x 1 vector over F>. The Mastrovito
matrix M related to A - b modulo x™ + x* + 1 using (4) can
be obtained as follows:

M =M, + My,
where

M; = [A(L DT +Am+1, )T, AR, )T +Am+2, )T,
o ACm—1, )T+ Am—1, )T, Am, )T [0 k],
5)

and

M, = [A(L )T, - A )T Atk+m+1, )T,
L ACm = 1,970, (6)
Proof: We notice that the product matrix A here
includes 2m — 1 rows with each row corresponding the
degree from —2k to 2m — 2k — 2. Clearly, the first k rows
and the last m — k — 1 rows correspond to the term
degrees that are out of the range [—k,m — k — 1]. Based
on (4), the reduction steps consist of reducing the row
{—2k, -2k +1,---,—k — 1} by adding them to the row
{—k,---,—1}and {m — 2k, --- ,m — k — 1}, and reducing
the row {m — k,--- ,2m — 2k — 2} by adding them to the
row {0,---,m — k — 2} and {—k,--- ,m — 2k — 2}. The
explicit reduction process follows the same line as the proof
of Observation 3.1, [24]. Then, we partition these rows into
two categories, let

M =[Ak+m+1,) +AG+1,)", -,
ACm =1, )T + Am —1,)T, Am, )T, A1, )T
+Am+1,)" - JAG, )T+ AG +m, )T,

and

My = [A(L )T, A, DT Ak +m+ 1,07,
L ACm— 1,07 0).

We compare the row number and obtain the result
immediately. ]
Based on Lemma 3, we immediately give the following
proposition with respect to the structure of M.
Proposition 4: The Mastrovito matrix Mg, can be con-
structed as

Ms, = Mg, 1 + Mg, 2,
where

Ms, 1

Aor+Aonw A +A1w - AL +HAn 1l

’

Aor+Aow AL +A1m - AL +An 1l
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and

MS],2
Aor Orxk O <k Ok <k
Ocxk A1w Ao +Aoy - A1 A1 m

— | Okxk Opxk Aoy AL +HAH

O Oksck Op i Ap—1H
Proof: The proof is the same as the proof of Lemma 3.
We directly get this conclusion by substituting A by Ag,. O
It is noted that there are some overlapped terms between
Mg, .1 and Mg, ». By adding these two matrices together,
we can obtain the explicit form of Mg, , which is in (7), as
shown at the bottom of this page. Moreover, the matrix-vector
multiplication §1 = Mg, - b can be computed according to
the strategy used in [25] and overlapped terms are considered
reusing to save more logic gates.

1) DETAILED COMPUTATION OF S; MODULO f(x)
(i) Perform 2n row-vector products

Ao, *bo, Aoz *bo, A1,L b1, Ay g * by,
An—l,L * bn—ls An—l,H * bn—ls (8)

in parallel. The symbol “*” represent only row-vector
product related to A;z (or A;y) and b;, i = O,
1,---,n — 1. For instance, Ag y * bo represents com-
puting the products

[Aoa(@, 1) -bo, -, Ao,u(i, k) br_1],

fori=1,2,---,k in parallel.
(ii)) Compute

Ao,zbo + Ao ubo, -, Au—1,1bn—1 + Ap_1,Hbu—1

using binary XOR trees in parallel. Meanwhile,
Ao abo, A1 by, -, Ay_1,Lby—1 are computed using
sub-expression sharing technique.

(iii)) Sum up all the n entries of each row using binary XOR
tree to obtain the final result.

Remark: 1t is clear that the row-vector products in (8)
contain all the possible row-vector products in (7). Only nk?
AND gates are required to compute these expressions.

In addition, A;  b; + A;gb;, (i = 0,---,n — 1) con-
tain all the terms of A;rb; or A; gb;. These expressions
can be computed in parallel and more logic gates can be

saved using sub-expression sharing for binary tree. Such an
approach has already been studied in [24]. The authors have
shown that if two binary XOR trees share + common items,
only t — W(z) XOR gates can be saved, where W(¢) is the
Hamming weight of z. It is easy to check that the j-th row
G=1,2,---,k)of A; b; shares j terms with A; L b;+A,; 1 b;
fori = 1,2,---,n — 1. Meanwhile, the j-th row of A; 1 b;
includes j terms and originally requires j — 1 XOR gates for
binary XOR tree. Minus the saved XOR gates, we can see
that number of required XOR actuallyisj— 1 — (G — W(j)) =
W(j) — 1. Specifically, the k-th row of A; b; is identical to
that of A; 1b; + A; 1 b;, no XOR gates is needed here. Based
on similar approach, we can calculate the real number of
XOR gates for the j-th row of Ag gbo is W(k — j) — 1 for
j=12,--- k—1.

TABLE 1. Space and time complexities of S; mod f(x).

Operation # AND #XOR Delay
A xbi, Ai rxb; nk? - Ta
A rb; + A; ub;
- o - n(k? — k)
(=0,1,---,n—-1)
[ p— [log, k]Tx
Ao,abo, A; Lb; i ny ., W)
(E=1,2,--- ;,n—1) +n —nk
- m+kW(n —2
S1 n7(2 ) [log, n]Tx
Tk s W)

Table 1 summarizes the space and time complexity of
S1 mod f(x) for all the steps. One can notice that after cal-
culation of the row-vector products in (8), each row of A; 1. *
b; + A; g * b; consists of k terms. Thus, the inner product
of A;rb; + A; gb; will be obtained using a binary XOR
tree with a delay of [log, k17 . Finally, we have to perform
additions among the n entries to obtain the coefficient vector
with respect to S7. More partial additions can be saved using
the same sub-expression sharing. For simplicity, we put the
details to the Appendix A.

2) AN EXAMPLE OF S; mod f (x)

Firstly we have an irreducible 4-spaced trinomial x* +
x + 1 over F». Then, we can construct another irreducible
4-spaced trinomial of higher degree according to Lemma 4,
ie,x2+x3+1.

St mod f(x) = Mg, -b

Ao.H Air+A1n Ay +Ayy
Ao +Aon AL Op <k
Ao +Aon AL +Arp Ay
X . . .
Aor+Aor AiL+A1m AL +Aow
| AoL +Aon AL +Ain Ay +Acy

43060

Ao +An2n AL +HA1H b
O Ok i bO
O O <k !
) ) : @)
A oL Op < En—Z
Ao +AnoH A1 L n-l
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Ao.n Air+A1r Ar+An Asr+Azg
Ao +Aon Al Op Op
Ao +Aor AL +Ary Ayp O <k
AorL+Aow AlL+Alm Ap+Aow Az

0 a a T a3 as as
0 0 a . a as as
1
0 0 0 ' as ag as
__________________ .
ag ar ar a3 0 0
1
ai ao a, . ay as 0
an aq ap : as aq as
__________________ B R
aop a a 1 a3 as as
1
ai ao a 1 a4 az as
ay ai apg  as as as
__________________ B R
aop a a 1 a3 as as
al a a) : as as as
ar ai apg ' as as as
- 1

as ag a7 i ag air  aipo |
a ag  ag 1 amp ag  an
ag a; a1 a4 a9

0 0 0! 0 0 0

0 0 0O+ 0 0 0

0 0 0O 0 0 0

ag 0 0! 0 0 0

ag ae 0o . 0 0 0

as az a 1+ O 0 0

ag as az E aog 0 0

az as ag 1 aip ay 0

ag az ag 1 an aio ag |

Consider the field multiplication using SPB represen-
tation over GF(2'?) defined by the previous trinomial.
We have the SPB parameter k = 3 and SPB is defined as
{(x3,x72, -, x7,x8). Assume that A = 211210 ax'=3 and
B = Zl-l:lo bix'=3 are two elements in GF(2'2). A, B are
partitioned as

A = Asx® 4+ Apx® + A+ Apx 3,

B = B3x® + Box® + By + Box ,
where A; = ay43ix?+a143ix+ao43i, Bi = byy3ix? +biy3ix+
boy3i, fori =0,1,2,3.

Based on equation (2) and previous description, it is obvi-
ously that AB = S + S> and the explicit form of S; and S»
are as follows:

S1 = A3B3hx® + AyBrhx® + A1Bih + AgBohx >,
Sy = E30x° + E31x% + (E3 0 + E2,1)x* + Ez 0 + E1 ox ™,

where h(x) = x®+x3 +14+x3 and E;, = (A;+A,)(B;+B))
for3>s>1t>0.Let

azi+o 0 0
AL = | aziy1 azipo 0 |,
a3it2 A3l 43i+0
and
0 asiz2  azin
Aig=1|0 0 azi+2
0 0 0

Accordingly, it is easy to compute the matrices Ag,,
Mg, .1 and Mg, >, which are presented in the appendix.
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The Mastrovito matrix related to S mod f(x) is as shown at
the top of this page.

Therefore, one can check that the exact number of logic
gates requried by every step of S1 mod f(x):

o Computation of Aoz * bo,Aon * bo,---,A3 L *
b3, A3 g * b3 requires 36 AND gates with one T4 gate
delay.

o Computation of Agrbo + Aowmbo, - ,Azrbs +
A3z gbs costs 24 XOR gates in all. Meanwhile,
no XOR gates are needed for the computation of
Ao mbo, A1.Lb1, Az 1b2, A3 1 b3 using sub-expression
sharing, as the binary XOR tree for these expressions
can be embedded into those of A;pb; + A;gb; for
i = 0,1,2,3. These operations requires 2Ty delay in
parallel.

o The final additions among 4 entries of each row costs
21 XOR gates using the trick presented in the appendix,

which cost another 2Ty delay in parallel.
As a result, the calculation of Mg, | - b totally requires

36 AND gates and 45 XOR gates, with T4 4 4Tx gate delay.
This result meets the complexity formulae shown in Table 1.

B. COMPUTATION OF S, MODULO x"k 4 xk 4 1
We then consider the computation of S> mod f(x) in details.
Note that

2n—3
5= (T me
i=1 s+t=i,
n>s>t>0

and E;; = (Ay + A;)(Bs + By),(n > s > t > 0) consist
of k bits. Each of these expressions can be recognized as
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a small matrix-vector multiplication. Let Z (s Dxi and

Z (S Dxi denote the result of A, + A, and B + B,
respectlvely We have E;; = Uy, - vs ¢» where Uy ; is the

product matrix constructed from Z fv Dyl and Vs, 18 the

coefficient vector [v, ((; t), (lc t), cee, ,(; t:]T i

Ex,t = Us,l * Vgt

[ul™” 0 .0 0 ]
u(ls,t) Mgs,t) L 0 0
: : . : : (S )]
PNV TR B
_ u’((s,_ti ul((s,_t% L (Y t) (v 1. .
0 M(s,t) L (s 1) (s 1) (v )
k=1 Vk—2
P&
: : . : : V-1
(s,1) (s t)
0 0 ceeup ]((_t%
s
L0 0 ... 0 u™ |
€))

Itis noted that these matrix-vector multiplications are inde-
pendent and thus can be implemented in parallel. However, S»
contains (g) different expressions in all, each of which has a
different degree. In order to simplify the reduction process,
we first classify these expressions into several categories,
where the expressions in the same category can constitute a
bigger matrix-vector multiplication. Then we can perform a
reduction with each category. In addition, the classification
has already been studied in [23]. Here, we can utilize the
result directly. Let

2n—3

Sy =5, -x% = ( 3 Es,,)x”‘.
i=1 s+t=i,
n>s>t>0

The classification lemma is as follows:

Lemma 5 [23]: S(n) can be expressed as the plus
of glx(ZA_l)k,gzx(”‘_”k,~-~ ,gkxk for A = L (nis
even) or A = % (n is odd), where

g1 = CLL =2k 4 ¢V =k g ),
g = C,(f_)zx(”_z)k + C,(lz_)3x("_3)k + -+ C(z)

gy = Cr(i)zx("’z)k + C'(lzgx(nf@k T C(()z)

or

g1 = CV xt=Dk 4 ¢V -2k 4.
) -

& = C,(ljlx(” Dk

+c,
+ C;{)zx(n—z)k 4t C(2)

gu = T -1 +C(%)x(n72)k e +C(" 7
= n—1 n—2
where C.(i) el{E ih,n>s>t>0.
Proof: See [23, Sec. 3.2]. O
Based on the above lemma, it is obvious that S, can be
partitioned into A parts and all these parts are independent.
More explicitly, S» = g1xP*=K 4 goxCA=k 4 o) x 7k,
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Obviously, g1, g2, - - - , g contain all the nonzero terms of S,
where the number of such terms equals (n — 2)k + 2k —
2+1=m—1termsifnisevenor (n — Nk + 2k — 2 +
1 = m+ k — 1if nis odd. We can first compute these
expressions in parallel, then, perform reductions related to

Q@I g A=k gk

1) DETAILED COMPUTATION OF S, mod f(x)
(i) Perform bitwise addition A; + A;, By + B;,(n > s >
t > 0) in parallel.
(ii) Perform () matrix-vector bitwise multiplications,
i.e, E;; = U * vy ; in parallel.
(iii) Classify these (g) matrices E;; into A parts according
to Lemma 5 and constitute the small matrices of the

same category into A big matrices Eg, - - - , Eg, , which
correspond to g1, g2, , &x-

(iv) Add all the entries of the same row in Eg,--- ,Eg,
using binary XOR tree, and obtain the coefficients of
81,82, » &

(v) Perform reduction for glx(Z)‘_3)k, gzx(zk_S)k, el

2.x % modulo f(x) using (4).

(vi) Add all these results binary XOR tree to obtain the

S> mod f(x).

Remark: According to (9), it is clear that after performing
bitwise multiplication, E;; are all (2k — 1) x k matrices.
When we classify these matrices and constitute them to A
big matrices, one can check that the number of entries for
each row of Eg,---,Eg is equal to k. Thus, the coeffi-
cients of g1, g2,---, g, will be obtained with [log, k1Tx
delay. Whereafter, we can perform the modular reduction
for g1 x®* =3k gox A=k ... o) x 7K. Such reductions also
rely on equation (4). We have following observations for the
computation of S mod f(x).

Observation 6: To compute gix , 82X
2.x ¥ modulo f (x), we only need to reduce these expressions
at most once.

Proof: Apparently, the minimal and maximal degrees
of the terms in glx(ZA—3)k’ ggx(”‘_s)k, cee, gkx_k are —k and
2m — 3k — 2, respectively. Apply reducing formulae of (4),
we have

2r=3)k 2A—=5)k

xmfk — xO _i_xfk’
xm—k+1 — xl +x—k+17
x2m73k72 — xm72k72 +xm73k72.

The exponents of x in the right side now are all in the range
[—k, m — k — 1], no further reduction is needed. O

Observation 7: When the modular reduction and addition
are combined, Step (v) and (vi) can be calculated with at most
[log, n]Tx delay.

Proof: We know gix=3k gox@r=5k .. o x—k
modulo f(x) only need to reduced once. But, g; contains
different number of nonzero terms according to the par-
ity of n, which lead to different reduction formulations.
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For simplicity, we only consider the case of odd n here and
put the analysis about other case in Appendix.
If nis odd, we have A = 2 , and the degree of g; is nk +

k-2 Letg = Y552 h(”x/ Then,

g,x(n72i72)k
i
2ik+k—1
Z h(.l‘)xj+(n—2i—2)k
J
j=0
nk—1 nk+k—2
4 Z h(_i)xj+(n72i72)k+ Z h(‘i)ijr(anifZ)k
J J ’
J=2ik+k Jj=nk

fori = 1,2, ---, % When we reduce above expression
modulo £ (x) = x™® 4+ x* + 1, only two parts are needed to be

reduced. Then,

nk—1 . nk—1 )
Z h;l)xj+(n—21—2)k — Z h;l)(x]_2lk_2k +x]—2tk—k)’
Jj=2ik+k Jj=2ik+k
nk+k—2 ) nk+k—2 )
Z h](z)xj+(n—2i—2)k _ Z h](_l)(xj—Zik—Zk 4 2k,
Jj=nk j=nk

By combining non-overlapped parts of above expressions,
the result of gix"" =22k mod f(x) is given by

gix" 2% mod £(x) = p(x) + p3 (1) + pY (),

where
) 2ik+k—1 . nk—1 )

p(ll) — Z h;l)xj+nk—2ik—2k+ Z h;l)xj—Zik—Zk’
=0 j=2ik+k
nk+k—2 )

p(zt) _ Z hj(l)x]—Zlk—k7
j=2ik+k
nk+k—2 .

p(3!) _ Z h;l)xj_2lk_2k.
Jj=nk

Moreover, it is noted that the term degrees of p(;) are in the
range [nk — 2ik — 2k, nk — 2ik — k — 2]. One can check
that these ranges are [—k, —2], [k, 2k — 2], --- , [(n — 4)k,
(n — 3)k — 2]. Therefore, there is no overlapped term among
all the p(l) which cost no XOR gates to add them up. Denoted

b ©) )
yrtheaddltlonofp3 P3Pz

Consequently, to obtain 52 mod f(x), we only need to

n—1 n—
add pgl), P(zl), R p(1 ), p(2 and 7 in parallel, which cost

[log, n] XOR gate delay. We directly conclude the observa-
tion. U

We next analyze the space and time complexity related
to S». Firstly, 2k - (’;) = (n* — n)k XOR gates are needed
for pre-computation of A; + A; and By + B;,(n > t >
s > 0) in Step (i), which cost one Ty in parallel. Then,
the ( ) matrix-vector bitwise multiplications in Step (ii) cost
k? - (5) = (n® — n)k?/2 AND gates with T, gate delay.

The classification in Step (iii) does not cost any logic
gates. Step (iv) includes adding all the entries of the same
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row in Eg,--- ,Eg . Since these matrices are determined
by g1, 82, - , g, the required XOR gates varies according
to parity of n. If n is even, each of gy, g2, - .81 con-
sists of n — 1 sub-polynomials. That is to say, E,,, (i =

1,2,---, g corresponds a combination of n — 1 matrices E; ;.
Thus the coefficient computation for each g; costs nk> —
k> —m + 1 XOR gates with [log, k1Tx delay. If n is odd,
81,82, s 8ut consists of n sub-polynomials. Similarly,

it costs nk? —k —m-+1 XOR gates for each g; with [log, k1Tx
delay.

Step (v) and (vi) follow the description in Observation
3.2.2. We only add n (or n — 1) vectors together to obtain
S> mod f(x). The space and time complexity for all the steps
is stated in Table 2.

TABLE 2. Space and time complexities of S, mod f(x).

Operation # AND #XOR Time delay
2k
As 1A, _ (n zn)k
2 Tx
Bs + Bt - w
(n?—n)k?
Us,t * Vst f - TA
Step (iv) - m2—kmomnin [log, k1Tx
Step (v)(vi) - dnm_3m_n4) [log,(n—1)1Tx
ERNS m?—km—mn+k+n—
Step (iv) - me—hmomnthtn =l [og, k] Tx
Step (v)(vi)* - % — % - % —n+l [log, n]Tx
* represents the case of odd n.

2) AN EXAMPLE OF S, mod f (x)

To illustrate our classification and reduction strategy, we give

a small example here. Consider S, presented in former exam-

ple. According to Lemma 5, S; can be rewritten as
Si=g1x +gx77,

where g1 = E32x% + E3 1x° + E30, g2 = E21x% + Ep o3 +

Eyo.LetA;+A, = Z?:o uOxt and B+ B; = Z?:o P80y

for 3 > s > t > 0. The explicit form of E;, is given by

r (3 0) (’% 0) 0 0 T
(3 0) (3 0) (3 0) (3 0) 0
(3 0) (3 0) (3 0) (3 0) u(()3’0)v(23’0)
GDELDB0060 60,60
<3 ) <3 ) <3 ) <3 ) (3 0) <3 0
(3 1] (3 D (3 1] (3 D (3 1] (3 D
U
S
(3 2) (3 2) (3 1] (3 D (3 1] (3 D
(3 2) (3 2) (3 2) (3 2) (3 )] (3 D
<3 2) <3 2) <3 2) (3 2) (3 2) <3 2)
0 u(23,2)v(13,2) (3 2) (3 2)
0 0 (3 2) <% 2)
i 0 0 -
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The organization of Eg, is almost the same as Eg,. It is
easy to see that the computation of g1, g» in Step (iv) cost
32 XOR gates with 2Ty delay. In addition, 17 more XOR
gates are needed as well for Step (v) and (vi) with 2Ty
delay. Combined with the number of logic gates required in
Step (i), (ii), it totally requires 54 AND and 85 XOR gates for
S> mod f(x), with T4 + 5Ty delay.

C. THEORETIC COMPLEXITY

After the computation of S1 and S» modulo f(x), other m
XOR gates are needed to add two results together. From
Table 1 and 2, it is clear that the delay of S» mod f (x) cost one
more Ty than S1 mod f (x). Thus, in parallel implementation
of S, S2 modulo f(x), the delay is T4 + (1 + [log, k] +
[log, n])Tx (or Ta + (1 + [log, k1 + [logy(n — 1)])Tx for
even n). Plus one more Tx that cost in the final addition,
we obtain the time complexity of our proposed architecture as

Time delay = T4 + (2 + [log, k1 + [logy n])Tx.

The space complexity is

#AND—m2+mk
T2 2
2 k—1
m mk  Smn .
#XOR=7+7+T+n;W(l)+n
+k§W(')+kW( -y
n— - Q= s
i=1 l 2
m2  mk  Smn k=1 n
#XOR* = — + — + —— W) + -
2+2+4+n§ )+ 3

+k+kn§W(')+kW( ]
- i n—2)— —+ —.
3" 2 2

(10)

The symbol “*” represent the case of odd n. The formula-
tion for the number of XOR varies according to the parity
of n. We note that these formulae contain sums of hamming
weights related to k — 1 or n — 2. In fact, the expression
Z?:o W (i) can be roughly written as %logz 8 [22], where §
is a nonzero integer. Thus, the hamming weight formulations
related to n roughly equal O(m log, n), while the formulations
related to k are roughly equal to O(mlog, k). Omit the linear
parts, the number of required XOR gates can be rewritten as:

m2  mk  Smn

> + 5 + e + O(mlog, k) + O(mlogy n). (11)
The above formula reveals the lower bound of the space com-
plexity of our proposal. Based on (10) and (11), it is obvious
that with the increase of the parameter n, the number of
required AND gates is (gecreasing. If n = m, #AND achieves
its lower bound, i.e., ’"TJ”" But at this time, the number of
required XOR gates is more than %. Therefore, the optimal
parameter n should be the one that minimizes both the number
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of XOR and AND gates. We combine the two formulations
with respect to #AND and #XOR, define a function:
5mn!

Please note that m = nk. Obviously, M(n) = m? + ’"72 +

2 .
5’4ﬂ. When ’"7 = %, namely, n = 2(%)1/2, we obtain the
minimal value of M (n), which indicate the best asymptotic
space complexity of our proposal. In this case, we see that k

is almost equal to n. The space complexity is

2 32
#AND = = 4+ /5m ,
2 4
2 3/2
35
#XOR = ’% + me + O(mlog, k).

Figure 1 shows the space complexity tendency with the
increase of n. Itis clear that n could not always increase. Com-
bined with the lowest asymptotic space complexity analysis,
we can see that our proposal is more suitable for % +x* 41,
where n is smaller than k.

#XOR
#AND

FIGURE 1. Space complexity tendency with increase of n.

IV. SPEEDUP STRATEGY
As shown in previous section, the time delay of our proposal
is Ta + (2 + [log, k1 + [log, n])Tx. Since

[log, k1 + [logy n] < [log, m] + 1,

the upper bound of the delay is 74 + (3 + [log, m])Tx. This
result is worse than the multiplier using classic Karatsuba
algorithm. The main reason is the delay of S, is bigger than
that of S;. Indeed, we can add the intermediate values in
advance during the computation process of Sy, S» to speed up
the whole architecture. For better comprehension, we define
some additional notations.
e 4s,,0,95,,1, ", qs,,n—1 represent the coordinate vec-
tors of Mg, (:, i ~ ik) - b;y1 in (7) after the computation
of Aj1b;i +A;ub;,i=0,1,--- ,n—1.

Here, we assume that the XOR and AND consist of the same number
of transistors. In practical application, one can modify this function by
multiplying different weight factors.
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AS+AZ — U ;*V , Q. | q | n-1 vectors
. S, S, Sy, 19029 s, , n-
S2- BS+BZ 2 2
‘ T ’ T T
Ty T, [log.k | Ty Final addition
_________________________________________________________________________________________________ for at most
3n/2 vectors
qsl ,()_{—qsl 1 n
. Ai,L*bi: q51,2+q“'l 3 ’710g2 2—‘ TX
Si: A, H*bi —» Ai, bt Ai, i : /2 vectors
' ' ‘ ! , q ,l1-2+qs n-1
TA |710g2k—| TX \SI—TI—;
T,
FIGURE 2. Speedup strategy related to our architecture.
TABLE 3. Comparison of bit-parallel multipliers for GF(2™) generated with x™ + xk + 1, (m = nk).
Multiplier # AND #XOR Time delay
Sunar [7] m? m? —1 Ta+ (2 + [log, m])Tx
Wu [16] m? m? —1 Ta+ (2 + [logy, m])Tx
Wu [17] m? m? —1 Ta + (2 + [log, m])Tx
Fan [13] m? m? —1 Ta + [log,(2n — 1)k Tx
Elia [14] am? Sm? 4 18m _ 33 Ta + (3+ [logy, m])Tx
Négre [27] m> 28m® _ 3m Ta + [log,(2n — 1)k]Tx
Fan [11] Type-A m’— 2 m’— 2 Ta + [log,(max((3n—3)k, (2n—2)k+2"))]Tx
Type-B m’— 2 m®— 2 () Ta + [logy((3n —3)k —1)|Tx
Li [24] gmPiamot | 8m2 om0 (mlog, m) Ta + (1 + [logy(2n — 1)k])Tx
Li[25] @ + % +1) | 222 2 Tm Ta + [log, ¥2))Tx
This paper md oy omk | m? o mk y Smn L O(mlog, k) | Ta + ([log, k] + [log, 3n])Tx
where 2° 7! < = < 2¥ and W () is the hamming weight of the number *
e 5,,0,45,,1, ", qs,,n—1 represent the coordinate vec- of qs,,; cost one more Tx than qg, ;, we can perform one
tors corresponding to the polynomials p(ll)’ P(zl)v e more addition for each two vectors, i.e., qs, i + s, i+1 for
n=ly (n=l | = e n— | = . —3ifni
p(1 2 ), p(2 ) and r! after we compute the entries addi- ! 0, 2 N 2 (or i . 9’ 2,---,n = 3ifnis odd).
tions of Step (v) After this addition, we obtain [5] column vectors. Plus n (or
’ n — 1) coordinate vectors gs, 0, 4s,,1, * - * » 4s,,n—1, there are
For example, at most (37"1 vectors need to be added, which requires only
qs,.0= [Ao,Hbo, (Ao.L+Ao.m)bo, -, (Ao.L + Ao )b 17, [log, |'37”'|'| Tx . The computation sequence of our architecture
) a) ) A T is arranged as shown in Fig.1.
45,.0 = [h3k o g hg sy 1 As aresult, the whole time delay is
According to Table 1 and 2, it is easy to see 3
. n
that the computation of qs,,0,9qs,,1, " ,qs;,n—1 cOst Ta + (1 + [log, k] + |-10g2|-7-|-|)TX~

Ty + [log, k1Tx, while qs,,0,9s,,1, " »qs,,n—1 cOst
Ty + (1 + [logy kDTx.

Our speedup strategy is adding these vector qs, ; and qs, ;
directly before completing S; and S>. Since the computation

Furthermore, based on a related Lemma of [11], we have 1+
(logz{%”ﬂ = [log, 3n]. Thus, the time delay formulation
can be simplified as

Uf n is even, there only n — 1 coordinate vectors corresponding to

Ak, Ta + ([log, k1 + [log, 3n])Tx.
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V. COMPARISON AND DISCUSSION

According to the descriptions in the previous section, it is
clear that the time delay of our proposal using speedup strat-
egyis Ta+([log, k]+[log, 3n])Tx. However, itis especially
attractive if

[log, k1 + [log, 3n] = [log, 3n - k| = [log, 3m]. (12)

At this time, the corresponding time delay is T4 +
[log, 3m1)Tx, which approximately equals the fastest 2-term
Karatsuba based multiplier [24]. In fact, we have checked all
the irreducible x"* + x¥ + 1,k > 1 of degree m = nk €
[100, 1023] over [F», and found about 54% such trinomials
satisfy (12), and the rest of them requires at most one Ty than
than the fastest Karatsuba multiplier so far.

Table 3 gives a comparison of different implementations
of bit-parallel multipliers in the fields generated by trinomials
x™+x* 4+ 1, m = nk. More explicitly, we omit the expression
O(mlogy n) in (11), as n is usually smaller than k shown
in Section 3.3. Based on this table, it is easy to see that
our proposal has better space complexity while maintains
relatively low time complexity. The best of our result only
costs about '"72 + O(m*/?) circuit gates compared with the
previous architectures without using a divide-and-conquer
algorithm. On the other hand, the time complexity of the
proposed multiplier is very closed to the fastest result utilizing
classic Karatsuba algorithm.

VI. CONCLUSION

In this paper, we investigate the application of a n-term
Karatsuba algorithm and develop a new type of bit-parallel
multiplier for a class of irreducible trinomials. The proposed
architecture shows that specific type of trinomials combined
with Karatsuba algorithm variations can reduce the space
complexity further compared with classic Karatsuba multi-
pliers. We next work on the construction of n-term Karatsuba
multiplier for general trinomials.

APPENDIX A

THE SUB-EXPRESSION SHARING

FOR ENTRIES ADDITION IN S,

Let P; denote the coordinate vector of A; 1 b; +A; gb; and P;
denote the coordinate vector of A; 1b; (or A; gb; for i = 0).
Clearly, both P; and P; are k x 1 vectors. Therefore, (7) can
be rewritten as:

[P, Py Py o Pyo Py
PBpb PO o 00
Pp P, P, - 0 0
Mg b=| . . . . .
Ppb P, P, - P, 0
'pp P, P, - P, P |

So we only need to compute entries additions for k interme-
diate coordinate vectors

PO+P1 +“‘+P1172+P;1_1 (13)

43066

TABLE 4. Saved XOR gates about the entries addition.

Matrix rows Overlapped terms Saved #XOR
1~k (n—2)k ((n—2)—W(n—2))k
k+1~2k k 1-W())k
2k+1~ 3k 2k (2—-W(2)k
(n=2)k+1~ (n—2)k ((n—2)— W (n—2))k
(n— 1)k
(n—Dk+1~m nk (n—1)k

and all the entries additions can be computed through reusing
these values. Table 4 indicates the overlapped values and the
number of saved XOR gates.

Note that the additions between these vectors without
sub-expression sharing require 2(n — 1)k — k 2:1:_12 i XOR
gates. By subtracting the number of saved XOR gates,
the number of required XOR gates actually is

n—2
m+k Z W) + kW (n — 2).

i=1

APPENDIX B

RELATED MATRICES OF THE EXAMPLE IN SECTION 3.1.2

As we know the form of A; 1, and A; g, it is easy to obtain the

explicit formulae with respect to A; (i =0, 1, 2, 3), and Ag, .
For the size of the above matrix, we do not present the line

number in the left side. One should note that the rows of Ag,

correspond the term degree [—6, 17].

-3 aszit+o 0 0

=2 | azi+1  azito 0

=1 | aziy2  aziy1 asito
0 azi+0 a3t a3itl
1 azitl azi+o  azit2
2 azit2  A3i+1  A3i4+0

3 aziy0 a2 aszigl
A= 4 azit1 azivo  azit2 |,
5 aziy2 A3kl A3i0

6 azir0  a3it2  asitl
7 azi+1 azi+0  d3i42
8 azit2  A3i41  G3i40
9 0 aziy2  asirl
10 0 0  azin
11 0 0 0

and Ag,, as shown at the top of the next page.
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ap 0 0O : 0 0 0
aj a 0 . 0 0 0
a aj ap : 0 0 0
ap ar aj i as 0 0
al a ar : ay as 0
a aj apg ' as as as
ap ar aj i as as ay
ai ao a, . a4 as as
a ai apg ' as as as
ao an al E as as ag
ai ao a 1 as as as
az a ap 1 as as a3
Ac = | T y Tt
5 0 a) ai E as as as
0 0 ar : ag as as
0 0 0 ' as as as
0O 0 0 ! 0 as a
0 0 0O : O 0 as
0 0 0O ' 0 0 0
o 0 0!l 0 0 o0
0 0 0O : 0 0 0
0 0 0O 0 0 0
o 0 0!l 0 0 0
0 0 0O : 0 0 0
0 0 0O 0 0 0

0 0 0o 0 0 0
0 0 0o 0 0 0
0 0 0o 0 0 0
0 o 0! 0 0 0
0 0 0o 0 0 0
0 0 0O 0 0 0
@ 0O 0 L 0 0 0
ay ag 0O . 0 0 0
as az ag 1+ 0 0 0
ae asg ar E ag 0 0
ag ae ag 1 ap ay 0
ag aj a6 1 a4 4
as ag  a; 1 a air  ap
as ag  ag 1 amp as  ap
ag  ar @ : a4 a9
ag ag a7 1 a air  ap
as ag  ag + aip as  an
ag a7 ag i a4
0 asg ay ag air ap
0 0 ag 1 ap ay a
0 0 0 ' an aio ag
0 0O 0 ! 0 an an
0 0 0 . 0 0 all
0 0 0o 0 0 0

After reduction process, the explicit form of Mg, | and
Mg, > are presented as shown at the top of the next page.

APPENDIX C
PROOF OF OBSERVATION FOR EVEN n
If n is even, we have A = 7, and the degree of g; is nk — 2.

Let g = Y%7 1"/ Then
2ik—1
(m=2i-Dk __ @, j+(n—2i—1k
8ix =D h'x
Jj=0 nk—2
() j+(n—2i—1k
+ ) hx ’
j=2ik
fori=1,2,---, % — 1. Similar with case of odd n, only one

part of the above expression needs reduction by f (x). We have

nk—2 ) nk—2 )
Z h](_l)xj+(n—2l—1)k — Z h](_l)(x]—Zlk—k +xf_2’k).
Jj=2ik Jj=2ik
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We note that if i = 5, all the term degrees of g%x_k are in the
range [—k, nk — k — 1]. No further reduction is needed.

By combining non-overlapped parts of above expressions,
the result of gix” =2~V mod £ (x) is given by

ggx_k mod f(x) = g%x_k
gix™ 2 mod £ (x) = p\’ () + pP(x),

where
' 2ik—1 nk=1
p(lt) — Z h](z)xJ+nk—2zk—k + Z h](_l)x]—sz—k’
j=0 j=2ik
. nk—2 )
p(2’) — Z hjl)xj_mk,
j=2ik
fori = 1,2,---, % — 1. Therefore, in this case, to obtain
a1
S> mod f(x), we only need to add p(ll),p(zl), ,p(12 ),
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" ao ap a1+ a3 as  ai . ag 4y a4y Gy 4l A0 |
ai ap @+ a4 a3 as . a4y dg Ay : a4y di
a ai ap +  as as a3 . ag ay ag + ail  dio  do9
"""""""""
ao az a ! as as a4 ! ae as ar ! ao arl aio
al ao ar : aq as as : ay ae asg | alo ag all
az ai @i a4 a4 a3 ag 4y ds : 4l dip 49
Mg 1=|-------"------ Pmmmsmms e Pommsmmms oo e ,
ao ap a1+ a3 as as . a4 4y a; 1 A9 ail aio
ai ay apx + as as as . ag ag ag . dijo d9  dil
a ai ap +  as as a3 . ag ag ag + ajl  dip a9
_______________ R S S
a ar aq : as as aq : ae asg ay : ag all alo
ai ap @+ a4 a3 as . a4 a4y 4l 4y ai
| @ ai @y : as as az . 4y 47 ds : 4l dip 49
™ ap 0 0 . 0 0 0 . 0 0 0 . 0 0 0
1 1 1
ai aop 0 . 0 0 0 . 0 0 0 . 0 0 0
a ap ap 0 0 0 . 0 0 0 . 0 0 0
--------------- U S
0 0 0 0 as as +  ag  ag aj «  ay aj;  ap
1 1 1
0 0 0 0 0 as +  ag ag ag . ajpp a9  ail
0 0 0 . 0 0 0 ' oag ag ag + ail 4o d9
My, 2 = B B Bl
0 0 0 0 0 0 ! 0 ag aj «  ay aj;  ap
0 0 0 : 0 0 0 : 0 0 asg : alo ag all
0 0 0 0 0 0 0 0 0 ' an awo ao
! L 0 0 o L.
0 0 0 . 0 0 0 . 0 0 0 . 0 aipr  ap
0 0 0 . 0 0 0 . 0 0 0 . 0 0 ar
0 0 0 . 0 0 0 . 0 0 0 . 0 0 0
- 1 1 1 -
(-1 ks . . ) L
P> and g ax in parallel, which cost |'10g2(n — 1)] XOR [8] A. Weimerskirch and C. Paar, “Generalizations of the Karatsuba
gate delay. algorithm for efficient implémentatiops,” Cryptol. ‘eP.rint Arch.,
Tech. Rep. 2006/224, 2006. [Online]. Available: http://eprint.iacr.org/
[9] T. Zhang and K. K. Parhi, “Systematic design of original and modified
REFERENCES Mastrovito multipliers for general irreducible polynomials,” IEEE Trans.
Comput., vol. 50, no. 7, pp. 734-749, Jul. 2001.

[ A J. Mene?es, L F'. Blz?ke, X. ‘Ga_o, R C. Mullin, S. A. Vanstone, and [10] A. Cilardo, “Fast parallel GF(2™) polynomial multiplication for all
T. Yaghoobian, Applications of Finite Fields. Norwell, MA, USA: Kluwer, degrees,” IEEE Trans. Comput., vol. 62, 10. 5, pp. 929-943, May 2013.
199??' ) ) L ) [11] H. Fan, “A chinese remainder theorem approach to bit-parallel GF(2")

[2] R. I',1d1 and H. Niederreiter, Finite Fields. New York, NY, USA: Cambridge polynomial basis multipliers for irreducible trinomials,” IEEE Trans.
Univ. Press, 1996. Comput., vol. 65, no. 2, pp. 343-352, Feb. 2016.

[3] I Blake, G. Seroussi, and N. Smart, Elliptic Curves in Cryptography [12] A. Hariri and A. Reyhani-Masoleh, “Bit-serial and bit-parallel
(London Mathematical Society Lecture Note Series), vol. 265. Cambridge, Montgomery multiplication and squaring over GF(2™),” IEEE Trans.
U.K.: Cambridge Univ. Press, 1999. Comput., vol. 58, no. 10, pp. 1332-1345, Oct. 2009.

[4] A. Karatsuba and Y. Ofman, “Multiplication of multidigit numbers on [13] H.Fanand Y. Dai, “Fast bit-parallel GF(2") multiplier for all trinomials,”
automata,” Sov. Phys. Doklady, vol. 7, no. 7, pp. 595-596, 1963. IEEE Trans. Comput., vol. 54, no. 4, pp. 485490, Apr. 2005.

[5] H. F.an' anq M. A. Hasan, “Fast bit.par.allel»shifled polynomial basis [14] M. Elia, M. Leone, and C. Visentin, “Low complexity bit-parallel multi-
multipliers in GF(2"),” IEEE Trans. Circuits Syst. I, Reg. Papers, vol. 53, pliers for GF(2™) with generator polynomial x™ +xX +1,” Electron. Lett.,
no. 12, pp. 2606-2615, Dec. 2006. vol. 35, no. 7, pp. 551-552, Apr. 1999.

[6] H. Fan and M. A. Hasan, “A survey of some recent bit-parallel GF(2") [15] K.-Y. Chang, D. Hong, and H.-S. Cho, “Low complexity bit-parallel

[71

multipliers,” Finite Fields Appl., vol. 32, pp. 5-43, Mar. 2015.

B. Sunar and C. K. Koc, “Mastrovito multiplier for all trinomials,” IEEE
Trans. Comput., vol. 48, no. 5, pp. 522-527, May 1999.

43068

multiplier for GF(2™) defined by all-one polynomials using redundant
representation,” IEEE Trans. Comput., vol. 54, no. 12, pp. 1628-1630,
Dec. 2005.

VOLUME 6, 2018



Y. Li et al.: N-Term Karatsuba Algorithm and Its Application to Multiplier Designs for Special Trinomials

IEEE Access

[16]
[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

H. Wu, “Bit-parallel finite field multiplier and squarer using polynomial
basis,” IEEE Trans. Comput., vol. 51, no. 7, pp. 750-758, Jul. 2002.

H. Wu, “Montgomery multiplier and squarer for a class of finite fields,”
IEEE Trans. Comput., vol. 51, no. 5, pp. 521-529, May 2002.

H. Fan, J. Sun, M. Gu, and K.-Y. Lam, “Overlap-free Karatsuba-Ofman
polynomial multiplication algorithms,” IET Inf. Secur, vol. 4, no. 1,
pp. 8-14, Mar. 2010.

H. Fan, M. Gu, J. Sun, and K.-Y. Lam, “Obtaining more Karatsuba-like
formulae over the binary field,” IET Inf. Secur., vol. 6, no. 1, pp. 14-19,
Mar. 2012.

P. L. Montgomery, “Five, six, and seven-term Karatsuba-like formulae,”
IEEE Trans. Comput., vol. 54, no. 3, pp. 362-369, Mar. 2005.

Y. Li, G.-L. Chen, and J. Li, “Speedup of bit-parallel Karatsuba multiplier
in GF(2™) generated by trinomials,” Inf. Process. Lett., vol. 111, no. 8,
pp. 390-394, Jan. 2011.

Y. Li and Y. Chen, “New bit-parallel Montgomery multiplier for trino-
mials using squaring operation,” Integr., VLSI J., vol. 52, pp. 142-155,
Jan. 2016.

X.-N. Xie, G.-L. Chen, and Y. Li, “‘Novel bit-parallel multiplier for GF (2"")
defined by all-one polynomial using generalized Karatsuba algorithm,”
Inf. Process. Lett., vol. 114, no. 3, pp. 140-146, Oct. 2014.

Y. Li, X. Ma, Y. Zhang, and C. Qi, “Mastrovito form of non-recursive
Karatsuba multiplier for all trinomials,” IEEE Trans. Comput., vol. 66,
no. 9, pp. 1573-1584, Sep. 2017.

Y. Li, Y. Zhang, and X. Guo, “Efficient nonrecursive bit-parallel
Karatsuba multiplier for a special class of trinomials,” VLSI Des.,
vol. 2018, Jan. 2018, Art. no. 9269157, doi: 10.1155/2018/9269157.

G. Shou, Z. Mao, Y. Hu, Z. Guo, and Z. Qian, “Low complexity architec-
ture of bit parallel multipliers for GF(2™),” Electron. Lett., vol. 46, no. 19,
pp. 1326-1327, Sep. 2010.

C. Négre, “Efficient parallel multiplier in shifted polynomial basis,”
J. Syst. Archit., vol. 53, nos. 2-3, pp. 109-116, Feb. 2007.

H. Shen and Y. Jin, “Low complexity bit parallel multiplier for GF(2")
generated by equally-spaced trinomials,” Inf. Process. Lett., vol. 107, no. 6,
pp. 211-215, Mar. 2008.

YIN LI received the B.Sc. degree in infor-
mation engineering and the M.Sc. degree in
cryptography from Information Engineering Uni-
versity, Zhenzhou, in 2004 and 2007, respectively,
and the Ph.D. degree in computer science from
Shanghai Jiao Tong University, Shanghai, in 2011.
He held a post-doctoral position at the Department
of Computer Science, Ben-Gurion University of
the Negev, Israel. He is currently a Lecturer with
the Department of Computer Science and Tech-

nology, Xinyang Normal University, Xinyang, Henan, China. His current
research interests include algorithm and architectures for computation in
finite field, computer arithmetic, and secure cloud computing.

VOLUME 6, 2018

—_——

([
~
A

o
-
-

YU ZHANG received the B.Sc. degree from
the Henan University of Economics and Law
in 2008 and the Ph.D. degree from the Huazhong
University of Science and Technology in 2015.
Since 2016, he has been with the Department of
Computer Science and Information Technology,
Xinyang Normal University, where he is currently
a Lecturer. His major interests include information
security, cryptography, and information retrieval.

XIAOLI GUO received the B.Sc. degree in com-
puter science from Xinyang Normal University
in 2017, where she is currently pursuing the M.D.
degree with the Department of Computer Science
and Technology. Her research interests include
computer algebra and cryptography.

CHUANDA QI received the B.Sc. degree in
mathematics from Xinyang Normal University,
Xinyang, in 1985 and the Ph.D. degree in cryp-
tography from Information Engineering Univer-
sity in 2007. He is currently a Professor with the
Department of Computer Science and Technology,
Xinyang Normal University. His research inter-
ests include cryptography, complexity theory, and
mathematical logic.

43069


http://dx.doi.org/10.1155/2018/9269157

	INTRODUCTION
	PRELIMINARY
	IRREDUCIBLE n-SPACED TRINOMIAL
	SHIFTED POLYNOMIAL BASIS
	n-TERM KARATSUBA ALGORITHM

	EFFICIENT MULTIPLIER BASED ON n-TERM KARATSUBA ALGORITHM
	COMPUTATION OF S1 MODULO f(x)
	DETAILED COMPUTATION OF S1 MODULO f(x)
	AN EXAMPLE OF S1-5mumod5mu-f(x)

	COMPUTATION OF S2 MODULO xnk+xk+1
	DETAILED COMPUTATION OF S2-5mumod5mu-f(x)
	AN EXAMPLE OF S2-5mumod5mu-f(x)

	THEORETIC COMPLEXITY

	SPEEDUP STRATEGY
	COMPARISON AND DISCUSSION
	CONCLUSION
	REFERENCES
	Biographies
	YIN LI
	YU ZHANG
	XIAOLI GUO
	CHUANDA QI


